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�8�7� Free Software Magazine. 
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���K�;� �A�;�5�?� �8� �2�8�6�C� �A�2�5�B�"�.� 

�"���,� �1�;�0�3�>�4�0�B�L�"�,� �E�@�8�A�B�8�0�=�A�:�8�9� �3�8�<�=� ���6�>�=�0� ���L�N�B�>�=�0�.� 
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�4�>�2�0�=�8�5� �8�;�8� �A�?�5�F�8�0�;�8�7�8�@�>�2�0�=�=�K�5� �C�A�B�@�>�9�A�B�2�0�,� �=�0�?�@�8�<�5�@�,� �2� �A�5�B�O�E� �0�2�B�>�<�0�B�8�7�8�­

�@�>�2�0�=�=�K�E� �A�8�A�B�5�<� �C�?�@�0�2�;�5�=�8�O� �?�@�>�8�7�2�>�4�A�B�2�5�=�=�K�<�8� �?�@�>�F�5�A�A�0�<�8� (ICS). 
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� �8�A�.� 2.3. ��� �@�0�4�8�0�;�L�=�>�-�C�7�;�>�2�>�9� �A�5�B�8�,� �A�>�7�4�0�=�=�>�9� �=�0� �>�A�=�>�2�5� �:�>�=�­

�F�5�=�B�@�0�B�>�@�>�2�,� �<�>�6�5�B� �2�>�7�=�8�:�=�C�B�L� �:�>�;�;�8�7�8�O� �?�0�:�5�B�>�2�,� �:�>�3�4�0� �4�2�0� 

�8�;�8� �1�>�;�L�H�5� �C�A�B�@�>�9�A�B�2� �1�C�4�C�B� �?�5�@�5�4�0�2�0�B�L� �4�0�=�=�K�5� �>�4�=�>�2�@�5�<�5�=�=�>� 

�'�B�>�1�K� �2�K�O�A�=�8�B�L� �=�0�;�8�G�8�5� �:�>�=�F�5�=�B�@�0�B�>�@�0� �2� �A�5�B�8�,� �?�@�>�I�5� �2�A�5�3�>� �7�0�3�;�O�=�C�3�L� �2� 

�A�5�@�2�5�@�=�>�5� �?�>�<�5�I�5�=�8�5� �8�;�8� �A�5�B�5�2�>�9� �<�>�=�B�0�6�=�K�9� �H�:�0�D�,� �3�4�5� �1�>�;�L�H�8�=�A�B�2�>� �:�>�=�­

�F�5�=�B�@�0�B�>�@�>�2� �A�?�5�F�8�0�;�L�=�>� �>�1�>�7�=�0�G�5�=�K� �<�5�B�:�0�<�8�.� ���A�;�8� �8� �M�B�>� �=�5� �?�>�<�>�6�5�B�,� �7�0�3�;�O�­

�=�8�B�5� �2� �A�0�<�K�9� �B�5�<�=�K�9� �C�3�>�;� �A�5�@�2�5�@�=�>�3�>� �?�>�<�5�I�5�=�8�O�,� �3�4�5� �>�1�K�G�=�>� �=�0�E�>�4�8�B�A�O� �?�>�­

�:�@�K�B�>�5� �B�>�;�A�B�K�<� �A�;�>�5�<� �?�K�;�8� �A�5�B�5�2�>�5� �>�1�>�@�C�4�>�2�0�=�8�5�.� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �:�>�<�<�C�B�8�@�C�5�<�>�9� �A�@�5�4�5� 
��� �:�0�G�5�A�B�2�5� �A�>�5�4�8�=�8�B�5�;�L�=�K�E� �C�A�B�@�>�9�A�B�2� �2� �A�>�2�@�5�<�5�=�=�K�E� �A�5�B�O�E� �G�0�I�5� �2�A�5�3�>� 

�?�@�8�<�5�=�O�N�B�A�O� �:�>�<�<�C�3�0�B�>�@�K�.� ���=�8� �>�1�5�A�?�5�G�8�2�0�N�B� �M�D�D�5�:�B�8�2�=�K�9� �?�>�@�O�4�>�:� �?�5�@�5�­

�=�>�A�0� �4�0�=�=�K�E� �G�5�@�5�7� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�9�,� �<�=�>�3�>�- �8� �>�4�=�>�0�4�@�5�A�0�B�=�K�9� �B�@�0�D�8�:�.� 

���>�<�<�C�3�0�B�>�@�K� �4�>�?�C�A�:�0�N�B� �4�C�?�;�5�:�A�=�C�N� �?�5�@�5�4�0�G�C� �4�0�=�=�K�E�,� �0� �M�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �<�0�­

�H�8�=�K� �<�>�3�C�3� �?�5�@�5�4�0�2�0�B�L� �8� �?�@�8�=�8�<�0�B�L� �4�0�=�=�K�5� �>�4�=�>�2�@�5�<�5�=�=�>�.� 

��� �A�>�6�0�;�5�=�8�N�,� �:�>�<�<�C�3�0�B�>�@�K� �C�A�;�>�6�=�O�N�B� �7�0�4�0�G�C� �8�A�A�;�5�4�>�2�0�B�5�;�O�<� �?�0�:�5�B�>�2�.� 

���>�4�:�;�N�G�8�2� �A�2�>�9� �0�=�0�;�8�7�0�B�>�@� �?�0�:�5�B�>�2� �:� �?�>�@�B�C� �:�>�<�<�C�3�0�B�>�@�0�,� �2�K� �A�<�>�6�5�B�5� �?�@�>�­

�A�<�>�B�@�5�B�L� �;�8�H�L� �G�0�A�B�L� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�>�3�>� �B�@�0�D�8�:�0�,� �0� �B�0�:�6�5� �B�@�0�D�8�:�,� �?�5�@�5�4�0�­

�2�0�5�<�K�9� �8� �?�@�8�=�8�<�0�5�<�K�9� �B�5�<� �C�A�B�@�>�9�A�B�2�>�<�,� �=�0� �:�>�B�>�@�>�<� �C�A�B�0�=�>�2�;�5�=� �0�=�0�;�8�7�0�B�>�@� 

�?�0�:�5�B�>�2� �(�@�8�A�.� 2.4). �'�B�>�1�K� �?�5�@�5�E�2�0�B�8�B�L� �B�@�0�D�8�:� �8�7� �F�5�;�5�2�>�3�>� �C�A�B�@�>�9�A�B�2�0� �2� �:�>�<�­

�<�C�3�8�@�C�5�<�>�9� �A�5�B�8�,� �2�0�<� �?�@�8�4�5�B�A�O� �?�@�5�4�?�@�8�=�O�B�L� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �H�0�3�8�.� ���5�@�5�­

�E�2�0�B�8�B�L� �B�0�:�>�9� �B�@�0�D�8�:� �<�>�6�=�>� �A�;�5�4�C�N�I�8�<�8� �G�5�B�K�@�L�<�O� �A�?�>�A�>�1�0�<�8�:� �7�5�@�:�0�;�L�=�>�5� 

�>�B�>�1�@�0�6�5�=�8�5� �?�>�@�B�>�2� (port �H�i�r�r�o�r�i�n�g�)�,� �?�5�@�5�E�2�0�B� �?�0�:�5�B�>�2� �G�5�@�5�7� �:�>�=�F�5�=�B�@�0�B�>�@�,� 

�?�@�8�<�5�=�5�=�8�5� �A�5�B�5�2�>�3�>� �>�B�2�5�B�2�8�B�5�;�O� �8� �7�0�@�0�6�5�=�8�5� ���R� �-�:�5�H�0�.� 

���>�4�:�;�N�G�5�=�8�5� �:� �A�5�B�8� 49 

Tlgm: @it_boooks



���=�0�;�8�7�0�B�>�@� 

�?�0�:�5�B�>�2� 

���>�<�?�L�N�B�5�@� ��� 

���>�<�?�L�N�B�5�@� ��� ���>�<�?�L�N�B�5�@� ��� 

���>�<�?�L�N�B�5�@� ��� 

���>�<�?�L�N�B�5�@��� ���>�<�?�L�N�B�5�@� ��� 

� �8�A�.� 2.4. ���@�5�4�5�;�K� �2�8�4�8�<�>�A�B�8� �2� �:�>�<�<�C�B�8�@�C�5�<�>�9� �A�5�B�8� �>�3�@�0�=�8�G�8�2�0�N�B�A�O� 
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���5�@�E�0�;�J�=�>�5� �>�B�>�1�@�0�6�5�=�8�5� �?�>�@�B�>�2� (port �B�i�r�N�r�i�?�g�)�,� �8�=�0�G�5� �=�0�7�K�2�0�5�<�>�5� �@�0�A�H�8�j�6�=�8�5�<� 

�?�>�@�B�>�2� (port �s�@�0�?�?�i�?�g�)�,� �A�G�8�B�0�5�B�A�O� �5�4�2�0� �;�8� �=�5� �A�0�<�K�<� �?�@�>�A�B�K�<� �A�?�>�A�>�1�>�<� �?�5�@�5�E�2�0�­
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3 �=�0� �?�>�@�B� 4. ���@�>�F�5�A�A� �7�5�@�:�0�;�L�=�>�3�>� �>�B�>�1�@�0�6�5�=�8�O� �?�>�@�B�>�2� �=�0�3�;�O�4�=�>� �?�>�:�0�7�0�=� �=�0� 

�@�8�A�.� 2.5. 
���>�@�O�4�>�:� �>�@�3�0�=�8�7�0�F�8�8� �7�5�@�:�0�;�L�=�>�3�>� �>�B�>�1�@�0�6�5�=�8�O� �?�>�@�B�>�2� �7�0�2�8�A�8�B� �>�B� �:�>�=�­

�:�@�5�B�=�>�9� �<�>�4�5�;�8� �:�>�<�<�C�B�0�B�>�@�0�.� ��� �1�>�;�L�H�8�=�A�B�2�5� �?�@�>�<�K�H�;�5�=�=�K�E� �:�>�<�<�C�B�0�B�>�@�>�2� 

�?�@�8�4�5�B�A�O� �?�@�>�9�B�8� �@�5�3�8�A�B�@�0�F�8�N� �G�5�@�5�7� �8�=�B�5�@�D�5�9�A� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� �8� �=�0�A�B�@�>�­

�8�B�L� �7�5�@�:�0�;�L�=�>�5� �>�B�>�1�@�0�6�5�=�8�5� �?�>�@�B�>�2� �?�>� �A�?�5�F�8�0�;�L�=�>�9� �:�>�<�0�=�4�5�.� ���5�@�5�G�5�=�L� �B�0�­

�:�8�E� �:�>�<�0�=�4� �?�@�8�2�5�4�5�=� �2� �B�0�1�;�.� 2.1. 
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� �8�A�.� 2.5. ���5�@�:�0�;�L�=�>�5� �>�B�>�1�@�0�6�5�=�8�5� �?�>�@�B�>�2� �?�>�7�2�>�;�O�5�B� �@�0�A�H�8�@�8�B�L� �?�@�5�4�5�;�K� 

�2�8�4�8�<�>�A�B�8� �2� �:�>�<�<�C�B�8�@�C�5�<�>�9� �A�5�B�8� 

�"�0�1�n�8�F�0� 2.1. ���>�<�0�=�4�K�,� �n�@�8�<�5�= "�5�<�K�5� �4�n "� �0�:�B�8�2�8�7�0�F�8�8� �M�5�@�:�0�n�L�=�>�r�>� �>�B�>�1�@�0�6�5�=�8 "� 
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Cisco set span �<�n�~� ���C�'�J�'�O�V�I�O�l�l�J�C�a�>� �<�n�~� �=�0�7�=�0�v�5�N�v�r�>� 

Enterasys set port m.irroring create <DOP'J' ���C�'�J�'�O�'�l���l�l���a�>� <DOP'J' 
�2�0�:�7�=�0�v�5�=�2�O�>� 

Nortel port-m.irroring mode m.irror-port <nop'J' ���C�'�J�'�O�V�I�O�l�l�J�C�a�>� 

monitor-port �<�?�~� �=�0�.�M�=�0�v�5�N�v�r�>� 

�l�e�l�i�l���!�p�M�)�l�l� ��� �=�5�:�>�B�>�@�K�E� �?�@�>�<�K�(�f�l�,�(�!�1�(�,�=�K�E� �:�>�<�<�C�B�0�B�>�@�0�E� �?�@�5�4�>�A�B�0�2�;�O�5�B�A�O� �2�5�1�-�>�@�8 �­

�5�=�B�8�@�>�2�0�=�=�K�9� �3�@�0�D�8�G�5�A�:�8�9� �8�=�B�5�@�D�5�9�A�,� �3�4�5� �7�5�@�:�0�;�J�=�>�5� �>�B�>�1�@�0�6�5�=�8�5� 

�?�>�@�B�>�2� �=�5� �2�A�5�3�4�0� �?�>�4�4�5�@�6�8�2�0�5�B�A�O �. �,� �E�>�B�O� �B�0�:�8�5� �:�>�<�<�C�B�0�B�>�@�K� �=�5�B�8�?�8�G�­

�=�K� �8� �=�5� �A�B�0�=�4�0�@�B�8�7�8�@�>�2�0�=�J�~�.� ���>� �5�A�;�8� �:�>�<�<�C�B�0�B�>�@� �?�@�5�4�>�A�B�0�2�;�O�5�B� �M�D�­
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New ARP Poison Routing �E� 

WARNING !!! 

��� ��� �e�n�a�+�e�s� you to hijack IP traflic �,�e�t�w�e�e�n� the selected host on the leh ist and al selected hosts on the right ist in both 
dwections. 11 �0� selected host has routing �c�a�p�a�,�i�l�i�t�i�e�s� 'WAN traffic will �,�5� intercepted as well Please note that since �}�'���(�%� 
rnachine has not the same performance �>�1� �0� router you could cause DoS �~� you set ��� ��� between your Default Gateway and 
�0��� other hosts on your lAN . 

�~� -
IP address 1 �����!� 1 Hostname " IP addre•s 1 ���� �!� 1 Hostname " 172.16.16.1 �!���!�1� �!���1�7�8�!���8� 172.16.16.149 4C60DE80009A 
172.16.16.2 1 OC378537F1 ��� 172.16.16.142 �7�8�3�1�!�1�!�����2�5�6� 
172.16.16.132 189C5DB7D631 172.16.16.135 40490FD FA085 -172.16.16.131 ACCF5C786C9C 172.16.16.141 �!�4�8�3�0�1� ���!�9�5�6�3� 
172.16.16.128 000420F2C085 172.16.16.148 �0�0�2�5 ���������8�2�5�4� 
172.16.16.148 00258 38 ��� 8254 172.16.16.128 �0�0�0 �4�2�0�F �2�!�����5� 
172.16.16.141 �! �4�8�3�0�1� ���!�9 �5�6�3� 172.16.16.131 ACCF5C786C9C 
172.16.16.135 40490FD FA085 172.16.16.2 1 ���!�3�7��� 537F1 ��� 
172.16.16.142 7831 �!�1� �!��� ��� 256 ltl.jl:Wll �l�i�1�!�l�i�l " "�t�N�$ "�M� 
172.16.16.149 �4�!�6�0�D���8�0�0�0�9�4� " " < > < > 
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����������������� ��� WIRESHARK 

���0�:� �C�?�>�<�8�=�0�;�>�A�L� �2� �3�;�0�2�5� 1, �"���=�0�;�8�7� �?�0�:�5�B�>�2� �8� �>�A�=�>�2�K� 

�>�@�3�0�=�8�7�0�F�8�8� �A�5�B�5�9�"�,� �4�;�O� �0�=�0�;�8�7�0� �A�5�B�5�2�K�E� �?�0�:�5�B�>�2� �8�<�5�5�B�­

�A�O� �=�5�A�:�>�;�L�:�>� �?�@�8�;�>�6�5�=�8�9�,� �=�>� �2� �M�B�>�9� �:�=�8�3�5� �>�A�=�>�2�=�>�5� �2�=�8�-

�<�0�=�8�5� �C�4�5�;�O�5�B�A�O� �?�@�8�;�>�6�5�=�8�N� Wiresliark. ��� �2� �M�B�>�9� �3�;�0�2�5� �?�@�5�4�­

�A�B�0�2�;�5�=�>� �2�2�5�4�5�=�8�5� �2� Wireshark. 

���@�0�B�:�0�O� �8�A�B�>�@�8�O� �A�>�7�4�0�=�8�O� Wireshark 
�#� �?�@�8�;�>�6�5�=�8�O� Wireshark �>�G�5�=�L� �1�>�3�0�B�0�O� �8�A�B�>�@�8�O�.� ���6�5�@�0�;�L�4� ���>�<�1�A� (Gerald 

Combs), �>�:�>�=�G�8�2�H�8�9� �:�C�@�A� �2�K�G�8�A�;�8�B�5�;�L�=�>�9� �B�5�E�=�8�:�8� �2� �C�=�8�2�5�@�A�8�B�5�B�5� �H�B�0�B�0� 

���8�A�A�C�@�8�,� �@�0�A�?�>�;�>�6�5�=�=�>�<� �2� ���0�=�7�0�A�-�!�8�B�8�,� �@�0�7�@�0�1�>�B�0�;� �M�B�>� �?�@�8�;�>�6�5�=�8�5� �?�>� �=�5�­

�>�1�E�>�4�8�<�>�A�B�8�.� ���5�@�2�0�O� �2�5�@�A�8�O� �5�3�>� �?�@�8�;�>�6�5�=�8�O� �1�K�;�0� �2�K�?�C�I�5�=�0� �?�>�4� �=�0�7�2�0�=�8�5�<� 

Ethereal �2� 1998 �3�>�4�C� �?�>� �C�=�8�2�5�@�A�0�;�L�=�>�9� �>�1�I�5�4�>�A�B�C�?�=�>�9� �;�8�F�5�=�7�8�8� GNU (GPL). 
�'�5�@�5�7� �2�>�A�5�<�L� �;�5�B� �?�>�A�;�5� �2�K�?�C�A�:�0� �2�5�@�A�8�8� Ethereal ���>�<�1�A� �>�A�B�0�2�8�;� �A�2�>�N� �@�0�1�>�­

�B�C� �2� �?�>�8�A�:�0�E� �4�@�C�3�8�E� �:�0�@�L�5�@�=�K�E� �2�>�7�<�>�6�=�>�A�B�5�9�.� ��� �A�>�6�0�;�5�=�8�N�,� �C� �5�3�>� �B�>�3�4�0�H�=�5�3�>� 

�@�0�1�>�B�>�4�0�B�5�;�O� �>�A�B�0�;�8�A�L� �2�A�5� �?�@�0�2�0� �=�0� �B�>�@�3�>�2�C�N� �<�0�@�:�C� Ethereal, �8� �?�>�M�B�>�<�C� ���>�<�1�­

�A�C� �=�5� �C�4�0�;�>�A�L� �4�>�1�8�B�L�A�O� �A�>�3�;�0�A�8�O� �=�0� �?�>�;�C�G�5�=�8�5� �:�>�=�B�@�>�;�O� �=�0�4� �D�8�@�<�5�=�=�K�<� �=�0�­

�7�2�0�=�8�5�<� Ethereal. ���>�M�B�>�<�C� ���>�<�1�A� �8� �>�A�B�0�;�L�=�K�5� �G�;�5�=�K� �:�>�<�0�=�4�K� �@�0�7�@�0�1�>�B�G�8�:�>�2� 

�?�5�@�5�8�<�5�=�>�2�0�;�8� �A�2�>�9� �?�@�>�5�:�B� �=�0� Wireshark �2� �A�5�@�5�4�8�=�5� 2006 �3�>�4�0�.� 

���K�=�5� �?�>�?�C�;�O�@�=�>�A�B�L� �?�@�8�;�>�6�5�=�8�O� Wireshark �A�C�I�5�A�B�2�5�=�=�>� �2�>�7�@�>�A�;�0�,� �0� �2� �5�3�>� 
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�=�8�5�,� �A�C�I�5�A�B�2�C�N�I�5�5� �?�>�4� �=�0�7�2�0�=�8�5�<� Etl1ereal, �1�>�;�L�H�5� �=�5� �@�0�7�@�0�1�0�B�K�2�0�5�B�A�O�.� 
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�=�K�E� �A�@�5�4�A�B�2� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�.� 

• ���>�4�4�5�@�6�:�0� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2�.� Wireshark �>�B�;�8�G�0�5�B�A�O� �?�>�4�4�5�@�6�:�>�9� 

�F�5�;�>�3�>� �@�O�4�0� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2� - �=�0� �<�>�<�5�=�B� �=�0�?�8�A�0�=�8�O� �M�B�>�9� �:�=�8�3�8� �8�E� 

�=�0�A�G�8�B�K�2�0�;�>�A�L� �>�:�>�;�>� 1000. ��� �G�8�A�;�C� �?�>�4�4�5�@�6�8�2�0�5�<�K�E� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�­

�;�>�2� �>�B�=�>�A�O�B�A�O� �:�0�:� �>�1�I�5�C�?�>�B�@�5�1�8�B�5�;�L�=�K�5� �?�@�>�B�>�:�>�;�K� �2�@�>�4�5� IP �8� DHCP, 
�B�0�:� �8� �1�>�;�5�5� �@�0�7�2�8�B�K�5� �A�?�5�F�8�0�;�8�7�8�@�>�2�0�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�@�>�4�5� DNP3 �8� 

BitTorrent. ��� �?�>�A�:�>�;�L�:�C� �?�@�8�;�>�6�5�=�8�5� Wireshark �@�0�7�@�0�1�>�B�0�=�>� �?�>� �<�>�4�5�;�8� 

�>�B�:�@�K�B�>�3�>� �8�A�E�>�4�=�>�3�>� �:�>�4�0�,� �B�>� �?�@�8� �:�0�6�4�>�<� �5�3�>� �>�1�=�>�2�;�5�=�8�8� �2�2�>�4�8�B�A�O� 

�?�>�4�4�5�@�6�:�0� �=�>�2�>�3�>� �A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0�.� 

�l�1�!�&���!�@���(�!�I� ��� �B�>�<� �<�0�;�>�2�5�@�>�O�B�=�>�<� �A�;�C�G�0�5�,� �5�A�;�8� �B�@�5�f�l�C�N�I�8�9�A�O� �2�0�<� �A�5�B�5�2�>�9� �?�@�>�B�B�A�>�;� 

�=�5� �?�>�4�4�5�@�6�8�2�0�5�B�A�O� �2� Wireshark, �<�>�6�5�B�R� �7�0�?�@�>�3�@�0�<�<�8�@�>�2�0�B�J� �5�3�>� �?�>�4�­

�4�5�@�6�:�C� �A�0�<�8�.� ���>�A�;�5� �M�B�>�3�>� �?�5�@�5�4�0�9�B�5� �A�2�>�9� �8�A�E�>�4�=�K�9� �:�>�4� �@�0�7�@�0�1�>�B�G�8�:�0�<� 

Wireshark �=�0� �@�0�A�A�<�>�B�@�5�=�8�5�,� �G�B�>�1�J�t� �2�:�;�N�G�8�B�J� �5�3�>� �2� �4�0�=�=�>�5� �?�@�8�;�>�6�5�=�8�5�.� 

�#�7�=�0�B�J� �>� �B�>�<�,� �G�B�>� �B�@�5�1�C�5�B�A�O� �4�;�O� �C�G�0�A�B�8�O� �A�>� �A�2�0�8�<� �8�A�E�>�4�=�J�t�<� �:�>�4�>�<� �2� 

�?�@�>�5�:�B�5� Wireshark, �<�>�6�=�>� �?�>� �0�4�@�5�A�C� https://www.wireshark.org/ 
develop. html. 
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�4�;�O� �C�A�2�>�5�=�8�O� �A�@�5�4�8� �2�A�5�E� �?�@�8�;�>�6�5�=�8�9� �4�;�O� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�.� ���=� �A�>�7�4�0�=� �=�0� 

�>�A�=�>�2�5� �3�@�0�D�8�G�5�A�:�>�3�>� �8�=�B�5�@�D�5�9�A�0� �A� �O�A�=�>� �A�>�A�B�0�2�;�5�=�=�K�<�8� �:�>�=�B�5�:�A�B�=�K�<�8� 

�<�5�=�N� �8� �?�@�>�A�B�>�9� �:�>�<�?�>�=�>�2�:�>�9�.� ���@�>�<�5� �B�>�3�>�,� �2� �=�5�<� �?�@�5�4�>�A�B�0�2�;�O�5�B�A�O� �@�O�4� 

�A�@�5�4�A�B�2�,� �?�@�5�4�=�0�7�=�0�G�5�=�=�K�E� �4�;�O� �?�>�2�K�H�5�=�8�O� �C�4�>�1�A�B�2�0� �5�3�>� �?�@�0�:�B�8�G�5�A�:�>�3�>� 

�?�@�8�<�5�=�5�=�8�O�,� �2� �B�>�<� �G�8�A�;�5� �2�K�4�5�;�5�=�8�5� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2� �@�0�7�=�K�<� �F�2�5�­

�B�>�<� �8� �?�>�4�@�>�1�=�>�5� �3�@�0�D�8�G�5�A�:�>�5� �?�@�5�4�A�B�0�2�;�5�=�8�5� �8�A�E�>�4�=�K�E� �4�0�=�=�K�E�.� ��� �>�B�;�8�­

�G�8�5� �>�B� �=�5�:�>�B�>�@�K�E� �1�>�;�5�5� �A�;�>�6�=�K�E� �?�@�8�;�>�6�5�=�8�9�,� �@�0�1�>�B�0�N�I�8�E� �2� �@�5�6�8�<�5� 

�:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� �(�=�0�?�@�8�<�5�@�,� �C�B�8�;�8�B�K� tcpdump), �8�=�B�5�@�D�5�9�A� �?�@�8�;�>�6�5�­

�=�8�O� Wireshark �2�?�>�;�=�5� �4�>�A�B�C�?�5�=� �B�5�<�,� �:�B�>� �4�5�;�0�5�B� �B�>�;�L�:�>� �?�5�@�2�K�5� �H�0�3�8� �2� �>�1�­

�;�0�A�B�8� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�.� 

• �!�B�>�8�<�>�A�B�L�.� ���@�8�;�>�6�5�=�8�5� Wiresliark �A�>�2�5�@�H�5�=�=�>� �1�5�A�?�;�0�B�=�>�,� �?�>�A�:�>�;�L�:�C� 

�>�=�>� �2�K�?�C�I�5�=�>� �?�>� �C�=�8�2�5�@�A�0�;�L�=�>�9� �>�1�I�5�4�>�A�B�C�?�=�>�9� �;�8�F�5�=�7�8�8� GNU (GPL). 
���3�>� �<�>�6�=�>� �A�2�>�1�>�4�=�>� �7�0�3�@�C�7�8�B�L� �8� �?�@�8�<�5�=�O�B�L� �2� �;�N�1�K�E� �F�5�;�O�E�:� �:�0�:� �2� �;�8�G�­

�=�K�E�,� �B�0�:� �8� �2� �:�>�<�<�5�@�G�5�A�:�8�E�.� 
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�B�5� �0�=�0�;�8�7�0�B�>�@�K� �?�0�:�5�B�>�2� �=�0� �M�;�5�:�B�@�>�=�=�>�<� �0�C�:�1�&�8�>�=�5� �5���0�C�,� �2�0�A� �<�>�6�5�B� 

�C�4�8�2�8�B�J�,� �A�:�>�;�J�:�>� �;�N�4�5�9� �3�>�B�>�2�K� �?�@�>�4�0�:�B�J� �"�?�@�>�D�5�A�A�8�>�=�0�;�J�=�C�N� �:�>�@�?�>�@�0�­

�B�8�2�=�C�N� �;�8�F�5�=�7�8�N�"� �=�0� Wireshark �2�A�5�3�>� �;�8�H�J� �7�0� 39,95 �4�>�;�;�0�@�>�2�.� ���A�;�8� 
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�A�>� �<�=�>�9�,� �8� �<�K� �A�<�>�6�5�<� �>�1�A�C�4�8�B�J� �2�K�3�>�4�=�K�5� �2�0�@�8�0�=�B�K� �?�@�8�>�1�@�5�B�5�=�8�O� 

�=�5�4�2�8�6�8�<�>�A�B�8� �A� �2�8�4�>�<� �=�0� �>�:�5�0�=�,� �:�>�B�>�@�K�5� �O� �<�>�3� �1�K� �?�@�5�4�;�>�6�8�B�J� �2�0�<� �C� 

�A�5�1�O� �2� ���5�=�B�C�:�:�8�!� 

• ���>�4�4�5�@�6�:�0� �?�@�>�3�@�0�<�<�K�.� �#�@�>�2�5�=�L� �?�>�4�4�5�@�6�:�8� �?�@�>�3�@�0�<�<�=�>�3�>� �>�1�5�A�?�5�G�5�­

�=�8�O� �<�>�6�5�B� �@�5�H�8�B�L� �5�3�>� �A�C�4�L�1�C�.� �!�2�>�1�>�4�=�>� �@�0�A�?�@�>�A�B�@�0�=�O�5�<�>�5� �?�@�>�3�@�0�<�<�­

�=�>�5� �>�1�5�A�?�5�G�5�=�8�5� �2�@�>�4�5� Wireshark �<�>�6�5�B� �8� �=�5� �8�<�5�B�L� �=�8�:�0�:�>�9� �D�>�@�<�0�;�L�­

�=�>�9� �?�>�4�4�5�@�6�:�8�.� ���>�M�B�>�<�C� �A�>�>�1�I�5�A�B�2�>� �@�0�7�@�0�1�>�B�G�8�:�>�2� �?�@�>�3�@�0�<�<�=�>�3�>� �>�1�5�­

�A�?�5�G�5�=�8�O� �A� �>�B�:�@�K�B�K�<� �8�A�E�>�4�=�K�<� �:�>�4�>�<� �=�5�@�5�4�:�>� �>�?�8�@�0�5�B�A�O� �=�0� �A�2�>�N� �1�0�7�C� 

�?�>�;�L�7�>�2�0�B�5�;�5�9� �4�;�O� �>�:�0�7�0�=�8�O� �?�>�<�>�I�8�.� ��� �A�G�0�A�B�L�N� �4�;�O� �=�0�A�,� �A�>�>�1�I�5�A�B�2�>� 

�@�0�7�@�0�1�>�B�G�8�:�>�2� Wireshark �>�B�=�>�A�8�B�A�O� �:� �G�8�A�;�C� �A�0�<�K�E� �0�:�B�8�2�=�K�E�.� ��� �G�0�A�B�=�>�A�­

�B�8�,� �A�A�K�;�:�8� �=�0� �2�5�1�-�A�0�9�B�5�,� �?�>�A�2�O�I�5�=�=�>�<� �?�@�8�;�>�6�5�=�8�N� Wireshark, �=�0�?�@�0�2�­

�;�O�N�B� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �:� �=�5�A�:�>�;�L�:�8�<� �D�>�@�<�0�<� �?�>�4�4�5�@�6�:�8�,� �2�:�;�N�G�0�O� �>�?�5�­

�@�0�B�8�2�=�>� �4�>�A�B�C�?�=�C�N� �4�>�:�C�<�5�=�B�0�F�8�N�,� �2�8�:�8�-�A�B�@�0�=�8�F�K�,� �G�0�A�B�>� �7�0�4�0�2�0�5�<�K�5� 

�2�>�?�@�>�A�K� �8� �<�5�A�B�>� �4�;�O� �?�>�4�?�8�A�:�8� �=�0� �A�?�8�A�>�:� �@�0�A�A�K�;�:�8�,� �:�>�B�>�@�K�9� �:�>�=�B�@�>�­

�;�8�@�C�5�B�A�O� �1�>�;�L�H�8�=�A�B�2�>�<� �3�;�0�2�=�K�E� �@�0�7�@�0�1�>�B�G�8�:�>�2� Wireshark. ���<�5�5�B�A�O� 

�B�0�:�6�5� �?�;�0�B�=�0�O� �?�>�4�4�5�@�6�:�0� Wireshark �A�>� �A�B�>�@�>�=�K� �:�>�<�?�0�=�8�8� Riverbed 
Technology. 

• ���>�A�B�C�?� �:� �8�A�E�>�4�=�>�<�C� �:�>�4�C�.� Wireshark �>�B�=�>�A�8�B�A�O� �:� �:�0�B�5�3�>�@�8�8� �?�@�>�3�@�0�<�<�­

�=�>�3�>� �>�1�5�A�?�5�G�5�=�8�O� �A� �>�B�:�@�K�B�K�<� �8�A�E�>�4�=�K�<� �:�>�4�>�<�,� �:�>�B�>�@�K�9� �4�>�A�B�C�?�5�=� �2� 

�;�N�1�>�9� �<�>�<�5�=�B�.� �-�B�>� �<�>�6�5�B� �>�:�0�7�0�B�L�A�O� �C�4�>�1�=�K�<� �4�;�O� �?�>�8�A�:�0� �8� �C�A�B�@�0�=�5�=�8�O� 

�=�5�8�A�?�@�0�2�=�>�A�B�5�9� �2� �4�0�=�=�>�<� �?�@�8�;�>�6�5�=�8�8�,� �?�>�=�8�<�0�=�8�8� �?�@�8�=�F�8�?�0� �4�5�9�A�B�2�8�O� 

�4�5�H�8�D�@�0�B�>�@�>�2� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2� �8�;�8� �2�=�5�A�5�=�8�O� �A�2�>�5�3�>� �2�:�;�0�4�0� �2� �@�0�7�@�0�­

�1�>�B�:�C� Wireshark. 

• ���>�4�4�5�@�6�:�0� �>�?�5�@�0�F�8�>�=�=�K�E� �A�8�A�B�5�<�.� ��� �?�@�8�;�>�6�5�=�8�8� Wireshark �?�>�4�4�5�@�­

�6�8�2�0�N�B�A�O� �2�A�5� �>�A�=�>�2�=�K�5� �A�>�2�@�5�<�5�=�=�K�5� �>�?�5�@�0�F�8�>�=�=�K�5� �A�8�A�B�5�<�K�,� �2�:�;�N�G�0�O� 

Windows, Linux �8� ���0�5� OS �%�.� ���>�;�=�K�9� �?�5�@�5�G�5�=�L� �?�>�4�4�5�@�6�8�2�0�5�<�K�E� �>�?�5�@�0�­

�F�8�>�=�=�K�E� �A�8�A�B�5�<� �<�>�6�=�>� �?�>�A�<�>�B�@�5�B�L� �=�0� �=�0�G�0�;�L�=�>�9� �A�B�@�0�=�8�F�5� �2�5�1�-�A�0�9�B�0�,� 

�?�>�A�2�O�I�5�=�=�>�3�>� �?�@�8�;�>�6�5�=�8�N� Wiresliark. 

�#�A�B�0�=�>�2�:�0� Wireshark 
���@�>�F�5�A�A� �C�A�B�0�=�>�2�:�8� Wireshark �C�4�8�2�8�B�5�;�L�=�>� �?�@�>�A�B�.� ���>� �?�@�5�6�4�5� �G�5�<� �C�A�B�0�=�>�2�8�B�L� 

Wireshark, �C�1�5�4�8�B�5�A�L�,� �G�B�>� �2�0�H�0� �A�8�A�B�5�<�0� �>�B�2�5�G�0�5�B� �A�;�5�4�C�N�I�8�<� �B�@�5�1�>�2�0�=�8�O�<�.� 
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• ���N�1�>�9� �A�>�2�@�5�<�5�=�=�K�9� 32- �8�;�8� �6�4�-�@�0�7�@�O�4�=�K�9� �&��� �B�8�?�0� �E�8�6�.� 

• 400 ���1�0�9�B� �4�>�A�B�C�?�=�>�9� �>�?�5�@�0�B�8�2�=�>�9� �?�0�<�O�B�8�,� �E�>�B�O� �4�;�O� �:�@�C�?�=�K�E� �D�0�9�;�>�2� �?�5�­

�@�5�E�2�0�B�0� �?�>�B�@�5�1�C�5�B�A�O� �1�>�;�L�H�8�9� �>�1�J�5�<� �?�0�<�O�B�8�.� 

• ���5� �<�5�=�L�H�5� 300 ���1�0�9�B� �=�0� �6�5�A�B�:�>�<� �4�8�A�:�5� �?�;�N�A� �<�5�A�B�>� �4�;�O� �D�0�9�;�>�2� �?�5�@�5�­

�E�2�0�B�0�.� 

• �!�5�B�5�2�>�9� �0�4�0�?�B�5�@�,� �?�>�4�4�5�@�6�8�2�0�N�I�8�9� �:�>�<�1�8�=�8�@�>�2�0�=�=�K�9� (promiscuous 
mode) �@�5�6�8�<� �@�0�1�>�B�K�.� 

• ���@�0�9�2�5�@� �?�5�@�5�E�2�0�B�0� Wi11Pcap/libpcap. 

���@�0�9�2�5�@� �?�5�@�5�E�2�0�B�0� Wi11Pcap �O�2�;�O�5�B�A�O� �@�5�0�;�8�7�>�2�0�=�=�K�<� �2� �W�i�2�d�o�w�s� �2�0�@�8�0�=�­

�B�>�<� �@�A�0�@� - �8�=�B�5�@�D�5�9�A�0� API �4�;�O� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2�.� ���@�>�I�5� �3�>�2�>�@�O�,� �M�B�>�B� �4�@�0�9�­

�2�5�@� �2�7�0�8�<�>�4�5�9�A�B�2�C�5�B� �A� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�>�9� �4�;�O� �?�5�@�5�E�2�0�B�0� �8�A�E�>�4�=�K�E� �4�0�=�­

�=�K�E� �?�0�:�5�B�0�,� �?�@�8�<�5�=�5�=�8�O� �D�8�;�L�B�@�>�2� �8� �?�5�@�5�:�;�N�G�5�=�8�O� �A�5�B�5�2�>�3�>� �0�4�0�?�B�5�@�0� �2� �:�>�<�­

�1�8�=�8�@�>�2�0�=�=�K�9� �@�5�6�8�<�,� �8� �>�1�@�0�B�=�>�.� 

���5�A�<�>�B�@�O� �=�0� �B�>� �G�B�>� �4�@�0�9�2�5�@� WinPcap �<�>�6�=�>� �7�0�3�@�C�7�8�B�L� �>�B�4�5�;�L�=�>� �(�?�>� �0�4�@�5�A�C� 

http://www. winpcap. org/), �5�3�>�,� �:�0�:� �?�@�0�2�8�;�>�,� �;�C�G�H�5� �C�A�B�0�=�0�2�;�8�2�0�B�L� �8�7� �4�8�A�B�@�8�­

�1�C�B�8�2�=�>�3�>� �?�0�:�5�B�0� Wireshark, �?�>�A�:�>�;�L�:�C� �2�5�@�A�8�O� �4�@�0�9�2�5�@�0� WinPcap, �2�E�>�4�O�I�0�O� �2� 

�M�B�>�B� �?�0�:�5�B�,� �C�6�5� �?�@�>�2�5�@�5�=�0� �=�0� �@�0�1�>�B�>�A�?�>�A�>�1�=�>�A�B�L� �2�<�5�A�B�5� �A� Wireshark. 

�#�A�B�0�=�>�2�:�0� �2� �A�8�A�B�5�<�0�E� Windows 
�"�5�:�C�I�0�O� �2�5�@�A�8�O� Wireshark �?�@�>�2�5�@�5�=�0� �=�0� �@�0�1�>�B�>�A�?�>�A�>�1�=�>�A�B�L� �2� �@�0�7�=�K�E� �2�5�@�­

�A�8�O�E� ���!� Windows, �:�>�B�>�@�K�5� �?�>�4�4�5�@�6�8�2�0�N�B�A�O� �4�>� �A�8�E� �?�>�@� �8�E� �?�@�>�8�7�2�>�4�8�B�5�;�5�<�.� 

���0� �<�>�<�5�=�B� �=�0�?�8�A�0�=�8�O� �M�B�>�9� �:�=�8�3�8� �:� �?�>�4�4�5�@�6�8�2�0�5�<�K�<� �>�B�=�>�A�8�;�8�A�L� �2�5�@�A�8�8� 

�W�i�2�d�o�w�s� Vista, �W�i�2�d�o�w�s� 7, �W�i�2�d�o�w�s� 8, �W�i�2�d�o�w�s� 10, �0� �B�0�:�6�5� Windows Server 
2003, 2008 �8� 2012. ��� �E�>�B�O� Wireshark �7�0�G�0�A�B�C�N� �1�C�4�5�B� �@�0�1�>�B�0�B�L� �8� �2� �4�@�C�3�8�E� �2�5�@�A�8�­

�O�E� �W�i�2�d�o�w�s� �(�2�@�>�4�5� Windows �%� �)�,� �>�D�8�F�8�0�;�L�=�>� �M�B�8� �2�5�@�A�8�8� �=�5� �?�>�4�4�5�@�6�8�2�0�N�B�A�O�.� 

���;�O� �C�A�B�0�=�>�2�:�8� Wireshark �2� ���!� �W�i�2�d�o�w�s� �?�@�5�6�4�5� �2�A�5�3�>� �=�5�>�1�E�>�4�8�<�>� �?�>�;�C�G�8�B�L� 

�?�>�A�;�5�4�=�N�N� �2�5�@�A�8�N� �A�1�>�@�:�8� �C�A�B�0�=�>�2�>�G�=�>�3�>� �?�0�:�5�B�0� �A� �>�D�8�F�8�0�;�L�=�>�3�>� �2�5�1�-�A�0�9�B�0� 

Wireshark �?�>� �0�4�@�5�A�C� http: //www.wireshark.org/. �!� �M�B�>�9� �F�5�;�L�N� �?�5�@�5�9�4�8�B�5� �2� 

�@�0�7�4�5�;� Download �(���0�3�@�C�7�:�8�)� �M�B�>�3�>� �2�5�1�-�A�0�9�B�0� �8� �2�K�1�5�@�8�B�5� �=�C�6�=�K�9� �2�0�@�8�0�=�B� �C�A�B�0�­

�=�>�2�>�G�=�>�3�>� �?�0�:�5�B�0� �2� �7�0�2�8�A�8�<�>�A�B�8� �>�B� �?�@�8�<�5�=�O�5�<�>�9� �2�5�@�A�8�8� Windows. ��� �?�>�A�;�5� �7�0�­

�3�@�C�7�:�8� �C�A�B�0�=�>�2�>�G�=�>�3�>� �?�0�:�5�B�0� �2�K�?�>�;�=�8�B�5� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���2�0�6�4�K� �I�5�;�:�=�8�B�5� �=�0� �D�0�9�;�5� �A� �@�0�A�H�8�@�5�=�8�5�<� �.�5�E�5�,� �G�B�>�1�K� �=�0�G�0�B�L� �C�A�B�0�=�>�2�­

�:�C�,� �0� �7�0�B�5�<� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Next �(���0�;�5�5�)� �2�>� �2�A�B�C�?�8�B�5�;�L�=�>�<� �>�:�=�5�.� 

2. ���@�>�G�8�B�0�9�B�5� �;�8�F�5�=�7�8�>�=�=�>�5� �A�>�3�;�0�H�5�=�8�5� �8�,� �5�A�;�8� �A�>�3�;�0�A�=�K� �A� �=�8�<�,� �I�5�;�:�=�8�­

�B�5� �=�0� �:�=�>�?�:�5� 1 Agree �(�!�>�3�;�0�H�0�N�A�L�)�.� 

3. ���K�1�5�@�8�B�5� �:�>�<�?�>�=�5�=�B�K� Wireshark, �:�>�B�>�@�K�5� �B�@�5�1�C�5�B�A�O� �C�A�B�0�=�>�2�8�B�L�,� �:�0�:� 

�?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 3.1. ���;�O� �A�2�>�8�E� �F�5�;�5�9� �<�>�6�5�B�5� �?�@�8�=�O�B�L� �2�K�1�@�0�=�=�K�5� �?�>� 

�C�<�>�;�G�0�=�8�N� �:�>�<�?�>�=�5�=�B�K� �8� �I�5�;�:�=�C�B�L� �=�0� �:�=�>�?�:�5� Next. 
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Wireshark 2.6.1 �1�4�·�,�~�t� Setup - , �E �-�·� 
Choose Components 

Choose YJhich features of W1reshark 2.6.1 �6�4�·�,�~� you \\ant to 1nstall. 

The follo\\1ng components are �0 �v �0�1�!�0�+�5� for 1nstallation. 

Select components to install: 0 

0 TShark 

Owiresharkl 

J 0 Plugins & �E�x�t�e�n�O�o�n�s� 

+ Tools 

0 User's Guide ___ ) 
Descr1pt1on 

Space required: �1�8�2 �.�1����� 

� �8�A �.� 3. 1. ���K�1�5�@�8�B�5� �:�>�<�?�>�=�5�=�B�K� Wireshark, �:�>�B�>�@�K�5� �B�@�5�1�C�5�B�A�O� �C�A�B�0�=�>�2�8�B�L� 

4. �)�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Next �2� �>�B�:�@�K�2�H�5�<�A�O� �>�:�=�5� Select Additional Tasks �(���K�­

�1�>�@� �4�>�?�>�;�=�8�B�5�;�L�=�K�E� �7�0�4�0�G�)�.� 

5. ���K�1�5�@�8�B�5� �<�5�A�B�>� �4�;�O� �C�A�B�0�=�>�2�:�8� Wiresliark �8� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Next. 

6. ���>�3�4�0� �?�>�O�2�8�B�A�O� �4�8�0�;�>�3�>�2�>�5� �>�:�=�>�,� �2� �:�>�B�>�@�>�<� �7�0�?�@�0�H�8�2�0�5�B�A�O� �C�A�B�0�=�>�2�:�0� 

�4�@�0�9�2�5�@�0� WinPcap, �C�A�B�0�=�>�2�8�B�5� �A�=�0�G�0�;�0� �D�;�0�6�>�:� lnstall WinPcap �(�#�A�B�0�=�>�­

�2�8�B�L� �4�@�0�9�2�5�@� WinPcap), �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 3.2, �0� �7�0�B�5�<� �I�5�;�:�=�8�B�5� �=�0� 

�:�=�>�?�:�5� lnstall. ��� �8�B�>�3�5� �4�>�;�6�5�=� �=�0�G�0�B�L�A�O� �?�@�>�F�5�A�A� �C�A�B�0�=�>�2�:�8�.� 

7. ���0�;�5�5� �2�0�<� �?�@�5�4�A�B�0�2�8�B�A�O� �2�>�7�<�>�6�=�>�A�B�L� �C�A�B�0�=�>�2�8�B�L� USBPcap - �C�B�8�;�8�B�C� �4�;�O� 

�A�1�>�@�0� �4�0�=�=�K�E� �8�7� �U�S���-�C�A�B�@�>�9�A�B�2�.� �#�A�B�0�=�>�2�8�B�5� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�9� �D�;�0�6�>�:�,� 

�5�A�;�8� �6�5�;�0�5�B�5� �C�A�B�0�=�>�2�8�B�L� �M�B�C� �C�B�8�;�8�B�C�,� �0� �7�0�B�5�<� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Next. 

8. ���4�5�-�B�>� �?�>�A�@�5�4�8�=�5� �?�@�>�F�5�A�A�0� �C�A�B�0�=�>�2�:�8� Wireshark �4�>�;�6�=�0� �=�0�G�0�B�L�A�O� �C�A�B�0�­

�=�>�2�:�0� �4�@�0�9�2�5�@�0� WinPcap. ��� �:�0�:� �B�>�;�L�:�>� �M�B�>� �?�@�>�8�7�>�9�4�5�B�,� �I�5�;�:�=�8�B�5� �=�0� 

�:�=�>�?�:�5� Next �2�>� �2�A�B�C�?�8�B�5�;�L�=�>�<� �>�:�=�5�,� �?�@�>�G�8�B�0�9�B�5� �;�8�F�5�=�7�8�>�=�=�>�5� �A�>�3�;�0�H�5�­

�=�8�5� �8�,� �5�A�;�8� �A�>�3�;�0�A�=�K� �A� �=�8�<�,� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� 1 Agree. 

9. ��� �8�B�>�3�5� �2�K�1�@�0�=�=�K�9� �4�@�0�9�2�5�@� �W�i�=�P�c�a�p� �8� �C�B�8�;�8�B�0� USBPcap �4�>�;�6�=�K� �1�K�B�L� 

�C�A�B�0�=�>�2�;�5�=�K� �=�0� �2�0�H�5�<� �:�>�<�?�L�N�B�5�@�5�.� ���>� �>�:�>�=�G�0�=�8�8� �4�0�=�=�>�9� �C�A�B�0�=�>�2�:�8� 

�I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Finish �(���>�B�>�2�>�)�.� 

10. ���0� �M�B�>�<� �C�A�B�0�=�>�2�:�0� Wireshark �4�>�;�6�=�0� �1�K�B�L� �7�0�2�5�@�H�5�=�0�.� ��� �:�0�:� �B�>�;�L�:�>� �M�B�>� 

�?�@�>�8�7�>�9�4�5�B�,� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Next. 

11. �)�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Finish �2� �>�B�:�@�K�2�H�5�<�A�O� �>�:�=�5� �?�>�4�B�2�5�@�6�4�5�=�8�O� �C�A�B�0�=�>�2�­

�:�8� Wireshark. 
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Wireshark 2.6.1 64-blt Se up 

Packet Capture 

Wireshark requires either Npcap �>�3� WinPcap to capture lr1e network data. 

Currently installed Npcap or WinPcap version 
WinPcap �4 �. �1�.��� 

Install 

. �"�1�~�r�.�:�~�~�i�C�w�E�i�.�~�s�~�P�.�:�1�;�!�]� 
lf selected, the currently installed WinPcap 4.1.3 will �,�5� uninstalled first. 

Get Npcap 

Learn mo1·e about Npcap and �1�\�1�1�n� �A�7�@� 

[ �<�~� [:iext > j L Can:;-

� �8�A�.� 3.2. ���K�1�>�@� �2�0�@�8�0�=�B�0� �C�A�B�0�=�>�2�:�8� �4�@�0�9�2�5�@�0� WinPcap 

�#�A�B�0�=�>�2�:�0� �2� �A�8�A�B�5�<�0�E� Linux 
���@�8�;�>�6�5�=�8�5� Wiresl1ark �@�0�1�>�B�0�5�B� �=�0� �1�>�;�L�H�8�=�A�B�2�5� �A�>�2�@�5�<�5�=�=�K�E� �?�;�0�B�D�>�@�<�,� 

�?�>�A�B�@�>�5�=�=�K�E� �=�0� �>�A�=�>�2�5� ���!� Unix. ���3�>� �<�>�6�=�>� �C�A�B�0�=�>�2�8�B�L� �A� �?�>�<�>�I�L�N� �>�4�=�>�3�>� �8�7� 

�4�8�A�?�5�B�G�5�@�>�2� �4�8�A�B�@�8�1�C�B�8�2�=�K�E� �?�0�:�5�B�>�2� �8�;�8� �6�5� �7�0�3�@�C�7�8�2� �8� �C�A�B�0�=�>�2�8�2� �4�8�A�B�@�8�1�C�­

�B�8�2�=�K�9� �?�0�:�5�B�,� �?�>�4�E�>�4�O�I�8�9� �4�;�O� �2�0�H�5�9� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K�.� ���K�;�>� �1�K� �=�5�@�5�­

�0�;�L�=�>� �>�E�2�0�B�8�B�L� �2�A�5� �?�@�>�F�5�4�C�@�K� �C�A�B�0�=�>�2�:�8� �2� �:�0�6�4�>�9� �2�5�@�A�8�8� ���!� Linux, �?�>�M�B�>�<�C� 

�@�0�A�A�<�>�B�@�8�<� �;�8�H�L� �=�5�:�>�B�>�@�K�5� �8�7� �=�8�E�.� 

���0�:� �?�@�0�2�8�;�>�,� �4�;�O� �C�A�B�0�=�>�2�:�8� �A�8�A�B�5�<�=�>�3�>� �?�@�>�3�@�0�<�<�=�>�3�>� �>�1�5�A�?�5�G�5�=�8�O� �2� ���!� 

Unix �B�@�5�1�C�5�B�A�O� �?�@�0�2�0� �4�>�A�B�C�?�0� �A�C�?�5�@�?�>�;�L�7�>�2�0�B�5�;�O� (root). ���>� �4�;�O� �C�A�B�0�=�>�2�:�8� �;�>�­

�:�0�;�L�=�K�E� �2�5�@�A�8�9� �?�@�>�3�@�0�<�<�=�>�3�>� �>�1�5�A�?�5�G�5�=�8�O�,� �A�:�>�<�?�8�;�8�@�>�2�0�=�=�K�E� �8�7� �8�A�E�>�4�=�>�­

�3�>� �:�>�4�0�,� �?�@�0�2�0� �A�C�?�5�@�?�>�;�L�7�>�2�0�B�5�;�O� �=�5� �B�@�5�1�C�5�B�A�O�.� 

�!�8�A�B�5�<�K� �=�0� �>�A�=�>�2�5� �R� ���-�?�0�:�5�B�>�2� 

���A�;�8� �2�K� �?�>�;�L�7�C�5�B�5�A�L� �2�5�@�A�8�5�9� Red Hat �L�i�?�u�x� �8�;�8� �>�A�=�>�2�0�=�=�K�<� �=�0� �=�5�9� �4�8�A�­

�B�@�8�1�C�B�8�2�>�<� �2�@�>�4�5� CentOS, �B�>� �2� �M�B�>�9� ���!�,� �A�:�>�@�5�5� �2�A�5�3�>�,� �8�<�5�5�B�A�O� �C�A �B�0�=�0�2�;�8�2�0�5 �­

�<�>�5� �?�>� �C�<�>�;�G�0�=�8�N� �8�= �A�B �@�C�<�5�=�B�0�;�L�=�>�5� �A�@�5�4�A�B�2�>� �#�H�n� �4�;�O� �C�?�@�0�2�;�5�=�8�O� �?�0�:�5�B�0�<�8 �.� 

��� �B�0�:�>�<� �A�;�C�G�0�5� �4�;�O� �1�K�A�B�@�>�9� �C�A�B�0�=�>�2�:�8� �?�@�8�;�>�6�5�=�8�O� Wireshark �2�0�<� �4�>�A�B�0�B�>�G �­

�=�>� �8�7�2�;�5�G�L� �5�3�>� �8�7� �E�@�0�=�8�;�8�I�0� �4�8�A�B�@�8�1�C�B�8�2�=�>�3�>� �?�@�>�3�@�0�<�<�=�>�3�>� �>�1�5�A�?�5�G�5�=�8�O�.� 

�!� �M�B�>�9� �F�5�;�L�N� �>�B�:�@�>�9�B�5� �>�:�=�>� �B�5�@�<�8�=�0�;�0� �8� �2�2�5�4�8�B�5� �2� �=�5�<� �A�;�5�4�C�N�I�C�N� �:�>�<�0�=�4�C �:� 
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$ sudo yum install wireshark 

���A�;�8� �?�>�B�@�5�1�C�N�B�A�O� �:�0�:�8�5�-�=�8�1�C�4�L� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �7�0�2�8�A�8�<�>�A�B�8�,� �2�0�<� �1�C�4�5�B� 

�?�@�5�4�;�>�6�5�=�>� �C�A�B�0�=�>�2�8�B�L� �8� �8�E�.� ���A�;�8� �6�5� �2�A�5� �?�@�>�9�4�5�B� �C�4�0�G�=�>�,� �2�K� �A�<�>�6�5�B�5� �7�0�?�C�­

�A�B�8�B�L� �?�@�8�;�>�6�5�=�8�5� Wiresliark �=�0� �2�K�?�>�;�=�5�=�8�5� �8�7� �:�>�<�0�=�4�>�9� �A�B�@�>�:�8� �8� �?�>�;�C�G�8�B�L� �:� 

�=�5�<�C� �4�>�A�B�C�?� �G�5�@�5�7� �3�@�0�D�8�G�5�A�:�8�9� �8�=�B�5�@�D�5�9�A�.� 

�!�8�A�B�5�<�K� �=�0� �>�A�=�>�2�5� �D�����-�?�0�:�5�B�>�2� 

��� �A�>�A�B�0�2� �1�>�;�L�H�8�=�A�B�2�0� �4�8�A�B�@�8�1�C�B�8�2�>�2� �=�0� �>�A�=�>�2�5� �D�����-�?�0�:�5�B�>�2�,� �=�0�?�@�8�<�5�@� 

�D�e�,�i�a�n� �8�;�8� Ubuntu, �2�E�>�4�8�B� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�>�5� �A�@�5�4�A�B�2�>� ��� �"� �4�;�O� �C�?�@�0�2�;�5�=�8�O� 

�?�0�:�5�B�0�<�8�.� ���=�>� �?�>�7�2�>�;�O�5�B� �C�A�B�0�=�>�2�8�B�L� Wireshark �8�7� �E�@�0�=�8�;�8�I�0� �?�@�>�3�@�0�<�<�=�>�­

�3�>� �>�1�5�A�?�5�G�5�=�8�O� ���!�.� �'�B�>�1�K� �C�A�B�0�=�>�2�8�B�L� Wireshark �A� �?�>�<�>�I�L�N� �M�B�>�3�>� �8�=�A�B�@�C�­

�<�5�=�B�0�;�L�=�>�3�>� �A�@�5�4�A�B�2�0�,� �>�B�:�@�>�9�B�5� �>�:�=�>� �B�5�@�<�8�=�0�;�0� �8� �2�2�5�4�8�B�5� �2� �=�5�<� �A�;�5�4�C�N�I�C�N� 

�:�>�<�0�=�4�C�:� 

$ sudo apt-get install wireshark wireshark-qt 

��� �2� �M�B�>�<� �A�;�C�G�0�5� �2�0�<� �1�C�4�5�B� �?�@�5�4�;�>�6�5�=�>� �C�A�B�0�=�>�2�8�B�L� �;�N�1�K�5� �7�0�2�8�A�8�<�>�A�B�8�,� �G�B�>�­

�1�K� �7�0�2�5�@�H�8�B�L� �?�@�>�F�5�A�A� �C�A�B�0�=�>�2�:�8�.� 

���>�<�?�8�;�O�F�8�O� �8�A�E�>�4�=�>�3�>� �:�>�4�0� Wireshark 

��� �A�8�;�C� �8�7�<�5�=�5�=�8�9� �2� �0�@�E�8�B�5�:�B�C�@�5� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K� �8� �D�C�=�:�F�8�>�=�0�;�L�­

�=�K�E� �A�@�5�4�A�B�2�0�E� Wireshark �8�=�A�B�@�C�:�F�8�8� �?�>� �:�>�<�?�8�;�O�F�8�8� �8�A�E�>�4�=�>�3�>� �:�>�4�0� Wireshark 
�<�>�3�C�B� �A�>� �2�@�5�<�5�=�5�<� �<�5�=�O�B�L�A�O�.� ��� �M�B�>� �>�4�=�0� �8�7� �?�@�8�G�8�=�,� �?�>� �:�>�B�>�@�K�<� �@�5�:�>�<�5�=�4�C�5�B�­

�A�O� �?�>�;�L�7�>�2�0�B�L�A�O� �4�8�A�?�5�B�G�5�@�>�<� �?�0�:�5�B�>�2� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K� �4�;�O� �C�A�B�0�=�>�2�:�8� 

�4�0�=�=�>�3�>� �?�@�8�;�>�6�5�=�8�O�.� ���>� �5�A�;�8� �2� �2�0�H�5�<� �4�8�A�B�@�8�1�C�B�8�2�5� Linux �=�5� �?�@�8�<�5�=�O�5�B�A�O� 

�?�@�>�3�@�0�<�<�=�>�5� �>�1�5�A�?�5�G�5�=�8�5� �4�;�O� �0�2�B�>�<�0�B�8�G�5�A�:�>�3�>� �C�?�@�0�2�;�5�=�8�O� �?�0�:�5�B�0�<�8� �8�;�8� �2�0�<� 

�B�@�5�1�C�5�B�A�O� �A�?�5�F�8�0�;�L�=�0�O� �C�A�B�0�=�>�2�:�0� Wireshark, �B�>� �C� �2�0�A� �5�A�B�L� �2�>�7�<�>�6�=�>�A�B�L� �C�A�B�0�=�>�­

�2�8�B�L� �4�0�=�=�>�5� �?�@�8�;�>�6�5�=�8�5� �2�@�C�G�=�C�N�,� �A�:�>�<�?�8�;�8�@�>�2�0�2� �5�3�>� �8�A�E�>�4�=�K�9� �:�>�4�.� �!� �M�B�>�9� 

�F�5�;�L�N� �2�K�?�>�;�=�8�B�5� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���0�3�@�C�7�8�B�5� �8�A�E�>�4�=�K�9� �?�0�:�5�B� �A� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�9� �A�B�@�0�=�8�F�K� �2�5�1�-�A�0�9�B�0�,� �?�>�­

�A�2�O�I�5�=�=�>�3�>� Wireshark �?�>� �C�:�0�7�0�=�=�>�<�C� �@�0�=�5�5� �0�4�@�5�A�C�.� 

2. ���7�2�;�5�:�8�B�5� �0�@�E�8�2�,� �2�2�5�4�O� �A�;�5�4�C�N�I�C�N� �:�>�<�0�=�4�C� �8� �?�>�4�A�B�0�2�8�2� �2� �=�5�9� �A�>�>�B�2�5�B�­

�A�B�2�C�N�I�5�5� �8�<�O� �D�0�9�;�0� �7�0�3�@�C�6�5�=�=�>�3�>� �?�0�:�5�B�0�:� 

$ tar -jxvf �<�.�v�E�0�6�8�!�l�'�5� �.�M�4�5�A�J� JllIOI �D�0�9�;�0� �?�0�6�5�!�l�'�0�>�.� tar. bz2 

3. ���@�5�6�4�5� �G�5�<� �2�K�1�8�@�0�B�L� �:�>�=�D�8�3�C�@�0�F�8�N� �8� �C�A�B�0�=�0�2�;�8�2�0�B�L� Wireshark, �2�>�7�­

�<�>�6�=�>�,� �?�@�8�4�5�B�A�O� �C�A�B�0�=�>�2�8�B�L� �@�O�4� �4�>�?�>�;�=�8�B�5�;�L�=�K�E� �?�0�:�5�B�>�2� �2� �7�0�2�8�A�8�<�>�­

�A�B�8� �>�B� �2�K�1�@�0�=�=�>�9� �2�0�<�8� �2�5�@�A�8�8� Linux. ���0�?�@�8�<�5�@�,� �2� Ubuntu 14.04 �B�@�5�1�C�­

�5�B�A�O� �C�A�B�0�=�>�2�8�B�L� �@�O�4� �4�>�?�>�;�=�8�B�5�;�L�=�K�E� �?�0�:�5�B�>�2� �4�;�O� �=�>�@�<�0�;�L�=�>�9� �@�0�1�>�B�K� 
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Wireshark. ��� �M�B�>� �<�>�6�=�>� �A�4�5�;�0�B�L� �?�>� �?�@�8�2�5�4�5�=�=�>�9� �=�8�6�5� �:�>�<�0�=�4�5�.� ���>� �4�;�O� 

�M�B�>�3�>� �?�>�B�@�5�1�C�N�B�A�O� �?�@�0�2�0� �4�>�A�B�C�?�0� �A�C�?�5�@�?�>�;�L�7�>�2�0�B�5�;�O�,� �0� �8�=�0�G�5� �?�@�8�4�5�B�A�O� 

�A�=�0�G�0�;�0� �2�2�5�A�B�8� �:�>�<�0�=�4�C� sudo. 

$ sudo apt-qet install pkg-config bison flex qtS-default �l�i�,�g�t�k�-�3�-�d�e�v� 

�l�i�,�p�c�a�p�-�d�e�v� qttoolsS-dev-tools 

4. �#�A�B�0�=�>�2�8�2� �B�@�5�1�C�5�<�K�5� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �?�0�:�5�B�K�,� �?�5�@�5�9�4�8�B�5� �:� �B�>�<�C� �:�0�B�0�­

�;�>�3�C�,� �2� �:�>�B�>�@�K�9� �1�K�;�8� �8�7�2�;�5�G�5�=�K� �8�A�E�>�4�=�K�5� �D�0�9�;�K� Wiresl1ark. 

5. ���0�A�B�@�>�9�B�5� �8�A�E�>�4�=�K�9� �:�>�4� �=�0� �?�@�0�2�8�;�L�=�C�N� �5�3�>� �A�1�>�@�:�C� �2� �2�0�H�5�<� �4�8�A�B�@�8�1�C�3�8�­

�2�5� Linux �?�>� �:�>�<�0�=�4�5� . /configure. ���A�;�8� �2�K� �6�5�;�0�5�B�5� �8�7�<�5�=�8�B�L� �A�B�0�=�4�0�@�B�­

�=�K�5� �?�0�@�0�<�5�B�@�K� �C�A�B�0�=�>�2�:�8�,� �C�:�0�6�8�B�5� �8�E� �=�0� �4�0�=�=�>�9� �A�B�0�4�8�8� �C�A�B�0�=�>�2�:�8 �.� ���A�;�8� 

�6�5� �:�0�:�8�5�-�=�8�1�C�4�L� �7�0�2�8�A�8�<�>�A�B�8� �(�B�.�5�.� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �?�0�:�5�B�K�)� �>�B�A�C�3�A�B�2�C�N�B�,� 

�B�>� �:�>�<�?�8�;�O�F�8�O� �8�A�E�>�4�=�>�3�>� �:�>�4�0�,� �A�:�>�@�5�5� �2�A�5�3�>�,� �7�0�2�5�@�H�8�B�A�O� �A� �>�H�8�1�:�>�9�.� ���>�­

�M�B�>�<�C� �C�A�B�0�=�>�2�8�B�5� �8� �=�0�A�B�@�>�9�B�5� �>�B�A�C�3�A�B�2�C�N�I�8�5� �7�0�2�8�A�8�<�>�A�B�8�,� �?�@�5�6�4�5� �G�5�<� 

�?�@�>�4�>�;�6�8�B�L� �4�0�;�L�H�5�.� ��� �5�A�;�8� �=�0�A�B�@�>�9�:�0� �?�@�>�9�4�5�B� �C�4�0�G�=�>�,� �2�K� �C�2�8�4�8�B�5� �A�>�>�1�­

�I�5�=�8�5 �,� �8�7�2�5�I�0�N�I�5�5� �>�1� �M�B�>�<�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 3.3. 

11 

The w1r@shilrk p11cko1ge hilS been conf1gured w1th the followlns opt1ons. 
�2�u�1�l�d� w1resh11l"k yes (w1th Qt S) 

�2�u�1�1�d� w1r@shark-gtk yes (..,1th GTI(+ ���)� 

Bu1ld tshark yes 
Bulld tfshark no 

�2�u�1�l�d� Citplnfos yos 
�2�u�1� ld co.ptype �C " "� 
Bu1ld @d1tcap �# " "� 
Bu1 ld du11pci1p �# " "� 

Bu1ld 11ersecilp yts 
Bulld reordercap �# " "� 
8u1ld text2pcap �# " "� 

Bu1ld rilndpkt �# " "� 
Build dftest �# " "� 

Bu1ld rilwS.hark. )'f!S 

Build ilndro1ddu11p yes 
Bulld ech)d no 

Save flles ilS pcap-ng �,�C� defilult �#�"�'� 
In,t.all du•pCilP with �C�i�l�p�i�1�,�1�1�1�t�1�@�s� no 

Install du11pc,ap setu1d no 
use du11pcap group (none) 

use plug1ns �C " "� 
Use external C41ipture sources �# " "� 

use Luil l1brary no 
Bu!ld Qt RTP pl•yer no 

Bu11d GTK+ RTP pl.iyer no 
�2�u�1�1�d� prof11e �+�1�1�a�r�1�e�s� no 

use �@�A�0�@� l1brary �# " "� 
use zl1b llbrary �# " "� 

use kerberos 11br.ilry no 
USf �c�~�a�r�e�s� l1br.11ry no 

USP. �G���J� ADNS llbrary no 
Use �S���.�I� 1119 l1bNtry no 

Use GNU crypto 11br.11ry no 
use SSL crypto library no 

use �I�P�v�1� na•e rt'solutlon �# " "� 
use gnutls Hbrary no 

use POSIX �c�a�p�a�+�1�1�t�1�e�s� libr.ary no 
use GeorP l1brary no 

USP. nl l1brary no 
use �s�2�A� codec library no 

� �8�A�.� 3.3. ���@�8� �C�4�0�G�=�>�<� �7�0�2�5�@�H�5�=�8�8� �:�>�<�0�=�4�K� ./con:Eigure �?�>�O�­

�2�8�B�A�O� �?�@�8�2�5�4�5�=�=�>�5� �7�4�5�A�L� �A�>�>�1�I�5�=�8�5� �A� �2�K�1�@�0�=�=�K�<�8� �=�0�A�B�@�>�9�:�0�<�8� 
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6. ���2�5�4�8�B�5� �:�>�<�0�=�4�C� make, �G�B�>�1�K� �A�:�>�<�?�8�;�8�@�>�2�0�B�L� �8�A�E�>�4�=�K�9� �:�>�4� �8� �A�>�1�@�0�B�L� 

�4�2�>�8�G�=�K�9� �8�A�?�>�;�=�O�5�<�K�9� �D�0�9�;�.� 

7. ���0�?�C�A�B�8�B�5� �7�0�2�5�@�H�0�N�I�C�N� �A�B�0�4�8�N� �C�A�B�0�=�>�2�:�8� �?�>� �:�>�<�0�=�4�5� sudo �H�0�k�5� 

install. 

8. ���K�?�>�;�=�8�B�5� �:�>�<�0�=�4�C� sudo �/�s�,�i�n�/�l�d�c�o�n�f�i�g�,� �G�B�>�1�K� �7�0�2�5�@�H�8�B�L� �?�@�>�F�5�A�A� 

�C�A�B�0�=�>�2�:�8�.� 

�l�e�l�Q�(�I�P�J�i�#�l�l�i�l� ���A�;�8� �?�@�8� �2�K�?�>�;�=�5�=�8�8� �>�?�8�A�0�=�=�K�E� �2�K�H�5� �4�5�9�A�B�2�8�9� �2�>�7�=�8�:�=�C�B� �:�0�:�8�5�-�=�8�­

�1�C�4�J� �>�H�8�1�:�8�,� �2�>�7�<�>�6�=�>�,� �?�@�8�4�5�B�A�O� �C�A�B�0�=�>�2�8�B�J� �5�I�5� �>�4�8�=� �4�>�?�>�;�=�8�B�5�;�:�L�­

�=�J�t�9� �?�0�:�5�B�.� 

�#�A�B�0�=�>�2�:�0� �2� �A�8�A�B�5�<�0�E� ���0�5� 05 �%� 

�'�B�>�1�K� �C�A�B�0�=�>�2�8�B�L� Wireshark �2� �>�4�=�>�9� �8�7� �A�8�A�B�5�<� ���0�5� OS �%�,� �2�K�?�>�;�=�8�B�5� �A�;�5�4�C�­

�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���0�3�@�C�7�8�B�5� �C�A�B�0�=�>�2�>�G�=�K�9� �?�0�:�5�B� �4�;�O� ���0�5� OS �%� �A� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�9� �A�B�@�0�=�8�­

�F�K� �2�5�1�-�A�0�9�B�0�,� �?�>�A�2�O�I�5�=�=�>�3�>� Wireshark �?�>� �C�:�0�7�0�=�=�>�<�C� �@�0�=�5�5� �0�4�@�5�A�C�.� 

2. ���0�?�C�A�B�8�B�5� �=�0� �2�K�?�>�;�=�5�=�8�5� �C�B�8�;�8�B�C� �2� �2�8�4�5� �<�0�A�B�5�@�0� �C�A�B�0�=�>�2�:�8� �8� �4�0�;�5�5� �A�;�5�­

�4�C�9�B�5� �C�:�0�7�0�=�=�K�<� �2� �=�5�<� �8�=�A�B�@�C�:�F�8�O�<�.� ���@�8�=�O�2� �C�A�;�>�2�8�O� �;�8�F�5�=�7�8�8� �:�>�=�5�G�­

�=�>�3�>� �?�>�;�L�7�>�2�0�B�5�;�O�,� �2�K�1�5�@�8�B�5� �<�5�A�B�>� �4�;�O� �C�A�B�0�=�>�2�:�8� Wireshark. 

3. ���0�2�5�@�H�8�B�5� �?�@�>�F�5�A�A� �C�A�B�0�=�>�2�:�8� �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�<� �<�0�A�B�5�@�5�.� 

���A�=�>�2�K� �@�0�1�>�B�K� �2� Wireshark 
�#�A�B�0�=�>�2�8�2� �C�A�?�5�H�=�>� �?�@�8�;�>�6�5�=�8�5� Wireshark �2� �A�2�>�5�9� �A�8�A�B�5�<�5�,� �<�>�6�5�B�5� �?�@�8�A�B�C�­

�?�8�B�L� �:� �5�3�>� �8�7�C�G�5�=�8�N�.� ���B�:�@�K�2� �?�>�;�=�>�A�B�L�N� �D�C�=�:�F�8�>�=�8�@�C�N�I�8�9� �0�=�0�;�8�7�0�B�>�@� �?�0�:�5�­

�B�>�2�,� �2�K� �=�5� �C�2�8�4�8�B�5� �2� �=�5�<� �?�@�0�:�B�8�G�5�A�:�8� �=�8�G�5�3�>� �8�=�B�5�@�5�A�=�>�3�>�!� ��� �4�5�;�>� �2� �B�>�<�,� �G�B�>� 

�4�;�O� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� Wiresl1ark �B�@�5�1�C�N�B�A�O� �:�0�:�8�5�-�=�8�1�C�4�L� �4�0�=�=�K�5�.� 

���5�@�2�K�9� �?�5�@�5�E�2�0�B� �?�0�:�5�B�>�2� 

�'�B�>�1�K� �2�2�5�A�B�8� �4�0�=�=�K�5� �?�0�:�5�B�>�2� �2� Wireshark, �2�0�<� �?�@�8�4�5�B�A�O� �A�4�5�;�0�B�L� �A�2�>�9� �?�5�@�­

�2�K�9� �?�5�@�5�E�2�0�B� �?�0�:�5�B�>�2�.� ��� �7�4�5�A�L� �C� �2�0�A� �<�>�6�5�B� �2�>�7�=�8�:�=�C�B�L� �A�;�5�4�C�N�I�8�9� �2�>�?�@�>�A�:� 

�"���0�:� �6�5� �<�=�5� �?�5�@�5�E�2�0�B�K�2�0�B�L� �?�0�:�5�B�K�,� �5�A�;�8� �2� �<�>�5�9� �A�5�B�8� �2�A�5� �2� �?�>�@�O�4�:�5�?�"� 

���>�-�?�5�@�2�K�E�,� �2� �A�5�B�8� �2�A�5�3�4�0� �G�B�>�-�=�8�1�C�4�L� �4�0� �=�5� �B�0�:�.� ���A�;�8� �=�5� �2�5�@�8�B�5�,� �?�>�H�;�8�B�5� �A�>�­

�>�1�I�5�=�8�5� �?�>� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�5� �2�A�5�<� �?�>�;�L�7�>�2�0�B�5�;�O�<� �A�2�>�5�9� �A�5�B�8�,� �8�7�2�5�A�B�8�2� �8�E�,� 

�G�B�>� �2�A�5� �@�0�1�>�B�0�5�B� �8�4�5�0�;�L�=�>�.� ���>�-�2�B�>�@�K�E�,� �4�;�O� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �A�>�2�A�5�<� �=�5� �>�1�O�7�0�­

�B�5�;�L�=�>�,� �G�B�>�1�K� �2� �A�5�B�8� �1�L�H�>� �G�B�>�-�=�8�1�C�4�L� �=�5� �B�0�:�.� ���0� �A�0�<�>�<� �4�5�;�5� �0�=�0�;�8�B�8�:�8� �?�0�:�5�­

�B�>�2� �1�0�;�L�H�C�N� �G�0�A�B�L� �A�2�>�5�3�>� �@�0�1�>�G�5�3�>� �2�@�5�<�5�=�8� �B�@�0�B�O�B� �=�0� �0�=�0�;�8�7� �8�A�?�@�0�2�=�>�3�>�,� �0� 

�=�5� �?�@�>�1�;�5�<�=�>�3�>� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�.� ���5�4�L� �=�C�6�=�>� �6�5� �8�<�5�B�L� �:�0�:�>�5�-�B�>� �8�A�E�>�4�=�>�5� 

�>�A�=�>�2�0�=�8�5� �4�;�O� �A�@�0�2�=�5�=�8�O�,� �G�B�>�1�K� �M�D�D�5�:�B�8�2�=�>� �8�A�?�@�0�2�8�B�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:�.� �"�0�:�,� 

���2�5�4�5�=�8�5� �2� Wireshark 77 

Tlgm: @it_boooks



�5�A�;�8� �2�K� �=�0�4�5�5�B�5�A�L� �@�0�7�@�5�H�8�B�L� �7�0�B�@�C�4�=�5�=�8�5�,� �A�2�O�7�0�=�=�>�5� �A� �A�5�B�5�2�K�<� �?�@�>�B�>�:�>�;�>�<� 

DHCP, �?�@�>�0�=�0�;�8�7�8�@�>�2�0�2� �5�3�>� �B�@�0�D�8�:�,� �B�>� �4�>�;�6�=�K� �7�=�0�B�L�,� �:�0�:�8�<� �>�1�@�0�7�>�<� �2�K�3�;�O�­

�4�8�B� �?�>�B�>�:� �@�0�1�>�G�5�3�>� �B�@�0�D�8�:�0� �?�>� �?�@�>�B�>�:�>�;�C� DHCP. 
��� �1�>�;�5�5� �H�8�@�>�:�>�<� �A�<�K�A�;�5�,� �G�B�>�1�K� �=�0�9�B�8� �0�=�>�<�0�;�8�8� �2� �?�>�2�A�5�4�=�5�2�=�>�9� �@�0�1�>�B�5� 

�A�5�B�8�,� �=�5�>�1�E�>�4�8�<�>� �7�=�0�B�L�,� �:�0�:�8�<� �>�1�@�0�7�>�<� �2�K�3�;�O�4�8�B� �M�B�0� �?�>�2�A�5�4�=�5�2�=�0�O� �@�0�1�>�B�0�.� 

���A�;�8� �2�0�H�0� �A�5�B�L� �@�0�1�>�B�0�5�B� �1�5�A�?�5�@�5�1�>�9�=�> �,� �B�>� �2�0�H�8� �=�0�1�;�N�4�5�=�8�O� �7�0� �=�5�9� �?�>�A�;�C�6�0�B� 

�8�A�E�>�4�=�K�<� �>�A�=�>�2�0�=�8�5�<� �4�;�O� �?�@�5�4�A�B�0�2�;�5�=�8�O� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �2� �5�3�>� �=�>�@�<�0�;�L�=�>�<� 

�A�>�A�B�>�O�=�8�8�.� 

���B�0�:�,� �?�5�@�5�E�2�0�B�8�B�5� �=�5�<�=�>�3�>� �?�0�:�5�B�>�2�,� �2�K�?�>�;�=�8�2� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O �:� 

1. ���B�:�@�>�9�B�5� Wireshark. 

2. ���K�1�5�@�8�B�5� �:�>�<�0�=�4�C� CaptureqOptions �(���5�@�5�E�2�0�B�q���0�@�0�<�5�B�@�K�)� �8�7� �3�;�0�2�=�>�­
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tntttf•ct: Traffic �l�i�n�k�·�l�~�v� ���e�a�d�e�r� 

) �B�l�u�~�o�o�t�h� Network C.Onnectton ------ Ethmitt 
> Ethernet �E�.�t�h�~�e�t� 

> Ethcmtt 2 �E�t�h�1�n�e�t� 

Ethvnd} 
> Locilll Artt!I (onnIOIOn" 2 

�-�-�-�-�-�~� fthtrnet 
______ EtMmet 

) Local �A�r�~� �C�o�n�n�:�t�i�o�n "� 4 Ethcmet 
USBPc•p1 USBPcap 
USBPcip2 US8Pcap 
USBPc.tp3 USBPcap 

v �~�J�.�c�=�:�:�_�_� �j�~� Eth•met 
�A�d�d�r�e�s�s�1 �:� fe.80::f"ee:89cafdc789d, 172.16. 16.172 

���2�!� Et'\lble promscuous mode: on �~� �i�n�t�:�e�r�f�.�:�:�e�s� 

Promiscuous SNpJen �(���)� 

tnabltd defautt 
�t�:�n�a�+�e�d� ddautt 
�t�:�n�a�,�I�I�O� dtfautt 
�l�!�M�,�l�t�:�d� def11utt 
�t�N�,�l�t�d� dd1ult 
trwblr:d dtfautt 
�t�n�1�b�~� default 
�t�n�a�+�t�d� def•ult 
�t�:�N�,�l�e�d� defautt 
�t�n�a�+�e�:�d� d<f•ult 
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Oo:itln1tLonl'ort:H 
[Str•-Wex: •) 
�[�"�!� � SCpe11t Ltn: t) 
�~�~�n�c "�n�~�:�2�8�8�2�6�1�1�1�7�6�7� 

�A�c�l�r�-�l�e�d�p�e�n�t�~�r�:�I� 

���.�.�0�.�r� Llfl tl'i: 32 �,� t1 

Wfn"'- sl.zt v•luet 11t2 
(C•lc11l•ted wtndow s1a: 1192J 
Checlrs1181: �8�d�,�J�8� [v.11)ld•t1on �c�H�s "�+�e�d�}� 
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Packet Details �(���>�4�@�>�1�=�K�5� �A�2�5�4�5�=�8�O� �>� �?�0�:�5�B�5�)� �8� Packet Bytes �(���0�9�B�K� �8�7� �?�0�:�5�B�>�2�)�,� 
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�;�5�=�K� �@�0�7�=�K�5� �A�5�B�5�2�K�5� �?�@�>�B�>�:�>�;�K�.� ���4�5�A�L� �>�B�A�C�B�A�B�2�C�5�B� �2�8�7�C�0�;�J�=�>�5� �@�0�7�4�5�;�5�­
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�=�>�<�C� �A�5�B�5�2�>�<�C� �B�@�0�D�8�:�C�,� �=�>� �?�5�@�5�E�2�0�G�5�=�=�K�5� �>�B�4�5�;�L�=�>�.� 

�'�B�>�1�K� �>�1�J�5�4�8�=�8�B�L� �D�0�9�;�K� �?�5�@�5�E�2�0�B�0�,� �>�B�:�@�>�9�B�5� �>�4�8�=� �8�7� �=�8�E� �8� �2�K�1�5�@�8�B�5� 

�:�>�<�0�=�4�C� FileQMerge �(�$�0�9�;�Q���1�J�5�4�8�=�8�B�L�)� �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N�.� ��� �8�B�>�3�5� �>�B�:�@�>�5�B�­

�A�O� �4�8�0�;�>�3�>�2�>�5� �>�:�=�>� Merge with capture file �(���1�J�5�4�8�=�5�=�8�5� �A� �D�0�9�;�>�<� �?�5�@�5�E�2�0�B�0�)�,� 
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�?�@�8�2�5�4�5�=�=�>�5� �=�0� �@�8�A�.� 4.3. ���K�1�5�@�8�B�5� �A�=�0�G�0�;�0� �=�>�2�K�9� �D�0�9�;�,� �A� �:�>�B�>�@�K�<� �B�@�5�1�C�5�B�A�O� 

�>�1�J�5�4�8�=�8�B�L� �C�6�5� �>�B�:�@�K�B�K�9� �D�0�9�; �,� �0� �7�0�B�5�<� �A�?�>�A�>�1� �8�E� �>�1�J�5�4�8�=�5�=�8�O�.� ��� �G�0�A�B�=�>�A�B�8�,� 

�2�K�1�@�0�=�=�K�9� �D�0�9�;� �<�>�6�=�>� �?�@�8�A�>�5�4�8�=�8�B�L� �2� �=�0�G�0�;�5� �8�;�8� �2� �:�>�=�F�5� �>�B�:�@�K�B�>�3�>� �2� �=�0�­

�A�B�>�O�I�8�9� �<�>�<�5�=�B� �D�0�9�;�0� �8�;�8� �6�5� �>�1�J�5�4�8�=�8�B�L� �D�0�9�;�K� �2� �E�@�>�=�>�;�>�3�8�G�5�A�:�8�<� �?�>�@�O�4�­

�:�5�,� �8�A�E�>�4�O� �8�7� �>�B�<�5�B�>�:� �2�@�5�<�5�=�8� �8�E� �A�>�7�4�0�=�8�O� �8�;�8� �8�7�<�5�=�5�=�8�O�.� 

JI. Wireshark: Export Specified Packets �E� 

Saver- : �p�p�a���e�c�a�p�t�u�-�e�s� vl t " rn· 

* 
Name Datemodified �"�C�@�5� " 
�~� 802llbeacon �1 �/ �1�7�/�2�0�1�7� 8:33 ����� Wiresh 

Quick �0�A�A�2�s� ; 80211-WEPauth �1�/�1�7�/�2�0�1�7� 8:33 ����� Wire.sh 

• �~� 80211-WEPauthfail �1 �/ �1�7�/�2�0�1�7� 8:33 ����� Wiresh 

�~� 80211-WPAauth �1 �/ �1�7�1 �2�0�1�7� 8:33 ����� Wiresh 
Desktop �~� 80211-WPAauthfail �1�/�1�7� /2017 8:33 ����� Wiresh = activeosfingerprinting �1�/�1�7 �1 �2�0�1�7� 8:33 ����� Wiresh 

�~� arp_graturtous �1�/�1�7�/�2�0�1�7� 8: 33 ����� Wiresh 

Libraries �~� �a�r�p�_�r�1�o�l�u�t�i�o�n� 6/17 /2017 8:33 ����� Wiresh 

�~� arppoison 6/1712017 8: 33 ����� Wiresh 

; aurora �1�/�1�7� /2017 8: 33 ����� Wiresh 

This � �!� �~� �d�h�c�p�_�i�n�l�e�a�s�e�_�r�e�n�~�a�l� �1�/�1�7�{�2�0�1�7� 8:33 ����� �W�i�r�~�s�h�"� 

< > 

1 S.ave 

[ Cancel 
Ni!tworl: 

Aename. 

Saveastwe. 

�A �~� J 
Pod<el Range 

�>� 
QCaptt.red @Displayed 

@N. pod<ets 12 12 

�>� Sdected packel 1 
���.�.�.�5�d� packets 

Fnt tolastm!llked �>� 

QRange �>� 

Remove lgnored packets 

� �8�A�.� 4 .2. ��� �4�8�0�;�>�3�>�2�>�<� �>�:�=�5� Expot1 Specified Packets �<�>�6�=�>� �1�>�­

�;�5�5� �B�>�G�=�>� �C�:�0�7�0�B�L� �?�>�@�O�4�>�:� �A�>�E�@�0�=�5�=�8�O� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2� 

���1�@�0�1�>�B�:�0� �?�0�:�5�B�>�2� 
���5�;�>� �2� �:�>�=�5�G�=�>�<� �8�B�>�3�5� �4�>�9�4�5�B� �4�>� �B�>�3�>�,� �G�B�>� �2�0�<� �?�@�8�4�5�B�A�O� �>�1�@�0�1�0�B�K�2�0�B�L� 

�>�G�5�=�L� �<�=�>�3�>� �?�0�:�5�B�>�2�.� ���>� �<�5�@�5� �C�2�5�;�8�G�5�=�8�O� �:�>�;�8�G�5�A�B�2�0� �?�0�:�5�B�>�2� �4�>� �B�K�A�O�G� �8� 

�4�0�6�5� �<�8�;�;�8�>�=�>�2� �C� �2�0�A� �2�>�7�=�8�:�=�5�B� �?�>�B�@�5�1�=�>�A�B�L� �M�D�D�5�:�B�8�2�=�>� �?�5�@�5�<�5�I�0�B�L�A�O� �?�>� 

�M�B�8�<� �?�0�:�5�B�0�< �.� ��� �4�;�O� �M�B�>�9� �F�5�;�8� �2� �W�i�3�e�s�h�a�3�k� �?�@�5�4�C�A�<�>�B�@�5�=� �?�>�8�A�:� �8� �>�B�<�5�B�:�0� �?�0�­

�:�5�B�>�2�,� �>�B�2�5�G�0�N�I�8�E� �>�?�@�5�4�5�;�5�=�=�K�<� �:�@�8�B�5�@�8�O�<�.� �'�B�>�1�K� �C�?�@�>�A�B�8�B�L� �>�1�@�0�I�5�=�8�5� �:� 

�?�0�:�5�B�0�<� �4�;�O� �?�>�;�C�G�5�=�8�O� �1�K�A�B�@�>�9� �A�?�@�0�2�:�8�,� �8�E� �<�>�6�=�>� �@�0�A�?�5�G�0�B�0�B�L �.� 

�� �1�@�0�1�>�B�:�0� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0 �: �5�B�>�2� 91 
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• W1resh1'rk: Merge with capture file �E� 

* Qu1ck access 

• Dosktop 

libr1ries 

This � �!� 

!��t�w�o�r�k� 

Name Dot•modified �"�C�@ "� 

111! dns_oxfr �,�/�1�7�/�2�0�1�7� 8:33 ����� Wiroshork copturo". 
; dns_query_response 6/17n017 8:33 ����� Wireshark capture". 

�~� �d�n�s�_�r�:�u�r�s�i�v�~�u�e�r�y�_�c�l�i�e�n�t� 6/17/2017 8:33 ����� Wireshark capture." 

�~� �d�n�s �_ �r�:�u�r�s�i�v�e�-�q�u�e�r�y�_�s�e�r�v�f�'�r� 6/17/2017 8:33 ����� Wireshark capture ... 

�~� �d�o�w�n�l�<�d�-�f�o�s�t� �,�/�1�7�/�2�0�1�7� �8�:�3�4�4��� Wiroshark coptur• .. 

�~� download-slow �,�/�1�7�/�2�0�1�7� �8�:�3�4�4��� Wireshork copturo. .. 

�~� f acebook_login �,�/�1�7�/�2�0�1�7� 8:34 ����� Wiroshork coptur• .. 

�[�~�~�-�;�: �L�~�(�~�~ "�!�9�~ �:�:�:�:�:�:�:�:�:�:�:�:�:�:�:�:�:�:�:�=�:�·�:�:�:�:�:�.�:�:�:�:�·�=�=�6�.�1 �1�y�1�9�_�1 �_�1�J�i�E�:�~�G�:�:�:�:�:�:�:�w�;�;�;�;�.�1�,�-�;�;�:�~�~�-�1�t�~�-�,�:�~�;�:�:�:�:�:�:� 
�~� http_espn �,�/�1�7�/�2�0�1�7� �8�:�3�4����� Wireshork copturo .. . 

�~� http_googl• �1�/�1�7�/�2�0�1�7� 8:34 ����� Wiroshark capturo .. . 

�~� http_post 6/17/2017 8:34 �4��� Wireshork copturo... " 

< 

�l�f�a�c�e�,�o�o�l�<�.�m�e�s�s�a�g�e� 

��� f'n:p«id pocket• to oxlSi1g fie 

@ Morge packet• chronologicoly 

0-'l>Pend packets to eodstlng fle 

-S11e: 

Packets 

fnl Packet: 

�2�~� 

> 

�W�r�e�s���r�l�u�l�q�x�k�I�>�/� �-�@�A�>�@� 

�2�9�9�0�~�"� 

2010-04-05 15:23:25 

0000:00 

� �8�A�.� 4.3. ��� �4�8�0�;�>�3�>�2�>�<� �>�:�=�5� Merge with capture file �<�>�6�=�>� �>�1�J�5�4�8�­

�=�8�B�L� �4�2�0� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� 

���>�8�A�:� �?�0�:�5�B�>�2� 

�'�B�>�1�K� �=�0�9�B�8� �?�0�:�5�B�K�,� �>�B�2�5�G�0�N�I�8�5� �>�?�@�5�4�5�;�5�=�=�K�<� �:�@�8�B�5�@�8�O�< �,� �>�B�:�@�>�9�B�5� �?�0�­

�=�5�;�L� Find Packet �(���>�8�A�:� �?�0�:�5�B�0�)�,� �?�@�8�2�5�4�5�=�=�C�N� �2� �A�6�0�B�> �<� �2�8�4�5� �=�0� �@�8�A �.� 4.4, �=�0�6�0�2� 

�:�>�<�1�8�=�0�F�8�N� �:�;�0�2�8�H� <Ctrl+F>. �-�B�0� �?�0�=�5�;�L� �?�>�O�2�8�B�A�O� �<�5�6�4�C� �?�0�=�5�;�L�N� Filter �8� �>�:�­

�=�>�<� Packet List. 

,,..,...., "' �N "�·�·�r�u�.�a�f�t�.�v�.�~� Ci12 �1�5�;�1�.�_�,�,�v� 

.... �r�~� Sou-a """"""" Proloa>I 

1 

1 �5�.�- 172.16.16.128 74.125.9'5.1&4 �"�!� � 

2 �5�.�_� 74.125.95.184 172..16.16.128 �"�!� � 

3 0.- 172.16.16.12.8 74.125.95.164 �"�!� � 

' 
4 �5�.�_� 172.16.16.128 74.125.95.1&4 ���"�"� � 

�L�~�l�h� lnfo _.;. 
66 1666 ... 88 [SYN] �) "�2�.�5�8�2�6�9�1�7�6�7� Win•8192 len-0 ���S�S�-�1�4�6�&� WS--4 �S���!���-

�1�1� 88 ... 1606 (SYN, ���!���]� Seq•2.77SS77373 Ack•28S2691768 Win--sne len·-
S4 16'86 �~� �2�5� �[���!���]� seq•2982691768 Ack-2775577374 Win•168n �L�~�n�-�e� 

681 �G���"� / tfTTP/1.1 

� �8�A�.� 4.4. ���>�8�A�:� �?�0�:�5�B�>�2� �2� Wireshark �?�>� �7�0�4�0�=�=�K�<� �:�@�8�B�5�@�8�O�<�.� ��� �4�0�=�=�>�<� �A�;�C�G�0�5� �?�>�:�0�­

�7�0�=�K� �?�0�:�5�B�K�,� �A�>�2�?�0�4�0�N�I�8�5� �A� �2�K�@�0�6�5�=�8�5�<� tcp, �7�0�4�0�=�=�K�<� �2� �D�8�;�L�B�@�5� �>�B�>�1�@�0�6�5�=�8�O� 

���0� �M�B�>�9� �?�0�=�5�;�8� �?�@�5�4�>�A�B�0�2�;�O�N�B�A�O� �B�@�8� �2�0�@�8�0�=�B�0� �?�>�8�A�:�0� �?�0�:�5�B�>�2 �,� �:�0�:� �?�>�O�A�=�O�­

�5�B�A�O� �=�8�6�5�.� 

• Display filter �(�$�8�;�L�B�@� �>�B�>�1�@�0�6�5�=�8�O�)�.� �-�B�>�B� �2�0�@�8�0�=�B� �?�>�7�2�>�;�O�5�B� �A�>�7�4�0�B�L� 

�D�8�;�L�B�@�,� �G�B�>�1�K� �= �0�9�B�8� �B�>�;�L�:�>� �B�5� �?�0�:�5�B�K�,� �:�>�B�>�@�K�5� �>�B�2�5�G�0�N�B� �7�0�4�0�=�=�>�<�C� �2� 

�=�5�<� �2�K�@�0�6�5�=�8�N�.� ���<�5�=�=�>� �M�B�>�B� �2�0�@�8�0�=�B� �?�>�8�A�:�0� �?�0�:�5�B�>�2� �8�A�?�>�;�L�7�>�2�0�=� �<�O� 

�?�>�;�C�G�5�=�8�O� �@�5�7�C�;�L�B�0�B�>�2�,� �?�@�8�2�5�4�5�=�=�K�E� �=�0� �@�8�A�.� 4.4. 
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• ���5�E� value �(�(�5�A�B�=�0�4�F�0�B�5�@�8�G�=�>�5� �7�=�0�G�5�=�8�5�)�.� �-�B�>�B� �2�0�@�8�0�=�B� �?�@�5�4�=�0�7�=�0�­

�G�5�=� �4�;�O� �?�>�8�A�:�0� �?�0�:�5�B�>�2� �?�>� �C�:�0�7�0�=�=�>�<�C� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�>�<�C� �7�=�0�G�5�=�8�N�.� 

• String �(�!�8�<�2�>�;�L�=�0�O� �A�B�@�>�:�0�)�.� �-�B�>�B� �2�0�@�8�0�=�B� �?�@�5�4�=�0�7�=�0�G�5�=� �4�;�O� �?�>�8�A�:�0� 

�?�0�:�5�B�>�2� �?�>� �C�:�0�7�0�=�=�>�9� �A�8�<�2�>�;�L�=�>�9� �A�B�@�>�:�5�.� ��� �G�0�A�B�=�>�A�B�8�,� �<�>�6�=�>� �C�:�0�7�0�B�L� 

�8�<�O� �>�1�J�5�:�B�0� �4�;�O� �?�>�8�A�:�0� �?�0�:�5�B�>�2� �8�;�8� �C�G�8�B�K�2�0�B�L� �@�5�3�8�A�B�@� �1�C�:�2� �2� �A�B�@�>�:�5� 

�?�>�8�A�:�0�.� 

���8�4�K� �?�>�8�A�:�0� �?�0�:�5�B�>�2� �A�2�5�4�5�=�K� �2� �B�0�1�;�.� 4.1. 

�"�0�1�n�8�F�0� 4.1. ���8�4�~�.�1� �?�>�8�A�:�0� �?�0�:�5�B�>�2� 

���8�4� �?�>�8�A�:�0� 

�$�8�;�L�B�@� �>�B�>�1�@�0�6�5�=�8�O� 

�(�5�A�B�=�0�4�F�0�B�5�@�8�G�=�>�5� �7�=�0�G�5�=�8�5� 

�!�8�<�2�>�;�L�=�0�O� �A�B�@�>�:�0� 

���@�8�<�5�@�K� 

not ip 

ip.addr==192.168.0.1 

Arp 

OOff 
ff f f 
�����������l�f��� 

Workstationl 

UserB 

domain 

���K�1�@�0�2� �2�8�4� �?�>�8�A�:�0� �?�0�:�5�B�>�2�,� �2�2�5�4�8�B�5� �:�@�8�B�5�@�8�9� �?�>�8�A�:�0� �2� �B�5�:�A�B�>�2�>�<� �?�>�;�5� �8� 

�I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Find, �G�B�>�1�K� �=�0�9�B�8� �?�5�@�2�K�9� �?�0�:�5�B�,� �>�B�2�5�G�0�N�I�8�9� �7�0�4�0�=�=�>�<�C� 

�:�@�8�B�5�@�8�N�.� �'�B�>�1�K� �=�0�9�B�8� �A�;�5�4�C�N�I�8�9� �?�0�:�5�B�,� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Find �5�I�5� �@�0�7� 

�8�;�8� �=�0�6�<�8�B�5� �:�>�<�1�8�=�0�F�8�N� �:�;�0�2�8�H� <Ctrl+N>, �0� �4�;�O� �?�>�8�A�:�0� �?�@�5�4�L�I�C�I�5�3�>� �?�0�:�5�­

�B�0�,� �A�>�2�?�0�2�H�5�3�>� �A� �7�0�4�0�=�=�K�<� �:�@�8�B�5�@�8�5�<�,� - �:�>�<�1�8�=�0�F�8�N� �:�;�0�2�8�H� <Ctrl+B>. 

���B�<�5�B�:�0� �?�0�:�5�B�>�2� 

���B�0�:�,� �=�0�9�4�O� �?�0�:�5�B�K�,� �>�B�2�5�G�0�N�I�8�5� �7�0�4�0�=�=�>�<�C� �:�@�8�B�5�@�8�N�,� �<�>�6�5�B�5� �>�B�<�5�B�8�B�L� 

�B�5� �8�7� �=�8�E�,� �:�>�B�>�@�K�5� �8�=�B�5�@�5�A�C�N�B� �2�0�A� �2� �?�5�@�2�C�N� �>�G�5�@�5�4�L�.� ���B�<�5�B�:�0� �?�0�:�5�B�>�2�,� �2� �G�0�A�B�­
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�?�5�G�0�B�L� �?�0�:�5�B�>�2� �B�>�;�L�:�>� �2� �>�?�@�5�4�5�;�5�=�=�.�K�E� �?�@�5�4�5�;�0�E� �8�;�8� �6�5� �B�5�E� �?�0�:�5�B�>�2�,� �:�>�B�>�@�K�5� 

�>�B�>�1�@�0�6�0�N�B�A�O� �?�>�A�;�5� �?�@�8�< �5 �=�5�=�8�O� �D�8�;�L�B�@�0�.� ���@�>�<�5� �B�>�3�>�,� �<�>�6�=�>� �C�:�0�7�0�B�L� �B�@�5�1�C�­

�5�<�C�N� �A�B�5�?�5�=�L� �4�5�B�0�;�8�7�0�F�8�8� �4�;�O� �?�5�G�0�B�8� �:�0�6�4�>�3�>� �?�0�:�5�B�0�.� ���>�A�;�5� �B�>�3�>� �:�0�:� �2�K�1�5�@�5�­
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�3�>� �2�@�5�<�5�=�8�,� �G�B�>�1�K� �8�7�1�5�6�0�B�J� �=�5�4�>�@�0�7�C�<�5�=�8�9� �?�@�8� �A�>�>�1�I�5�=�8�8� �?�>�;�C�G�5�=�=�K�E� 

�@�5�7�C�;�J�B�0�B�>�2� �0�=�0�;�8�7�0�.� 
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• �h�t�t�p�~�o�g�l�~�p�c�.�.�-�p� 

�~� Edit V"t«W Go c.pture ANl)'l'lt SUttstio 

�.�!� • _, �<�.�i�n�1�o�o�l�l�m� 

�~ �.�.�.�,�1�"� ���.�.�8�l�>�>�t�,�<� 

�J�~� kt: �W�i�r�!�f�e�O� �T�o�o�l�,�.�w� 
No V Stltus6ar 

�~� J �P�:�,�t�l�i�R� 
3 �~� �P�:�k�d�D�t�n�.�i�l�s� 

P4cket8ym 

18 

�T�W�1�'�c�~�.�f�o�t�t�h�.�t�t� 

�N�t�m�t�R�R�S�O�t�u�t�N�n� 

Zoom 

�&� &p.ttid �S�O�O�l�.�r�~� 

�~� &plndNI 
> �F�r�a�t�<�!� �~� 

> �H�h�e�r�<� �!�>�~����� 

�~� �~�~�~�~�~� �(�D�l�o�I�e�P�l�r�;�k�t�t�t�i�s�t� 
�C�o�t�o�r�i�n�g�R�u�~�,� 

�C�o�I�O�r�i�z�'�f�:�C�~� 

!! �R�t�O�8� �!� olunvn 

�l�m�8�n�a�l�s� 

�9�1�o�w�P "�c�,�:�t�i�n�N�e�v�W�~� 

�~� Rdoad 

�C�+�.�.�S�h�i�l�t�:� ... R 

Ctrt+R 

�>� �E� 

�Q�-� �&�i�r�=�s�i�o�n� + �"���'� �R�S�"� 

�=�'�-�~�~�~�L �~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�-�-�-�'�"�-�" �'� Fm c;.,,.i 

66 1686 ... S8 (SYN] �~�2�5�8�2�6�9�1�7�6�7� Win•8192 �L�~� t'tSS-146& 16-4 �S���!���-

66 88 " 1686 [SYN, ���!���]� seq-1775577373 Ack•2.e82691168 Win-5128 len-
5'4 1686 ... 88 �(���!���]� Seq•2882691768 Ack•277SSm74 Win•16S72 len-8 

681 �G�f�"� / ���"�"� � /1.1 
�1�5� 88 + 1686 {ACKl St-Q-2.i'7SS11'37.t Ack•Z882692!95 Win-6976 �L!��4� 

�C�,�t�e�-�"�'�T�.�.�.�<�o�f�O�.�y�{�1�9�7�t���)�1�-�0�1�0�1�~�.�1�2�1�'�S�Q� ���d�a�"�4�l�t "�1� d � �����}� 

Vur, �~�o�4�V�u�t�"�,� andTimc:of0.y(197'JI00101:0l:OJ..1l34S6) :s �~�~ "�1�7�7�S�S���1�8�6� Win•16872 trn-e 
�T�l�t�1�'�f�:�o�f�D�.�t�y�(�0�1�:�C�i�.�i���.�1�Z�3�4�5�Q� ���( "���h "�2� d � �����]� 

�S�«�:�a�n�d�$�~�t� �1�~�7�0�-�\�n�-�O�t� Mm•Ak•3 d PDU) 

• �S�:�o�n�d�5�5�W�e�8�e�g�i�n�n�i�n�g�a�f�c�.�p�t�u�F� 

�S�:�O�l�'�l�d�s�.� Sinct PreoJIOus. Captwltd Patt:et 

Soecond1 Sinct �P�r�e�v�N�u�s� O.spllyed Padttt 

�u�B�A� �n�a�u�~�r�l�t�'�n�f�:� of �>�.�,�.� (1910-01--01 �0�1�:�0�2�:�:�>�7�.�1�2���4�S�1�)� 

�U�"�!�~� Dayof Vc•r. "nd Ttrm ofD.y(197WOOI 01:02:Q.3.1234S6} 

Mtta"AJt•4 

r..tm•AJt"5 
�M�&�"�4�l�t "�6� 

�M�N�"�A�l�t�~�7� 

�U�"�!� TUne of O"J (C1:02:03.12:WS6) ���e�t�4 "�4�l�t "�8� 

�T�<�t�h�s�o�f�1�1�H�o�n�d� 

Hvndtdhs Df • se:c::ond 

���i�l�l�t�s�«�o�n�d�s� 

���i�t�t�o�s�:�.�o�n�c�k�-

""'°""""' 

9S Acluo2775581694 Win-16872 �l �<�-��� 

�~�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�-�~�~� efI08 �8� 21 6• �5�,� 7d 411 �5�5� �5�5� Sd 21 �~� �D�i�s�p�t�.�y�S�e�c�-�o�n�d�s�l�f���.�t�)�i�.���o�v�r�s�<�i�d�M�i�n�v�t�e�s� 
�~�·� i8 Z8 34 d8 88 �5�5� 33 Q6 �~�A� 8Z ���&� 7d Sf 61 �-�~� �~�.�.�.� ., �·�·�· �~ �·� �-�~�~�, �_�"�.� �3� 

�1�5� 80 �5�5� se �:� 46 •5 �1�f� f3 �1�~� �7�A� 13 5d �1�L� se ie •.. P.f.o .• /.tJ+-P. 
J �M�6�d�d�9�7�~�8�0�8�9�8�2���4� �8�5�7�5�5�1�9�1� 

------------------- ---- -

� �=�A�.� 4.7. ���>� �:�>�<�0�=�4�5� Viewc::> �"�i�B�5� Display Format �N� �3�;�0�2�=�>�3�>� �<�5�=�N� �<�>�6�=�>� �2�K�1�@�0�B�L� �>�4�=�=� 

�N� �=�5�A�:�>�;�L�:�=�E� �D�>�@�<�0�B�>�2� �>�B�>�1�@�0�6�5�=�=�O� �2�@�5�<�5�=�=� 

���@�5�<�5�=�=�0�O� �?�@�8�2�O�7�:�0� �:� �?�0�:�5�B�0�<� 

���@�5�<�5�=�=�0�O� �?�@�8�2�O�7�:�0� �:� �?�0�:�5�B�0�<� �?�>�7�2�>�;�O�5�B� �=�0�A�B�@�>�8�B�L� �>�?�@�5�4�5�;�5�=�=�K�9� �?�0�:�5�B� 

�B�0�:�8�<� �>�1�@�0�7�>�<�,� �G�B�>�1�K� �?�>�A�;�5�4�C�N�I�8�5� �@�0�A�G�5�B�K� �2�@�5�<�5�=�8� �?�@�>�8�7�2�>�4�8�;�8�A�L� �>�B�=�>�­

�A�8�B�5�;�L�=�>� �4�0�=�=�>�r�>� �?�0�:�5�B�0�.� �"�0�:�0�O� �2�>�7�<�>�6�=�>�A�B�L� �>�A�>�1�5�=�=�>� �C�4�>�1�=�0� �?�@�8� �8�A�A�;�5�4�>�­

�2�0�=�8�8� �@�O�4�0� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�K�E� �A�>�1�K�B�8�9�,� �=�0�A�B�C�?�0�N�I�8�E� �2� �:�0�:�>�9�-�=�8�1�C�4�L� �4�@�C�r�>�9� 

�<�>�<�5�=�B�,� �0� �=�5� �2� �<�>�<�5�=�B� �=�0�G�0�;�0� �D�>�@�<�8�@�>�2�0�=�8�O� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0 �.� 

�'�B�>�1�K� �C�A�B�0�=�>�2�8�B�L� �2�@�5�<�5�=�=�C�N� �?�@�8�2�O�7�:�C� �:� �?�0�:�5�B�C�,� �I�5�;�:�=�8�B�5� �?�@�0�2�>�9� �:�=�>�?�:�>�9� 

�<�K�H�8� �=�0� �8�7�1�@�0�=�=�>�<� �2� �:�0�G�5�A�B�2�5� �>�?�>�@�=�>�r�>� �?�0�:�5�B�5� �2� �?�0�=�5�;�8� Packet List �8� �2�K�1�5�@�8�­

�B�5� �:�>�<�0�=�4�C� Set/Unset Time Reference �(�#�A�B�0�=�>�2�8�B�L�/�!�1�@�>�A�8�B�L� �2�@�5�<�5�=�=�C�N� �?�@�8�2�O�7�­

�:�C�)� �8�7� �:�>�=�B�5�:�A�B�=�>�r�>� �<�5�=�N�.� ��� �4�;�O� �B�>�r�>� �G�B�>�1�K� �A�1�@�>�A�8�B�L� �2�@�5�<�5�=�=�C�N� �?�@�8�2�O�7�:�C�,� 

�?�>�2�B�>�@�8�B�5� �M�B�C� �6�5� �>�?�5�@�0�F�8�N� �5�I�5� �@�0�7�.� ���@�>�<�5� �B�>�r�>�,� �C�A�B�0�=�0�2�;�8�2�0�B�L� �8� �A�1�@�0�A�K�2�0�B�L� 

�2�@�5�<�5�=�=�C�N� �?�@�8�2�O�7�:�C� �:� �?�0�:�5�B�C� �<�>�6�=�>�,� �2�K�1�@�0�2� �>�?�>�@�=�K�9� �?�0�:�5�B� �2� �?�>�4�>�:�=�5� Packet 

List �8� �=�0�6�0�2� �:�>�<�1�8�=�0�F�8�N� �:�;�0�2�8�H� <Ctrl+T>. 
���A�;�8� �2�@�5�<�5�=�=�0�O� �?�@�8�2�O�7�:�0� �:� �?�0�:�5�B�C� �0�:�B�8�2�8�7�8�@�>�2�0�=�0�,� �2� �A�B�>�;�1�F�5� Time �(���@�5�­

�<�O�)�,� �>�B�>�1�@�0�6�0�5�<�>�<� �2� �?�0�=�5�;�8� Packet List, �?�>�O�2�8�B�A�O� �<�5�B�:�0� *REF* �(�@�8�A�.� 4.8). 
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No. ..... ...... 
�3� 

1 �5�.�<�5�5�5�5� 172.16.16.128 
2 8.838187 74.JZ.S.9S.184 

74.12S.9S.184 �"�!� � 66 1666 " �8�5� (SYN] Seq•2082691767 Wi.n•B192 Lrn:o.6 ���S�S�-�1�<�4�+� �w�s�F� �S�A�C�K�_�P�E�R�.�'�-�1� 

171.16.16.118 �"�!� � 66 88 - �l�2�.�1� �{�S�Y�N�~� ACk] Seqa277SS77373 ���A�k "�2�6�8�2�6�9�1�7�1�8� Win•S729 leno.9 ���:�S�S "�1�4�8�6�-

�.�7� �5�.�5�7�5�1�8�1� 172.16.16.128 
4 •RfF• 172.16 16.128 

74.12S.9S.184 �"�!� � S4 1686 �~� 88 fACICl �S�e�q "�2�8�8�2�6�9�1�7�1�8� Aclt•277SS17374 W1n•1bl72 len-e 
�~�"�"�"�,�,�.�-�~�-�=�~�-�=�~�,�.�.�-�~ �7�4 �~�.�U�5�=�- �. �~�9�5�~�.�1�~�&�4�~ �"�~�T�T�P�"�"�"�"�~�-�-�,�, �b�l�~�l �~�b�l�~�T�~ �/�.�,�.�.�,�,�, �l�'�" �~�T�P�~�/ �~�l�. �~�1� 

s �5�.�6�4�8�7�7�8� 74.125.95.184 172.16.lt>.128 �"�!� � 68 88 - 1666 [ACi<] St:q•277SS77374 Ack•288269239S Win•6976 len..e 

�1� e.117"S4 74.125. 9S .194 172.16.16.128 �"�!� � 146ii �{�"�!� � s•s-nt (1f �0� �r�t�-�"�s�s�6�1�,�l�~� POUj 

7 &.971217 74.12S.9S.164 172..16.16.128 �"�!� � 146Q [lCP �s�e�r�~�n�t� of 1t �r�e�e�S�5�.�e�t�,�l�e�d� PDU] 

8 0.071247 172.16.16.128 74.12S.9S.184 �"�!� � S.t 1666 ) 8& [ACiCl �~�q�-�2�.�9�8�2�6�9�2�3�9�5� Aclc"277SS&6186 Win•16872 len-6 

� �8�A�.� 4.8. ���0�:�5�B� !��4� �A� �0�:�B�8�2�8�7�8�@�>�2�0�=�=�>�9� �2�@�5�<�5�=�=�>�9� �?�@�8�2�O�7�:�>�9� �:� �=�5�<�C� 

�#�A�B�0�=�0�2�;�8�2�0�B�L� �2�@�5�<�5�=�=�C�N� �?�@�8�2�O�7�:�C� �:� �?�0�:�5�B�C� �C�4�>�1�=�>� �;�8�H�L� �2� �B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� 

�D�>�@�<�0�B� �>�B�>�1�@�0�6�5�=�8�O� �2�@�5�<�5�=�8� �?�5�@�5�E�2�0�B�0� �=�0�A�B�@�>�5�=� �=�0� �?�>�:�0�7� �2�@�5�<�5�=�8� �>�B�=�>�A�8�­

�B�5�;�L�=�>� �=�0�G�0�;�0� �?�5�@�5�E�2�0�B�0�.� ��� �2� �;�N�1�>�<� �4�@�C�3�>�<� �A�;�C�G�0�5� �C�A�B�0�=�>�2�:�0� �2�@�5�<�5�=�=�>�9� �?�@�8�­

�2�O�7�:�8� �:� �?�0�:�5�B�C� �=�8�G�5�3�>� �?�>�;�5�7�=�>�3�>� �=�5� �4�0�A�B� �8� �=�0� �A�0�<�>�<� �4�5�;�5� �?�@�8�2�5�4�5�B� �:� �>�B�>�1�@�0�6�5�­

�=�8�N� �<�>�<�5�=�B�>�2� �2�@�5�<�5�=�8�,� �2� �:�>�B�>�@�K�E� �1�C�4�5�B� �>�G�5�=�L� �B�@�C�4�=�>� �@�0�7�>�1�@�0�B�L�A�O�.� 

���@�5�<�5�=�=�>�9� �A�4�2�8�3� 

���=�>�3�4�0� �2�A�B�@�5�G�0�N�B�A�O� �?�0�:�5�B�K� �8�7� �@�0�7�=�K�E� �8�A�B�>�G�=�8�:�>�2�,� �:�>�B�>�@�K�5� �=�5� �A�8�=�E�@�>�=�8 �­

�7�8�@�>�2�0�=�K� �A� �>�4�=�8�<� �8� �B�5�<� �6�5� �8�A�B�>�G�=�8�:�>�<�.� �-�B�>� �>�A�>�1�5�=�=�>� �E�0�@�0�:�B�5�@�=�>� �4�;�O� �8�A�A�;�5�­

�4�>�2�0�=�8�O� �D�0�9�;�>�2� �?�5�@�5�E�2�0�B�0�,� �2�7�O�B�K�E� �8�7� �4�2�C�E� �<�5�A�B�,� �A�>�4�5�@�6�0�I�8�E� �>�4�8�=� �8� �B�>�B� �6�5� 

�?�>�B�>�:� �4�0�=�=�K�E�.� ���>�;�L�H�8�=�A�B�2�>� �A�5�B�5�2�K�E� �0�4�<�8�=�8�A�B�@�0�B�>�@�>�2� �A�B�@�5�<�O�B�A�O� �:� �B�>�<�C�,� �G�B�>�­

�1�K� �:�0�6�4�>�5� �C�A�B�@�>�9�A�B�2�>� �2� �8�E� �A�5�B�8� �1�K�;�>� �A�8�=�E�@�>�=�8�7�8�@�>�2�0�=�>�.� ���>� �=�5�@�5�4�:�>� �<�5�6�4�C� 

�>�?�@�5�4�5�;�5�=�=�K�<�8� �B�8�?�0�<�8� �C�A�B�@�>�9�A�B�2� �2�>�7�=�8�:�0�5�B� �2�@�5�<�5�=�=�>�9� �A�4�2�8�3�.� ��� �?�@�8�;�>�6�5�=�8�8� 

Wireshark �?�@�5�4�>�A�B�0�2�;�O�5�B�A�O� �2�>�7�<�>�6�=�>�A�B�L� �A�4�2�8�3�0�B�L� �>�B�<�5�B�:�C� �2�@�5�<�5�=�8� �2� �?�0�:�5�B�0�E�,� 

�G�B�>�1�K� �C�A�B�@�0�=�8�B�L� �4�0�=�=�>�5� �7�0�B�@�C�4�=�5�=�8�5� �2� �E�>�4�5� �0�=�0�;�8�7�0�.� 

�'�B�>�1�K� �A�4�2�8�=�C�3�L� �>�B�<�5�B�:�C� �2�@�5�<�5�=�8� �2� �>�4�=�>�<� �8�;�8� �=�5�A�:�>�;�L�:�8�E� �?�0�:�5�B�0�E�,� �2�K�1�5�­

�@�8�B�5� �:�>�<�0�=�4�C� Editc:>Time Shift �(���@�0�2�:�0�A�:�>���@�5�<�5�=�=�>�9� �A�4�2�8�3�)� �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N� 

�8�;�8� �=�0�6�<�8�B�5� �:�>�<�1�8�=�0�F�8�N� �:�;�0�2�8�H� <Ctrl+Shift+T>. ��� �>�B�:�@�K�2�H�5�<�A�O� �4�8�0�;�>�3�>�2�>�<� 

�>�:�=�5� Time Shift �<�>�6�=�>� �C�:�0�7�0�B�L� �?�@�5�4�5�;�K� �4�;�O� �2�@�5�<�5�=�=�>�3�>� �A�4�2�8�3�0� �2�>� �2�A�5�<� �D�0�9�;�5� �?�5�­

�@�5�E�2�0�B�0� �2� �F�5�;�>�<� �8�;�8� �6�5� �C�A�B�0�=�>�2�8�B�L� �2�@�5�<�O� �4�;�O� �>�B�4�5�;�L�=�K�E� �?�0�:�5�B�>�2�.� ��� �?�@�8�<�5�@�5�,� 
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Name Date �m�o�d�1�f�l�~�d� �"�C�@�5� �S�i�z�~� 

D int•rv•lcopturo_00001 _20151009141804 1019/2017 2:19 � ��� F<lo �H�:�2� 

��� interv•lc•pture_00002_20151009141904 1019(2017 2:20 � ��� f1lo �2�5����� 

��� int•rv•lcapturo_00003_20151009142004 1019'2017 2:21 � ��� Ftle ���,�6�2�1�1�(�8� 

��� int•rv•lcapturo_(J0004_20151009142104 10/9.'2017 2.:22 � ��� F•le �S�Z����� 

D interv•lcapture_00005_20151009142204 1019/2017 2.:23 � ��� File �4�~�:�2� 

��� int•rv•lc•pturt_00006_2015100914l304 10/912017 2:24 � ��� �F�i�!�~� 371(8 

� �8�A�.� 4. 12. ���0�1�>�@� �D�0�9�;�>�2�,� �A�>�7�4�0�2�0�5�<�K�9� �2� Wireshork �G�5�@�5�7� 

�:�0�6�4�C�N� �<�8�=�C�B�C� �?�@�8� �?�5�@�5�E�2�0�B�5� �A�5�B�5�2�>�3�>� �B�@�>�D�8�:�0� 

�$�;�0�6�>�:� Use �0� ring buffer with". �(���A�?�>�;�L�:�N�2�0�B�L� �:�>�;�L�F�5�2�>�9� �1�C�D�5�@� �A� ... ) �?�>�7�2�>�;�O�5�B� 

�C�:�0�7�0�B�L� �>�?�@�5�4�5�;�5�=�=�>�5� �:�>�;�8�G�5�A�B�2�>� �D�0�9�;�>�2�,� �:�>�B�>�@�K�5� �4�>�;�6�=�K� �1�K�B�L� �=�0�:�>�?�;�5�=�K� �2� 

�=�0�1�>�@�5� �A�@�5�4�A�B�2�0�<�8� Wiresl1ark, �?�@�5�6�4�5� �G�5�<� �?�5�@�5�7�0�?�8�A�K�2�0�B�L� �8�E�.� ��� �E�>�B�O� �B�5�@�<�8�=� 

�:�>�;�J�F�5�2�>�9� �1�C�D�5�@� �8�<�5�5�B� �@�0�7�=�K�9� �A�<�K�A�;�,� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� �>�=�,� �?�>� �A�C�I�5�A�B�2�C�,� �>�1�>�7�=�0�­

�G�0�5�B� �=�0�1�>�@� �D�0�9�;�>�2�,� �3�4�5� �?�5�@�2�K�9� �D�0�9�;� �<�>�6�5�B� �1�K�B�L� �?�5�@�5�7�0�?�8�A�0�=�,� �:�0�:� �B�>�;�L�:�>� �2� 

�=�0�1�>�@� �1�C�4�5�B� �2�2�5�4�5�=� �?�>�A�;�5�4�=�8�9� �7�0�?�8�A�0�=�=�K�9� �D�0�9�;�,� �G�B�>�1�K� �A�>�E�@�0�=�8�B�L� �2�=�>�2�L� �?�>�­

�A�B�C�?�8�2�H�8�5� �4�0�=�=�K�5�.� ���=�K�<�8� �A�;�>�2�0�<�8�,� �M�B�>�B� �D�;�0�6�>�:� �C�A�B�0�=�0�2�;�8�2�0�5�B� �@�5�6�8�<� �7�0�?�8�­

�A�8� �D�0�9�;�>�2� �?�>� �?�@�8�=�F�8�?�C� �"�?�5�@�2�K�<� �?�@�8�H�5�;�,� �?�5�@�2�K�<� �>�1�A�;�C�6�5�=�"� (FIFO). �#�A�B�0�=�>�­

�2�8�2� �M�B�>�B� �D�;�0�6�>�:�,� �<�>�6�=�>� �C�:�0�7�0�B�L� �<�0�:�A�8�<�0�;�L�=�>�5� �:�>�;�8�G�5�A�B�2�>� �D�0�9�;�>�2� �4�;�O� �E�@�0�=�5�­

�=�8�O� �2� �:�>�;�L�F�5�2�>�<� �1�C�D�5�@�5� �A� �F�8�:�;�8�G�5�A�:�8�<� �A�4�2�8�3�>�< �.� ���>�?�C�A�B�8�<�,� �G�B�>� �4�;�O� �E�@�0�=�5�=�8�O� 

�?�5�@�5�E�2�0�G�5�=�=�>�3�>� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �2�K�1�@�0�=� �=�0�1�>�@� �8�7� �H�5�A�B�8� �D�0�9�;�>�2�,� �?�@�8�G�5�<� 

�=�>�2�K�9� �D�0�9�;� �A�>�7�4�0�5�B�A�O� �G�5�@�5�7� �:�0�6�4�K�9� �G�0�A�.� �"�0�:�8�<� �>�1�@�0�7�>�<�,� �D�>�@�<�8�@�C�5�B�A�O� �:�>�;�L�­

�F�5�2�>�9� �1�C�D�5�@� �@�0�7�<�5�@�>�<� �1� �D�0�9�;�>�2�.� ���0�:� �B�>�;�L�:�>� �1�C�4�5�B� �A�>�7�4�0�=� �H�5�A�B�>�9� �D�0�9�;�,� �2� �:�>�;�L�­

�F�5�2�>�<� �1�C�D�5�@�5� �?�@�>�8�7�>�9�4�5�B� �F�8�:�;�8�G�5�A�:�8�9� �A�4�2�8�r� �A� �?�5�@�5�7�0�?�8�A�L�N� �?�5�@�2�>�3�>� �D�0�9�;�0� 

�2�<�5�A�B�>� �A�>�7�4�0�=�8�O� �A�5�4�L�<�>�3�>� �D�0�9�;�0� �4�;�O� �E�@�0�=�5�=�8�O� �>�G�5�@�5�4�=�>�3�>� �<�0�A�A�8�2�0� �?�5�@�5�E�2�0�­

�G�5�=�=�K�E� �4�0�=�=�K�E�.� �-�B�8�<� �3�0�@�0�=�B�8�@�C�5�B�A�O�,� �G�B�>� �=�0� �6�5�A�B�:�>�<� �4�8�A�:�5� �1�C�4�5�B� �E�@�0�=�8�B�L�A�O� 

�=�5� �1�>�;�L�H�5� �H�5�A�B�8� �D�0�9�;�>�2� �4�0�=�=�K�E� �2� �B�5�G�5�=�8�5� �1� �G�0�A�>�2� �A� �2�>�7�<�>�6�=�>�A�B�L�N� �7�0�?�8�A�8� 

�=�>�2�K�E� �4�0�=�=�K�E�.� 

���,� �=�0�:�>�=�5�F�,� �=�0� �2�:�;�0�4�:�5� Output �<�>�6�=�>� �B�0�:�6�5� �C�:�0�7�0�B�L� �:�>�=�:�@�5�B�=�K�9� �D�>�@�<�0�B� 

�D�0�9�;�0� �4�0�=�=�K�E�.� �"�0�:�,� �<�>�6�=�>� �2�K�1�@�0�B�L� �B�@�0�4�8�F�8�>�=�=�K�9� �D�>�@�<�0�B� �. �@�A�0�@�,� �5�A�;�8� �?�@�5�4 �­

�?�>�;�0�3�0�5�B�A�O� �2�7�0�8�<�>�4�5�9�A�B�2�8�5� �A� �A�>�E�@�0�=�5�=�=�K�<�8� �?�0�:�5�B�0�<�8� �2� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�>�<� 

�A�@�5�4�A�B�2�5�,� �=�5� �A�?�>�A�>�1�=�>�<� �>�1�@�0�1�0�B�K�2�0�B�L� �D�0�9�;�K� �A� �@�0�A�H�8�@�5�=�8�5�<� .pcapng. 
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���:�;�0�4�:�0� Options 
���0� �2�:�;�0�4�:�5� Options �A�>�4�5�@�6�8�B�A�O� �F�5�;�K�9� �@�O�4� �4�@�C�3�8�E� �2�0�@�8�0�=�B�>�2� �2�K�1�>�@�0� �@�5�6�8�­

�<�0� �A�>�E�@�0�=�5�=�8�O� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2�,� �2�:�;�N�G�0�O� �?�0�@�0�<�5�B�@�K� �=�0�A�B�@�>�9�:�8� �>�B�>�­

�1�@�0�6�5�=�8�O�,� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=� �8� �?�@�5�@�K�2�0�=�8�O� �?�5�@�5�E�2�0�B�0�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� 

�@�8�A�.� 4.13. 

• Wlfeshar1' . C.pturo �l�n�t�o�r�f�:�o�s� �E� 

�l�;�p�u�t� Oulput �~�,�o�n�s� 

Dis!>loy<Jptions �N�o�m�o�R�e�s�o�O�J�t�N�n� 

0 �&�>�d�o�t�.� ist of �p�o�c�k�e�t�"�=�e�o�l�-�- 0 Rosoive �����!� Ad<ro=s 

0 Aummallally �N�d�1� du-nc;  "�~� c.oplu'e ��� Resolve nei-1< .....,.., 

0 Show extr• aipture �i�n�f�o�r�m�o�t�N�n� dooloQ ��� Resolve lr4mlJOft nomes 

S11>p aiplu'e ..,tnmaloly •fter 

�>� 11 ::1 pid.eb 

�>� E-==-ta �=�.�.� 
�>� i:c==11 �k�i�>�,�C�,�.�.� • 

�>� li:==m secor.i. • 

� �8�A�.� 4. 13. ���:�;�0�4�:�0� Options �4�8�0�;�>�r�>�2�>�r�>� �>�:�=�0� Capture lnterfaces 

���0�@�0�<�5�B�@�K� �=�0�A�B�@�>�9�:�8� �>�B�>�1�@�0�6�5�=�8�O� 

��� �@�0�7�4�5�;�5� Display Options �(���0�@�0�<�5�B�@�K� �>�B�>�1�@�0�6�5�=�8�O�)� �=�0�E�>�4�O�B�A�O� �M�;�5�<�5�=�B�K�,� 

�C�?�@�0�2�;�O�N�I�8�5� �?�>�@�O�4�:�>�<� �>�B�>�1�@�0�6�5�=�8�O� �?�0�:�5�B�>�2� �2� �?�@�>�F�5�A�A�5� �8�E� �?�5�@�5�E�2�0�B�0�.� ���0�­

�7�=�0�G�5�=�8�5� �D�;�0�6�:�0� Update list of packets in real-time �(���1�=�>�2�;�5�=�8�5� �A�?�8�A�:�0� �2� �@�5�0�;�L�=�>�<� 

�2�@�5�<�5�=�8�)� �=�5� �B�@�5�1�C�5�B� �>�A�>�1�K�E� �?�>�O�A�=�5�=�8�9�.� ���3�>� �<�>�6�=�>� �C�A�B�0�=�0�2�;�8�2�0�B�L� �2�<�5�A�B�5� �A� 

�D�;�0�6�:�>�<� Automatically scroll during live capture �(���2�B�>�<�0�B�8�G�5�A�:�0�O� �?�@�>�:�@�C�B�:�0� �2� �E�>�4�5� 

�?�5�@�5�E�2�0�B�0�)�.� ���>�3�4�0� �>�1�0� �M�B�8� �D�;�0�6�:�0� �C�A�B�0�=�>�2�;�5�=�K�,� �=�0� �M�:�@�0�=�5� �>�B�>�1�@�0�6�0�N�B�A�O� �2�A�5� 

�?�5�@�5�E�2�0�G�5�=�=�K�5� �?�0�:�5�B�K�,� �?�@�8�G�5�<� �A�0�<�K�5� �?�>�A�;�5�4�=�8�5� �8�7� �=�8�E� �>�B�>�1�@�0�6�0�N�B�A�O� �=�5�­

�<�5�4�;�5�=�=�>�.� 

��� ���~�#��� �����������~�1��� ���A�;�8� �C�A�B�0�=�>�2�;�5�=�K� �>�1�0� �D�;�0�6�:�0�,� Update list of packets in real-time �8� 

Automatically scroll during live capture, �B�>� �4�;�O� �?�>�4�4�5�@�6�0�=�8�O� �A�>�>�B�2�5�B�­

�A�B�2�C�N�I�5�3�>� �@�5�6�8�<�0� �>�B�>�1�@�0�6�5�=�8�O� �?�>�B�@�5�1�C�5�B�A�O� �8�5�<�0�;�>� �@�5�A�C�@�A�>�2� �&��� -
�4�0�6�5� �5�A�;�8� �?�5�@�5 �E�2�0�B�K�2�0�5�B�A�O� �A�:�@�>�<�8�K�9� �>�1�8�<� �4�0�8�8�K�E �.� ���>�M�B�>�<�C� �>�1�0� 

�M�B�8� �D�;�0�6�:�0� �;�C�G�(�R� �A�1�@�>�A�8�B�J�,� �5�A�;�8� �B�>�;�J�:�>� �8�5�B� �>�A�>�1�>�9� �8�5�>�1�E�>�4�8�<�>�A�B�8� 

�?�@�>�r�<�0�B�@�8�2�0�B�J� �n�5�j�J�5�E�2�0�G�5�=�=�K�5� �?�0�:�5�B�K� �2� �@�5�0�;�L�=�>�<� �2�@�5�<�5�=�8�.� 

�� �1�@�0�1�>�B�:�0� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2� 101 
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�$�;�0�6�>�:� Show extra capture information dialog �(���>�:�0�7�K�2�0�B�L� �4�8�0�;�>�3�>�2�>�5� �>�:�=�>� �A� 

�4�>�?�>�;�=�8�B�5�;�L�=�K�<�8� �A�2�5�4�5�=�8�O�<�8�)� �?�>�7�2�>�;�O�5�B� �0�:�B�8�2�8�7�8�@�>�2�0�B�L� �8�;�8� �?�>�4�0�2�8�B�L� �>�B�>�­

�1�@�0�6�5�=�8�5� �=�5�1�>�;�L�H�>�3�>� �>�:�=�0�,� �2� �:�>�B�>�@�>�<� �?�@�5�4�A�B�0�2�;�5�=�>� �2� �?�@�>�F�5�=�B�0�E� �:�>�;�8�G�5�A�B�2�>� 

�?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2�,� �>�B�A�>�@�B�8�@�>�2�0�=�=�K�E� �?�>� �8�E� �A�5�B�5�2�>�<�C� �?�@�>�B�>�:�>�;�C�.� �/� �;�8�G�­

�=�>� �?�@�5�4�?�>�G�8�B�0�N� �>�B�>�1�@�0�6�0�B�L� �M�B�>� �8�=�D�>�@�<�0�F�8�>�=�=�>�5� �>�:�=�>�,� �?�>�A�:�>�;�L�:�C� �>�1�K�G�=�>� 

�7�0�?�@�5�I�0�N� �0�:�B�8�2�=�C�N� �?�@�>�:�@�C�B�:�C� �>�:�=�0� �>�B�>�1�@�0�6�5�=�8�O� �?�0�:�5�B�>�2� �2�>� �2�@�5�<�O� �8�E� �?�5�@�5�­

�E�2�0�B�0�.� 

���0�@�0�<�5�B�@�K� �=�0�A�B�@�>�9�:�8� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=� 

��� �@�0�7�4�5�;�5� Name Resolution �(���@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=�)� �<�>�6�=�>� �C�A�B�0�=�>�2�8�B�L� �@�5�6�8�<� 

�0�2�B�>�<�0�B�8�G�5�A�:�>�3�>� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �����!�-�0�4�@�5�A�>�2� �(�2�B�>�@�>�3�>� �C�@�>�2�=�O�)�,� �0� �B�0�:�6�5� �A�5�­

�B�5�2�K�E� �8� �B�@�0�=�A�?�>�@�B�=�K�E� �8�<�5�=� �(�B�@�5�B�L�5�3�>� �8� �G�5�B�2�5�@�B�>�3�>� �C�@�>�2�=�O� �A�>�>�B�2�5�B�A�B�2�5�=�=�>�)�.� 

���>�;�5�5� �?�>�4�@�>�1�=�>� �>�1�I�8�5� �2�>�?�@�>�A�K� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=� �1�C�4�C�3� �@�0�A�A�<�>�B�@�5�=�K� �2� 

�3�;�0�2�5� 5, �"���>�?�>�;�=�8�B�5�;�L�=�K�5� �2�>�7�<�>�6�=�>�A�B�8� Wireshark". 

���0�@�0�<�5�B�@�K� �=�0�A�B�@�>�9�:�8� �?�@�5�:�@�0�I�5�=�8�O� �?�5�@�5�E�2�0�B�0� 

��� �@�0�7�4�5�;�5� Stop capture automatically after ... �(���2�B�>�<�0�B�8�G�5�A�:�8� �?�@�5�:�@�0�B�8�B�L� �?�5�@�5�E�2�0�B� 

�?�>�A�;�5� ... ) �<�>�6�=�>� �7�0�4�0�B�L� �>�?�@�5�4�5�;�5�=�=�K�5� �C�A�;�>�2�8�O�,� �?�@�8� �:�>�B�>�@�K�E� �?�5�@�5�E�2�0�B� �1�C�4�5�B� 

�?�@�5�:�@�0�I�5�=�.� ���0�:� �8� �?�@�8� �A�>�7�4�0�=�8�8� �=�0�1�>�@�0� �D�0�9�;�>�2�,� �?�@�5�:�@�0�B�8�B�L� �?�5�@�5�E�2�0�B� �<�>�6�=�>� 
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• Wireshark · Capture lnterfaces 

!np.Jt Oul;>.Jt �O�p�,�o�n�s� 

lnterface Traffic link-tayer Headf:r 

USBPc•p1 ------- USBPcop 
USBPc•p2 ------- USBPcop 
�U�S�B�P�c�o�p��� ------- US8Pc•p 

> Loal Area Connection• 2 ------- Ethernet 

Ethornet 2 ------- �E�t�h�o�r�K�t� 
Blud:ooth Network. Connection Ethernet 

> �E�t�h�~�n�t�!�t� �E�t�h�t�:�r�n�~� 

Ethornot 3 
Wi-Fi 

======= Ethornot 
Ethornot 

���2�J� ���n�0�,�1�5� �p�r�0�0�1�s�a�N�u�s� modo on �0�1� nterfacos 

Promiscuous �S�n�o�p�l�~�n� (8) Bulfor �(�����)� 
�o�n "�,�l�o�d� �d�e�f "�u�~� 2 
�o�n�a�,�l�o�d� 

�o�n "�,�l�o�d� 

�e�n�a�+�o�d� 

�e�n�a�+�o�d� 

�o�n�a�+�o�d� 

�o�n�o�,�l�o�d� 

�e�n�a�+�e�d� 

�o�n�.�+�o�d� 

�d�o�f�o�u�~� 

�d�o�f�o�u�~� 

�d�e�f�a�u�~� 

�d�e�f�a�u�~� 

�d�e�f�o�u�~� 

�d�o�l�o�u�~� 

defauR 
default 

Capl!Jre Filter fur solectod Intl!rfaces: �l�. �_�E�n�_�t�e�r�_�a �_�c�a�p�~�,�s�_�e �_�f�i�t�e�r� ___ _____ �~�· �)� 

�E� 

Capturf: Filtf:r 

�l�o�o�r�t�2�1�2�\� 
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�7�=�0�G�5�=�8�5�.� 

�$�8�;�L�B�@�,� �A�>�7�4�0�=�=�K�9� �A� �?�>�<�>�I�L�N� �A�8�=�B�0�:�A�8�A�0� BPF, �=�0�7�K�2�0�5�B�A�O� �2�K�@�0�6�5�=�8�5�<�,� �?�@�8�­

�G�5�<� �:�0�6�4�>�5� �2�K�@�0�6�5�=�8�5� �A�>�A�B�>�8�B� �8�7� �>�4�=�>�3�>� �8�;�8� �=�5�A�:�>�;�L�:�8�E� �?�@�8�<�8�B�8�2�>�2�.� ��� �A�2�>�N� 

�>�G�5�@�5�4�L�,� �?�@�8�<�8�B�8�2�K� �A�>�A�B�>�O�B� �8�7� �>�4�=�>�3�>� �8�;�8� �=�5�A�:�>�;�L�:�8�E� �:�2�0�;�8�D�8�:�0�B�0�@�>�2�,� �?�5�@�5�­

�G�8�A�;�5�=�=�K�E� �2� �B�0�1�; �.� 4.2, �0� �B�0�:�6�5� �8�<�5�=�8� �8�;�8� �=�>�<�5�@�0� �8�4�5�=�B�8�D�8�:�0�B�>�@�0�,� �:�0�:� �?�>�:�0�7�0�­

�=�>� �=�0� �@�8�A�.� 4.15. 

�"�0�1�n�8�F�0� 4.2. ���2�0�n�8�D�8�:�0�B�>�@�~�.�1� BPF 

���2�0�n�8�D�8�:�0�B�>�@� ���?�8�A�0�=�8�5� ���@�8�<�5�@�K� 

type 

dir 

proto 

104 ���;�0�2�0� 4 

���1�>�7�=�0�G�0�5�B� �8�<�O� �8�;�8� �=�>�<�5�@� �8�4�5�=�B�8�D�8�:�0�B�>�@�0�,� host, net, port 
�=�>� �:�>�B�>�@�K�9� �4�5�;�0�5�B�A�O� �A�A�K�;�:�0� 

���1�>�7�=�0�G�0�5�B� �=�0�?�@�0�2�;�5�=�8�5� �?�5�@�5�4�0�G�8� �?�@�8� �>�1�- src, dst 
�<�5�=�5� �4�>�=�=�K�<�8� �A� �A�5�B�5�2�K�<� �C�7�;�>�<�,� �4�>�A�B�C�?�=�K�<� 

�?�>� �8�<�5�=�8� �8�;�8� �=�>�<�5�@�C� �8�4�5�=�B�8�D�8�:�0�B�>�@�0� 

���3�@�0�=�8�G�8�2�0�5�B� �A�>�>�B�2�5�B�A�B�2�8�5� �:�>�=�:�@�5�B�=�>�<�C� ether, ip, tcp, udp, http, ftp 
�?�@�>�B�>�:�>�;�C� 

Tlgm: @it_boooks



�0�:�:� 

�~� 
:!. 
"' r::: 
�>� 

dst host 192.168.0.10 && tcp port 80 

�L�)�l�)�~� L)L)U 
�0�.� 

!i 
"' ! 
:z: 

�~� 

� �8�A�.� 4. 15. ���@�8�<�5�@� �A�B�@�C�:�B�C�@�K� �D�8�;�L�B�@�0� �?�5�@�5�E�2�0�B�0� 

���@�8�=�8�<�0�O� �2�>� �2�=�8�<�0�=�8�5� �A�>�A�B�0�2�;�O�N�I�8�5� �2�K�@�0�6�5�=�8�O�,� �:�2�0�;�8�D�8�:�0�B�>�@� dst host 
�8� �8�4�5�=�B�8�D�8�:�0�B�>�@� 192 .168. ��� .10 �A�>�2�<�5�A�B�=�>� �>�1�@�0�7�C�N�B� �?�@�8�<�8�B�8�2�.� �"�0�:�>�9� �?�@�8�­

�<�8�B�8�2� �A�0�<� �O�2�;�O�5�B�A�O� �2�K�@�0�6�5�=�8�5�<�,� �>�?�@�5�4�5�;�O�N�I�8�<� �?�5�@�5�E�2�0�B� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� 

�B�>�;�L�:�>� �?�>� �I� �-�0�4�@�5�A�C� �?�>�;�C�G�0�B�5�;�O� 192 .168. ��� .10. 

���;�O� �>�1�J�5�4�8�=�5�=�8�O� �?�@�8�<�8�B�8�2�>�2� �?�@�8� �A�>�7�4�0�=�8�8� �1�>�;�5�5� �A�;�>�6�=�K�E� �2�K�@�0�6�5�=�8�9� 

�<�>�6�=�>� �8�A�?�>�;�L�7�>�2�0�B�L� �;�>�3�8�G�5�A�:�8�5� �>�?�5�@�0�F�8�8�.� ��� �4�;�O� �M�B�>�9� �F�5�;�8� �8�<�5�N�B�A�O� �A�;�5�4�C�N�­

�I�8�5� �;�>�3�8�G�5�A�:�8�5� �>�?�5�@�0�F�8�8�.� 

• ���>�3�8�G�5�A�:�0�O� �>�?�5�@�0�F�8�O� �:�>�=�:�0�B�5�=�0�F�8�8� �?�>� ���(�&�&�)�.� 

• ���>�3�8�G�5�A�:�0�O� �>�?�5�@�0�F�8�O� �4�8�7�J�N�=�:�F�8�8� �?�>� ������� ( 11 ). 

• ���>�3�8�G�5�A�:�0�O� �>�?�5�@�0�F�8�O� �>�B�@�8�F�0�=�8�O� �?�>� ����� ( ! ). 

���0�?�@�8�<�5�@�,� �A�;�5�4�C�N�I�5�5� �2�K�@�0�6�5�=�8�5� �A�;�C�6�8�B� �4�;�O� �?�5�@�5�E�2�0�B�0� �B�>�;�L�:�>� �A�5�B�5�­

�2�>�3�>� �B�@�0�D�8�:�0�,� �8�A�E�>�4�O�I�5�3�>� �8�7� �8�A�B�>�G�=�8�:�0�,� �@�0�A�?�>�;�>�6�5�=�=�>�3�>� �?�>� �I� �-�0�4�@�5�A�C� 

192 .168. ��� .10 �8� �?�@�>�E�>�4�O�I�5�3�>� �G�5�@�5�7� �?�>�@�B� �>�B�?�@�0�2�8�B�5�;�O� �8�;�8� �?�>�;�C�G�0�B�5�;�O� 80: 

src host 192.168.0.10 && port 80 

�$�8�;�L�B�@�K� �8�<�5�=� �E�>�A�B�>�2� �8� �0�4�@�5�A�0�F�8�8� 

���>�;�L�H�8�=�A�B�2�>� �D�8�;�L�B�@�>�2� �A�>�7�4�0�5�B�A�O� �4�;�O� �0�=�0�;�8�7�0� �:�>�=�:�@�5�B�=�>�3�>� �A�5�B�5�2�>�3�>� 

�C�A�B�@�>�9�A�B�2�0� �8�;�8� �3�@�C�?�?�K� �?�>�4�>�1�=�K�E� �C�A�B�@�>�9�A�B�2�.� ��� �7�0�2�8�A�8�<�>�A�B�8� �>�B� �>�1�A�B�>�O�B�5�;�L�A�B�2� 

�D�8�;�L�B�@�0�F�8�O� �<�>�6�5�B� �>�A�=�>�2�K�2�0�B�L�A�O� �=�0� �����!�-�0�4�@�5�A�5� �C�A�B�@�>�9�A�B�2�0�,� �0�4�@�5�A�0�E� 1Pv4 �8�;�8� 

�I�P�v�1�,� �0� �B�0�:�6�5� �=�0� �8�<�5�=�8� �E�>�A�B�0� �2� �A�;�C�6�1�5� DNS. 
���>�?�C�A�B�8�<�,� �G�B�>� �B�@�5�1�C�5�B�A�O� �?�@�>�0�=�0�;�8�7�8�@�>�2�0�B�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �:�>�=�:�@�5�B�=�>�3�>� 

�E�>�A�B�0�,� �2�7�0�8�<�>�4�5�9�A�B�2�C�N�I�5�3�>� �A� �A�5�@�2�5�@�>�<� �2� �A�5�B�8�.� �'�B�>�1�K� �?�5�@�5�E�2�0�B�K�2�0�B�L� �2�5�A�L� �A�5�­

�B�5�2�>�9� �B�@�0�D�8�:�,� �A�2�O�7�0�=�=�K�9� �A� �0�4�@�5�A�>�<� �4�0�=�=�>�3�>� �E�>�A�B�0� �?�>� �?�@�>�B�>�:�>�;�C� 1Pv4, �=�0� �A�5�@�­

�2�5�@�5� �<�>�6�=�>� �A�>�7�4�0�B�L� �A�;�5�4�C�N�I�8�9� �D�8�;�L�B�@�,� �8�A�?�>�;�L�7�C�O� �:�2�0�;�8�D�8�:�0�B�>�@� host: 

host 172.16.16.149 

���1�@�0�1�>�B�:�0� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2� 105 
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���A�;�8� �6�5� �0�=�0�;�8�7�8�@�C�5�B�A�O� �A�5�B�L�,� �4�5�9�A�B�2�C�N�I�0�O� �?�>� �?�@�>�B�>�:�>�;�C� �I�P�v�1�,� �B�>� �D�8�;�L�B�@� 

�A�;�5�4�C�5�B� �A�>�7�4�0�B�L� �=�0� �>�A�=�>�2�5� �0�4�@�5�A�0� �I�P�v�1�,� �8�A�?�>�;�L�7�C�O� �:�2�0�;�8�D�8�:�0�B�>�@� host: 

host �2�0�0�1�:�d�,�8�:�8�5�0�3�:�:�8�0�2�5�:���7�0�:�7�3�3�4� 

�!�>�7�4�0�B�L� �D�8�;�L�B�@� �<�>�6�=�>� �8� �=�0� �>�A�=�>�2�5� �8�<�5�=�8� �E�>�A�B�0� �A�5�B�5�2�>�3�>� �C�A�B�@�>�9�A�B�2�0�,� �8�A�­

�?�>�;�L�7�C�O� �:�2�0�;�8�D�8�:�0�B�>�@� host �A�;�5�4�C�N�I�8�<� �>�1�@�0�7�>�<�:� 

host testserver2 

��� �5�A�;�8� �B�@�5�1�C�5�B�A�O� �?�@�8�=�O�B�L� �2�>� �2�=�8�<�0�=�8�5� �2�>�7�<�>�6�=�>�5� �8�7�<�5�=�5�=�8�5� �I� �-�0�4�@�5�A�0� �E�>�­

�A�B�0�,� �B�>� �D�8�;�L�B�@� �<�>�6�=�>� �A�>�7�4�0�B�L� �=�0� �>�A�=�>�2�5� �5�3�>� �����!�-�0�4�@�5�A�0�,� �4�>�1�0�2�8�2� �:�2�0�;�8�D�8�:�0�­

�B�>�@� �?�@�>�B�>�:�>�;�0� ether, �:�0�:� �?�>�:�0�7�0�=�>� �=�8�6�5�.� 

ether host 00-la-a0-52-e2-a0 

���2�0�;�8�D�8�:�0�B�>�@�K� �=�0�?�@�0�2�;�5�=�8�O� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �=�5�@�5�4�:�>� �?�@�8�<�5�=�O�N�B�A�O� �2�<�5�­

�A�B�5� �A� �D�8�;�L�B�@�0�<�8� �(�=�0�?�@�8�<�5�@�,� �8�7� �?�@�8�2�5�4�5�=�=�K�E� �2�K�H�5� �?�@�8�<�5�@�>�2�)� �4�;�O� �?�5�@�5�E�2�0�B�0� 

�A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �2� �7�0�2�8�A�8�<�>�A�B�8� �>�B� �B�>�3�>�,� �O�2�;�O�5�B�A�O� �;�8� �M�B�>�B� �B�@�0�D�8�:� �2�E�>�4�O�I�8�<� 

�8�;�8� �8�A�E�>�4�O�I�8�<� �8�7� �E�>�A�B�0�.� ���0�?�@�8�<�5�@�,� �G�B�>�1�K� �?�5�@�5�E�2�0�B�8�B�L� �B�>�;�L�:�>� �A�5�B�5�2�>�9� �B�@�0�­

�D�8�:�,� �8�A�E�>�4�O�I�8�9� �8�7� �:�>�=�:�@�5�B�=�>�3�>� �E�>�A�B�0�,� �=�5�>�1�E�>�4�8�<�>� �4�>�?�>�;�=�8�B�L� �D�8�;�L�B�@� �:�2�0�;�8�­

�D�8�:�0�B�>�@�>�<� src �A�;�5�4�C�N�I�8�<� �>�1�@�0�7�>�<�:� 

src host 172.16.16.149 

��� �4�;�O� �B�>�3�>� �G�B�>�1�K� �?�5�@�5�E�2�0�B�8�B�L� �B�>�;�L�:�>� �B�5� �4�0�=�=�K�5�,� �:�>�B�>�@�K�5� �?�@�5�4�=�0�7�=�0�G�5�=�K� 

�4�;�O� �E�>�A�B�0� �?�>� �0�4�@�5�A�C� 172 .16 .16 .149, �A�;�5�4�C�5�B� �4�>�?�>�;�=�8�B�L� �?�@�8�2�5�4�5�=�=�K�9� �2�K�H�5� 

�D�8�;�L�B�@� �:�2�0�;�8�D�8�:�0�B�>�@�>�<� dst: 

dst host 172.16.16.149 

���A�;�8� �2� �D�8�;�L�B�@�5� �=�5� �C�?�>�B�@�5�1�;�O�5�B�A�O� �:�2�0�;�8�D�8�:�0�B�>�@� �B�8�?�0� (host, net �8�;�8� port) 
�A� �?�@�8�<�8�B�8�2�>�<�,� �B�>� �?�>�4�@�0�7�C�<�5�2�0�5�B�A�O� �:�2�0�;�8�D�8�:�0�B�>�@� host. ���>�M�B�>�<�C� �?�@�8�2�5�4�5�=�=�>�5� 

�=�8�6�5� �2�K�@�0�6�5�=�8�5�,� �3�4�5� �>�B�A�C�3�A�B�2�C�5�B� �B�0�:�>�9� �:�2�0�;�8�D�8�:�0�B�>�@�,� �@�0�2�=�>�7�=�0�G�=�>� �2�K�@�0�6�5�­

�=�8�N� �8�7� �?�@�5�4�K�4�C�I�5�3�>� �?�@�8�<�5�@�0�.� 

dst 172.16.16.149 

�$�8�n�L�B�@�L�1� �?�>�@�B�>�2� 

���>�<�8�<�>� �D�8�;�L�B�@�0�F�8�8� �E�>�A�B�>�2�,� �A�>�7�4�0�2�0�5�<�K�9� �D�8�;�L�B�@� �<�>�6�=�>� �>�A�=�>�2�K�2�0�B�L� �=�0� 

�?�>�@�B�0�E�,� �?�@�8�<�5�=�O�5�<�K�E� �2� �:�0�6�4�>�<� �?�0�:�5�B�5�.� �$�8�;�L�B�@�0�F�8�N� �?�>�@�B�>�2� �<�>�6�=�>� �2�K�?�>�;�­

�=�O�B�L� �4�;�O� �>�B�A�5�8�2�0�=�8�O� �A�;�C�6�1� �8� �?�@�8�;�>�6�5�=�8�9�,� �2� �:�>�B�>�@�K�E� �?�@�8�<�5�=�O�N�B�A�O� �?�>�@�B�K� �8�7�­

�2�5�A�B�=�K�E� �A�;�C�6�1�.� �"�0�:�,� �2� �A�;�5�4�C�N�I�5�<� �?�@�8�<�5�@�5� �4�5�<�>�=�A�B�@�8�@�C�5�B�A�O� �?�@�>�A�B�>�9� �D�8�;�L�B�@�,� 
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�?�@�5�4�=�0�7�=�0�G�5�=�=�K�9� �4�;�O� �?�5�@�5�E�2�0�B�0� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�,� �2�E�>�4�O�I�5�3�>� �.�I��� �8�A�E�>�4�O�I�5�­

�3�>� �B�>�;�L�:�>� �8�7� �?�>�@�B�0� 8080: 

port 8080 

���;�O� �?�5�@�5�E�2�0�B�0� �2�A�5�3�>� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�,� �:�@�>�<�5� �?�@�>�E�>�4�O�I�5�3�>� �G�5�@�5�7� �?�>�@�B� 

8080, �?�>�4�>�9�4�5�B� �A�;�5�4�C�N�I�8�9� �D�8�;�L�B�@�:� 

!port 8080 

�$�.�i�L�B�@�K� �?�>�@�B�>�2� �<�>�6�=�>� �>�1�J�5�4�8�=�O�B�L� �A� �D�8�;�L�B�@�0�<�8� �=�0�?�@�0�2�;�5�=�8�O� �?�5�@�5�4�0�G�8� 

�4�0�=�=�K�E�.� ���0�?�@�8�<�5�@�,� �G�B�>�1�K� �?�5�@�5�E�2�0�B�8�B�L� �B�>�;�L�:�>� �A�5�B�5�2�>�9� �B�@�0�D�8�:�,� �=�0�?�@�0�2�;�O�5�­

�<�K�9� �2�5�1�-�A�5�@�2�5�@�C� �4�;�O� �?�@�8�5�<�0� �G�5�@�5�7� �A�B�0�=�4�0�@�B�=�K�9� �?�>�@�B� 80 �A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0� 
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�:�>�B�>�@�K�9� �E�@�0�=�8�B�A�O� �2� �1�8�B�5�,� �?�@�5�4�A�B�0�2�;�5�=�=�>�<� �G�8�A�;�>�<� 8 �2� �?�>�;�5� �?�0�:�5�B�0� �"�!� � �A�>� �A�<�5�­

�I�5�=�8�5�<� 13, �4�>�A�B�0�B�>�G�=�>� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �A�;�5�4�C�N�I�8�<� �D�8�;�L�B�@�>�<�:� 

�t�c�p�[�l���]� & 8 == 8 

���@�8�<�5�@�L�~� �2�K�@�0�6�5�=�8�9� �4�;�O� �D�8�;�L�B�@�>�2� �?�5�@�5�E�2�0�B�0� 

���0�G�0�A�B�C�N� �C�4�0�G�=�K�9� �8�;�8� �=�5�C�4�0�G�=�K�9� �8�A�E�>�4� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �7�0�2�8�A�8�B� �>�B� �C�<�5�=�8�O� 

�A�>�7�4�0�2�0�B�L� �D�8�;�L�B�@�K�,� �?�@�8�3�>�4�=�K�5� �4�;�O� �:�>�=�:�@�5�B�=�>�9� �A�8�B�C�0�F�8�8�.� ��� �B�0�1�;�.� 4.3 �?�5�@�5�G�8�A�­

�;�5�=�K� �=�5�:�>�B�>�@�K�5� �?�@�8�<�5�@�K� �2�K�@�0�6�5�=�8�9� �4�;�O� �D�8�;�L�B�@�>�2� �?�5�@�5�E�2�0�B�0�,� �:�>�B�>�@�K�5� �G�0�­

�A�B�>� �?�@�8�<�5�=�O�N�B�A�O� �?�@�8� �0�=�0�;�8�7�5� �?�0�:�5�B�>�2�.� 

�"�0�1�;�8�F�0� �4�.�-�.� ���0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�5� �D�8�;�L�B�@�K� �?�5�@�5�E�2�0�B�0� 

�$�8�;�L�B�@� ���?�8�A�0�=�8�5� 

tcp[13] & 32 32 ���0�:�5�B�K� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� URG 

tcp [13] & 16 16 ���0�:�5�B�K� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� ���!��� 

tcp[13] & 8 

tcp[13] & 4 

tcp[13] & 2 

tcp[13] & 1 

tcp[13] 

ether host 

8 ���0�:�5�B�K� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� PSH 

-4 
2 

1 

18 

00:00:00:00:00:00 

���0�:�5�B�K� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� RST 

���0�:�5�B�K� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� SYN 

���0�:�5�B�K� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� FIN 

���0�:�5�B�K� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<�8� �D�;�0�3�0�<�8� SYN �8� ���!��� 

���E�>�4�O�I�8�9� �8� �8�A�E�>�4�O�I�8�9� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�>� �C�:�0�7�0�=�=�>�<�C� 

����� �!�-�0�4�@�5�A�C� 

!ether host 00:00:00:00:00:00 ���E�>�4�O�I�8�9� �8� �8�A�E�>�4�O�I�8�9� �A�5�B�5�2�>�9� �B�@�0�D�8�:�,� �:�@�>�<�5� �C�:�0�7�0�=�­

�=�>�3�>� �����!�-�0�4�@�5�A�0� 

broadcast 

icmp 

icmp[0:2] 

ip 

ip6 

udp 

���E�0�3�0�1� 

�"�>�;�L�:�>� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�9� �B�@�0�D�8�:� 

�"�@�0�D�8�:� �B�>�;�L�:�>� �?�>� �A�5�B�5�2�>�<�C� �?�@�>�B�>�:�>�;�C� ICMP 

�"�@�0�D�8�:� �?�>� �A�5�B�5�2�>�<�C� �?�@�>�B�>�:�>�;�C� ICMP �4�;�O� �=�5�4�>�A�O�3�0�5�<�>�3�>� 

�?�>�;�C�G�0�B�5�;�O� �8� �E�>�A�B�0� 

�"�@�0�D�8�:� �B�>�;�L�:�>� �?�>� �A�5�B�5�2�>�<�C� �?�@�>�B�>�:�>�;�C� 1Pv4 

�"�@�0�D�8�:� �B�>�;�L�:�>� �?�>� �A�5�B�5�2�>�<�C� �?�@�>�B�>�:�>�;�C� lpv6 

�"�@�0�D�8�:� �B�>�;�L�:�>� �?�>� �A�5�B�5�2�>�<�C� �?�@�>�B�>�:�>�;�C� UDP 

���1�@�0�1�>�B�:�0� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2� 109 
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�$�8�;�L�B�@�K� �>�B�>�1�@�0�6�5�=�8�O� 

��� �M�B�>�<�C� �B�8�?�C� �>�B�=�>�A�O�B�A�O� �D�8�;�L�B�@�K�,� �?�@�8�<�5�=�5�=�8�5� �:�>�B�>�@�K�E� �:� �D�0�9�;�C� �?�5�@�5�E�2�0�B�0� 

�>�7�=�0�G�0�5�B�,� �G�B�>� �2� Wireshark �4�>�;�6�=�K� �1�K�B�L� �>�B�>�1�@�0�6�5�=�K� �B�>�;�L�:�>� �B�5� �?�0�:�5�B�K�,� �:�>�B�>�­

�@�K�5� �A�>�>�B�2�5�B�A�B�2�C�N�B� �4�0�=�=�>�<�C� �D�8�;�L�B�@�C�.� �$�8�;�L�B�@� �>�B�>�1�@�0�6�5�=�8�O� �<�>�6�=�>� �A�>�7�4�0�B�L� �2� 

�B�5�:�A�B�>�2�>�<� �?�>�;�5� Filter, �@�0�A�?�>�;�>�6�5�=�=�>�<� �=�0�4� �?�0�=�5�;�L�N� Packet List. 

�$�8�;�L�B�@�K� �>�B�>�1�@�0�6�5�=�8�O� �?�@�8�<�5�=�O�N�B�A�O� �G�0�I�5�,� �G�5�<� �D�8�;�L�B�@�K� �?�5�@�5�E�2�0�B�0�,� �?�> �­

�A�:�>�;�L�:�C� �>�=�8� �?�>�7�2�>�;�O�N�B� �>�B�A�5�8�2�0�B�L� �=�5�=�C�6�=�K�5� �4�0�=�=�K�5� �=�5� �C�4�0�;�O�O� �?�@�8� �M�B�>�<� �8�E� 

�D�8�7�8�G�5�A�:�8� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�.� �"�0�:�,� �5�A�;�8� �?�>�B�@�5�1�C�5�B�A�O� �>�B�<�5�=�8�B�L� �?�5�@�2�>�=�0�G�0�;�L�­

�=�>�5� �C�A�;�>�2�8�5� �?�5�@�5�E�2�0�B�0�,� �4�;�O� �M�B�>�3�>� �4�>�A�B�0�B�>�G�=�>� �?�@�>�A�B�>� �>�G�8�A�B�8�B�L� �D�8�;�L�B�@�C�N�I�5�5� 

�2�K�@�0�6�5�=�8�5 �.� ���@�>�<�5� �B�>�3�>�,� �D�8�;�L�B�@�K� �>�B�>�1�@�0�6�5�=�8�O� �>�:�0�7�K�2�0�N�B�A�O� �=�0�<�=�>�3�>� �1�>�;�5�5� 

�M�D�D�5�:�B�8�2�=�K�<�8� �1�;�0�3�>�4�0�@�O� �?�>�4�4�5�@�6�:�5� �A�>� �A�B�>�@�>�=�K� �>�1�H�8�@�=�>�9� �1�8�1�;�8�>�B�5�:�8� �4�5�­

�H�8�D�@�0�B�>�@�0� �?�0�:�5�B�>�2�,� �4�>�A�B�C�?�=�>�9� �2� Wireshark. 
���0�?�@�8�<�5�@�,� �2� �=�5�:�>�B�>�@�K�E� �A�;�C�G�0�O�E� �D�8�;�L�B�@� �>�B�>�1�@�0�6�5�=�8�O� �<�>�6 �5 �B� �?�@�8�<�5�=�O�B�L�A�O� 

�4�;�O� �>�B�A�5�8�2�0�=�8�O� �=�5�C�<�5�A�B�=�>�3�>� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�>�3�>� �B�@�0�D�8�:�0� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�­

�B�0�.� ���@�8� �M�B�>�<� �=�0� �?�0�=�5�;�8� Packet List �>�B�A�5�8�2�0�N�B�A�O� �B�5� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�5� �?�0�:�5�B�K� 

ARP, �:�>�B�>�@�K�5� �=�5� �8�<�5�N�B� �=�8�:�0�:�>�3�>� �>�B�=�>�H�5�=�8�O� �:� �B�5�:�C�I�5�9� �0�=�0�;�8�7�8�@ �C�5�<�>�9� �?�@�>�­

�1�;�5�<�5� �2� �A�5�B�8�.� ���>� �?�>�A�:�>�;�L�:�C� �M�B�8� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�5� �?�0�:�5�B�K� ARP �<�>�3�C�B� �>�:�0�­

�7�0�B�L�A�O� �?�>�;�5�7�=�K�<�8� �2� �4�0�;�L�=�5�9�H�5�<�,� �B�>� �;�C�G�H�5� �>�B�A�5�O�B�L� �8�E� �2�@�5�<�5�=�=�> �,� �0� �=�5� �C�4�0�;�O�B�L� 

�?�>�;�=�>�A�B�L�N�.� 

�'�B�>�1�K� �>�B�A�5�O�B�L� �2�A�5� �?�0�:�5�B�K� ARP �2� �>�:�=�5� �?�5�@�5�E�2�0�B�0 �,� �C�A �B �0�=�>�2�8�B�5� �:�C�@ �A �>�@� �2� 

�B�5�:�A�B�>�2�>�<� �?�>�;�5� Filter, �@�0�A�?�>�;�>�6�5�=�=�>�<� �=�0�4� �?�0�=�5�;�L�N� Packet List, �8� �2�2�5�4�8�B�5� !arp. 
��� �8�B�>�3�5� �2�A�5� �?�0�:�5�B�K� ARP �1�C�4�C�B� �C�4�0�;�5�=�K� �8�7� �A�?�8�A�:�0� �(�@�8�A�.� 4.16). �'�B�>�1�K� �C�4�0�;�8�B�L� 

�2�2�5�4�5�=�=�K�9� �D�8�;�L�B�@� �>�B�>�1�@�0�6�5�=�8�O �,� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �%�,� �0� �4�;�O� �B�>�3�>� �G�B�>�1�K� �A�>�­

�E�@�0�=�8�B�L� �M�B�>�B� �D�8�;�L�B�@� �4�;�O� �?�>�A�;�5�4�C�N�I�5�3�>� �?�@�8�<�5�=�5�=�8�O�,� �I�5�;�:�=�8�B�5� �= �0� �:�=�>�?�:�5� �A�>� 

�7�=�0�:�>�<� �"�?�;�N �A �"�(�+�)� . 

• http_google.pcap �>� �E� 

filt fdit :foew �§�>� \;apturt Analyzt Statistic.s �l�e�l�e�p�h�o�n�~� Wireless Jools l:!•lp 

8!(!) !1ti �q �$ "�~�i�"�~ �:�:�;�§� 

� �8�A�.� 4 . 16. �!�>�7�4�0�=�8�5� �D�8�;�L�B�@�0� �>�B�>�1�@�0�6�5�=�8�O� �2� �B�5�:�A�B�>�2�>�<� �?�>�;�5� Filter, �@�0�A�­

�?�>�;�>�6�5�=�=�>�<� �=�0�4� �?�>�4�>�:�=�>�<� Packet List 

�$�8�;�L�B�@�K� �>�B�>�1�@�0�6�5�=�8�O� �<�>�6�=�>� �?�@�8�<�5�=�O�B�L� �4�2 �C �<�O� �A�?�>�A�>�1�0�<�8�.� ���4�8�=� �8�7� �=�8�E� 

�A�>�A�B�>�8�B� �2� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>�<� �C�?�>�B�@�5�1�;�5�=�8�8� �?�>�4�E�>�4�O�I�5�3�>� �A�8�=�B�0�: �A �8�A�0�,� �:�0�:� �4�5�­

�<�>�=�A�B�@�8�@�>�2�0�;�>�A�L� �2� �?�@�5�4�K�4�C�I�5�<� �?�@�8�<�5�@�5�,� �0� �4�@�C�3�>�9� - �2� �?�@�8�<�5�=�5�=�8�8� �4�8�0�;�>�3�>�­

�2�>�3�>� �>�:�=�0� Display Filter Expression �(���K�@�0�6�5�=�8�5� �4�;�O� �D�8�;�L�B�@�0� �>�B�>�1�@�0�6�5�=�8�O�)� �4�;�O� 

�A�>�7�4�0�=�8�O� �D�8�;�L�B�@�0� �2� �4�8�0�;�>�3�>�2�>�<� �@�5�6�8�<�5�.� �-�B�>� �1�>�;�5�5� �?�@�>�A �B �>�9� �A �?�>�A�>�1� �4�;�O� �B�5�E �,� 

�:�B�>� �B�>�;�L�:�>� �=�0�G�8�=�0�5�B� �?�>�;�L�7�>�2�0�B�L�A�O� �D�8�;�L�B�@�0�<�8�.� � �0�A �A �<�>�B�@�8�<� �>�1�0� �A�?�>�A�>�1�0� �?�@�8�­

�<�5�=�5�=�8�O� �D�8�;�L�B�@�>�2� �>�B�>�1�@�0�6�5�=�8�O�,� �=�0�G�0�2� �A� �1�>�;�5�5� �?�@�>�A�B�>�3�>�.� 
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���8�0�n�>�r�>�2�>�5� �>�:�=�>� Display Filter Expression 

���>�7�<�>�6�=�>�A�B�8� �4�8�0�;�>�3�>�2�>�3�>� �>�:�=�0� Display Filter Expression, �?�@�8�2�5�4�5�=�=�>�3�>� �=�0� 

�@�8�A�.� 4.17, �A�C�I�5�A�B�2�5�=�=�>� �C�?�@�>�I�0�N�B� �=�0�G�8�=�0�N�I�8�<� �?�>�;�L�7�>�2�0�B�5�;�O�<� Wireshark �7�0�4�0�­

�G�C� �?�>� �A�>�7�4�0�=�8�N� �D�8�;�L�B�@�>�2� �?�5�@�5�E�2�0�B�0� �8� �>�B�>�1�@�0�6�5�=�8�O�.� ���;�O� �4�>�A�B�C�?�0� �:� �M�B�>�<�C� �>�:�=�C� 

�2�K�1�5�@�8�B�5� �:�>�<�0�=�4�C� FilterqExpression �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N� . 

• Wireshark · Displa y Fitter Expresston 

�R�e�l�a�t�N�n� 

v 1Pv4 · lnternet. Protocol Version 4 " is present 
ip.addr . Source or Destination Address --
ip.bogus_ip_l•ngth · Exptrt lnfo !:: 

ip.bogu s_ip_version · ���E�@�1�t� lnfo > 
ip .checksum . Header checksum < 

ip.checksum_bod · B•d >= 
�1�p �. �c�h�o�c�k�s�u�m�_�b�o�d �. �I "�r�t� · Exptrt lnfo <: 

ip.choclcsum_colcul•t•d. C•lcul•ttd Chock." contains 
ip.chocksum_good · Good matches 
ip.cipso.categories · Categories ' 
ip.cipso.doi · DOI 
ip.cipso.maKormtd · Expert lnfo 
�i�p �. �c�i�p�s�o �. �s�e�n�s�i�t�i�v�i�t�y�_�l�~�e�l� · Sensitivity ltvel 

'lal.Jt (Owacte' strno) 
ip.cipso.tag_data · T•g data 

ip.cipso.tag_typ• · Tag �"�C�@ "� 1192. 168. 1. 1 

ip .cur_rt . Current Route Prtdtfr>ed Vakles 
ip.cur_rt_host. Current Route Host 

1 

ip.dsfield . Differtntiated Services Field 

ip.dsfield.dscp · Different1oted Services Cod". 

ip.dsfield.ecn · Explicit Congestion Notifica". 

ip .dst · Destination 
ip.dst_host · Dest1nation Host 
io.emotv_rt · Emotv Route " R"'1Qf (ofr.tt:len<Jth) 

Stordl: IIP 

ip.ds! hos!aa "192.168. l.l" 

�>�:� 

� �8�A�.� 4. 1 7. ��� �4�8�0�;�>�3�>�2�>�<� �>�:�=�5� Display Filter Expression �7�0�<�5�B�=�>� 

�C�?�@�>�I�0�5�B�A�O� �7�0�4�0�G�0� �A�>�7�4�0�=�8�O� �D�8�;�L�B�@�>�2� �2� Wireshark 
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�!�; �5 �2�0� �2� �4�0�=�=�>�<� �>�:�=�5� �?�5�@�5�G�8�A�;�5�=�K� �2�A�5� �4�>�A�B�C�?�=�K�5� �?�>�;�O� �A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0�,� 

�3�4�5� �C�:�0�7�0�=�K� �2�A�5� �2�>�7�<�>�6�=�K�5� �:�@�8�B�5�@�8�8� �D�8�;�L�B�@�0�F�8�8 �.� �'�B�>�1�K� �A�>�7�4�0�B�L� �D�8�;�L�B�@�,� �2�K�­

�?�>�;�=�8�B�5� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. �)�5�;�:�=�8�B�5� �=�0� �A �B�@�5�;�:�5� �@�O�4�>�<� �A� �=�0�7�2�0�=�8�5�<� �A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0�,� �G�B�>�1�K� 

�?�@�>�A�<�>�B�@�5�B�L� �A�2�O�7�0�=�=�K�5� �A� �=�8�<� �?�>�;�O� �:�@�8�B�5�@�8�5�2�.� ���0�9�4�O� �=�C�6�=�K�9� �:�@�8�B�5�@�8�9� 

�2� �:�0�G�5�A�B�2�5� �>�A�=�>�2�0�=�8�O� �4�;�O� �A�>�7�4�0�=�8�O� �D�8�;�L�B�@�0�,� �I�5�;�:�=�8�B�5� �=�0� �=�5�<� �:�=�>�?�:�>�9� 

�<�K�H�8�,� �G�B�>�1�K� �2�K�1�@�0�B�L� �5�3�>�.� 

2. ���K�1�5�@�8�B�5� �?�>�@�O�4�>�:� �A�@�0�2�=�5�=�8�O� �2�K�1�@�0�=�=�>�3�>� �?�>�;�O� �A�>� �7�=�0�G�5�=�8�5�<� �8�7� �:�@�8�B�5 �­

�@�8�O�.� �"�0�:�>�5� �A�@�0�2�=�5�=�8�5� �>�1�>�7�=�0�G�0�5�B�A�O� �A� �?�>�<�>�I�L�N� �>�?�5�@�0�F�8�8� �1�>�;�L�H�5�,� �<�5�=�L�­

�H�5�,� �@�0�2�=�>� �8� �B�.�4�.� 
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3. �!�>�A�B�0�2�L�B�5� �D�8�;�L�B�@�C�N�I�5�5� �2�K�@�0�6�5�=�8�5�,� �C�:�0�7�0�2� �7�=�0�G�5�=�8�5� �8�7� �:�@�8�B�5�@�8�O�,� �A� 

�:�>�B�>�@�K�<� �4�>�;�6�=�>� �A�@�0�2�=�8�2�0�B�L�A�O� �2�K�1�@�0�=�=�>�5� �?�>�;�5�.� �-�B�>� �7�=�0�G�5�=�8�5� �<�>�6�=�>� 

�C�:�0�7�0�B�L� �2�@�C�G�=�C�N� �8�;�8� �2�K�1�@�0�B�L� �8�7� �A�?�8�A�:�0� �7�=�0�G�5�=�8�9�,� �?�@�5�4�>�?�@�5�4�5�;�5�=�=�K�E� �2� 

Wireshark. 

4. ���>�;�C�G�5�=�=�K�9� �2� �8�B�>�3�5� �D�8�;�L�B�@� �?�>�O�2�8�B�A�O� �2� �=�8�6�=�5�9� �G�0�A�B�8� �M�:�@�0�=�0�.� ���>� �7�0�2�5�@�­

�H�5�=�8�8� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �����,� �G�B�>�1�K� �2�2�5�A�B�8� �5�3�>� �=�0� �?�0�=�5�;�8� �D�8�;�L�B�@�>�2�.� 

���8�0�;�>�3�>�2�>�5� �>�:�=�>� Display Filter Expression �>�G�5�=�L� �C�4�>�1�=�>� �4�;�O� �=�0�G�8�=�0�N�I�8�E� �?�>�;�L�­

�7�>�2�0�B�5�;�5�9� Wireshark, �=�>�,� �?�@�8�>�1�@�5�B�O� �=�5�:�>�B�>�@�K�9� �>�?�K�B� �A�>�A�B�0�2�;�5�=�8�O� �D�8�;�L�B�@�>�2�,� 

�2�K� �>�1�=�0�@�C�6�8�B�5�,� �G�B�>� �2�2�>�4�8�B�L� �D�8�;�L�B�@�C�N�I�8�5� �2�K�@�0�6�5�=�8�O� �2�@�C�G�=�C�N� �=�0�<�=�>�3�>� �M�D�­

�D�5�:�B�8�2�=�5�5�.� �!�B�@�C�:�B�C�@�0� �A�8�=�B�0�:�A�8�A�0� �4�;�O� �A�>�7�4�0�=�8�O� �D�8�;�L�B�@�>�2� �>�B�>�1�@�0�6�5�=�8�O� �>�G�5�=�L� 

�?�@�>�A�B�0�,� �E�>�B�O� �8� �4�>�2�>�;�L�=�>� �M�D�D�5�:�B�8�2�=�0�.� 

�!�B�@�C�:�B�C�@�0� �A�8�=�B�0�:�A�8�A�0� �4�?�O� �A�>�7�4�0�=�8�O� �D�8�;�L�B�@�>�2� �>�B�>�1�@�0�6�5�=�8�O� 

�'�5�<� �G�0�I�5� �2�K� �A�B�0�=�5�B�5� �?�>�;�L�7�>�2�0�B�L�A�O� Wireshark, �B�5�<� �1�>�;�L�H�5� �2�0�<� �?�@�8�4�5�B�A�O� 

�?�>�;�L�7�>�2�0�B�L�A�O� �D�8�;�L�B�@�0�<�8� �>�B�>�1�@�0�6�5�=�8�O� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �2� �3�;�0�2�=�>�<� �>�:�=�5� �4�0�=�­

�=�>�3�>� �?�@�8�;�>�6�5�=�8�O� �@�0�4�8� �M�:�>�=�>�<�8�8� �2�@�5�<�5�=�8�.� ���@�0�2�4�0�,� �A�8�=�B�0�:�A�8�A� �4�;�O� �A�>�7�4�0�=�8�O� 

�D�8�;�L�B�@�>�2� �>�B�>�1�@�0�6�5�=�8�O� �=�5�A�;�>�6�5�=� �8� �?�@�8�4�5�@�6�8�2�0�5�B�A�O� �A�B�0�=�4�0�@�B�=�>�9� �A�B�@�C�:�B�C�@�K�.� 

���0�G�0�A�B�C�N� �M�B�0� �A�B�@�C�:�B�C�@�0� �A�>�A�@�5�4�>�B�>�G�5�=�0� �=�0� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�0�E� �8� �A�;�5�4�C�5�B� �D�>�@�­

�<�0�B�C� �?�@�>�B�>�:�>�;�.� �A�@�5�4�A�B�2�>�.� �?�>�4�G�8�=�5�=�=�>�5�_� �A�@�5�4�A�B�2�>�.� ��� �M�B�>�<� �=�5�B�@�C�4�=�>� �C�1�5�4�8�B�L�A�O�,� 

�3�;�O�4�O� �=�0� �4�8�0�;�>�3�>�2�>�5� �>�:�=�>� Display Filter Expression. ��� �B�5�?�5�@�L� �@�0�A�A�<�>�B�@�8�<� �@�O�4� �?�@�8�­

�<�5�@�>�2�,� �4�5�<�>�=�A�B�@�8�@�C�N�I�8�E� �?�>�@�O�4�>�:� �?�>�A�B�@�>�5�=�8�O� �D�8�;�L�B�@�>�2� �>�B�>�1�@�0�6�5�=�8�O�.� 

�'�0�I�5� �2�A�5�3�>� �D�8�;�L�B�@�K� �?�5�@�5�E�2�0�B�0� �8�;�8� �>�B�>�1�@�0�6�5�=�8�O� �?�@�8�<�5�=�O�N�B�A�O� �4�;�O� �?�@�>�­

�A�<�>�B�@�0� �?�0�:�5�B�>�2� �?�>� �>�B�4�5�;�L�=�>�<�C� �A�5�B�5�2�>�<�C� �?�@�>�B�>�:�>�;�C�.� ���>�?�C�A�B�8�<�,� �B�@�5�1�C�5�B�A�O� �?�@�>�­

�2�5�A�B�8� �4�8�0�3�=�>�A�B�8�:�C� �?�@�>�1�;�5�<�K�,� �2�>�7�=�8�:�H�5�9� �=�0� �C�@�>�2�=�5� �A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0� �"�!� �,� �8� 

�A� �M�B�>�9� �F�5�;�L�N� �?�5�@�5�E�2�0�B�8�B�L� �B�>�;�L�:�>� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�>� �4�0�=�=�>�<�C� �?�@�>�B�>�:�>�;�C�.� ���;�O� 

�M�B�>�3�>� �2�?�>�;�=�5� �?�>�4�>�9�4�5�B� �?�@�>�A�B�>�9� �D�8�;�L�B�@� tcp. 
��� �B�5�?�5�@�L� �@�0�A�A�<�>�B�@�8�<� �M�B�C� �7�0�4�0�G�C� �?�>�4� �4�@�C�3�8�<� �C�3�;�>�<� �7�@�5�=�8�O�.� ���>�?�C�A�B�8�<�,� �G�B�>� �2� 

�E�>�4�5� �4�8�0�3�=�>�A�B�8�:�8� �?�@�>�1�;�5�<�K� �=�0� �C�@�>�2�=�5� �A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0� �"�!� � �4�>�2�>�;�L�=�>� �8�=�­

�B�5�=�A�8�2�=�>� �8�A�?�>�;�L�7�>�2�0�;�0�A�L� �C�B�8�;�8�B�0� Ping, �G�B�>� �?�@�8�2�5�;�>� �:� �D�>�@�<�8�@�>�2�0�=�8�N� �1�>�;�L�­

�H�>�3�>� �>�1�J�5�<�0� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �?�>� �?�@�>�B�>�:�>�;�C� ICMP. �'�B�>�1�K� �>�B�A�5�O�B�L� �M�B�>�B� �B�@�0�­

�D�8�:� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�,� �4�>�A�B�0�B�>�G�=�>� �?�@�8�<�5�=�8�B�L� �D�8�;�L�B�@� expression ! icmp. 
���?�5�@�0�F�8�8� �A�@�0�2�=�5�=�8�O� �?�>�7�2�>�;�O�N�B� �A�@�0�2�=�8�2�0�B�L� �>�B�4�5�;�L�=�K�5� �7�=�0�G�5�=�8�O�.� ���0�?�@�8�­

�<�5�@�,� �2� �E�>�4�5� �4�8�0�3�=�>�A�B�8�:�8� �A�5�B�5�9�,� �4�5�9�A�B�2�C�N�I�8�E� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � /IP, �=�5�@�5�4�:�>� 

�B�@�5�1�C�5�B�A�O� �?�@�>�A�<�0�B�@�8�2�0�B�L� �2�A�5� �?�0�:�5�B�K� �A�>� �A�A�K�;�:�0�<�8� �=�0� �:�>�=�:�@�5�B�=�K�9� �I� �-�0�4�@�5�A�.� 

�!� �?�>�<�>�I�L�N� �>�?�5�@�0�F�8�8� �A�@�0�2�=�5�=�8�O� �=�0� �@�0�2�5�=�A�B�2�>� (=) �<�>�6�=�>� �A�>�7�4�0�B�L� �A�;�5�4�C�N�I�8�9� 

�D�8�;�L�B�@�,� �>�B�>�1�@�0�6�0�N�I�8�9� �2�A�5� �?�0�:�5�B�K� �A� �I� �-�0�4�@�5�A�>�<� 192 .168. ��� .1: 

ip.addr==l92.168.0.l 
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��� �B�5�?�5�@�L� �4�>�?�C�A�B�8�<�,� �G�B�>� �B�@�5�1�C�5�B�A�O� �?�@�>�A�<�>�B�@�5�B�L� �B�>�;�L�:�>� �B�5� �?�0�:�5�B�K�,� �4�;�8�=�0� �:�>�­

�B�>�@�K�E� �=�5� �?�@�5�2�K�H�0�5�B� 128 �1�0�9�B�.� �!� �M�B�>�9� �F�5�;�L�N� �<�>�6�=�>� �8�A�?�>�;�L�7�>�2�0�B�L� �>�?�5�@�0�F�8�N� 

�A�@�0�2�=�5�=�8�O� �"�<�5�=�L�H�5� �8�;�8� �@�0�2�=�>�"� (<=) �2� �A�;�5�4�C�N�I�5�<� �D�8�;�L�B�@�5�:� 

frarne.len<=128 

��� �B�0�1�;�.� 4.4 �?�5�@�5�G�8�A�;�5�=�K� �2�A�5� �>�?�5�@�0�F�8�8� �A�@�0�2�=�5�=�8�O�,� �8�A�?�>�;�L�7�C�5�<�K�5� �2� �D�8�;�L�B�@�C�­

�N�I�8�E� �2�K�@�0�6�5�=�8�O�E�,� �A�>�A�B�0�2�;�O�5�<�K�E� �2� Wireshark. 

�"�0�1�n�8�F�0� 4.4. ���?�5�@�0�F�8�8� �A�@�0�2�=�5�=�8�O�,� �8�A�?�>�n�~�.�M�C�5�<�K�5� �2� �D�8�n�~�.�B�@�0�E� Wireshark 

���?�5�@�0�F�8�O� ���?�8�A�0�=�8�5� 

- � �0�2�=�>� 

!= ���5� �@�0�2�=�>� 

> ���>�;�L�H�5� 

< ���5�=�L�H�5� 

>= ���>�;�L�H�5� �8�;�8� �@�0�2�=�>� 

<= ���5�=�L�H�5� �8�;�8� �@�0�2�=�>� 

���>�3�8�G�5�A�:�8�5� �>�?�5�@�0�F�8�8� �?�>�7�2�>�;�O�N�B� �>�1�J�5�4�8�=�O�B�L� �=�5�A�:�>�;�L�:�>� �D�8�;�L�B�@�C�N�I�8�E� �2�K�­

�@�0�6�5�=�8�9� �2� �>�4�=�>�<� �>�?�5�@�0�B�>�@�5�.� ��� �1�;�0�3�>�4�0�@�O� �M�B�>�<�C� �7�0�<�5�B�=�>� �?�>�2�K�H�0�5�B�A�O� �M�D�D�5�:�­

�B�8�2�=�>�A�B�L� �?�@�8�<�5�=�O�5�<�K�E� �D�8�;�L�B�@�>�2�.� 

���>�?�C�A�B�8�<�,� �B�@�5�1�C�5�B�A�O� �>�B�>�1�@�0�7�8�B�L� �?�0�:�5�B�K� �B�>�;�L�:�>� �?�>� �4�2�C�<� �I� �-�0�4�@�5�A�0�<�.� �'�B�>�1�K� 

�A�>�A�B�0�2�8�B�L� �5�4�8�=�>�5� �2�K�@�0�6�5�=�8�5� �4�;�O� �D�8�;�L�B�@�0�F�8�8� �?�0�:�5�B�>�2�,� �A�>�4�5�@�6�0�I�8�E� �>�1�0� �I� �-�0�­

�4�@�5�A�0�,� �<�>�6�=�>� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �;�>�3�8�G�5�A�:�>�9� �>�?�5�@�0�F�8�5�9� or �A�;�5�4�C�N�I�8�<� �>�1�@�0�7�>�<�:� 

ip.addr==192.168.0.1 or ip.addr==192.168.0.2 

��� �B�0�1�;�.� 4.5 �?�5�@�5�G�8�A�;�5�=�K� �2�A�5� �;�>�3�8�G�5�A�:�8�5� �>�?�5�@�0�F�8�8�,� �C�?�>�B�@�5�1�;�O�5�<�K�5� �2� �D�8�;�L�­

�B�@�C�N�I�8�E� �2�K�@�0�6�5�=�8�O�E�,� �A�>�A�B�0�2�;�O�5�<�K�E� �2� Wireshark. 

�"�0�1�n�8�F�0� 4.5. ���>�r�8�G�5�A�:�8�5� �>�?�5�@�0�F�8�8�,� �C�?�>�B�@�5�1�n�O�5�<�K�5� �2� �D�8�n�~�.�B�@�0�E� Wireshark 

���?�5�@�0�F�8�O� 

and 

or 

xor 

not 

���?�8�A�0�=�8�5� 

���1�0� �7�0�4�0�2�0�5�<�K�E� �C�A�;�>�2�8�O� �4�>�;�6�=�K� �1�K�B�L� �8�A�B�8�=�=�K� 

���A�B�8�=�=�K�<� �4�>�;�6�=�>� �1�K�B�L� �E�>�B�O� �1�K� �>�4�=�>� �7�0�4�>�2�>�5�<�>�5� �C�A�;�>�2�8�5� 

���A�B�8�=�=�K�<� �4�>�;�6�=�>� �1�K�B�L� �>�4�=�>� �8� �B�>�;�L�:�>� �>�4�=�>� �7�0�4�0�2�0�5�<�>�5� �C�A�;�>�2�8�5� 

���8� �>�4�=�>� �8�7� �7�0�4�0�2�0�5�<�K�E� �C�A�;�>�2�8�9� �=�5� �8�A�B�8�=�=�>� 

���@�8�<�5�@�L�~� �2�K�@�0�6�5�=�8�9� �4�;�O� �D�8�;�L�B�@�>�2� �>�B�>�1�@�0�6�5�=�8�O� 

���5�A�<�>�B�@�O� �=�0� �B�>� �G�B�>� �?�@�8�=�F�8�?�K�,� �?�>� �:�>�B�>�@�K�<� �A�>�A�B�0�2�;�O�N�B�A�O� �D�8�;�L�B�@�C�N�I�8�5� 

�2�K�@�0�6�5�=�8�O�,� �4�>�2�>�;�L�=�>� �?�@�>�A�B�K�,� �2� �?�@�>�F�5�A�A�5� �A�>�7�4�0�=�8�O� �=�>�2�K�E� �D�8�;�L�B�@�>�2� �4�;�O� �@�5�­

�H�5�=�8�O� �@�0�7�;�8�G�=�K�E� �7�0�4�0�G� �?�@�8�E�>�4�8�B�A�O� �C�?�>�B�@�5�1�;�O�B�L� �@�O�4� �>�A�>�1�K�E� �:�;�N�G�5�2�K�E� �A�;�>�2� 
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�8� �>�?�5�@�0�F�8�9�.� ��� �B�0�1�;�.� 4.6 �?�@�8�2�5�4�5�=�K� �=�5�:�>�B�>�@�K�5� �?�@�8�<�5�@�K� �2�K�@�0�6�5�=�8�9� �4�;�O� �=�0�8�­

�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�E� �D�8�;�L�B�@�>�2� �>�B�>�1�@�0�6�5�=�8�O�,� �0� �?�>�;�=�K�9� �8�E� �?�5�@�5�G�5�=�L� �<�>�6�­

�=�>� �=�0�9�B�8� �2� �A�?�@�0�2�>�G�=�>�<� �@�C�:�>�2�>�4�A�B�2�5� �?�>� �D�8�;�L�B�@�0�<� �>�B�>�1�@�0�6�5�=�8�O�,� �4�>�A�B�C�?�=�>�<� �?�>� 

�0�4�@�5�A�C� http://www.wireshark.org/docs/dfref/. 

�"�0�1�;�8�F�0� 4.6. ���0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�5� �D�8�n�L�B�@�K� �>�B�>�1�@�0�6�5�=�8�O� 

�$�8�;�L�B�@� 

!tcp.port 3389 
tcp.flags.syn=l 

tcp.flags.reset 1 
!arp 
http 
tcp.port 23 11 tcp.port=21 

smtp 1 1 �@�>�@� 1 1 imap 

�!�>�E�@�0�=�5�=�8�5� �D�8�;�L�B�@�>�2� 

���?�8�A�0�=�8�5� 

���B�A�5�O�B�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� RDP 

���B�>�1�@�0�7�8�B�L� �?�0�:�5�B�K� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� SYN 

���B�>�1�@�0�7�8�B�L� �?�0�:�5�B�K� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� RST 

�#�4�0�;�8�B�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� ARP 

���B�>�1�@�0�7�8�B�L� �2�5�A�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� � 

���B�>�1�@�0�7�8�B�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� �T�e�l�?�e�t� �8�;�8� FTP 

���B�>�1�@�0�7�8�B�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �(�?�>� �?�@�>�B�>�­

�:�>�;�C� SMTP, � ��� � �8�;�8� IMAP) 

���0�G�0�2� �>�4�=�0�6�4�K� �A�>�7�4�0�2�0�B�L� �=�5�<�0�;�>�5� �:�>�;�8�G�5�A�B�2�>� �D�8�;�L�B�@�>�2� �?�5�@�5�E�2�0�B�0� �8� �>�B�>�­

�1�@�0�6�5�=�8�O�,� �<�>�6�=�>� �2� �:�0�:�>�9�-�B�>� �<�>�<�5�=�B� �>�1�=�0�@�C�6�8�B�L�,� �G�B�>� �=�5�:�>�B�>�@�K�5� �8�7� �=�8�E� �?�@�8�­

�<�5�=�O�N�B�A�O� �4�>�2�>�;�L�=�>� �G�0�A�B�>�.� ���@�0�2�4�0�,� �8�E� �=�5� �?�@�8�4�5�B�A�O� �2�2�>�4�8�B�L� �2�A�O�:�8�9� �@�0�7�,� �:�>�3�4�0� 

�>�=�8� �?�>�B�@�5�1�C�N�B�A�O�,� �?�>�A�:�>�;�L�:�C� �2� Wireshark �?�@�5�4�>�A�B�0�2�;�O�5�B�A�O� �2�>�7�<�>�6�=�>�A�B�L� �A�>�E�@�0�­

�=�O�B�L� �D�8�;�L�B�@�K� �4�;�O� �4�0�;�L�=�5�9�H�5�3�>� �?�@�8�<�5�=�5�=�8�O�.� �"�0�:�,� �G�B�>�1�K� �A�>�E�@�0�=�8�B�L� �A�?�5�F�8�0�;�L�­

�=�K�9� �D�8�;�L�B�@� �?�5�@�5�E�2�0�B�0�,� �2�K�?�>�;�=�8�B�5� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���K�1�5�@�8�B�5� �:�>�<�0�=�4�C� CaptureqCapture Filters �(���5�@�5�E�2�0�B�q�$�8�;�L�B�@�K� �?�5�@�5�E�2�0�­

�B�0�)�,� �G�B�>�1�K� �>�B�:�@�K�B�L� �4�8�0�;�>�3�>�2�>�5� �>�:�=�>� Capture Filter. 

2. �!�>�7�4�0�9�B�5� �=�>�2�K�9� �D�8�;�L�B�@�,� �I�5�;�:�=�C�2� �=�0� �:�=�>�?�:�5� �A�>� �7�=�0�:�>�<� �"�?�;�N�A�"� (+) �2� �;�5�-

�2�>�9� �=�8�6�=�5�9� �G�0�A�B�8� �4�8�0�;�>�3�>�2�>�3�>� �>�:�=�0�.� 

3. ���2�5�4�8�B�5� �8�<�O� �=�>�2�>�3�>� �D�8�;�L�B�@�0� �2� �?�>�;�5� Filter Name �(���<�O� �D�8�;�L�B�@�0�)�.� 

4. ���2�5�4�8�B�5� �D�8�;�L�B�@�C�N�I�5�5� �2�K�@�0�6�5�=�8�5� �2� �?�>�;�5� Filter String �(�!�B�@�>�:�0� �D�8�;�L�B�@�0�)�.� 

5. �)�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �����,� �G�B�>�1�K� �A�>�E�@�0�=�8�B�L� �D�8�;�L�B�@�C�N�I�5�5� �2�K�@�0�6�5�=�8�5�.� 

��� �4�;�O� �B�>�3�>� �G�B�>�1�K� �A�>�E�@�0�=�8�B�L� �A�?�5�F�8�0�;�L�=�K�9� �D�8�;�L�B�@� �>�B�>�1�@�0�6�5�=�8�O�,� �2�K�?�>�;�=�8�­

�B�5� �?�@�8�2�5�4�5�=�=�K�5� �=�8�6�5� �4�5�9�A�B�2�8�O�.� 

1. ���2�5�4�8�B�5� �D�8�;�L�B�@� �=�0� �?�0�=�5�;�8� Filter, �@�0�A�?�>�;�>�6�5�=�=�>�9� �=�0�4� �?�0�=�5�;�L�N� Packet List 
�2� �3�;�0�2�=�>�<� �>�:�=�5� Wireshark, �0� �7�0�B�5�<� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �A� �7�5�;�5�=�>�9� �;�5�=�B�>�9� 

�=�0� �;�5�2�>�<� �:�@�0�N� �4�0�=�=�>�9� �?�0�=�5�;�8�.� 

2. ���K�1�5�@�8�B�5� �:�>�<�0�=�4�C� Save this Filter �(�!�>�E�@�0�=�8�B�L� �M�B�>�B� �D�8�;�L�B�@�)� �8�7� �2�A�?�;�K�2�0�­

�N�I�5�3�>� �<�5�=�N�.� ��� �>�B�4�5�;�L�=�>�<� �4�8�0�;�>�3�>�2�>�<� �>�:�=�5� �1�C�4�5�B� �?�@�5�4�A�B�0�2�;�5�=� �A�?�8�A�>�:� 
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�A�>�E�@�0�=�5�=�=�K�E� �D�8�;�L�B�@�>�2� �>�B�>�1�@�0�6�5�=�8�O� �(�@�8�A�.� 4.18). ���4�5�A�L� �<�>�6�=�>� �?�@�8�A�2�>�8�B�L� 

�A�2�>�5�<�C� �D�8�;�L�B�@�C� �8�<�O�,� �?�@�5�6�4�5� �G�5�<� �A�>�E�@�0�=�O�B�L� �5�3�>�,� �I�5�;�:�=�C�2� �=�0� �:�=�>�?�:�5� �����.� 

4. Wiresharl: . Display Filt•rs �E� 

Ethomot �a�d�d�~ "� �O�O�:�O�O�:�S�d�J�O�:�S���:�O�O� oth"ddr == IXkOO:S.:OO:SHJO 

�E�t�h�<�m�o�t�t�y�p "�O�x�O�l�!�O�1�{�A�R�P�)� oth.tyf• == �>�.�>�8���6� 

Eth<rnot broocko<t •lh.addr == ff:IHf:ff:ff:ff 
NoARP not arp 
IMonly �1�@� 

IPY4 address 192.02.1 ip.addr == 192.02.1 
1Pv<l addros< osn1192.02.1 (don't ust != for this1) !(ip.addr == 192.02.1) 
1Pv6 only �i�p�v�1� 

1Pv6 addrt" �2�0�0�1�:�d�,�8�:�:�1� �1�p�v�1�.�a�d�d�r� == �2�0�0�1�:�d�,�8�:�:�1� 

IPX only ipx 
�"�!� � only lcp 
UDP only udp 
Non·DNS !(udp.port == �S��� 11 tcp.port == �S���)� 

�"�!� � or UDP port is 80 �(���"�"� �)� tcp.port == 8011 udp.port == 80 
���"�"� � http 
No ARP and no DNS not arp and !(udp.port == 53) 

�N�>�n�·���"�"� � •nd �n�o�n�·�S���T�P� lo/lrom 192.02.1 1p.1ddr == 192.0.Z.1 ond not tc . rt 1n {80 25) 

DNS S-.r i .oddr= = �1�2�.��� 

� �8�A�_� 4.18. �$�8�;�L�B�@�K� �>�B�>�1�@�0�6�5�=�8�O� �<�>�6�=�>� �A�>�E�@�0�=�O�B�L� �=�5�?�>�A�@�5�4�­

�A�B�2�5�=�=�>� �8�7� �3�;�0�2�=�>�3�>� �>�:�=�0� Wireshark 

���>�<�5�I�5�=�8�5� �D�8�;�L�B�@�>�2� �>�B�>�1�@�0�6�5�=�8�O� �=�0� �?�0�=�5�;�L� �8�=�A�B�@�C�<�5�=�B�>�2� 

���A�;�8� �C� �2�0�A� �8�<�5�N�B�A�O� �D�8�;�L�B�@�K�,� �:�>�B�>�@�K�<�8� �2�K� �G�0�A�B�>� �?�>�;�L�7�C�5�B�5�A�L�,� �4�;�O� �C�4�>�1�A�B�2�0� 

�2�7�0�8�<�>�4�5�9�A�B�2�8�O� �A� �=�8�<�8� �?�@�>�I�5� �2�A�5�3�>� �?�>�<�5�A�B�8�B�L� �8�E� �<�5�B�:�8� �=�0� �C�?�>�<�O�=�C�B�>�9� �2�K�H�5� 

�?�0�=�5�;�8� Filter. ���;�O� �M�B�>�3�>� �2�K�?�>�;�=�8�B�5� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���2�5�4�8�B�5� �A�2�>�9� �D�8�;�L�B�@� �=�0� �?�0�=�5�;�8� Filter, �@�0�A�?�>�;�>�6�5�=�=�>�9� �=�0�4� �?�0�=�5�;�L�N� Packet 

List �2� �3�;�0�2�=�>�<� �>�:�=�5� �?�@�>�3�@�0�<�<�K� Wireshark, �0� �7�0�B�5�<� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �A�>� 

�7�=�0�:�>�<� �"�?�;�N�A�"� ( +) �A�?�@�0�2�0� �=�0� �4�0�=�=�>�9� �?�0�=�5�;�8�.� 

2. ���8�6�5� �?�0�=�5�;�8� Filter �?�>�O�2�8�B�A�O� �=�>�2�0�O� �?�0�=�5�;�L�,� �3�4�5� �2�K� �<�>�6�5�B�5� �C�:�0�7�0�B�L� �8�<�O� 

�A�2�>�5�3�>� �D�8�;�L�B�@�0� �2� �?�>�;�5� Label �(���5�B�:�0�;� �@�8�A�.� 4.19). �#�:�0�7�0�=�=�0�O� �2�0�<�8� �<�5�B�:�0� �?�>�­

�A�;�C�6�8�B� �4�;�O� �?�@�5�4�A�B�0�2�;�5�=�8�O� �D�8�;�L�B�@�0� �=�0� �?�0�=�5�;�8� �8�=�A�B�@�C�<�5�=�B�>�2�.� ���2�5�4�O� �<�5�B�­

�:�C� �2� �4�0�=�=�>�<� �?�>�;�5�,� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �����,� �G�B�>�1�K� �A�>�7�4�0�B�L� �<�5�B�:�C� �4�;�O� �1�K�­

�A�B�@�>�3�>� �4�>�A�B�C�?�0� �:� �2�0�H�5�<�C� �D�8�;�L�B�@�C� �=�0� �?�0�=�5�;�8� Filter . 

• http_9ooglt.pcop �>� �E� 

�f�~ "� fcfrt Jl,.,. jio J;aptu"' An•iyz• SUtistics �T�t�l "�p�h�o�n�~� Wir<less Iools tl•lp 

'-. 

� �8�A�.� 4. 19. ���>�<�5�I�5�=�8�5� �<�5�B�:�8� �1�K�A�B�@�>�3�>� �4�>�A�B�C�?�0� �:� �D�8�;�L�B�@�C� �=�0� �?�0�=�5�;�L� Filter 
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���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 4.20, �2� �4�0�=�=�>�<� �A�;�C�G�0�5� �C�4�0�;�>�A�L� �A�>�7�4�0�B�L� �<�5�B�:�C� �1�K�A�B�@�>�­

�3�>� �4�>�A�B�C�?�0� �:� �D�8�;�L�B�@�C� �4�;�O� �>�?�5�@�0�B�8�2�=�>�3�>� �>�B�>�1�@�0�6�5�=�8�O� �;�N�1�K�E� �?�0�:�5�B�>�2� �"�!� � �A� 

�C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� RST. �$�8�;�L�B�@�K�,� �?�>�<�5�I�0�5�<�K�5� �=�0� �?�0�=�5�;�L� �8�=�A�B�@�C�<�5�=�B�>�2�,� 

�A�>�E�@�0�=�O�N�B�A�O� �2� �D�0�9�;�5� �:�>�=�D�8�3�C�@�0�F�8�8�,� �C�?�>�<�8�=�0�2�H�5�<�A�O� �2� �3�;�0�2�5� 3, �"���2�5�4�5�=�8�5� �2� 

Wiresliark". �"�5�<� �A�0�<�K�<� �A�C�I�5�A�B�2�5�=�=�>� �@�0�A�H�8�@�O�N�B�A�O� �2�0�H�8� �2�>�7�<�>�6�=�>�A�B�8� �2�K�O�2�­

�;�O�B�L� �2� �A�0�<�K�E� �@�0�7�=�K�E� �A�8�B�C�0�F�8�O�E� �7�0�B�@�C�4�=�5�=�8�O�,� �2�>�7�=�8�:�0�N�I�8�5� �2� �A�5�B�8� �=�0� �C�@�>�2�=�5� 

�?�0�:�5�B�>�2� . 
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pcapng, �0� �7�0�B�5�<� �>�:�=�>� Endpoints, �2�K�1�@�0�2� �:�>�<�0�=�4�C� StatisticsQEndpoints �(�!�B�0�B�8�A�B�8�­
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�~� Wiroshilrlc. Endpoints • �l�o�t�N�f�w�e�,� �>� �E� 

�"�!� � · 358 Elhenot • U JPyq. 95 �!� �v�1�.� 5 �(�.���' "� 106 

�A�d�d�r�~� P•ckots ���y�t�o�s� P•ckots ��� - ��� �B�y�t�e�s�4�-�B� Pockots ��� - ��� ���y�t�o�s�B�-�A� latit\Jd< �l�o�n�g�i�t�u�d�~� " 
�>�.�>�.�>�.�>� 1 342 1 342 �>� �>�.� 

4.2.2.1 103 11k 51 1215 52 4151 • 

l 42.2.2 2 261 1 174 87 . 

423.40.126 451 318k 234 291k 217 26 k • 
8.18.91.65 9 1241 387 6 854 • 

8.18.95.169 18 3328 1321 11 2007 • 
�1�2�.�1�2�0�.�����.�2�4� �1��� 4753 3737 7 1016 . 

12.129.199.110 20 5383 3332 12 2051 • 
63215.202.16 7 2069 724 5 1345 • 
�6�4���2�2���1� 16 10 k 10 9347 1241 . 
64.191.203-30 18 7061 6 2943 12 4118 • 
64.208.21.17 10 2781 5 1295 5 1486. 

�6�4�.�2�0�8�.�2�1���3� 551 357k 309 280 k 242 17 k • 

65.173.218.96 473 331k 263 ���O�S�k� 210 25k. 
�1�1�.�3�5���5�.�2�0�1� 1,106 807k 596 702 k 510 104k . 

�1�1�.�2�2�7�.�1�7�.�1�8� 56 12k 28 8577 28 3990 • 
�1�1�.�2�3�5 �. �1�4�2 �.�3� 10 2285 853 1432 • 

�1�1�.�2�3�5 �. �1�4�3�.�5�4� 16 5217 1573 3644 • 
66235.143.121 10 3234 1490 1744 • 
67.192.232.82 15 8056 6456 �=�;�>�>� ::_ v 

��� Nome �r�e�<�o�i�u�,�o�n� �>� Lm!t tDdli:pioytlter �l�e�n�$�a�r�i�t�B�y�p�e�s� 

�!�>�@�C� . ���>�@� cJo... t-!ei> 

� �8�A�.� 5.2. ��� �>�:�=�5� Endpoints �<�>�6�=�>� �?�@�>�A�<�>�B�@�5�B�L� �A�B�0�B�8�A�B�8�G�5�A�:�8�5� �4�>�=�=�K�5� 

�?�>� �:�0�6�4�>�9� �:�>�=�5�G�=�>�9� �B�>�G�:�5� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� 

���0� �2�:�;�0�4�:�0�E� �(�"�!� �,� Ethernet, 1Pv4, 1Pv6 �8� UDP), �@�0�A�?�>�;�>�6�5�=�=�K�E� �2�2�5�@�E�C� �4�0�=�=�>�­

�3�>� �>�:�=�0�,� �>�B�>�1�@�0�6�0�5�B�A�O� �:�>�;�8�G�5�A�B�2�>� �:�>�=�5�G�=�K�E� �B�>�G�5�:�,� �>�@�3�0�=�8�7�>�2�0�=�=�K�E� �?�>� �>�B�­

�4�5�;�L�=�>�<�C� �A�5�B�5�2�>�<�C� �?�@�>�B�>�:�>�;�C�.� �'�B�>�1�K� �>�B�>�1�@�0�7�8�B�L� �:�>�=�5�G�=�K�5� �B�>�G�:�8� �B�>�;�L�:�>� �?�>� 

�:�>�=�:�@�5�B�=�>�<�C� �?�@�>�B�>�:�>�;�C�,� �I�5�;�:�=�8�B�5� �=�0� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�9� �2�:�;�0�4�:�5�.� �'�B�>�1�K� �4�>�1�0�­

�2�8�B�L� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �2�:�;�0�4�:�8� �4�;�O� �>�B�A�5�8�2�0�=�8�O� �:�>�=�5�G�=�K�E� �B�>�G�5�:� �?�>� �>�B�4�5�;�L�=�K�<� 

�?�@�>�B�>�:�>�;�0�<�,� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Endpoint Types �(�"�8�?�K� �:�>�=�5�G�=�K�E� �B�>�G�5�:�)� �2� �?�@�0�­

�2�>�<� �=�8�6�=�5�<� �C�3�;�C� �M�:�@�0�=�0� �8� �2�K�1�5�@�8�B�5� �4�>�1�0�2�;�O�5�<�K�9� �A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;�.� ���A�;�8� �6�5� 

�?�>�B�@�5�1�C�5�B�A�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� �4�;�O� �?�@�>�A�<�>�B�@�0� �0�4�@�5�A�>�2� �:�>�=�5�G�=�K�E� �B�>�G�5�:� 

�(�A�<�.� �4�0�;�5�5� �@�0�7�4�5�;� �"���@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=�"�)�,� �C�A�B�0�=�>�2�8�B�5� �D�;�0�6�>�:� Name resolution 
�A�;�5�2�0� �2�=�8�7�C� �M�:�@�0�=�0 �.� ��� �5�A�;�8� �?�@�8�E�>�4�8�B�A�O� �0�=�0�;�8�7�8�@�>�2�0�B�L� �:�@�C�?�=�K�9� �?�5�@�5�E�2�0�B� �8� 

�B�@�5�1�C�5�B�A�O� �>�B�D�8�;�L�B�@�>�2�0�B�L� �>�B�>�1�@�0�6�0�5�<�K�5� �:�>�=�5�G�=�K�5� �B�>�G�:�8�,� �B�>� �<�>�6�=�>� �?�@�8�<�5�­

�=�8�B�L� �D�8�;�L�B�@� �>�B�>�1�@�0�6�5�=�8�O� �2� �3�;�0�2�=�>�<� �>�:�=�5� Wiresl1ark �8� �C�A�B�0�=�>�2�8�B�L� �D�;�0�6�>�:� Lim­
it to display filter �(���0�;�>�6�8�B�L� �>�3�@�0�=�8�G�5�=�8�5� �A� �?�>�<�>�I�L�N� �D�8�;�L�B�@�0� �>�B�>�1�@�0�6�5�=�8�O�)� �2� 

�>�:�=�5� Endpoints. ���A�;�8� �M�B�>�B� �D�;�0�6�>�:� �C�A�B�0�=�>�2�;�5�=�,� �2� �4�0�=�=�>�<� �>�:�=�5� �1�C�4�C�B� �>�B�>�1�@�0�6�0�B�L�­

�A�O� �B�>�;�L�:�>� �B�5� �:�>�=�5�G�=�K�5� �B�>�G�:�8�,� �:�>�B�>�@�K�5� �A�>�>�B�2�5�B�A�B�2�C�N�B� �C�A�;�>�2�8�N�,� �7�0�4�0�=�=�>�<�C� �2� 

�D�8�;�L�B�@�5� �>�B�>�1�@�0�6�5�=�8�O �.� 

��� �>�:�=�5� Endpoints �?�@�5�4�>�A�B�0�2�;�O�5�B�A�O� �5�I�5� �>�4�=�0� �C�4�>�1�=�0�O� �2�>�7�<�>�6�=�>�A�B�L� �>�B�A�5�8�2�0�B�L� 

�>�B�4�5�;�L�=�K�5� �?�0�:�5�B�K� �;�~�;�O� �>�B�>�1�@�0�6�5�=�8�O� �=�0� �?�0�=�5�;�8� Packet List. �-�B�>� �1�K�A�B�@�K�9� �A�?�>�A�>�1� 
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�C�3�;�C�1�;�5�=�=�>�3�>� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �2� �>�B�4�5�;�L�=�>�9� �:�>�=�5�G�=�>�9� �B�>�G�:�5�.� �!� �M�B�>�9� �F�5�;�L�N� �I�5�;�·� 

�:�=�8�B�5� �?�@�0�2�>�9� �:�=�>�?�:�>�9� �<�K�H�8� �=�0� �:�>�=�5�G�=�>�9� �B�>�G�:�5�,� �G�B�>�1�K� �2�K�1�@�0�B�L� �8�<�5�N�I�8�5�A�O� 

�2�0�@�8�0�=�B�K� �D�8�;�L�B�@�0�F�8�8�.� ��� �>�B�:�@�K�2�H�5�<�A�O� �4�8�0�;�>�3�>�2�>�<� �>�:�=�5� �2�0�<� �?�@�5�4�A�B�0�2�8�B�A�O� 

�2�>�7�<�>�6�=�>�A�B�L� �?�>�:�0�7�0�B�L� �8�;�8� �A�:�@�K�B�L� �?�0�:�5�B�K�,� �A�2�O�7�0�=�=�K�5� �A� �2�K�1�@�0�=�=�>�9� �:�>�=�5�G�=�>�9� 

�B�>�G�:�>�9�.� ���4�5�A�L� �6�5� �<�>�6�=�>� �2�K�1�@�0�B�L� �2�0�@�8�0�=�B� Colorize �(���K�4�5�;�8�B�L� �F�2�5�B�>�<�)�,� �G�B�>�1�K� 

�M�:�A�?�>�@�B�8�@�>�2�0�B�L� �0�4�@�5�A� �:�>�=�5�G�=�>�9� �B�>�G�:�8� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �2� �?�@�0�2�8�;�>� �2�K�4�5�;�5�=�8�O� 

�F�2�5�B�>�<� �(�>� �?�@�0�2�8�;�0�E� �2�K�4�5�;�5�=�8�O� �F�2�5�B�>�<� �A�<�.� �2� �3�;�0�2�5� 3, �"���2�5�4�5�=�8�5� �2� Wireshark"). 
�"�0�:�8�<� �>�1�@�0�7�>�<�,� �<�>�6�=�>� �1�K�A�B�@�>� �2�K�4�5�;�8�B�L� �?�0�:�5�B�K�,� �A�2�O�7�0�=�=�K�5� �A� �>�B�4�5�;�L�=�K�<�8� �:�>�­

�=�5�G�=�K�<�8� �B�>�G�:�0�<�8�,� �G�B�>�1�K� �>�?�5�@�0�B�8�2�=�>� �=�0�E�>�4�8�B�L� �8�E� �2�>� �2�@�5�<�O� �0�=�0�;�8�7�0�.� 

���@�>�A�<�>�B�@� �A�5�B�5�2�K�E� �4�8�0�;�>�3�>�2� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� 

�l�o�t�s�o�f�w�e�,�.�p�c�a�p�n�g� 

���A�;�8� �D�0�9�;� �?�5�@�5�E�2�0�B�0� lotsofweb. pcapng �2�A�5� �5�I�5� �>�B�:�@�K�B�,� 

�>�B�:�@�>�9�B�5� �>�:�=�>� Conversations, �2�K�1�@�0�2� �:�>�<�0�=�4�C� StatisticsQCon­
versations �(�!�B�0�B�8�A�B�8�:�0�Q� ���8�0�;�>�3�8�)� �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N�,� �G�B�>�·� 

�1�K� �>�B�>�1�@�0�7�8�B�L� �2�A�5� �4�8�0�;�>�3�8� �8�7� �4�0�=�=�>�3�>� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� 

�@�8�A�.� 5.3. ���:�=�>� Conversations �0�=�0�;�>�3�8�G�=�>� �>�:�=�C� Endpoints, �=�>� �2� �=�5�<� �>�B�>�1�@�0�6�0�N�B�A�O� 

�?�>� �4�2�0� �0�4�@�5�A�0� �2� �:�0�6�4�>�9� �A�B�@�>�:�5�,� �G�B�>�1�K� �?�@�5�4�A�B�0�2�8�B�L� �A�5�B�5�2�>�9� �4�8�0�;�>�3�,� �0� �B�0�:�6�5� �?�0�·� 

�:�5�B�K� �8� �1�0�9�B�K�,� �?�5�@�5�4�0�2�0�5�<�K�5� �8� �?�@�8�=�8�<�0�5�<�K�5� �:�0�6�4�K�<� �C�A�B�@�>�9�A�B�2�>�<�.� ��� �A�B�>�;�1�F�5� 

Address ��� �C�:�0�7�K�2�0�5�B�A�O� �:�>�=�5�G�=�0�O� �B�>�G�:�0� �>�B�?�@�0�2�8�B�5�;�O� �?�0�:�5�B�>�2�,� �0� �2� �A�B�>�;�1�·� 

�F�5� Address ��� - �:�>�=�5�G�=�0�O� �B�>�G�:�0� �?�>�;�C�G�0�B�5�;�O �.� 

�~� \Y1r6h•rk · Con vt:rsat1on!> · lotsofweb �>� �E� 

Eth<met · 13 IPv• . 103 1Pv6 •• �"�!� � · 279 LIOf>. 93 

! Address �4� �4�d�d�r�~ �s �2� P•ckets Byt" Pllckets ��� - ��� BytosA-8 Packets ��� - ��� ���C�t�1� ��� - ��� Rrl St&rt Duration BiU/sA-B Bits/sB-A " 
�> �. �> �.�>�.�>� 255.255.255.255 1 342 342 �>� �>� 82.137333000 0.000000 N/A N/A 
4.2.2.1 172.16.16.128 16 2101 1433 668 3.009402000 36237044 316 147 

1<1.2.2.1 172.16.16.197 61 �1�1�9�9� 30 4206 31 2493 16.331275000 �5�8���8�5�2�0�2� S75 341 
4.2.2.1 172.16.16.136 26 2626 13 1636 13 990 27.106391000 33.336085 386 234 
4.2.2.2 172.16.16197 2 261 1 174 87 23.098007000 0.023047 �1���k� 30k 
4.23.40.126 172.16.16.197 451 318k 234 291k 217 26 k 73.085870000 13.245934 176 k 16k 
8.18.91.65 172.16.16.128 9 1241 387 854 3.243355000 �1�3�.�2�8�9�0�7�1�i� 48 107 
8.18.95.169 172.16.16.197 18 3328 1321 11 2007 17.862227000 56.918573 185 282 
12.120.63.24 171.16.16128 13 4713 3737 7 1016 8.836392000 69.578042 429 116 
12.129.199.110 171.16.16.197 20 1383 3332 12 2051 74.8()6613000 11.141974 2309 1421 
63.215.202.16 171.16.16.128 7 2069 724 1345 �1�.�6�8�4 �1 �6�3�0�0�0� 61.63Q220 93 174 
64.4.22.46 171.16.16.128 16 10k 10 9347 1241 �1�.�6�8�1�9�0�6�0�0�0� 12.392572 6033 801 
64,191.203.30 171.16.16.136 18 7\)61 6 2943 12 4118 60.393104000 �3�.�>�\�4�1�1�6� 7708 10k 
64.208.21. 17 171.16.16.128 10 2781 1 1295 1486 8.800115000 0.232S60 44 k llk 
64.208.21 .43 172. 16.16 128 151 3\7k 309 280k 242 77k 6.085472000 72.329769 31 k 8523 

\61.173.218.96 \72. 16.16. 136 473 �(�k� 263 305k 210 25 k 59.432328000 27.290208 89 k 7497 
6635.45.201 172.16.16.136 1,106 807 k 596 702 k 510 104k �1�0 �. �3�0�1�3�3�W�J�O� 83.442116 67k 10k 

�/ �1�1�.�2�2�7 �. �1�7 �.�1 �8� 172.16.16.197 56 12 k 28 8577 28 3990 17.882206000 50.526114 1358 631 
66.235.142.3 172.16.16.197 10 2281 853 6 1432 17.860779000 0.245516 27k �4�1�k� 

66.23\. 1'3.54 17216.16.128 16 1217 1173 3644 4.475410000 15.134210 831 1926 
�. �~�~�3�\ �. �1�4�3 �. �1�2�1� 172. 16.16. 197 10 3234 1490 1744 73.279308000 9.893837 1204 1410 �~� 1 

�0�N�o�m�e�r�e�N�l�u�t�i�o�n� �>� t..mt to llsoloY fiter 

""" 
� �8�A�.� 5.3. ��� �>�:�=�5� Conversations �<�>�6�=�>� �2�K�4�5�;�8�B�L� �:�0�6�4�K�9� �A�5�B�5�2�>�9� �4�8�0�;�>�3� �8�7� �D�0�9�;�0� 

�?�5�@�5�E�2�0�B�0� 
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���:�=�>� Conversations �>�@�3�0�=�8�7�>�2�0�=�>� �?�>� �>�B�4�5�;�L�=�K�<� �?�@�>�B�>�:�>�;�0�<�.� �'�B�>�1�K� �?�@�>�A�<�>�­

�B�@�5�B�L� �A�5�B�5�2�K�5� �4�8�0�;�>�3�8� �?�>� �>�B�4�5�;�L�=�>�<�C� �?�@�>�B�>�:�>�;�C�,� �I�5�;�:�=�8�B�5� �=�0� �A�>�>�B�2�5�B�A�B�2�C�N�­

�I�5�9� �2�:�;�0�4�:�5� �C� �2�5�@�E�=�5�3�>� �:�@�0�O� �4�0�=�=�>�3�>� �>�:�=�0� �8�;�8� �2�2�5�4�8�B�5� �4�@�C�3�8�5� �B�8�?�K� �A�5�B�5�2�K�E� 

�?�@�>�B�>�:�>�;�>�2�,� �I�5�;�:�=�C�2� �=�0� �:�=�>�?�:�5� Conversation Types �A�?�@�0�2�0� �2�=�8�7�C �.� ���0�:� �8� �2� �>�:�=�5� 

Endpoints, �7�4�5�A�L� �<�>�6�=�>� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�5�<� �8�<�5�=�,� �=�0�;�>�6�8�B�L� 

�>�3�@�0�=�8�G�5�=�8�5� �=�0� �?�>�:�0�7�K�2�0�5�<�K�5� �A�5�B�5�2�K�5� �4�8�0�;�>�3�8� �A� �?�>�<�>�I�L�N� �D�8�;�L�B�@�0� �>�B�>�1�@�0�­

�6�5�=�8�O�,� �0� �B�0�:�6�5� �I�5�;�:�=�C�B�L� �?�@�0�2�>�9� �:�=�>�?�:�>�9� �<�K�H�8� �=�0� �>�B�4�5�;�L�=�>�<� �4�8�0�;�>�3�5�,� �G�B�>�1�K� 

�A�>�7�4�0�B�L� �D�8�;�L�B�@�K� �=�0� �>�A�=�>�2�0�=�8�8� �:�>�=�:�@�5�B�=�K�E� �4�8�0�;�>�3�>�2�.� �$�8�;�L�B�@�K�,� �>�A�=�>�2�0�=�=�K�5� 

�=�0� �A�5�B�5�2�K�E� �4�8�0�;�>�3�0�E�,� �C�4�>�1�=�K� �4�;�O� �C�3�;�C�1�;�5�=�=�>�3�>� �0�=�0�;�8�7�0� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�5�9� 

�>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �A�5�B�8�,� �:�>�B�>�@�K�5� �?�@�5�4�A�B�0�2�;�O�N�B� �>�A�>�1�K�9� �8�=�B�5�@�5�A�.� 

���K�O�2�;�5�=�8�5� �=�0�8�1�>�;�5�5� �0�:�B�8�2�=�L�1�E� �A�5�B�5�2�K�E� �C�7�;�>�2� 

�A� �?�>�<�>�I�L�N� �:�>�=�5�G�=�K�E� �B�>�G�5�:� �8� �4�8�0�;�>�r�>�2� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� 

�l�o�t�s�o�f�w�e�,�.�p�c�a�p�n�g� 

���:�=�0�<�8� Endpoints �8� Conversations �C�4�>�1�=�>� �?�>�;�L�7�>�2�0�B�L�A�O� �?�@�8� 

�4�8�0�3�=�>�A�B�8�:�5� �A�5�B�8� �8� �>�A�>�1�5�=�=�>� �?�@�8� �?�>�?�K�B�:�5� �=�0�9�B�8� �8�A�B�>�G�­

�=�8�:� �7�=�0�G�8�B�5�;�L�=�>�3�>� �>�1�J�5�<�0� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0 �.� ���1�@�0�B�8�<�A�O� 

�A�=�>�2�0� �7�0� �?�@�8�<�5�@�>�<� �:� �D�0�9�;�C� �?�5�@�5�E�2�0�B�0� lotsofweb. pcapng. ���0�:� �?�>�4�@�0�7�C�<�5�2�0�5�B� 

�8�<�O� �M�B�>�3�>� �D�0�9�;�0�,� �>�=� �A�>�4�5�@�6�8�B� �A�5�B�5�2�>�9� �B�@�0�D�8�:�,� �D�>�@�<�8�@�C�5�<�K�9� �?�>� �?�@�>�B�>�:�>�;�C� 

���"�"� � �<�=�>�3�8�<�8� �:�;�8�5�=�B�0�<�8�,� �?�@�>�A�<�0�B�@�8�2�0�N�I�8�<�8� �2�5�1�-�A�0�9�B�K� �2� ���=�B�5�@�=�5�B�5�.� 

���0� �@�8�A�.� 5.4 �?�@�8�2�5�4�5�=� �A�?�8�A�>�:� �:�>�=�5�G�=�K�E� �B�>�G�5�:� �8�7� �M�B�>�3�>� �D�0�9�;�0�,� �>�B�A�>�@�B�8�@�>�2�0�=�-

�=�K�E� �?�>� �:�>�;�8�G�5�A�B�2�C� �1�0�9�B�>�2�.� 

Wireshark · Endpo1nts · lotsofweb �>� �E� 

!PV4 · 95 Ethemet · 12 !Pv6 • 5 �"�!� � • 358 l.IOP • 106 

Address Packets Bytes Packets ��� - ��� Bytes ��� - ��� Packets ��� - ��� Bytes ��� - ��� Latitude Longitude �~� 
172.16.16.128 8.324 7387k 2790 S07k 5534 �1�8�7�9�k� - 1 
74.125.103.163 3,927 4232 k 2882 4173 k 1045 58 k -
1n.16.16.136 2.349 145Sk 1137 213 k 1212 1241 k -
172.16.16.197 2.157 1073 k 1107 221 k 1050 851 k -
66.35.45.201 1, 106 807k 596 702 k 510 104 k -
74.125.103.147 608 �f�>�����k� 435 �1�2�0�k� 173 12k -
74.125.166.28 382 553 �(�k� 

, 14.125.95.149 
64.208.21.43 
65.173.218.96 

·4.23.40.126 
209.85.225.165 
205.203.140.65 

1
204 .. 160.126.126 
204.160.104.126 
72.32.92.4 

��� Nome re<Wtlcn 

543 
551 
473 
451 
294 
363 
449 
327 
387 

409 k 
357 k 
331k 
318 k 
292k 
251 k 
18Sk 
149k 
130 k 

336 
309 
263 
234 
211 
235 
206 
166 
190 

0 Lmt ID cispl•y filter 

519 k 171 13 k -
36Sk 207 43k -
280k 242 ���k� -
���O�S�k� 210 25 k -
291 k 217 26 k -
282 k 83 10k -
179k 128 72 k -
118 k 243 66k -
8Sk 161 �1�4�k� -
97k 197 32 k -

�!�>�@�C� . ���>�1�>� 

.., 

�~�t�T�Y�\�)�6� 

Close �=�.�1�@� 

� �8�A�.� 5.4. ��� �>�:�=�5� Endpoints �?�>�:�0�7�K�2�0�5�B�A�O�,� �:�0�:�8�5� �A�5�B�5�2�K�5� �C�7�;�K� �>�1�<�5�=�8�2�0�­

�N�B�A�O� �4�0�=�=�K�<�8� �1�>�;�L�H�5� �2�A�5�3�>� 

���>�?�>�;�=�8�B�5�;�L�=�K�5� �2�>�7�<�>�6�=�>�A�B�8� Wireshark 121 
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���1�@�0�B�8�B�5� �2�=�8�<�0�=�8�5� �=�0� �:�>�=�5�G�=�C�N� �B�>�G�:�C�.� �=�0�E�>�4�O�I�C�N�A�O� 110 �0�4�@�5�A�C� 

172 .16 .16 .128 �8� �A�;�C�6�0�I�C�N� �?�@�8�G�8�=�>�9� �A�0�<�>�N� �8�=�B�5�=�A�8�2�=�>�3�>� �(�2� �1�0�9�B�0�E�)� �A�5�B�5�2�>�·� 

�3�>� �B�@�0�D�8�:�0�.� ���4�@�5�A� �M�B�>�9� �:�>�=�5�G�=�>�9� �B�>�G�:�8� �O�2�;�O�5�B�A�O� �2�=�C�B�@�5�=�=�8�<� �A�5�B�5�2�K�<� �0�4�@�5�·� 

�A�>�<�,� �:�0�:� �?�>�O�A�=�O�5�B�A�O� �2� �3�;�0�2�5� 7, �"���@�>�B�>�:�>�;�K� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O�"�,� �0� �C�A�B�@�>�9�A�B�2�>�,� 

�2�K�7�2�0�2�H�5�5� �A�0�<�K�9� �8�=�B�5�=�A�8�2�=�K�9� �>�1�<�5�=� �4�0�=�=�K�<�8� �2� �?�5�@�5�E�2�0�G�5�=�=�>�<� �B�@�0�D�8�:�5�,� 

�=�0�7�K�2�0�5�B�A�O� �=�0�8�1�>�;�5�5� �0�:�B�8�2�=�K�<� �A�5�B�5�2�K�<� �C�7�;�>�<� (top talker). 
���B�>�@�0�O� �?�>� �8�=�B�5�=�A�8�2�=�>�A�B�8� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �:�>�=�5�G�=�0�O� �B�>�G�:�0� �=�0�E�>�4�8�B�A�O� �?�>� 

�0�4�@�5�A�C� 74.125.103.163, �:�>�B�>�@�K�9� �O�2�;�O�5�B�A�O� �2�=�5�H�=�8�<� �(�<�5�6�A�5�B�5�2�K�<�)� �0�4�@�5�A�>�<�.� 

���A�;�8� �2�A�B�@�5�B�8�B�A�O� �2�=�5�H�=�8�9� �0�4�@�5�A�,� �G�B�>�1�K� �2�K�O�A�=�8�B�L� �5�3�>� �A�5�B�5�2�>�9� �C�7�5�;�,� �<�>�6�=�>� 

�>�1�@�0�B�8�B�L�A�O� �:� �1�0�7�5� �4�0�=�=�K�E� WHOIS �2� �?�>�8�A�:�0�E� �7�0�@�5�3�8�A�B�@�8�@�>�2�0�=�=�>�3�>� �2�;�0�4�5�;�L�F�0�.� 

��� �4�0�=�=�>�<� �A�;�C�G�0�5� �8�7� �@�5�5�A�B�@�0� �A�H�e�r�i�c�a�n� Registry for �l�2�t�e�r�n�e�t� �N�u�H�b�e�r�s� (ARIN -
���<�5�@�8�:�0�=�A�:�8�9� �@�5�3�8�A�B�@�0�B�>�@� �8�=�B�5�@�=�5�B�-�0�4�@�5�A�>�2�;� https: //whois. arin. net/ ui / ) 
�2�K�O�2�8�B�A�O�,� �G�B�>� �@�0�A�A�<�0�B�@�8�2�0�5�<�K�<� �7�4�5�A�L� �I� �·�0�4�@�5�A�>�<� �2�;�0�4�5�5�B� �:�>�<�?�0�=�8�O� Google 
�(�@�8�A�.� 5.5). 

�N�e�t�R�N�;�i�e� 

CIOR 

Name 

�=�a�n�d�e� 

Parent 

�N�e�t�B�y�p�e� 

OnginAS 

Org;Qzafion 

ReQ1stratJon Date 

Last Updated 

Comments 

RESTU Unk 

SeeAJso 

SeeAlso 

74 125 �>� �>�.� 74125.255.255 

74125 �>� G/16 

GOOGLE 

�N���"�-�7�4�-�1�2�5�-�(���)�.�1� 

�N���"�7� 4 �(�f�'�!���:�?�.�+�-�9�:�0�:�0�:�0�)� 

Dlrect Allocation 

Google lnc (§9.Qp 

2007-03-13 

2012-02-24 

�!�1�!�!�P�.�>�J�.�~�~ �-�1�!�!�Q�~ �-�~�~�~�t�:�!�E�I�:�(�~�§�:�0�:�0�: �.�1� 

�~�~�_�o�i�:�9�'�1�.�!�:�!�~�<�1�,�1�i �- �~�:�s� __ P.__Q<:; __ �~�~�o�i�:�~�.� 

� �8�A �.� 5.5. � �5�7�C�;�L�B�0�B�K� �?�>�8�A�:�0� s �@�5�5�A�B�@�5� �A�;�C�6�1�K� WHO/S �?�>� 

�/� �-�>�4�@�5�A�C� 74 .125 .103 .163 �C�:�0�7�K�2�0�N�B� �=�>� �B�>�,� �G�B�>� �>�=� �?�@�8�=�0�4�­

�;�5�6�8�B� �:�>�<�?�0�=�8�8� Google 

���@�8�=�8�<�0�O� �2�>� �2�=�8�<�0�=�8�5� �M�B�C� �8�=�D�>�@�<�0�F�8�N�,� �<�>�6�=�>� �?�@�5�4�?�>�;�>�6�8�B�L� �>�4�=�>� 

�8�7� �4�2�C�E�:� �:�>�=�5�G�=�K�5� �B�>�G�:�8�,� �=�0�E�>�4�O�I�8�5�A�O� �?�>� �0�4�@�5�A�0�<� 172 .16 .16 .128 �8� 74. 
125 .103 .163, �>�1�<�5�=�8�2�0�N�B�A�O� �1�>�;�L�H�8�<�8� �<�0�A�A�8�2�0�<�8� �4�0�=�=�K�E� �?�>� �A�5�B�8� �A� �<�=�>�3�8�­

�<�8� �4�@�C�3�8�<�8� �C�A�B�@�>�9�A�B�2�0�<�8� �8�;�8� �6�5� �<�5�6�4�C� �A�>�1�>�9�.� ��� �4�5�9�A�B�2�8�B�5�;�L�=�>�A�B�8� �:�>�=�5�G�­

�=�K�5� �B�>�G�:�8�,� �:�0�:� �?�@�0�2�8�;�>�,� �>�1�<�5�=�8�2�0�N�B�A�O� �4�0�=�=�K�<�8� �<�5�6�4�C� �A�>�1�>�9�,� �G�B�>� �2�5�A�L�<�0� 

�E�0�@�0�:�B�5�@�=�>� �4�;�O� �A�0�<�K�E� �0�:�B�8�2�=�K�E� �?�0�@� �:�>�=�5�G�=�K�E� �B�>�G�5�:� �2� �A�5�B�8�.� �'�B�>�1�K� �C�1�5�4�8�B�L�­

�A�O� �2� �M�B�>�< �,� �>�B�:�@�>�9�B�5� �>�:�=�>� Conversations, �2�K�1�5�@�8�B�5� �2�:�;�0�4�:�C� 1Pv4 �8� �>�B�A�>�@�B�8�@�C�9�B�5� 

122 ���;�0�2�0� 5 
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���+�/������������� �������������,�U����� �I� �-����� ���!����� �!� �����!�"��������� WHOIS 

���@�8�A�2�0�8�2�0�=�8�5�<� �I� �-�0�;�@�5�A�>�2� �7�0�=�8�<�0�N�B�A�O� �@�0�7�=�K�5� �>�@�3�0�=�K� �2� �7�0�2�8�A�8�<�>�A�B�8� �>�B� �8�E� �3�5�>�­

�3�@�0�D�8�G�5�A�:�>�3�>� �<�5�A�B�>�?�>�;�>�6�5�=�8�O�.� ��� �G�0�A�B�=�>�A�B�8 �,� ARIN �>�B�2�5�G�0�5�B� �7�0� �?�@�8�A�2�0�8�2�0�=�8�5� �I� �-�0�;�@�5�­

�A�>�2� �2� �!�>�5�;�8�=�5�=�=�K�E� �(�B�0�B�0�E� �8� �A�>�A�5�;�=�8�E� �@�5�3�8�>�=�0�E �,� AfriNIC - �=�0� �B�5�@�@�8�B�>�@�8�8� ���D�@�8�:�8 �,� 

RIPE - �2� ���2�@�>�?�5 �,� �B�>�3�;�0� �:�0�:� APNIC - ���7�8�8� �8� �"�8�E�>�>�:�5�0�=�A�:�>�<� �@�5�3�8�>�=�5�.� ���0�:� �?�@�0�2�8�;�>�,� 

�2�K�O�2�;�5�=�8�5� �2�;�0�;�5�;�L�u�0� �:�>�=�:�@�5�B�=�>�3�>� �I� �-�0�;�@�5�A�0� �A�@�5�;�A�B�2�0�<�8� WHOIS �>�A�C�H�5�A�B�2�;�O�5�B�A�O� �=�0� 

�2�5�1�-�A�0�9�B�5� �@�5�3�8�A�B�@�0�B�>�@�0 �,� �>�B�2 �5 �G�0�N�H�5�3�>� �7�0� �M�B�>�B� �I� �-�0�;�@�5�A�.� � �0�7�C�<�5�5�B�A�O �,� �3�;�O�;�O� �=�0� �I� �-�0�;�@�5�A �,� 

�B�@�C�;�=�>� �2�K�O�A�=�8�B�L �,� �:�0�:�>�9� �@�5�3�8�>�=�0�;�L�=�K�9� �@�5�3�8�A�B�@�0�B�>�@� �>�B�2�5�G�0�5�B� �7�0� �=�5�3�> �.� �-�B�C� �=�5�;�5�3�:�C�N� 

�7 �0 �;�0�G�C� �1�5�@�C�B� �7�0� �A�5�1�O� �2�5�1 �- �A�0�9�B�K� �2�@�>�;�5� Robtex (http: //robtex.com/), �;�5�;�0�O� �7�0�?�@�>�A� �2� 

�A�>�>�B�2�5�B�A�B�2�C�N�H�8�9� �@�5�5�A�B�@� �8� �?�@�5�;�>�A�B�0�2�;�O�O� �?�>�;�C�G�5�=�=�K�5� �@�5�7�C�;�L�B�0�B�K�.� ���>� �;�0�6�5� �5�A�;�8� �2�K� 

�>�1�@�0�B�8�B�5�A�L� �:� �=�5�2�5�@�=�>�<�C� �@�5�3�8�A�B�@�0�B�>�@�C�,� �2�0�A� �2�A�5� �@�0�2�=�>� �?�5�@�5�=�0�?�@�0�2�O�B� �:� �2�5�@�=�>�<�C� �@�5�3�8�­

�A�B�@�0�B�>�@�C�.� 

�A�?�8�A�>�:� �?�>� �:�>�;�8�G�5�A�B�2�C� �1�0�9�B�>�2�.� ��� �8�B�>�3�5� �2�K� �4�>�;�6�=�K� �C�2�8�4�5�B�L�,� �G�B�>� �@�0�A�A�<�0�B�@�8�2�0�­

�5�<�K�5� �7�4�5�A�L� �4�2�5� �:�>�=�5�G�=�K�5� �B�>�G�:�8� �>�1�@�0�7�C�N�B� �4�8�0�;�>�3� �A� �=�0�8�1�>�;�L�H�8�<� �:�>�;�8�G�5�A�B�2�>� 

�?�5�@�5�4�0�=�=�K�E� �1�0�9�B�>�2�.� �!�0�<� �E�0�@�0�:�B�5�@� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �?�@�5�4�?�>�;�0�3�0�5�B� �:�@�C�?�=�C�N� 

�7�0�3�@�C�7�:�C�,� �?�>�A�:�>�;�L�:�C� �:�>�;�8�G�5�A�B�2�>� �1�0�9�B�>�2�,� �?�5�@�5�4�0�2�0�5�<�K�E� �8�7� �:�>�=�5�G�=�>�9� �B�>�G�:�8� �A� 

�2�=�5�H�=�8�<� �0�4�@�5�A�>�<� ��� (74.125.103.163), �>�:�0�7�K�2�0�5�B�A�O� �=�0�<�=�>�3�>� �1�>�;�L�H�5�,� �G�5�<� �:�>�­

�;�8�G�5�A�B�2�>� �1�0�9�B�>�2�,� �?�5�@�5�4�0�2�0�5�<�K�E� �8�7� �:�>�=�5�G�=�>�9� �B�>�G�:�8� �A� �2�=�C�B�@�5�=�=�8�<� �0�4�@�5�A�>�<� ��� 

(172 .16 .16 .128), �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 5.6. 

1/1. �W�i�r�1�h�a�r�k� · Conv•rsat1ons · lotsofweb �>� �E� 

Ethomet · 13 !Pv4 . 103 �l�l�'�l�l�1� • 4 �"�!� � • Z79 �1�.�.� � • 93 
v 

AddressA Addross ��� Pockots Bytos PockotsA - ��� BytosA-B Pockots ��� - ��� ���y�t�o�s� ��� - ��� R•I St•rt Duration " 

74.125.103.163 �(�.�1�6�.�1�6 �. �1�2�8� 3,927 4232k 2882 4173 k 1045 58 k 39.247091000 54.307799 

66.35.45.201 172.16.16.136 1,106 ������� 596 702k 510 104 k 10.306330000 �8�3���2�1�1�6� 

74.125.103.147 172.16.16.128 �N�7� �6�3���k� 435 620k 173 12 k 9.966132000 7.539890 

74.125.166.28 �( �. �1�6 �. �1�6�.�1�2�8� 553 532k 382 519k 171 13 k 3.242850000 38.430937 

64.208.21.43 172.16.16.128 551 357 k 309 280 k 242 �?� k 6.085472000 72.329769 

65.173.218.96 172.16.16.136 473 331 k 263 305k 210 25k 59.432328000 27290208 

74.125.95.149 172.16.16.128 415 ���2���k� 271 289 k 144 33 k 3.243592000 80.884280 

4.23.40.126 172.16.16.197 451 318 k 234 291 k 217 26 k 73.085870000 13.245934 

172.16.16.128 209.85.225.165 274 288 k 71 8345 203 280 k 4.385288000 48.369102 

172.16.16.128 205.203.140.65 363 2.51k 128 72k 235 179 k 1.709231000 76.713264 

172.16.16.197 204.160.126. 126 449 185k 243 66k 206 118 k 16.497808000 69.835435 

172.16.16.128 204.160.104. 126 327 149 k 161 64 k 166 85k 3.317446000 11.191162 

72.32.92.4 172.16.16.136 387 130k 190 97k 197 32 k 14.245523000 36.732188 " 

< 

�0�N�n�e�r�.�,�.�.�.�,�,�o�n� �>� Lmt to dsploy fl tl!r �~�o�n�v �.�,�.�s�a�,�o�n� TYIJ'!s 

� �8�A�.� 5.6. ���=�D�>�@�<�0�F�8�O� �2� �>�:�=�5� Conversations �?�>�4�B�2�5�@�6�4�0�5�B�,� �G�B�>� �4�2�0� �=�0�8�1�>�;�5�5� 

�0�:�B�8�2�=�K�E� �A�5�B�5�2�K�E� �C�7�;�0� �>�1�<�5�=�8�2�0�N�B�A�O� �4�0�=�=�K�<�8� �4�@�C�3� �A� �4�@�C�3�>�<� 
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�-�B�>�B� �A�5�B�5�2�>�9� �4�8�0�;�>�3� �<�>�6�=�>� �8�A�A�;�5�4�>�2�0�B�L� �>�B�4�5�;�L�=�>�,� �?�@�8�<�5�=�8�2� �A�;�5�4�C�N�I�8�9� 

�D�8�;�L�B�@� �>�B�>�1�@�0�6�5�=�8�O�:� 

ip.addr == 74.125.103.163 && ip.addr == 172.16.16.128 

���@�>�:�@�C�B�8�2� �A�?�8�A�>�:� �?�0�:�5�B�>�2�,� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L� �=�5�A�:�>�;�L�:�>� ���N�S�-�7�0�?�@�>�A�>�2� 

�:� �4�>�<�5�=�C� youtube. �A�>�B� �2� �A�B�>�;�1�F�5� Info �=�0� �?�0�=�5�;�8� Packet List. �-�B�>� �2�?�>�;�=�5� �A�>�3�;�0�­

�A�C�5�B�A�O� �A� �?�@�5�4�A�B�0�2�;�5�=�=�K�<�8� �@�0�=�5�5� �2�K�2�>�4�0�<�8� �>� �B�>�<�,� �G�B�>� �2�;�0�4�5�;�L�F�5�<� �I� �-�0�4�@�5�A�0� 

74 .125 .103 .163 �O�2�;�O�5�B�A�O� �:�>�<�?�0�=�8�O� Google, �?�>�A�:�>�;�L�:�C� �5�9� �?�@�8�=�0�4�;�5�6�8�B� �:�>�<�?�0�­

�=�8�O� YouTube. ��� �B�>�<�,� �:�0�:� �?�>�;�L�7�>�2�0�B�L�A�O� �>�:�=�0�<�8� Endpoints �8� Conversations �2� �:�>�=�:�@�5�B�­

�=�K�E� �A�F�5�=�0�@�8�O�E� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�,� �@�5�G�L� �?�>�9�4�5�B� �2� �>�A�B�0�;�L�=�K�E� �3�;�0�2�0�E� �M�B�>�9� �:�=�8�3�8�.� 

�!�B�0�B�8�A�B�8�G�5�A�:�8�5� �4�0�=�=�K�5� �?�>� �8�5�@�0�@�E�8�8� 

�A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� 

�l�o�t�s�o�f�w�e�,�.�p�c�a�p�n�q� 

���>�3�4�0� �?�@�8�E�>�4�8�B�A�O� �8�<�5�B�L� �4�5�;�>� �A� �=�5�7�=�0�:�>�<�K�<�8� �D�0�9�;�0�<�8� 

�?�5�@�5�E�2�0�B�0�,� �8�=�>�3�4�0� �B�@�5�1�C�5�B�A�O� �2�K�O�A�=�8�B�L� �@�0�A�?�@�5�4�5�;�5�=�8�5� �A�5�­

�B�5�2�>�3�>� �B�@�0�D�8�:�0� �?�>� �>�B�4�5�;�L�=�K�<� �?�@�>�B�>�:�>�;�0�<�,� �B�.�5�.� �B�C� �4�>�;�N� �2� 

�?�@�>�F�5�=�B�0�E�,� �:�>�B�>�@�0�O� �?�@�8�E�>�4�8�B�A�O� �=�0� �?�@�>�B�>�:�>�;� �"�!� �,� IP, DHCP �8� �B�.�4�.� �2� �?�5�@�5�E�2�0�­

�G�5�=�=�>�<� �B�@�0�D�8�:�5�.� ���<�5�A�B�>� �B�>�3�>� �G�B�>�1�K� �?�>�4�A�G�8�B�K�2�0�B�L� �?�0�:�5�B�K� �8� �?�>�4�K�B�>�6�8�2�0�B�L� 

�@�5�7�C�;�L�B�0�B�K� �2�@�C�G�=�C�N�,� �M�B�8� �A�2�5�4�5�=�8�O� �<�>�6�=�>� �?�>�;�C�G�8�B�L� �0�2�B�>�<�0�B�8�G�5�A�:�8� �2� Wiresl1ark, 
�>�B�:�@�K�2� �>�:�=�>� Protocol Hierarchy Statistics �(�!�B�0�B�8�A�B�8�G�5�A�:�8�5� �4�0�=�=�K�5� �?�>� �8�5�@�0�@�E�8�8� 

�?�@�>�B�>�:�>�;�>�2�)�.� 

�"�0�:�,� �5�A�;�8� �D�0�9�;� �?�5�@�5�E�2�0�B�0� lotsofweb. pcapng �2�A�5� �5�I�5� �>�B�:�@�K�B�,� �0� �;�N�1�K�5� �?�@�8�­

�<�5�=�O�2�H�8�5�A�O� �@�0�=�5�5� �D�8�;�L�B�@�K� �C�4�0�;�5�=�K�,� �>�B�:�@�>�9�B�5� �>�:�=�>� Protocol Hierarchy Statistics 

�(�@�8�A�.� 5. 7), �2�K�1�@�0�2� �:�>�<�0�=�4�C� �S�t�a�t�i�s�t�i�c�s�~�P�r�o�t�o�c�o�l� Hierarchy �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N�.� 

��� �>�:�=�5� Protocol Hierarchy Statistics �?�@�5�4�>�A�B�0�2�;�O�5�B�A�O� �<�>�<�5�=�B�0�;�L�=�K�9� �A�=�8�<�>�:� �B�>�3�>� 

�2�8�4�0� �4�5�O�B�5�;�L�=�>�A�B�8�,� �:�>�B�>�@�K�9� �?�@�>�8�A�E�>�4�8�B� �2� �A�5�B�8�.� ���0�:� �A�;�5�4�C�5�B� �8�7� �@�8�A�.� 5. 7, �4�>�;�O� 

100% �?�@�8�E�>�4�8�B�A�O� �=�0� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� Etliernet, 99,7% - �=�0�B�@�0�­

�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� 1Pv4, 98% - �=�0� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �8� 13,5% - �=�0�B�@�0�­

�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� �,� �A� �?�>�<�>�I�L�N� �:�>�B�>�@�>�3�>� �?�@�>�A�<�0�B�@�8�2�0�N�B�A�O� �2�5�1�-�A�B�@�0�=�8�­

�F�K� �2� ���=�B�5�@�=�5�B�5�.� �-�B�8� �A�2�5�4�5�=�8�O� �A�;�C�6�0�B� �>�B�;�8�G�=�K�<� �?�>�4�A�?�>�@�L�5�<� �4�;�O� �>�F�5�=�8�2�0�=�8�O� 

�7�0�3�@�C�7�:�8� �A�5�B�8�,� �>�A�>�1�5�=�=�>� �5�A�;�8� �8�<�5�5�B�A�O� �O�A�=�>�5� �?�@�5�4�A�B�0�2�;�5�=�8�5� �>� �B�>�<�,� �:�0�:� �>�1�K�G�=�>� 

�2�K�3�;�O�4�8�B� �B�@�0�D�8�:� �2� �4�0�=�=�>�9� �A�5�B�8�.� �"�0�:�,� �5�A�;�8� �7�0�@�0�=�5�5� �8�7�2�5�A�B�=�>�,� �G�B�>� 10% �A�5�B�5�2�>�3�>� 

�B�@�0�D�8�:�0� �>�1�K�G�=�>� �?�@�8�E�>�4�8�B�A�O� �=�0� �?�@�>�B�>�:�>�;� ARP, �B�>� �8�7� �=�5�4�0�2�=�5�3�>� �?�5�@�5�E�2�0�B�0� �A�;�5�­

�4�C�5�B�,� �G�B�>� �M�B�0� �4�>�;�O� �A�>�A�B�0�2�;�O�5�B� 50%, �M�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �2� �A�5�B�8� �G�B�>�-�B�>� �<�>�6�5�B� �1�K�B�L� 

�=�5�;�0�4�=�>�.� ���=�>�3�4�0� �A�0�<�>� �=�0�;�8�G�8�5� �?�0�:�5�B�>�2� �=�5�:�>�B�>�@�>�3�>� �?�@�>�B�>�:�>�;�0� �2� �A�5�B�5�2�>�<� �B�@�0�­

�D�8�:�5� �<�>�6�5�B� �?�@�5�4�A�B�0�2�;�O�B�L� �8�=�B�5�@�5�A�.� �"�0�:�,� �5�A�;�8� �2� �A�5�B�8� �>�B�A�C�B�A�B�2�C�N�B� �C�A�B�@�>�9�A�B�2�0�,� 

�=�0�A�B�@�>�5�=�=�K�5� �=�0� �?�@�8�<�5�=�5�=�8�5� �?�@�>�B�>�:�>�;�0� STP �(�S�p�a�n�n�i�?�g� Tree Protocol - �?�@�>�B�>�­

�:�>�;� �A�2�O�7�C�N�I�5�3�>� �4�5�@�5�2�0�)�,� �B�>� �5�3�>� �?�>�O�2�;�5�=�8�5� �2� �8�5�@�0�@�E�8�8� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2� �<�>�­

�6�5�B� �>�7�=�0�G�0�B�L�,� �G�B�>� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�5� �C�A�B�@�>�9�A�B�2�0� �=�0�A�B�@�>�5�=�K� �=�5�2�5�@�=�>�.� 

124 ���;�0�2�0� 5 

Tlgm: @it_boooks



• �W�i�r�~�a�n�:� · Protocol H1er1rchy Stahsttcs · �l�o�t�s�o�~�b� �>� �E� 

' Protoc°' �P�e�r�c�c�n�t�P�:�k�m� �P�:�k�c�t�s� Percent ���C�t�~� ���y�t�e�s� Brt:s/s End P1ckds End Bytes End 81U/s 

.., fr"me 100.0 12899 100.0 9931436 847k �>� �>� 

v Ethernd 100.0 12899 �1�0�0�.��� 9931436 847k �>� 

v !ntemet Protocol Version 6 0.2 32 0.1 5020 �4�2��� 

" User D1t1gr1m Protocol 02 32 0.1 5020 426 
l1nk·local �M�u�f�t�t�C�<�t� Name Rf:Solut1on 02 28 �>�.�>� 2408 lO'i 28 2408 lO'i 

�D�H�C�P�v�1� �>�.�>� �>�.�>� 308 �2�1� 308 26 

�>� ... �> �. �>� �>�.�>� 2.304 196 2.304 196 

v lnte-nd Protocol Version 4 99.7 12861 99.9 9926164 847 k 

v �U�S�1� Dlt.!i9r1m Protocol 1.7 214 0.3 28932 2466 
Simple Ndwork Man1gemcnt Protocol �> �. �>� 4 �>�.�>� 476 40 476 40 

�S�f�:�r�v�:�c� loc1t1on Protocol �>�.�>� 1 �>�.�>� 86 86 
!��t�B�I�O�S� !��m�c� Sf::rvicc 0.3 43 �>�.�>� 39S6 3>7 43 39S6 337 

Muttic1st Dom1in !��m�c� Systcm �> �. �>� �>�.�>� �1�1����� 68 �1�1����� 68 

l1nk-loc1t �M�u�t�L�c�1�s�t� N11mc R6olut1on 02 28 �>�.�>� 1848 117 28 1848 �H� 

���C�@���5�E�t� Tr1nsfcr Protocol 0.2 21 0.1 9391 801 21 9391 801 

Dom.11n Ni!mt: Systt:m �> �. �2� 101 0.1 11687 997 10\ 11687 997 

Bootstr•p Protoc°' �>�.�>� 2 �>�.�>� 684 18 2 684 18 
v Tr1rumission Control Protocol 98.0 12641 99.7 9897140 844 k 10901 8908786 760k 

Stcure Socket.s l1yer �> �. �>� �>�.�>� 103 103 
Malformt:d P1ckd �> �. �>� �>�.�>� 4380 373 4380 373 

v ���C�@�N�m� Trinsft:r Protocol �� �. �\� 1736 9.9 983871 83 k 1364 �7�2�3�4�!�2� �1�1� k 

v �P�o�r�t�1�+�t�:� �N!��v�o�r�k� Gr.!iphics 0.1 17 0.1 10816 922 16 10469 893 
M11formed �P�:�k�g� �>�.�>� 1 �>�.�>� 347 29 1 347 29 

Med1<1 �"�C�@�5�.� 02 28 0.2 �1�9�2���4� 1641 28 19284 1641 
M1tformed P1ckd �> �. �>� �>�.�>� 314 26 314 26 

l1nt-b.!lsIO tm d.rta 1.1 141 1.0 103728 8811 141 103728 8811 

JPEG File lnterch.1ngc Form•t 0.6 72 �� �. �1� 62036 1293 72 62036 1293 

Jav1Script Objt:d: NotltIOn �> �. �>� 3 �>�.�>� 2843 242 2843 242 

�t�X�t�e�n�s�1�+�c� ���.�.�r�t�c�u�p� l.!ingu.!lgc 0.1 11 0.1 1946 507 11 1946 507 

Compuse:rveGIF 0.7 91 0.6 11502 4736 91 11502 4736 

lntrrnet Group Managemmt Protocol �> �.�>� �>�.�>� 92 7 92 7 

Addr6s Resolution Protocol �>�.�>� �>�.�>� 212 21 212 21 

.... -.-
�~� �!�>�@�C� . ���D� 1 

� �8�A�.� 5.7. ��� �>�:�=�5� Protocol Hierarchy Statistics �?�>�:�0�7�K�2�0�5�B�A�O� �@�0�A�?�@�5�4�5�;�5�=�8�5� �A�5�B�5�2�>�3�>� �B�@�0�­

�D�8�:�0� �?�>� �>�B�4�5�;�L�=�K�<� �?�@�>�B�>�:�>�;�0�<� 

�!�>� �2�@�5�<�5 �=�5�<� �2�K� �>�1�=�0�@�C�6�8�B�5�,� �G�B�>� �>�:�=�>�<� Protocol Hierarchy Statistics �<�>�6�=�>� 

�?�>�;�L�7�>�2�0�B�L�A�O� �4�;�O� �?�@�>�D�8�;�8�@�>�2�0�=�8�O� �?�>�;�L�7�>�2�0�B�5�;�5�9� �8� �C�A�B�@�>�9�A�B�2� �2� �A�5�B�8�,� �?�@�>�A�B�>� 

�3�;�O�4�O� �=�0� �@�0�A�?�@�5�4�5�;�5�=�8�5� �?�@�8�<�5�=�O�5�<�K�E� �?�@�>�B�>�:�>�;�>�2�.� ���0�?�@�8�<�5�@�,� �1�>�;�L�H�>�9� �>�1�J�­

�5�<� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� � �<�>�6�5�B� �A�2�8�4�5�B�5�;�L�A�B�2�>�2�0�B�L� �>�1� �8�=�B�5�=�­

�A�8�2�=�>�<� �?�@�>�A�<�>�B�@�5� �2�5�1�-�A�B�@�0�=�8�F� �2� ���=�B�5�@�=�5�B�5�.� ���@�>�<�5� �B�>�3�>�,� �2�K� �A�<�>�6�5�B�5� �2�K�O�2�­

�;�O�B�L� �>�B�4�5�;�L�=�K�5� �C�A�B�@�>�9�A�B�2�0� �2� �A�5�B�8�,� �?�@�>�A�B�>� �3�;�O�4�O� �=�0� �B�@�0�D�8�:� �8�7� �A�5�B�5�2�>�3�>� �A�5�3�<�5�=�­

�B�0�,� �?�@�8�=�0�4�;�5�6�0�I�5�3�>� �:�>�=�:�@�5�B�=�>�<�C� �?�>�4�@�0�7�4�5�;�5�=�8�N� �>�@�3�0�=�8�7�0�F�8�8�.� ���0�?�@�8�<�5�@�,� 

�2� �>�B�4�5�;�5� �8�=�D�>�@�<�0�F�8�>�=�=�K�E� �B�5�E�=�>�;�>�3�8�9� �<�>�3�C�B� �?�@�8�<�5�=�O�B�L�A�O� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� 

�0�4�<�8�=�8�A�B�@�0�B�8�2�=�K�5� �?�@�>�B�>�:�>�;�K� �2�@�>�4�5� ICMP �8�;�8� SNMP, �2� �>�B�4�5�;�5� �>�1�A�;�C�6�8�2�0�­

�=�8�O� �7�0�:�0�7�G�8�:�>�2� - �=�0�1�;�N�4�0�B�L�A�O� �1�>�;�L�H�>�9� �>�1�J�5�<� �?�>�G�B�>�2�>�3�>� �B�@�0�D�8�:�0� �?�>� �?�@�>�B�>�­

�:�>�;�C� SMTP, �0� �2�@�5�4�=�K�9� �<�>�;�>�4�>�9� �A�?�5�F�8�0�;�8�A�B� �<�>�6�5�B� �=�5�7�0�<�5�B�=�>� �=�0�2�>�4�=�8�B�L� �A�5�B�L� 

�B�@�0�D�8�:�>�< �,� �B�8�E�>� �=�0�A�;�0�6�4�0�O�A�L� �2� �A�2�>�5�<� �C�3�>�;�:�5� �<�=�>�3�>�?�>�;�L�7�>�2�0�B�5�;�L�A�:�>�9� �@�>�;�5�2�>�9� 

�8�3�@�>�9� World �>�/� Warcraft! 
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���@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� 
���0�=�=�K�5� �?�5�@�5�4�0�N�B�A�O� �?�>� �A�5�B�8� �<�5�6�4�C� �:�>�=�5�G�=�K�<�8� �B�>�G�:�0�<�8� �A� �?�>�<�>�I�L�N� �@�0�7�­

�;�8�G�=�K�E� �1�C�:�2�5�=�=�>�-�F�8�D�@�>�2�K�E� �A�8�A�B�5�<� �0�4�@�5�A�0�F�8�8�,� �:�>�B�>�@�K�5� �7�0�G�0�A�B�C�N� �>�:�0�­

�7�K�2�0�N�B�A�O� �A�;�8�H�:�>�<� �4�;�8�=�=�K�<�8� �8� �A�;�>�6�=�K�<�8� �4�;�O� �7�0�?�>�<�8�=�0�=�8�O �,� �=�0�?�@�8�<�5�@�,� 

�����!�-�0�4�@�5�A� 00: �1�6�:�A�5�:� �6�5�:� �8�,�:�2�4�,� �0�4�@�5�A� 1Pv4 192 .168. 47 .122 �8�;�8� �0�4�@�5�A� �I�P�v�1� 

�2�0�0�1�:�A�\�,�8�:�0�0�,�:�1�2�f�0�:� :1. �'�B�>�1�K� �>�1�;�5�3�G�8�B�L� �7�0�?�>�<�8�=�0�=�8�5� �M�B�8�E� �0�4�@�5�A�>�2� �8�<� �=�0�­

�7�=�0�G�0�N�B� �C�4�>�1�=�K�5� �8� �7�0�?�>�<�8�=�0�N�I�8�5�A�O� �8�<�5�=�0�,� �0� �?�@�>�F�5�A�A� �=�0�E�>�6�4�5�=�8�O� �0�4�@�5�A�0� �?�>� 

�8�<�5�=�8� �=�0�7�K�2�0�5�B�A�O� �?�@�5�>�1�@�0�:�7�>�2�0�=�8�5�<� �8�<�5�=� �(�?�0�B�5� resolution). ���0�?�@�8�<�5�@ �,� �7�0�?�>�<�=�8�B�L� 

�0�4�@�5�A� google. �A�>�B� �=�0�<�=�>�3�>� �;�5�3�G�5�,� �G�5�<� �0�4�@�5�A� 216. 58. 217. 238. ���;�0�3�>�4�0�@�O� �A�2�O�7�K�­

�2�0�=�8�N� �C�4�>�1�>�G�8�B�0�5�<�K�E� �8�<�5�=� �A� �=�5�C�4�>�1�>�G�8�B�0�5�<�K�<�8� �0�4�@�5�A�0�<�8� �>�1�;�5�3�G�0�5�B�A�O� �8�E� �7�0�­

�?�>�<�8�=�0�=�8�5� �8� �@�0�A�?�>�7�=�0�2�0�=�8�5�.� 

���:�B�8�2�8�7�0�F�8�O� �?�@�>�F�5�A�A�0� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=� 

���@�8� �>�B�>�1�@�0�6�5�=�8�8� �4�0�=�=�K�E� �8�7� �?�0�:�5�B�>�2� �2� Wireshark �<�>�6�=�>� �?�>�;�L�7�>�2�0�B�L�A�O� �?�@�5�­

�>�1�@�0�7�>�2�0�=�8�5�<� �8�<�5�=�,� �G�B�>�1�K� �C�?�@�>�A�B�8�B�L� �8�E� �0�=�0�;�8�7�.� �'�B�>�1�K� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �2� 

Wireshark �?�@�5�>�1�@�0�7�>�2�0�=�8�5�<� �8�<�5�= �,� �2�K�1�5�@�8�B�5� �:�>�<�0�=�4�C� Edit9Preferences9Name Res­
olution �(���@�0�2�:�0�9���;�>�1�0�;�L�=�K�5� �?�0�@�0�<�5�B�@�K�9���@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=�)� �8�7� �3�;�0�2�=�>�3�>� 

�<�5�=�N�.� ��� �8�B�>�3�5� �>�B�:�@�>�5�B�A�O� �>�:�=�>� �(�@�8�A�.� 5.8), �2� �:�>�B�>�@�>�<� �4�>�A�B�C�?�=�K� �>�A�=�>�2�=�K�5�,� �>�?�8�A�K�­

�2�0�5�<�K�5� �=�8�6�5� �?�0�@�0�<�5�B�@�K� �=�0�A�B�@�>�9�:�8� �?�@�>�F�5�A�A�0� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=� �2� Wireshark . 

• Wireshark · Preferenc:es 

v Appearance 
L•yout 
Columns 
Font and Colors 

Capture 
Fitter Expre:ssions 
Name Resolution 

> Protocols 
> Stati<.litics 

Advanced 

���0�m �5� Resolutlon 

0 Resolve �����!� oddresses 

0 Resoive tronsport nomes 

��� Resoive nei-k (IPJ addresses 

0 Use C"Phrod ONS �@�;�.�A�5�t� dat.. fi>r address r..Wtion 

0 Use ""•""""" netwont name resolver 

0 Enoble �C�D�n�Q�J�f�"�e�n�t� ONS �?�0�B�5� redJtion 

�~�.�l�l�U�n� �c�o�n�a�s�r�1�1�t �r �e�q�u�6�t�s� �j�~�s�o�o�- �- �-�-�-�-�-�~� 

��� Or/y u<e the proftle """'ts" ftle 

�0�E�<�b�l�<�!�O�!�D�r�e�s�o�t�J�t�N�n� 

��� SUppress �S���I� errors 

�S���I� �(���!��� ond � �!���)� paths Edit J 
�S���I� �(�!�<�!��� ond � �I���)� modules Edt ... "] 

Geo!P �d�a�t�.�.�,�a�"� directx>rlts ( Edt .. 

�E� 

� �8�A�.� 5.8. ���:�B�8�2�8�7�0�F�8�O� �?�@�>�F�5�A�A�0� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=� �2� �>�:�=�5� Preferences. 

�!�@�5�4�8� �?�5�@�2�K�E� �B�@�5�E� �D�;�0�6�:�>�2 �,� �>�B�=�>�A�O�I�8�E�A�O� �:� �B�8�?�0�<� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� 

�8�<�5�=�,� �M�4�5�A�L� �2�K�1�@�0�=� �B�>�;�L�:�>� �D�;�0�6�>�:� Resolve �����!� addresses 
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• Resolve �����!� addresses �(���@�5�>�1�@�0�7�>�2�0�B�L� �����!�-�0�4�@�5�A�0�)�.� ��� �M�B�>�<� �@�5�6�8�<�5� 

�?�@�8�<�5�=�O�5�B�A�O� �?�@�>�B�>�:�>�;� ARP, �G�B�>�1�K� �?�>�?�K�B�0�B�L�A�O� �?�@�5�>�1�@�0�7�>�2�0�B�L� �����!�-�0�­

�4�@�5�A�0� �2�B�>�@�>�3�>� �C�@�>�2�=�O� �(�=�0�?�@�8�<�5�@�,� �B�0�:�8�5� �:�0�:� 00: 09: Sb: 01: 02: �����)� �2� �0�4�@�5�A�0� 

�B�@�5�B�L�5�3�>� �C�@�>�2�=�O� �(�=�0�?�@�8�<�5�@�,� 10 .100 .12 .1). ���A�;�8� �?�>�4�>�1�=�K�5� �?�>�?�K�B�:�8� �?�>�­

�B�5�@�?�O�B� �=�5�C�4�0�G�C�,� Wireshark �2�K�1�5�@�5�B� �8�7� �A�2�>�5�3�>� �:�0�B�0�;�>�3�0� �D�0�9�;� ethers, �G�B�>�­

�1�K� �?�@�5�4�?�@�8�=�O�B�L� �=�>�2�C�N� �?�>�?�K�B�:�C� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �0�4�@�5�A�>�2�.� ��� �2� �:�0�G�5�A�B�2�5� 

�?�>�A�;�5�4�=�5�3�>� �A�@�5�4�A�B�2�0� Wireshark �?�@�8�1�5�3�=�5�B� �:� �?�@�5�>�1�@�0�7�>�2�0�=�8�N� �?�5�@�2�K�E� 

�B�@�5�E� �1�0�9�B�>�2� �����!�-�0�4�@�5�A�0� �2� �8�<�O� �C�A�B�@�>�9�A�B�2�0�,� �>�1�>�7�=�0�G�0�5�<�>�5� �?�@�>�8�7�2�>�4�8�B�5�­

�;�5�<� �?�>� �A�B�0�=�4�0�@�B�C� IEEE �(�=�0�?�@�8�<�5�@�,� Netgear_Ol: 02: 03). 

• Resolve transport names �(���@�5�>�1�@�0�7�>�2�0�B�L� �B�@�0�=�A�?�>�@�B�=�K�5� �8�<�5�=�0�)�.� ��� �M�B�>�<� 

�@�5�6�8�<�5� �?�@�5�4�?�@�8�=�8�<�0�5�B�A�O� �?�>�?�K�B�:�0� �?�@�5�>�1�@�0�7�>�2�0�B�L� �=�>�<�5�@� �?�>�@�B�0� �2� �A�2�O�­

�7�0�=�=�>�5� �A� �=�8�<� �8�<�O� �?�@�>�B�>�:�>�;�0� - �=�0�?�@�8�<�5�@�,� �>�B�>�1�@�0�7�8�B�L� �?�>�@�B� 80 �:�0�:� http. 
�-�B�>� �C�4�>�1�=�>�,� �:�>�3�4�0� �2� �E�>�4�5� �0�=�0�;�8�7�0� �2�A�B�@�5�G�0�5�B�A�O� �=�5�8�7�2�5�A�B�=�K�9� �?�>�@�B� �8� �=�5�?�>�­

�=�O�B�=�>�,� �A� �:�0�:�>�9� �A�;�C�6�1�>�9� �>�=� �>�1�K�G�=�>� �A�2�O�7�0�=�.� 

• Resolve network (IP) addresses �(���@�5�>�1�@�0�7�>�2�0�B�L� �A�5�B�5�2�K�5� (IP) �0�4�@�5�A�0�)�.� 

��� �M�B�>�<� �@�5�6�8�<�5� �?�@�5�4�?�@�8�=�8�<�0�5�B�A�O� �?�>�?�K�B�:�0� �?�@�5�>�1�@�0�7�>�2�0�B�L� �0�4�@�5�A� �B�@�5�B�L�­

�5�3�>� �C�@�>�2�=�O� �(�=�0�?�@�8�<�5�@�,� 192 .168 .1. 50) �2� �C�4�>�1�>�G�8�B�0�5�<�>�5� �8�<�O� DNS �2�@�>�4�5� 

MarketingPCl.domain.com. �-�B�>� �C�4�>�1�=�>� �4�;�O� �2�K�O�A�=�5�=�8�O� �=�0�7�=�0�G�5�=�8�O� �8�;�8� 

�2�;�0�4�5�;�L�F�0� �A�8�A�B�5�<�K�,� �?�@�8� �C�A�;�>�2�8�8�,� �G�B�>� �C� �=�5�5� �8�<�5�5�B�A�O� �>�?�8�A�0�B�5�;�L�=�>�5� �8�<�O�.� 

��� �@�0�7�4�5�;�5� Name Resolution �>�:�=�0� Preferences, �?�@�8�2�5�4�5�=�=�>�3�>� �=�0� �@�8�A�.� 5.8, �8�<�5�N�B�­

�A�O� �8� �4�@�C�3�8�5� �3�;�>�1�0�;�L�=�K�5�,� �>�?�8�A�K�2�0�5�<�K�5� �=�8�6�5� �?�0�@�0�<�5�B�@�K� �=�0�A�B�@�>�9�:�8� �?�@�5�>�1�@�0�7�>�­

�2�0�=�8�O� �8�<�5�=�.� 

• Use captured DNS packet data for address resolution �(���A�?�>�;�L�7�>�2�0�B�L� �4�0�=�=�K�5� 

�8�7� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2� DNS �4�;�.�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�.�O� �0�4�@�5�A�>�2�)�.� 

��� �M�B�>�<� �@�5�6�8�<�5� �?�@�>�8�7�2�>�4�8�B�A�O� �A�8�=�B�0�:�A�8�G�5�A�:�8�9� �0�=�0�;�8�7� �4�0�=�=�K�E� �8�7� �?�5�@�5�­

�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2� DNS �4�;�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �I� �-�0�4�@�5�A�>�2� �2� �8�<�5�=�0� DNS. 

• Use an external network name resolver �(���A�?�>�;�L�7�>�2�0�B�L� �2�=�5�H�=�8�9� �?�@�5�>�1�@�0�­

�7�>�2�0�B�5�;�L� �A�5�B�5�2�K�E� �8�<�5�=�)�.� ��� �M�B�>�<� �@�5�6�8�<�5� �4�>�?�C�A�:�0�5�B�A�O� �D�>�@�<�8�@�>�2�0�B�L� �7�0�­

�?�@�>�A�K� �:� �D�N�S�-�c�e�p�2�e�p�y� �B�>�9� �<�0�H�8�=�>�9�,� �3�4�5� �2�K�?�>�;�=�O�5�B�A�O� �0�=�0�;�8�7� �?�0�:�5�B�>�2�,� �4�;�O� 

�?�@�5�>�1�@�0�7�>�2�0�=�8�O� �I� �-�0�4�@�5�A�>�2� �2� �8�<�5�=�0� DNS. �-�B�>� �C�4�>�1�=�>� �2� �B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� 

�B�@�5�1�C�5�B�A�O� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �A�;�C�6�1�>�9� DNS �4�;�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=�,� �=�>� 

�0�=�0�;�8�7�8�@�C�5�<�K�9� �?�5�@�5�E�2�0�G�5�=�=�K�9� �B�@�0�D�8�:� �=�5� �A�>�4�5�@�6�8�B� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�5� 

�?�0�:�5�B�K� DNS. 

• Maximum concurrent requests �(���0�:�A�8�<�C�<� �?�0�@�0�;�;�5�;�L�=�K�E� �7�0�?�@�>�A�>�2�)�.� 

��� �M�B�>�<� �@�5�6�8�<�5� �C�A�B�0�=�0�2�;�8�2�0�5�B�A�O� �>�3�@�0�=�8�G�5�=�8�5� �=�0� �:�>�;�8�G�5�A�B�2�>� �?�0�@�0�;�;�5�;�L�­

�=�K�E� �D�N�S�-�7�0�?�@�>�A�>�2�,� �>�4�=�>�2�@�5�<�5�=�=�>� �>�6�8�4�0�N�I�8�E� �>�1�@�0�1�>�B�:�8�.� �-�B�>�B� �@�5�6�8�<� 

�7�0�4�0�5�B�A�O� �2� �B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� �2� �?�5�@�5�E�2�0�G�5�=�=�>�<� �B�@�0�D�8�:�5� �D�>�@�<�8�@�C�5�B�A�O� 

�A�;�8�H�:�>�<� �<�=�>�3�>� �D�N�S�-�7�0�?�@�>�A�>�2�,� �G�B�>� �<�>�6�5�B� �>�B�@�8�F�0�B�5�;�L�=�>� �A�:�0�7�0�B�L�A�O� �=�0� 

�?�@�>�?�C�A�:�=�>�9� �A�?�>�A�>�1�=�>�A�B�8� �A�5�B�8� �8�;�8� �?�@�>�8�7�2�>�4�8�B�5�;�L�=�>�A�B�8� �D�N�S�-�C�e�p�2�e�p�a�.� 
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• Only use the profile "hosts" file �(���A�?�>�;�L�7�>�2�0�B�L� �B�>�;�L�:�>� �?�@�>�D�8�;�L�=�K�5� 

�D�0�9�;�K� �A�5�B�5�2�K�E� �C�7�;�>�2� bosts). ��� �M�B�>�<� �@�5�6�8�<�5� �@�0�1�>�B�0� �A�8�A�B�5�<�K� DNS 
�>�3�@�0�=�8�G�8�2�0�5�B�A�O� �B�>�;�L�:�>� �D�0�9�;�>�<� hosts, �A�2�O�7�0�=�=�K�<� �A� �0�:�B�8�2�=�K�<� �?�@�>�D�8�;�5�<� 

Wireshark. ��� �B�>�<�,� �:�0�:� �?�>�;�L�7�>�2�0�B�L�A�O� �M�B�8�<� �D�0�9�;�>�<�,� �@�5�G�L� �?�>�9�4�5�B� �2� �A�;�5�4�C�N�­

�I�5�<� �@�0�7�4�5�;�5�.� 

���7�<�5�=�5�=�8�O�,� �2�=�>�A�8�<�K�5� �2� �>�:�=�5� Preferences, �A�>�E�@�0�=�O�N�B�A�O� �?�>�A�;�5� �7�0�:�@�K�B�8�O� �8� 

�?�>�2�B�>�@�=�>�3�>� �>�B�:�@�K�B�8�O� Wireshark. �'�B�>�1�K� �>�?�5�@�0�B�8�2�=�>� �2�=�>�A�8�B�L� �8�7�<�5�=�5�=�8�O� �2� 

�?�@�>�F�5�A�A� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=�,� �=�5� �A�>�E�@�0�=�O�O� �8�E�,� �=�0�A�B�@�0�8�2�0�9�B�5� �?�0�@�0�<�5�B�@�K� �?�@�5�­

�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=�,� �2�K�1�8�@�0�O� �:�>�<�0�=�4�C� Viewc>Name Resolution �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N�.� 

�#� �2�0�A� �5�A�B�L� �2�>�7�<�>�6�=�>�A�B�L� �0�:�B�8�2�8�7�8�@�>�2�0�B�L� �8�;�8� �>�B�<�5�=�O�B�L� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� 

�4�;�O� �D�8�7�8�G�5�A�:�8�E�,� �B�@�0�=�A�?�>�@�B�=�K�E� �8� �A�5�B�5�2�K�E� �0�4�@�5�A�>�2�.� 

�'�B�>�1�K� �A�4�5�;�0�B�L� �D�0�9�;�K� �?�5�@�5�E�2�0�B�0� �1�>�;�5�5� �C�4�>�1�>�G�8�B�0�5�<�K�<�8�,� �A�M�:�>�=�>�<�8�2� �=�5�­

�<�0�;�>� �2�@�5�<�5�=�8� �2� �>�?�@�5�4�5�;�5�=�=�K�E� �A�;�C�G�0�O�E�,� �2�>�A�?�>�;�L�7�C�9�B�5�A�L� �@�0�7�;�8�G�=�K�<�8� �8�=�A�B�@�C�­

�<�5�=�B�0�;�L�=�K�<�8� �A�@�5�4�A�B�2�0�<�8� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=�.� ���0�?�@�8�<�5�@�,� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� 

�8�<�5�=� DNS �?�>�<�>�3�0�5�B� �A�@�0�7�C� �6�5� �2�K�O�A�=�8�B�L� �8�<�O� �:�>�<�?�L�N�B�5�@�0�,� �:�>�B�>�@�K�9� �2�K� �?�K�B�0�5�­

�B�5�A�L� �8�4�5�=�B�8�D�8�F�8�@�>�2�0�B�L� �:�0�:� �>�B�?�@�0�2�8�B�5�;�O� �>�B�4�5�;�L�=�>�3�>� �?�0�:�5�B�0�.� 

���>�B�5�=�F�8�0�;�L�=�K�5� �=�5�4�>�A�B�0�B�:�8� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=� 

���@�8�=�8�<�0�O� �2�>� �2�=�8�<�0�=�8�5� �?�@�5�8�<�C�I�5�A�B�2�0� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=�,� �5�3�>� �?�@�8�<�5�­

�=�5�=�8�5� �A�G�8�B�0�5�B�A�O� �2�?�>�;�=�5� �>�G�5�2�8�4�=�K�<�,� �=�>� �C� �=�5�3�>� �8�<�5�5�B�A�O� �8� �@�O�4� �?�>�B�5�=�F�8�0�;�L�=�K�E� 

�=�5�4�>�A�B�0�B�:�>�2�.� ���@�5�6�4�5� �2�A�5�3�>�,� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �A�5�B�5�2�K�E� �8�<�5�=� �<�>�6�5�B� �?�>�B�5�@�?�5�B�L� 

�=�5�C�4�0�G�C�,� �5�A�;�8� �>�B�A�C�B�A�B�2�C�5�B� �?�>�4�E�>�4�O�I�8�9� �D�N�S�-�c�e�p�2�e�p� �4�;�O� �?�@�5�4�>�A�B�0�2�;�5�=�8�O� �8�<�5�=�,� 

�A�2�O�7�0�=�=�K�E� �A� �I� �-�0�4�@�5�A�>�<�.� �!�2�5�4�5�=�8�O� �>� �?�@�5�>�1�@�0�7�>�2�0�=�8�8� �8�<�5�=� �=�5� �A�>�E�@�0�=�O�N�B�A�O� �2� 

�D�0�9�;�5� �?�5�@�5�E�2�0�B�0�,� �8� �?�>�M�B�>�<�C� �?�@�>�F�5�A�A� �8�E� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �4�>�;�6�5�=� �?�@�>�8�A�E�>�4�8�B�L� 

�2�A�O�:�8�9� �@�0�7�,� �:�>�3�4�0� �>�B�:�@�K�2�0�5�B�A�O� �M�B�>�B� �D�0�9�;�.� ���A�;�8� �2�K� �?�5�@�5�E�2�0�B�K�2�0�5�B�5� �?�0�:�5�B�K� 

�2� �>�4�=�>�9� �A�5�B�8�,� �0� �7�0�B�5�<� �>�B�:�@�K�2�0�5�B�5� �D�0�9�;� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2� �2� �4�@�C�3�>�9� �A�5�B�8�,� �B�>� 

�2�0�H�0� �A�8�A�B�5�<�0� �=�5� �A�<�>�6�5�B� �?�>�;�C�G�8�B�L� �4�>�A�B�C�?� �:� �D�N�S�-�c�e�p�2�e�p�a�<� �8�7� �8�A�E�>�4�=�>�9� �A�5�B�8�,� �0� 

�A�;�5�4�>�2�0�B�5�;�L�=�>�,� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� �?�>�B�5�@�?�8�B� �=�5�C�4�0�G�C�.� 

���@�>�<�5� �B�>�3�>�,� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� �B�@�5�1�C�5�B� �4�>�?�>�;�=�8�B�5�;�L�=�K�E� �8�7�4�5�@�6�5�:� �=�0� 

�>�1�@�0�1�>�B�:�C�.� ���A�;�8� �?�@�8�E�>�4�8�B�A�O� �8�<�5�B�L� �4�5�;�>� �A� �>�G�5�=�L� �:�@�C�?�=�K�<� �D�0�9�;�>�<� �?�5�@�5�E�2�0�B�0�,� 

�B�>�,� �2�>�7�<�>�6�=�>�,� �?�@�8�4�5�B�A�O� �>�B�:�0�7�0�B�L�A�O� �>�B� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=� �@�0�4�8� �M�:�>�=�>�<�8�8� 

�A�8�A�B�5�<�=�K�E� �@�5�A�C�@�A�>�2�.� ���A�;�8� �6�5� �?�>�?�@�>�1�>�2�0�B�L� �>�B�:�@�K�B�L� �:�@�C�?�=�K�9� �D�0�9�;� �?�5�@�5�E�2�0�­

�B�0� �8� �?�@�8� �M�B�>�<� �A�8�A�B�5�<�0� �=�5� �A�<�>�6�5�B� �A�?�@�0�2�8�B�L�A�O� �A� �=�0�3�@�C�7�:�>�9� �8�;�8� �?�@�8�;�>�6�5�=�8�5� 

Wireshark �2�>�>�1�I�5� �7�0�2�5�@�H�8�B�A�O� �0�2�0�@�8�9�=�>�,� �2� �B�0�:�>�<� �A�;�C�G�0�5� �<�>�6�5�B� �?�>�<�>�G�L� �>�B�<�5�=�0� 

�?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=�.� 

���I�5� �>�4�=�>� �7�0�B�@�C�4�=�5�=�8�5� �2�>�7�=�8�:�0�5�B�,� �:�>�3�4�0� �?�@�8� �?�@�5�>�1�@�0�7�>�2�0�=�8�8� �A�5�B�5�2�K�E� �8�<�5�=� 

�7�0�4�5�9�A�B�2�C�5�B�A�O� �A�;�C�6�1�0� DNS. ��� �M�B�>�<� �A�;�C�G�0�5� �<�>�3�C�B� �1�K�B�L� �A�D�>�@�<�8�@�>�2�0�=�K� �;�8�H�=�8�5� 

�?�0�:�5�B�K�,� �A�?�>�A�>�1�=�K�5� �7�0�A�>�@�8�B�L� �D�0�9�;� �?�5�@�5�E�2�0�B�0� �A�5�B�5�2�K�<� �B�@�0�D�8�:�>�<�,� �?�>�A�K�;�0�5�­

�<�K�<� �D�N�S�-�c�e�p�2�e�p�a�<� �4�;�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �0�4�@�5�A�>�2�.� ���5�;�>� �C�A�;�>�6�=�O�5�B�A�O� �5�I�5� �8� �B�5�<�,� 

�G�B�>� �5�A�;�8� �0�=�0�;�8�7�8�@�C�5�<�K�9� �D�0�9�;� �?�5�@�5�E�2�0�B�0� �A�>�4�5�@�6�8�B� �7�;�>�2�@�5�4�=�K�5� �I� �-�0�4�@�5�A�0�,� �B�>� 
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�?�>�?�K�B�:�8� �?�@�5�>�1�@�0�7�>�2�0�B�L� �8�E� �2� �8�<�5�=�0� �<�>�3�C�3� �?�@�8�2�5�A�B�8� �:� �D�>�@�<�8�@�>�2�0�=�8�N� �7�0�?�@�>�A�>�2� 

�:� �8�=�D�@�0�A�B�@�C�:�B�C�@�5�,� �:�>�B�>�@�0�O� �:�>�=�B�@�>�;�8�@�C�5�B�A�O� �0�B�0�:�C�N�I�8�<� �7�;�>�C�<�K�H�;�5�=�=�8�:�>�<� 

�8� �<�>�6�5�B� �?�@�5�4�C�?�@�5�4�8�B�L� �5�3�>� �>� �B�>�<�,� �G�B�>� �>� �5�3�>� �7�;�K�E� �=�0�<�5�@�5�=�8�O�E� �A�4�5�;�0�B�L� �4�0�=�=�C�N� 

�A�8�A�B�5�<�C� �A�2�>�5�9� �<�8�H�5�=�L�N� �8�7�2�5�A�B�=�>�.� �'�B�>�1�K� �A�=�8�7�8�B�L� �@�8�A�:� �7�0�A�>�@�5�=�8�O� �D�0�9�;�0� �?�5�­

�@�5�E�2�0�B�0� �?�0�:�5�B�>�2� �8�;�8� �=�5�?�@�5�4�=�0�<�5�@�5�=�=�>�3�>� �A�2�O�7�K�2�0�=�8�O� �A� �0�B�0�:�C�N�I�8�<� �7�;�>�C�<�K�H�­

�;�5�=�=�8�:�>�<�,� �A�1�@�>�A�L�B�5� �D�;�0�6�>�:� Use an external network name resolver �2� �@�0�7�4�5�;�5� Name 

Resolution �>�:�=�0� Preferences. 

���@�8�<�5�=�5�=�8�5� �A�?�5�F�8�0�;�L�=�>�3�>� �D�0�9�;�0� hosts 
���B�A�;�5�6�8�2�0�B�L� �B�@�0�D�8�:� �8�7� �<�=�>�3�8�E� �A�5�B�5�2�K�E� �C�7�;�>�2� �2� �:�@�C�?�=�K�E� �D�0�9�;�0�E� �?�5�@�5�E�2�0�­

�B�0� �<�>�6�5�B� �>�:�0�7�0�B�L�A�O� �4�>�2�>�;�L�=�>� �C�B�>�<�8�B�5�;�L�=�K�<� �7�0�=�O�B�8�5�<�,� �>�A�>�1�5�=�=�>� �2� �B�>�<� �A�;�C�G�0�5�,� 

�:�>�3�4�0� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� �=�5�4�>�A�B�C�?�=�>�.� ��� �B�0�:�>�<� �A�;�C�G�0�5� �<�>�6�5�B�,� �2� �G�0�A�B�=�>�A�B�8�,� 

�?�>�<�>�G�L� �@�0�7�<�5�B�:�0� �A�8�A�B�5�<� �2�@�C�G�=�C�N� �=�0� �>�A�=�>�2�0�=�8�8� �8�E� �I� �-�0�4�@�5�A�>�2� �A� �?�>�<�>�I�L�N� 

�A�?�5�F�8�0�;�L�=�>�3�>� �D�0�9�;�0� hosts, �A�>�7�4�0�2�0�5�<�>�3�>� �4�;�O� �A�5�B�5�2�K�E� �C�7�;�>�2� �(�8�;�8� �E�>�A�B�>�2�)� �2� 

Wireshark. �-�B�>� �B�5�:�A�B�>�2�K�9� �D�0�9�;�,� �A�>�4�5�@�6�0�I�8�9� �A�?�8�A�>�:� �I� �-�0�4�@�5�A�>�2� �8� �A�>�>�B�2�5�B�A�B�2�C�­

�N�I�8�E� �8�<�5�=�.� �$�0�9�;� hosts �<�>�6�5�B� �1�K�B�L� �8�A�?�>�;�L�7�>�2�0�=� �4�;�O� �=�0�7�=�0�G�5�=�8�O� �2� Wireshark 
�A�>�>�B�2�5�B�A�B�2�C�N�I�8�E� �8�<�5�=� �0�4�@�5�A�0�<� �4�;�O� �:�@�0�B�:�>�9� �A�A�K�;�:�8�.� �-�B�8� �8�<�5�=�0� �1�C�4�C�B� �>�B�>�1�@�0�­

�6�5�=�K� �=�0� �?�0�=�5�;�8� Packet List. 

�'�B�>�1�K� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �D�0�9�;�>�<� hosts, �2�K�?�>�;�=�8�B�5� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���K�1�5�@�8�B�5� �:�>�<�0�=�4�C� Editc:>Preferencesc:>Name Resolution �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N� �8� 

�C�A�B�0�=�>�2�8�B�5� �D�;�0�6�>�:� Only use the profile "hosts" file. 

2. �!�>�7�4�0�9�B�5� �=�>�2�K�9� �D�0�9�;� �2� �A� �?�>�<�>�I�L�N� �?�@�>�3�@�0�<�<�K� Notepad �2� �A�8�A�B�5�<�5� 

Windows �8�;�8� �0�=�0�;�>�3�8�G�=�>�<� �B�5�:�A�B�>�2�>�<� �@�5�4�0�:�B�>�@�5�.� �-�B�>�B� �D�0�9�;� �4�>�;�6�5�=� �A�>�­

�4�5�@�6�0�B�L� �?�>� �>�4�=�>�9� �7�0�?�8�A�8� �2� �:�0�6�4�>�9� �A�B�@�>�:�5� �A� �I� �-�0�4�@�5�A�>�<� �8� �B�5�<� �8�<�5�=�5�<�,� 

�2� �:�>�B�>�@�>�5� �>�=� �?�@�5�>�1�@�0�7�C�5�B�A�O� �(�@�8�A�.� 5.9). ���<�O�,� �2�K�1�8�@�0�5�<�>�5� �A�?�@�0�2�0� �2� �:�0�­

�6�4�>�9� �A�B�@�>�:�5�,� �1�C�4�5�B� �>�B�>�1�@�0�6�0�B�L�A�O� �2� �A�?�8�A�:�5� �?�0�:�5�B�>�2� �2�A�O�:�8�9� �@�0�7�,� �:�>�3�4�0� �2� 

Wireshark �2�A�B�@�5�G�0�5�B�A�O� �I� �-�0�4�@�5�A�,� �C�:�0�7�K�2�0�5�<�K�9� �A�;�5�2�0�.� 

hosts - Not•p•d 

�F�i�l�~� Edit Format �V�i�~� �H�~ �l �p� 

172.16.16.128 Workstation 
74 .125. 95 .104 �~�o�o�g�l�e� 

�>� �E� 

� �8�A�.� 5. 9. �!�>�7�4�0�=�8�5� �D�0�9�;�0� hosts �2� Wireshark 

3. �!�>�E�@�0�=�8�B�5� �A�>�7�4�0�=�=�K�9� �D�0�9�;� �:�0�:� �>�1�K�G�=�K�9� �B�5�:�A�B�>�2�K�9� �D�0�9�;� �?�>�4� �8�<�5�=�5�<� 

hosts �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�<� �:�0�B�0�;�>�3�5�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�8�6�5�.� ���1�@�0�B�8�B�5� �2�=�8�<�0�­

�=�8�5�,� �G�B�>� �C� �D�0�9�;�0� hosts �=�5�B� �@�0�A�H�8�@�5�=�8�O�!� 

• �W�i�?�d�o�w�s�:� 

• <USERPROFILE>\Application Data\Wireshark\hosts. 
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• MacOSX: 

• �/�U�s�e�r�s�/�<�8�<�O� �?�>�;�L�7�>�2�0�B�5�;�O�> �/ �.� wireshark/ hosts. 

• Linux: / home/ <username>/ .wireshark/ hosts. 

���B�:�@�>�9�B�5� �4�0�;�5�5� �D�0�9�;� �?�5�@�5�E�2�0�B�0�,� �8� �B�>�3�4�0� �;�N�1�K�5� �I� �-�0�4�@�5�A�0� �8�7� �D�0�9�;�0� hosts 
�4�>�;�6�=�K� �1�K�B�L� �>�1�>�7�=�0�G�5�=�K� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�<�8� �8�<�5�=�0�<�8�,� �:�0�:� �?�>�:�0�7�0�=�>� �@�8�A �.� 5.10. 
���<�5�A�B�>� �I� �-�0�4�@�5�A�>�2� �2� �A�B�>�;�1�F�0�E� Source �(���B�?�@�0�2�8�B�5�;�L�)� �8� Destination �(���>�;�C�G�0�­

�B�5�;�L�)� �=�0� �?�0�=�5�;�8� Packet List �?�>�O�2�O�B�A�O� �1�>�;�5�5� �>�?�8�A�0�B�5�;�L�=�K�5� �8�<�5�=�0� . 

• http_9009!t.pup �>� �E� 

filc fdit �#�- Qo -'.apturt An,tyft �~�t�t�t�i�f�t�i�t�s� Ttlt:pt\ony �W�1�r�t�l�N� !ooh tjelp 

�·�·�·�~� �~�~�'�«  "� �~�~�;�.�.�:�;�§�0�.�0�.�f�i�\�!�l� 

No. �"�>�B�5� Sou'ce �~�b�l�i�o�n� """""' 1 �5�.�0�0�t�����.� �~�k�,�,�;�t�a�t�i�o�n� &xigJ.t �1�!� � 66 lble " ��� �(�~�'�i�'�W�)� �~�q "�I���2�!�'�J�t�1�6�7� Win-81&2 �L�~�~� �~�S�-�1�4�6�8� WS""' �S�A�C�l�l�:�_�P�f�~�l� 
�~� 
1 

1 �4�1�.�8�/�1�8�7� Gooslf' 
3 �1�.�����I���8�2� �W�o�r�k�s�t�2�t�1�o�n� 

Worlr:st11tion 
6oCIJlt 

�1�!� � 

�"�!� � 

�1�1� ���1� -. 1666 (SYfll.- ���!���}� �) "�2�7�7�S�S�7�7�3�H� Aclr:•2082691768 Win•S728 Ltn-e ���S�S�-�1�4�8�6� �S���!���_� �������-�1� W.. 
S4 1686 " �0�5� (ACI<) �S�t�q�-�.�2���l�2�6�9�1�7�6�8� Ack•277SS77374 Win•16871 Ltn" 

4 9.930248 WOrltstation �1�A�N�0�l�5� ���"�"� � 681 �1�f�"� / ����� �/ �1�.�1� 

� �8�A �.� 5. 1 ���.� ���@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� �8�7� �A�?�5�F�8�0�;�L�=�>�3�>� �D�0�9�;�0� hosts �2� Wireshark 

�"�0�:�>�5� �?�@�8�<�5�=�5�=�8�5� �A�?�5�F�8�0�;�L�=�K�E� �D�0�9�;�>�2� hosts �<�>�6�5�B� �7�=�0�G�8�B�5�;�L�=�>� �C�;�C�G�­

�H�8�B�L� �2�0�H�C� �A�?�>�A�>�1�=�>�A�B�L� �@�0�A�?�>�7�=�0�2�0�B�L� �>�?�@�5�4�5�;�5�=�=�K�5� �A�5�B�5�2�K�5� �C�7�;�K� �(�8�;�8� �E�>�A�B�K�)� 

�2�>� �2�@�5�<�O� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�.� � �0�1�>�B�0�O� �2� �:�>�<�0�=�4�5� �A�5�B�5�2�K�E� �0�=�0�;�8�B�8�:�>�2�,� �@�0�A�A�<�>�B�@�8�­

�B�5� �2�>�7�<�>�6�=�>�A�B�L� �>�1�<�5�=�8�2�0�B�L�A�O� �A�>� �A�2�>�8�<�8� �:�>�;�;�5�3�0�<�8� �D�0�9�;�>�<� hosts, �A�>�4�5�@�6�0�­

�I�8�<� �8�7�2�5�A�B�=�K�5� �@�5�A�C�@�A�K�.� �-�B�>� �?�>�<�>�6�5�B� �2�0�H�5�9� �:�>�<�0�=�4�5� �1�K�A�B�@�>� �@�0�A�?�>�7�=�0�2�0�B�L� 

�A�8�A�B�5�<�K� �A�>� �A�B�0�B�8�G�5�A�:�8�<�8� �0�4�@�5�A�0�<�8�,� �2� �B�>�<� �G�8�A�;�5� �A�5�@�2�5�@�K� �8� �<�0�@�H�@�C�B�8�7�0�B�>�@�K �.� 

�l�e�!�Q�(�!�p�M�)�!�i� ���A�;�8� �2�0�H� �D�0�9�;� hosts �(�!�}�(�0�6�5�B�A�O� �=�5�@�0�1�>�B�>�A�?�>�A�>�1�=�J�I� �C�1�5�4�8�B�5�A�J�,� �=�5� �4�~� 

�?�>�;�=�8�;�8� �;�8� �2�J�t� �A�;�C�G�0�9�=�>� �5�3�>� �8�<�O� �@�0�A�H�8�@�5�=�8�5�<� �D�0�9�;�0� . txt. �-�B�>�B� �D�0�9 �;� 

�4�>�;�6�5�=� �?�@�>�A�B�>� �=�>�A�8�B�J� �8�<�O� hosts �1�5�7� �2�A�O�:�>�3�>� �@�0�A�H�8�@�5�=�8�O�!� 

���=�8�F�8�8�@�C�5�<�>�5� �2�@�C�G�=�C�N� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� 

��� �?�@�8�;�>�6�5�=�8�8� Wiresl1ark �8�<�5�5�B�A�O� �B�0�:�6�5� �2�>�7�<�>�6�=�>�A�B�L� �?�>� �B�@�5�1�>�2�0�=�8�N� �0�:�B�8�­

�2�8�7�8�@�>�2�0�B�L� �=�0� �2�@�5�<�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=�.� ���;�O� �M�B�>�3�>� �4�>�A�B�0�B�>�G�=�>� �I�5�;�:�=�C�B�L� 

�?�@�0�2�>�9� �:�=�>�?�:�>�9� �<�K�H�8� �=�0� �?�0�:�5�B�5� �2� �?�0�=�5�;�8� Packet List �8� �2�K�1�@�0�B�L� �:�>�<�0�=�4�C� Edit Re­

solved Name �(���7�<�5�=�8�B�L� �?�@�5�>�1�@�0�7�C�5�<�>�5� �8�<�O�)� �8�7� �:�>�=�B�5�:�A�B�=�>�3�>� �<�5�=�N�.� ��� �>�B�:�@�K�2�­

�H�5�<�A�O� �>�:�=�5� �<�>�6�=�>� �C�:�0�7�0�B�L� �8�<�O�,� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�5� �:�>�=�:�@�5�B�=�>�<�C� �0�4�@�5�A�C �,� �:�0�:� 

�<�5�B�:�C�.� �"�0�:�>�5� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �1�C�4�5�B� �C�B�@�0�G�5�=�>�,� �:�0�:� �B�>�;�L�:�>� �D�0�9�;� �?�5�@�5�E�2�0�B�0� �1�C�4�5�B� 

�7�0�:�@�K�B�,� �E�>�B�O� �M�B�>� �:�@�0�B�:�8�9� �A�?�>�A�>�1� �?�>�<�5�B�8�B�L� �0�4�@�5�A �,� �=�5� �2�=�>�A�O� �=�8�:�0�:�8�E� �?�>�A�B�>�O�=�­

�=�K�E� �8�7�<�5�=�5�=�8�9�,� �:�>�B�>�@�K�5� �?�@�8�4�5�B�A�O� �>�B�<�5�=�O�B�L� �2�?�>�A�;�5�4�A�B�2�8�8�.� �/� �G�0�A�B�>� �?�>�;�L�7�C�­

�N�A�L� �4�0�=�=�K�<� �A�?�>�A�>�1�>�< �,� �?�>�A�:�>�;�L�:�C� �M�B�>� �=�5�<�=�>�3�>� �?�@�>�I�5�,� �G�5�<� �?�@�0�2�8�B�L� �D�0�9�;� hosts 
�2�@�C�G�=�C�N� �?�@�8� �0�=�0�;�8�7�5� �:�0�6�4�>�3�>� �D�0�9�;�0� �A� �?�5�@�5�E�2�0�G�5�=�=�K�<�8� �?�0�:�5�B�0�<�8�.� 
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���5�H�8�D�@�8�@�>�2�0�=�8�5� �A�5�B�5�2�L�1�E� �?�@�>�B�>�:�>�;�>�2� 
��� �G�8�A�;�C� �A�0�<�K�E� �A�8�;�L�=�K�E� �A�B�>�@�>�=� Wireshark �>�B�=�>�A�8�B�A�O� �?�>�4�4�5�@�6�:�0� �0�=�0�;�8�­

�7�0� �B�K�A�O�G� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2�.� ��� �B�0�:�0�O� �2�>�7�<�>�6�=�>�A�B�L� �>�1�J�O�A�=�O�5�B�A�O� �B�5�<�,� �G�B�>� 

Wiresl1ark �O�2�;�O�5�B�A�O� �?�@�8�;�>�6�5�=�8�5�<� �A� �>�B�:�@�K�B�K�<� �8�A�E�>�4�=�K�<� �:�>�4�>�<�,� �0� �A�;�5�4�>�2�0�B�5�;�L�­

�=�>�,� �!�J�I�#�����"� �>�A�=�>�2�0�=�8�5�<� �4�;�O� �A�>�7�4�0�=�8�O� �4�5�H�8�D�@�0�B�>�@�>�2� �?�@�>�B�0�:�>�;�>�2�.� ���=�8� �4�0�N�B� �2�>�7�­

�<�>�6�=�>�A�B�L� �@�0�A�?�>�7�=�0�2�0�B�L� �8� �4�5�:�>�4�8�@�>�2�0�B�L� �@�0�7�;�8�G�=�K�5� �?�>�;�O� �A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0� 

�2� Wireshark, �G�B�>�1�K� �>�B�>�1�@�0�7�8�B�L� �A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� �2� �?�>�;�L�7�>�2�0�B�5�;�L�A�:�>�<� �8�=�B�5�@�­

�D�5�9�A�5�.� ���;�O� �8�=�B�5�@�?�@�5�B�0�F�8�8� �:�0�6�4�>�3�>� �?�0�:�5�B�0� �2� Wireshark �A�>�2�<�5�A�B�=�>� �8�A�?�>�;�L�7�C�­

�5�B�A�O� �=�5�A�:�>�;�L�:�>� �4�5�H�8�D�@�0�B�>�@�>�2�.� ���0�?�@�8�<�5�@�,� �4�5�H�8�D�@�0�B�>�@� �A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0� 

ICMP �?�>�7�2�>�;�O�5�B� Wiresl1ark �2�K�O�A�=�8�B�L�,� �G�B�>� �I� �-�?�0�:�5�B� �A�>�4�5�@�6�8�B� �4�0�=�=�K�5� �8�7� �?�@�>�­

�B�>�:�>�;�0� ICMP, �8�7�2�;�5�G�L� �B�8�?� �8� �:�>�4� �?�@�>�B�>�:�>�;�0� ICMP �8� �>�B�D�>�@�<�0�B�8�@�>�2�0�B�L� �5�3�>� �?�>�;�O� 

�4�;�O� �>�B�>�1�@�0�6�5�=�8�O� �2� �A�B�>�;�1�F�5� Info �?�0�=�5�;�8� Packet List. 

���5�H�8�D�@�0�B�>�@� �<�>�6�=�>� �@�0�A�A�<�0�B�@�8�2�0�B�L� �:�0�:� �8�=�B�5�@�?�@�5�B�0�B�>�@� �8�A�E�>�4�=�K�E� �4�0�=�­

�=�K�E� �2� �?�@�8�;�>�6�5�=�8�8� Wiresl1ark. �'�B�>�1�K� �A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� �=�0�H�5�;� �?�>�4�4�5�@�6�:�C� �2� 

Wireshark, �4�;�O� �=�5�3�>� �4�>�;�6�5�=� �1�K�B�L� �>�B�4�5�;�L�=�K�9� �4�5�H�8�D�@�0�B�>�@� �2� �4�0�=�=�>�<� �?�@�8�;�>�6�5�­

�=�8�8�,� �0� �8�=�0�G�5� �2�0�<� �?�@�8�4�5�B�A�O� �=�0�?�8�A�0�B�L� �A�2�>�9� �4�5�H�8�D�@�0�B�>�@� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2�.� 

�!�<�5�=�0� �4�5�H�8�D�@�0�B�>�@�0� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� 

vrongdissector.pcapng 
���5�H�8�D�@�0�B�>�@�K� �?�@�8�<�5�=�O�N�B�A�O� �2� Wireshark �4�;�O� �B�>�3�>�,� 

�G�B�>�1�K� �>�1�=�0�@�C�6�8�B�L� �>�B�4�5�;�L�=�K�5� �?�@�>�B�>�:�>�;�K� �8� �2�K�O�A�­

�=�8�B�L�,� �:�0�:� �>�B�>�1�@�0�7�8�B�L� �A�5�B�5�2�C�N� �8�=�D�>�@�<�0�F�8�N�.� ��� �A�>�­

�6�0�;�5�=�8�N�,� Wiresl1ark �4�0�;�5�:�>� �=�5� �2�A�5�3�4�0� �4�5�;�0�5�B� �?�@�0�2�8�;�L�=�K�9� �2�K�1�>�@� �4�5�H�8�D�@�0�B�>�@�0� 

�4�;�O� �?�@�8�<�5�=�5�=�8�O� �:� �?�0�:�5�B�0�<�.� ��� �M�B�>� �>�A�>�1�5�=�=�>� �A�?�@�0�2�5�4�;�8�2�>�,� �:�>�3�4�0� �2� �A�5�B�5�2�>�<� �?�@�>�­

�B�>�:�>�;�5� �?�@�8�<�5�=�O�5�B�A�O� �=�5�A�B�0�=�4�0�@�B�=�0�O� �:�>�=�D�8�3�C�@�0�F�8�O�,� �2� �B�>�<� �G�8�A�;�5� �=�5�A�B�0�=�4�0�@�B�­

�=�K�9� �?�>�@�B�,� �:�>�B�>�@�K�9� �7�0�G�0�A�B�C�N� �=�0�A�B�@�0�8�2�0�5�B�A�O� �A�5�B�5�2�K�<�8� �0�4�<�8�=�8�A�B�@�0�B�>�@�0�<�8� �8�7� 

�A�>�>�1�@�0�6�5�=�8�9� �1�5�7�>�?�0�A�=�>�A�B�8� �8�;�8� �A�>�B�@�C�4�=�8�:�0�<�8� �>�@�3�0�=�8�7�0�F�8�8�,� �?�K�B�0�N�I�8�<�8�A�O� 

�>�1�>�9�B�8� �A�@�5�4�A�B�2�0� �C�?�@�0�2�;�5�=�8�O� �4�>�A�B�C�?�>�<�.� 

���A�;�8� �4�5�H�8�D�@�0�B�>�@�K� �=�5�2�5�@�=�>� �?�@�8�<�5�=�O�N�B�A�O� �2� Wireshark, �8�E� �2�K�1�>�@� �<�>�6�=�>� 

�?�5�@�5�>�?�@�5�4�5�;�8�B�L�.� ���0�?�@�8�<�5�@�,� �>�B�:�@�>�9�B�5� �D�0�9�;� �B�@�0�A�A�8�@�>�2�:�8� wrongdissector. 
pcapng, �A�>�4�5�@�6�0�I�8�9� �=�5�<�0�;�>� �A�2�5�4�5�=�8�9� �>�1� �>�1�<�5�=�5� �4�0�=�=�K�<�8� �<�5�6�4�C� �4�2�C�<�O� �:�>�<�­

�?�L�N�B�5�@�0�<�8� �?�>� �A�5�B�5�2�>�<�C� �?�@�>�B�>�:�>�;�C� SSL (Secure Socket Layer - �C�@�>�2�5�=�L� �7�0�I�8�­

�I�5�=�=�K�E� �A�>� �:�5�B�>�2�)�,� �?�@�8�<�5�=�O�5�<�K�9� �4�;�O� �H�8�D�@�>�2�0�=�=�>�3�>� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �<�5�6�4�C� 

�E�>�A�B�0�<�8�.� ���@�8� �>�1�K�G�=�K�E� �C�A�;�>�2�8�O�E� �?�@�>�A�<�>�B�@� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �?�>� �?�@�>�B�>�:�>�;�C� 
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���0�<�,� �2�5�@�>�O�B�=�>�,� �1�C�4�5�B� �;�N�1�>�?�K�B�=�>� �?�>�2�B�>�@�8�B�L� �M�B�>� �C�?�@�0�6�=�5�=�8�5� �=�0� �G�0�A�B�>� �?�>�A�5�I�0�­
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� �8�A�.� 5.21. ���@�0�D�8�:� �2�@�5�<�5�=�8� �:�@�C�3�>�2�>�9� �?�5�@�5�4�0�G�8� �?�0�:�5�B�>�2� �?�@�8� �1�K�A�B�@�>�9� �7�0�3�@�C�7�:�5� �D�0�9�;�0� 

�4�5�<�>�=�A�B�@�8�@�C�5�B� �?�@�0�:�B�8�G�5�A�:�>�5� �?�>�A�B�>�O�=�A�B�2�>� �M�B�>�9� �2�@�5�<�5�=�=�>�9� �E�0�@�0�:�B�5�@�8�A�B�8�:�8�,� �7�0� �8�A�­

�:�;�N�G�5�=�8�5�<� �=�5�A�:�>�;�L�:�8�E� �A�;�C�G�0�9�=�K�E� �>�B�:�;�>�=�5�=�8�9� 

���0�6�4�0�O� �B�>�G�:�0� �=�0� �M�B�>�<� �3�@�0�D�8�:�5� �?�@�5�4�A�B�0�2�;�O�5�B� �2�@�5�<�O� �=�0� �?�5�@�5�4�0�G �C� �8� �?�>�4�B�2�5�@�6�­

�4�5�=�8�5� �?�@�8�5�<�0� �?�0�:�5�B�0 �.� ���>� �C�<�>�;�G�0�=�8�N� �M�B�8� �2�5�;�8�G�8�=�K� �>�B�A�>�@�B�8�@�>�2�0�=�K� �?�>� �?�>�@�O�4�­

�:�>�2�K�<� �=�>�<�5�@�0�<� �?�0�:�5�B�>�2�.� �'�B�>�1�K� �?�5�@�5�9�B�8� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �:� �?�0�:�5�B�C� �=�0� �?�0�=�5�;�8� 

Packet List, �4�>�A�B�0�B�>�G�=�>� �I�5�;�:�=�C�B�L� �=�0� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�9� �B�>�G�:�5� �3�@�0�D�8�:�0�.� 

�l�e�!�Q�(�!�p�M�(�l�l� ���@�0�D�8�:� �2�@�5�<�5�=�8� �:�@�C�3�>�2�>�9� �?�5�@�5�4�0�'�'�8� �?�0�:�5�B�>�2� �=�>�A�8�B� �>�4�=�>�=�0�?�@�0�2�;�5�=�=�K�9� 

�E�0�@�0�:�B�5�@�,� �?�>�M�B�>�<�C� �0�G�5�8�J� �2�0�6�=�>� �2�J�~�1�@�0�B�J� �4�;�O� �0�8�0�;�8�7�0� �=�C�6�=�>�5� �=�0�?�@�0�2�­

�;�5�=�8�5� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�.� ���A�;�8� �C� �2�0�A� �M�B�>�B� �3�@�0�D �8�:� �2�J�~�3�;�O�4�8�B� �8�=�0�G�5�,� �w�<� 

�=�0� �@�8�A�.� 5.21, �?�>�?�@�>�1�C�9�B�5� �4�2�0�6�4�K� �I �5�;�: �=�C�B�J� �=�0� �:�=�>�?�:�5� Switch Direction 
( �!�<�5�=�8�B�J� �=�0�?�@�0�2�;�5�=�8�5�) �.� 

���0� �M�B�>�<� �3�@�0�D�8�:�5�,� �?�>�A�B�@�>�5�=�=�>�<� �4�;�O� �1�K�A�B�@�>�9� �7�0�3�@�C�7�:�8� �D�0�9�;�0�,� �2�5�;�8�G�8�=�K� 

�2�@�5�<�5�=�8� �:�@�C�3�>�2�>�9� �?�5�@�5�4�0�G�8� �?�0�:�5�B�>�2� �2� �>�A�=�>�2�=�>�<� �>�:�0�7�K�2�0�N�B�A�O� �<�5�=�L�H�5� 0,05 �A�,� 
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�8� �;�8�H�L� �2� �=�5�:�>�B�>�@�K�E� �B�>�G�:�0�E� �>�=�8� �=�0�E�>�4�O�B�A�O� �2� �?�@�5�4�5�;�0�E� �>�B� 0,10 �4�>� 0,25 �A�.� ��� �=�5�­

�A�<�>�B�@�O� �=�0� �=�5�<�0�;�>�5� �:�>�;�8�G�5�A�B�2�>� �1�>�;�L�H�8�E� �2�5�;�8�G�8�= �,� �>�=�8� �2� �>�A�=�>�2�=�>�<� �>�1�>�7�=�0�G�0�N�B� 

�2�?�>�;�=�5� �4�>�?�C�A�B�8�<�>�5� �4�;�O� �7�0�3�@�C�7�:�8� �D�0�9�;�0� �2�@�5�<�O� �=�0� �?�5�@�5�4�0�G�C� �8� �?�>�4�B�2�5�@�6�4�5�=�8�5� 

�?�@�8�5�<�0�.� ���=�0�;�8�7�8�@�C�O� �3�@�0�D�8�:� �2�@�5�<�5�=�8� �:�@�C�3�>�2�>�9� �?�5�@�5�4�0�G�8� �?�0�:�5�B�>�2� �A� �B�>�G�:�8� �7�@�5�­

�=�8�O� �?�@�>�?�C�A�:�=�>�9� �A�?�>�A�>�1�=�>�A�B�8� �A�5�B�8�,� �A�;�5�4�C�5�B� �2�K�O�2�;�O�B�L� �1�>�;�L�H�8�5� �2�5�;�8�G�8�=�K� �2�@�5�­

�<�5�=�8� �7�0�4�5�@�6�:�8�,� �>�1�>�7�=�0�G�0�5�<�K�5� �<�=�>�6�5�A�B�2�>�<� �B�>�G�5�:� �?�@�8� �1�>�;�L�H�8�E� �7�=�0�G�5�=�8�O�E�,� �>�B�­
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�!�>�A�B�0�2�;�5�=�8�5� �3�@�0�D�8�:�>�2� �?�>�B�>�:�>�2� 

�$�0�9�;� �r�u�:�p�e�x�2�a�m�a� dns _ recursi- ���>�7�<�>�6�=�>�A�B�L� �A�>�A�B�0�2�;�O�B�L� �3�@�0�D�8�:�8� �?�>�B�>�:�>�2� �o�:�a�­

vequery_ server. pcapng �7�K�2�0�5�B�A�O� �?�>�;�5�7�=�>�9� �4�;�O� �=�0�3�;�O�4�=�>�3�>� �?�@�5�4�A�B�0�2�;�5�-

�=�8�O� �A�5�B�5�2�K�E� �A�>�5�4�8�=�5�=�8�9� �8� �?�5�@�5 �4�0 �G�8� �?�>�B�>�:�>�2� 

�4�0�=�=�K�E� �2�>� �2�@�5�<�5�=�8�.� ���>�4�>�1�=�K�5� �A�2�5�4�5�=�8�O� �>�1�;�5�3�G�0�N�B� �?�>�=�8�<�0�=�8�5� �E�0�@�0�:�B�5�@�0� �>�1�­

�<�5�=�0� �4�0�=�=�K�<�8� �<�5�6�4�C� �C�A�B�@�>�9�A�B�2�0�<�8� �2� �A�5�B�8�.� ���@�0�D�8�:� �?�>�B�>�:�>�2� �A�>�A�B�>�8�B� �8�7� �A �B�>�;�1 �­

�F�>�2�,� �>�1�>�7�=�0�G�0�N�I�8�E� �A�>�5�4�8�=�5�=�8�5� �<�5�6�4�C� �E�>�A�B�0�<�8 �,� �=�0�3�;�O�4�=�>� �?�@�5�4�A�B�0�2 �; �O�O� �A�5�B�5�­

�2�>�9� �B�@�0�D�8�:� �4�;�O� �C�4�>�1�A�B�2�0� �5�3�>� �8�=�B�5�@�?�@�5�B�0�F�8�8�.� 
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• ���@�5�4�C�?�@�5�6�4�0�N�I�8�5� �A�>�>�1�I�5�=�8�O�.� 
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�?�>�A�K�;�0�5�<�>�5� �2� �B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� �?�>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� �?�0�:�5�B�0� �?�@�>�8�A�E�>�­
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• �!�>�>�1�I�5�=�8�O� �>�1� �>�H�8�1�:�0�E�.� 

�!�>�>�1�I�5�=�8�5� "No Error Messages" �(�!�>�>�1�I�5�=�8�O� �>�1� �>�H�8�1�:�0�E� �>�B�A�C�B�A�B�­

�2�C�N�B�)�.� 

���0� �?�5�@�2�K�9� �2�7�3�;�O�4� �<�>�6�5�B� �?�>�:�0�7�0�B�L�A�O�,� �G�B�>� �=�5�:�>�B�>�@�K�5� �2�>�7�<�>�6�=�>�A�B�8� 

Wireshark, �@�0�A�A�<�0�B�@�8�2�0�5�<�K�5� �2� �M�B�>�9� �3�;�0�2�5�,� �?�@�8�3�>�4�=�K� �;�8�H�L� �2� �>�A�>�1�K�E�,� �<�0�;�>�8�7�­

�2�5�A�B�=�K�E� �A�8�B�C�0�F�8�O�E�,� �=�>� �=�0� �A�0�<�>�<� �4�5�;�5� �2�0�<� �?�@�8�4�5�B�A�O� �?�>�;�L�7�>�2�0�B�L�A�O� �8�<�8� �G�0�I�5�,� 

�G�5�<� �2�K� �<�>�3�;�8� �1�K� �?�@�5�4�?�>�;�>�6�8�B�L�.� ���7�=�0�:�>�<�8�B�L�A�O� �A� �@�0�A�A�<�>�B�@�5�=�=�K�<�8� �7�4�5�A�L� �2�>�7�­

�<�>�6�=�>�A�B�O�<�8� �8� �>�:�=�0�<�8� �>�G�5�=�L� �2�0�6�=�>� �?�>�B�>�<�C�,� �G�B�>� �:� �=�8�<� �?�@�8�4�5�B�A�O� �5�I�5� �=�A� �@�0�7� �>�1�­
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���>� �<�=�>�3�8�E� �A�;�C�G�0�O�E� �0�=�0�;�8�7� �?�0�:�5�B�>�2� �<�>�6�=�>� �?�@�>�2�>�4�8�B�L�,� 

�8�A�?�>�;�L�7�C�O� �3�@�0�D�8�G�5�A�:�8�9� �8�=�B�5�@�D�5�9�A�,� �=�>� �8�=�>�3�4�0� �8�=�A�B�@�C�<�5�=�­

�B�0�;�L�=�K�5� �A�@�5�4�A�B�2�0�,� �@�0�1�>�B�0�N�I�8�5� �2� �@�5�6�8�<�5� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� 

�(�=�0�?�@�8�<�5�@�,� �C�B�8�;�8�B�K� TShark �8�;�8� tcpdump), �>�:�0�7�K�2�0�N�B�A�O� �?�@�>�A�B�>� �=�5�>�1�E�>�4�8�<�K� �8� 

�4�0�6�5� �?�@�5�4�?�>�G�B�8�B�5�;�L�=�K�.� ���8�6�5� �?�5�@�5�G�8�A�;�5�=�K� �@�O�4� �A�8�B�C�0�F�8�9�,� �2� �:�>�B�>�@�K�E� �8�=�A�B�@�C�­

�<�5�=�B�0�;�L�=�>�5� �A�@�5�4�A�B�2�>� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� �<�>�6�5�B� �1�K�B�L� �8�A�?�>�;�L�7�>�2�0�=�>� �2�<�5�A�B�>� 

Wireshark. 

• Wiresliark �>�4�=�>�2�@�5�<�5�=�=�>� �?�@�5�4�>�A�B�0�2�;�O�5�B� �=�5�<�0�;�>� �A�2�5�4�5�=�8�9�.� ���A�?�>�;�L�7�C�O� 

�8�=�A�B�@�C�<�5�=�B�0�;�L�=�>�5� �A�@�5�4�A�B�2�>� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8�,� �<�>�6�=�>� �>�3�@�0�=�8�G�8�B�L� �>�B�>�­

�1�@�0�6�0�5�<�C�N� �8�=�D�>�@�<�0�F�8�N� �B�>�;�L�:�>� �=�C�6�=�K�<�8� �4�0�=�=�K�<�8�,� �=�0�?�@�8�<�5�@�,� �?�>�:�0�7�K�­

�2�0�B�L� �2� �A�B�@�>�:�5� �B�>�;�L�:�>� �I� �-�0�4�@�5�A�0�.� 

• ���=�A�B�@�C�<�5�=�B�0�;�L�=�K�5� �A�@�5�4�A�B�2�0� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� �;�C�G�H�5� �2�A�5�3�>� �?�>�4�E�>�4�O�B� 

�4�;�O� �D�8�;�L�B�@�0�F�8�8� �?�0�:�5�B�>�2� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� �8� �?�5�@�5�4�0�G�8� �@�5�7�C�;�L�B�0�B�>�2� �=�5�­
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�=�O�5�<�K�<� �2� ���!� �U�2�i�x�.� 

• ���1�@�0�1�0�B�K�2�0�B�L� �>�G�5�=�L� �:�@�C�?�=�K�5� �D�0�9�;�K� �?�5�@�5�E�2�0�B�0� �2� Wireshark �7�0�G�0�A�B�C�N� 

�>�:�0�7�K�2�0�5�B�A�O� �=�5�;�5�3�:�>�,� �?�>�A�:�>�;�L�:�C� �2�5�A�L� �D�0�9�;� �4�>�;�6�5�=� �1�K�B�L� �7�0�3�@�C�6�5�=� �2� �>�?�5�­
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�8�=�A�B�@�C�<�5�=�B�0�;�L�=�K�<�8� �A�@�5�4�A�B�2�0�<�8� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� �C�4�0�5�B�A�O� �1�K�A�B�@�>� �>�B�>�­

�1�@�0�B�L� �=�C�6�=�K�5� �?�0�:�5�B�K� �8�7� �D�0�9�;�0�.� 

• ���A�;�8� �?�@�8�E�>�4�8�B�A�O� �@�0�1�>�B�0�B�L� �A� �A�5�@�2�5�@�>�<�,� �3�4�5� �=�5�4�>�A�B�C�?�=�K� �8�=�A�B�@�C�<�5�=�B�0�;�L�­

�=�K�5� �A�@�5�4�A�B�2�0� �A� �3�@�0�D�8�G�5�A�:�8�<� �8�=�B�5�@�D�5�9�A�>�<�,� �2� �B�0�:�>�<� �A�;�C�G�0�5� �>�A�B�0�5�B�A�O� 

�;�8�H�L� �?�>�;�0�3�0�B�L�A�O� �=�0� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�K�5� �A�@�5�4�A�B�2�0� �:�>�<�0�~�I�=�>�9� �A�B�@�>�:�8�.� 

��� �M�B�>�9� �3�;�0�2�5� �4�5�<�>�=�A�B�@�8�@�C�N�B�A�O� �2�>�7�<�>�6�=�>�A�B�8� �C�B�8�;�8�B� TSl1ark �8� �t�c�p�d�H�n�p� -

�=�0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�E� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�K�E� �A�@�5�4�A�B�2� �:�>�<�0�~�I�=�>�9� �A�B�@�>�:�8� �4�;�O� 

�0�=�0�;�8�7�0� �?�0�:�5�B�>�2�.� ���7�=�0�:�>�<�8�B�L�A�O� �A� �=�8�<�8� �?�>�;�5�7�=�>�,� �E�>�B�O� �O� �;�8�G�=�>� �?�>�;�L�7�C�N�A�L� �C�B�8�­

�;�8�B�>�9� TShark �2� �A�8�A�B�5�<�0�E� Windows, �0� �C�B�8�;�8�B�>�9� �t�c�p�d�H�n�p� - �2� �A�8�A�B�5�<�0�E� Unix. ���A�;�8� 

�2�K� �?�>�;�L�7�C�5�B�5�A�L� �B�>�;�L�:�>� Windows, �<�>�6�5�B�5� �?�@�>�?�C�A�B�8�B�L� �@�0�7�4�5�;�K� �M�B�>�9� �3�;�0�2�K�,� �?�>�­

�A�2�O�I�5�=�=�K�5� �C�B�8�;�8�B�5� �t�c�p�d�H�n�p�.� 

�#�A�B�0�=�>�2�:�0� �C�B�8�;�8�B�K� TShark 
�#�B�8�;�8�B�0� TShark, �O�2�;�O�N�I�0�O�A�O� �B�5�@�<�8�=�0�;�L�=�K�<� �0�=�0�;�>�3�>�<� Wireshark, �A�;�C�6�8�B� 

�4�;�O� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �8� �?�@�5�4�>�A�B�0�2�;�O�5�B� �2� �>�A�=�>�2�=�>�<� �B�5� �6�5� �D�C�=�:�F�8�>�=�0�;�L�=�K�5� �2�>�7�­
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�@�5�5� �2�A�5�3�>�,� �8�<�5�5�B�A�O� �8� TShark, �?�@�8� �C�A�;�>�2�8�8�,� �G�B�>� �2�K� �=�5� �8�A�:�;�N�G�8�;�8� �M�B�C� �C�B�8�;�8�B�C� �8�7� 

�A�>�A�B�0�2�0� �C�A�B�0�=�0�2�;�8�2�0�5�<�K�E� �A�@�5�4�A�B�2� Wireshark. �'�B�>�1�K� �C�1�5�4�8�B�L�A�O�,� �C�A�B�0�=�>�2�;�5�=�0� �;�8� 

�C�B�8�;�8�B�0� TShark, �2�K�?�>�;�=�8�B�5� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���B�:�@�>�9�B�5� �>�:�=�>� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� �8�;�8� �B�5�@�<�8�=�0�;�0�,� �2�2�5�4�O� �:�>�<�0�~�I�C� Cllld �8� 

�I�5�;�:�=�C�2� �=�0� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�9� �:�=�>�?�:�5� �(�:�>�=�:�@�5�B�=�K�5� �4�5�9�A�B�2�8�O� �7�0�2�8�A�O�B� �>�B� 

�?�@�8�<�5�=�O�5�<�>�9� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K�)�.� 

2. ���5�@�5�9�4�8�B�5� �:� �:�0�B�0�;�>�3�C�,� �3�4�5� �C�A�B�0�=�>�2�;�5�=�>� �?�@�8�;�>�6�5�=�8�5� Wireshark. ���A�;�8� �2�K� 

�C�A�B�0�=�>�2�8�;�8� �5�3�>� �2� �A�B�0�=�4�0�@�B�=�>�<� �<�5�A�B�5�,� �2�2�5�4�8�B�5� �2� �:�>�<�0�~�I�=�>�9� �A�B�@�>�:�5� �:�>�<�0�=�­

�4�C� cd �!�:� \Program Files \Wireshark. 

3. ���0�?�C�A�B�8�B�5� TShark �=�0� �2�K�?�>�;�=�5�=�8�5� �8� �2�K�2�5�4�8�B�5� �=�0� �M�:�@�0�=� �A�2�5�4�5�=�8�O� �>� �2�5�@�A�8�8� 

�M�B�>�9� �C�B�8�;�8�B�K�,� �2�2�5�4�O� �:�>�<�0�=�4�C� tshark -v. ���A�;�8� �C�B�8�;�8�B�0� TShark �=�5� �C�A�B�0�=�>�2�­

�;�5�=�0�,� �?�>�O�2�8�B�A�O� �A�>�>�1�I�5�=�8�5� �>�1� �>�H�8�1�:�5�,� �C�2�5�4�>�<�;�O�N�I�5�5�,� �G�B�>� �2�2�5�4�5�=�=�0�O� �:�>�­

�<�0�=�4�0� �=�5� �@�0�A�?�>�7�=�0�=�0�.� ��� �5�A�;�8� �C�B�8�;�8�B�0� TShark �C�A�B�0�=�>�2�;�5�=�0� �2� �2�0�H�5�9� �A�8�A�B�5�­

�<�5�,� �B�>� �?�>�O�2�O�B�A�O� �A�;�5�4�C�N�I�8�5� �A�2�5�4�5�=�8�O� �>� �5�5� �2�5�@�A�8�8�:� 

C:\Program Files\Wireshark>tshark -v 

TShark (Wireshark) 2.6.1 (v2.6.1-0-g860a78b3) 

-- �D�@�0�3�<�5�=�B� --

���A�;�8� �6�5� �2�K� �=�5� �C�A�B�0�=�>�2�8�;�8� �C�B�8�;�8�B�C� TShark, �=�>� �6�5�;�0�5�B�5� �5�N� �2�>�A�?�>�;�L�7�>�2�0�B�L�­

�A�O�,� �?�>�2�B�>�@�8�B�5� �C�A�B�0�=�>�2�:�C� Wireshark, �2�K�1�@�0�2� TShark �2� �A�>�A�B�0�2�5� �C�A�B�0�=�0�2�;�8�2�0�5�<�K�E� 
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�A�@�5�4�A�B�2�,� �E�>�B�O� �M�B�>� �8� �4�5�;�0�5�B�A�O� �?�>� �C�<�>�;�G�0�=�8�N�.� ��� �5�A�;�8� �2�K� �6�5�;�0�5�B�5� �A�@�0�7�C� �6�5� �?�@�8�­

�A�B�C�?�8�B�L� �:� �8�7�C�G�5�=�8�N� �2�>�7�<�>�6�=�>�A�B�5�9� �C�B�8�;�8�B�K� TShark, �B�>� �2�K�?�>�;�=�8�B�5� �:�>�<�0�=�4�C� 

tshark -h, �:�0�:� �?�>�:�0�7�0�=�>� �=�8�6�5�,� �G�B�>�1�K� �2�K�2�5�A�B�8� �=�0� �M�:�@�0�=� �5�5� �:�>�<�0�=�4�K�.� ���5�:�>�B�>�­

�@�K�5� �8�7� �:�>�<�0�=�4� TShark �1�C�4�C�B� �@�0�A�A�<�>�B�@�5�=�K� �2� �M�B�>�9� �3�;�0�2�5�.� 

C:\Program Files\Wireshark>tshark -h 

���0�:� �8� Wireshark, �C�B�8�;�8�B�0� TShark �?�@�8�3�>�4�=�0� �4�;�O� �@�0�1�>�B�K� �2� �@�0�7�=�K�E� �>�?�5�@�0�F�8�­

�>�=�=�K�E� �A�8�A�B�5�<�0�E�,� �=�>� �?�>�A�:�>�;�L�:�C� �>�=�0� �=�5� �7�0�2�8�A�8�B� �>�B� �3�@�0�D�8�G�5�A�:�8�E� �1�8�1�;�8�>�B�5�:� �:�>�=�­

�:�@�5�B�=�>�9� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K�,� �B�>� �>�?�K�B� �5�5� �8�A�?�>�;�L�7�>�2�0�=�8�O� �=�0� �@�0�7�=�K�E� �?�;�0�B�­

�D�>�@�<�0�E� �?�@�0�:�B�8�G�5�A�:�8� �>�4�8�=�0�:�>�2�.� ��� �A�8�;�C� �M�B�>�3�>� �C�B�8�;�8�B�0� TSl1ark �4�5�9�A�B�2�C�5�B� �2�5�A�L�<�0� 

�A�E�>�4�=�K�<� �>�1�@�0�7�>�<� �2� �W�i�?�d�o�w�s�,� �L�i�?�u�x� �8� ���0�5� OS �%�,� �E�>�B�O� �7�4�5�A�L� �8�<�5�N�B�A�O� �=�5�:�>�B�>�­

�@�K�5� �>�B�;�8�G�8�O� �=�0� �:�0�6�4�>�9� �?�;�0�B�D�>�@�<�5�.� ��� �M�B�>�9� �:�=�8�3�5� �>�A�=�>�2�=�>�5� �2�=�8�<�0�=�8�5� �C�4�5�;�O�5�B�­

�A�O� �@�0�1�>�B�5� �A� TShark �2� �W�i�H�l�o�w�s�,� �?�>�A�:�>�;�L�:�C� �M�B�>� �>�A�=�>�2�=�0�O� �>�?�5�@�0�F�8�>�=�=�0�O� �A�8�A�B�5�<�0�,� 

�4�;�O� �:�>�B�>�@�>�9� �?�@�5�4�=�0�7�=�0�G�5�=�0� �4�0�=�=�0�O� �C�B�8�;�8�B�0�.� 

�#�A�B�0�=�>�2�:�0� �C�B�8�;�8�B�K� �t�c�p�d�H�n�p� 

���A�;�8� Wireshark �O�2�;�O�5�B�A�O� �A�0�<�K�<� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�K�<� �2�>� �2�A�5�<� �<�8�@�5� �3�@�0�D�8�G�5�­

�A�:�8�<� �?�@�8�;�>�6�5�=�8�5�<� �4�;�O� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�,� �B�>� tcpdump �A�G�8�B�0�5�B�A�O� �=�0�8�1�>�;�5�5� �C�?�>�­

�B�@�5�1�8�B�5�;�L�=�>�9� �C�B�8�;�8�B�>�9� �4�;�O� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�,� �@�0�1�>�B�0�N�I�5�9� �2� �@�5�6�8�<�5� �:�>�<�0�=�4�­

�=�>�9� �A�B�@�>�:�8�.� ���=�0� �?�@�5�4�=�0�7�=�0�G�5�=�0� �4�;�O� �@�0�1�>�B�K� �2� �U�?�i�E�-�?�>�4�>�1�=�K�E� �>�?�5�@�0�F�8�>�=�=�K�E� 

�A�8�A�B�5�<�0�E� �8� �;�5�3�:�>� �C�A�B�0�=�0�2�;�8�2�0�5�B�A�O� �A� �?�>�<�>�I�L�N� �B�8�?�8�G�=�K�E� �?�@�8�;�>�6�5�=�8�9� �4�;�O� 

�C�?�@�0�2�;�5�=�8�O� �?�0�:�5�B�0�<�8� �8� �4�0�6�5� �2�E�>�4�8�B� �2� �A�>�A�B�0�2� �4�8�A�B�@�8�1�C�B�8�2�=�K�E� �?�0�:�5�B�>�2� �<�=�>�3�8�E� 

�@�0�7�=�>�2�8�4�=�>�A�B�5�9� �L�i�?�u�x�.� 

���5�A�<�>�B�@�O� �=�0� �B�>� �G�B�>� �1�>�;�L�H�0�O� �G�0�A�B�L� �M�B�>�9� �:�=�8�3�8� �>�@�8�5�=�B�8�@�>�2�0�=�0� �=�0� �@�0�1�>�B�C� �2� 

�A�@�5�4�5� �W�i�?�d�o�w�s�,� �2� �=�5�5� �2�N�1�N�G�5�=�K� �@�0�7�4�5�;�K�,� �?�>�A�2�O�I�5�=�=�K�5� tcpdump �A�?�5�F�8�0�;�L�=�>� 

�4�;�O� �?�>�;�L�7�>�2�0�B�5�;�5�9� �U�?�i�x� �8�,� �2� �G�0�A�B�=�>�A�B�8�,� �2�5�@�A�8�8� Ubuntu 14.04 LTS. ���A�;�8� �6�5� �2�K� 

�6�5�;�0�5�B�5� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �C�B�8�;�8�B�>�9� tcpdump �2� Windows, �7�0�3�@�C�7�8�B�5� �8� �C�A�B�0�=�>�2�8�B�5� 

�5�5� �0�=�0�;�>�3� �W�i�n�D�H�n�p� �4�;�O� Windows, �4�>�A�B�C�?�=�K�9� �?�>� �0�4�@�5�A�C� http://www. winpcap. 
org/windump/. ��� �E�>�B�O� �>�?�K�B� �8�A�?�>�;�L�7�>�2�0�=�8�O� tcpdump �8� �W�i�n�D�u�H�p� �=�5� �A�>�2�A�5�<� �>�4�8�­

�=�0�:�>�2�,� �M�B�8� �A�@�5�4�A�B�2�0� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �D�C�=�:�F�8�>�=�8�@�C�N�B� �A�E�>�4�=�K�<� �>�1�@�0�7�>�<�.� �!�;�5�­

�4�C�5�B�,� �>�4�=�0�:�>�,� �8�<�5�B�L� �2� �2�8�4�C�,� �G�B�>� �W�i�n�D�H�n�p� �8� �1�;�8�7�:�>� �=�5� �?�>�4�4�5�@�6�8�2�0�5�B�A�O� �B�0�:� �6�5� 

�0�:�B�8�2�=�>�,� �:�0�:� �8� tcpdump. ��� �8�B�>�3�5� �@�O�4� �=�>�2�K�E� �2�>�7�<�>�6�=�>�A�B�5�9� �<�>�6�5�B� �?�@�>�A�B�>� �>�B�A�C�B�­

�A�B�2�>�2�0�B�L� �8� �2� �B�>� �6�5� �2�@�5�<�O� �?�@�8�A�C�B�A�B�2�>�2�0�B�L� �C�O�7�2�8�<�>�A�B�8� �2� �7�0�I�8�B�5�.� �(��� �M�B�>�9� �:�=�8�3�5� 

�W�i�?�D�u�H�p� �=�5� �@�0�A�A�<�0�B�@�8�2�0�5�B�A�O�.�)� 

���5�A�<�>�B�@�O� �=�0� �B�>� �G�B�>� �C�3�8�;�8�B�0� tcpdump �=�5� �2�E�>�4�8�B� �2� �4�8�A�B�@�8�1�C�B�8�2�=�K�9� �?�0�:�5�B� 

�U�b�u�=�t�u�,� �C�A�B�0�=�>�2�8�B�L� �5�5� �A�>�2�A�5�<� �=�5� �B�@�C�4�=�>� �1�;�0�3�>�4�0�@�O� �A�8�A�B�5�<�5� �C�?�@�0�2�;�5�=�8�O� �?�0�:�5�­

�B�0�<�8� ��� �"�.� �'�B�>�1�K� �C�A�B�0�=�>�2�8�B�L� tcpdump, �2�K�?�>�;�=�8�B�5� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���B�:�@�>�9�B�5� �>�:�=�>� �B�5�@�<�8�=�0�;�0� �8� �2�K�?�>�;�=�8�B�5� �:�>�<�0�=�4�C� sudo apt-get update, 
�G�B�>�1�K� �>�1�=�>�2�8�B�L� �E�@�0�=�8�;�8�I�0� �?�0�:�5�B�>�2� �?�>�A�;�5�4�=�8�<�8� �8�E� �2�5�@�A�8�O�<�8�.� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �8�7� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� 151 
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2. ���K�?�>�;�=�8�B�5� �:�>�<�0�=�4�C� sudo apt-get install tcpdump. 

3. ���0�<� �1�C�4�5�B� �?�@�5�4�;�>�6�5�=�>� �C�A�B�0�=�>�2�8�B�L� �@�O�4� �7�0�2�8�A�8�<�K�E� �?�0�:�5�B�>�2�,� �=�5�>�1�E�>�4�8�<�K�E� 

�4�;�O� �@�0�1�>�B�K� tcpdump. � �0�7�@�5�H�8�B�5� �8�E� �C�A�B�0�=�>�2�:�C�,� �2�2�5�4�O� �#� �8� �=�0�6�0�2� �:�;�0�2�8�H�C� 

<Enter> �?�>� �?�@�8�3�;�0�H�5�=�8�N�.� 

4. ���>� �>�:�>�=�G�0�=�8�8� �C�A�B�0�=�>�2�:�8� �2�2�5�4�8�B�5� �:�>�<�0�=�4�C� tcpdump -h, �G�B�>�1�K� �7�0�?�C�A�B�8�B�L� 

�C�B�8�;�8�B�C� tcpdump �=�0� �2�K�?�>�;�=�5�=�8�5� �8� �2�K�2�5�A�B�8� �=�0� �M�:�@�0�=� �A�2�5�4�5�=�8�O� �>� �5�5� �2�5�@�­

�A�8�8�.� ���A�;�8� �M�B�0� �:�>�<�0�=�4�0� �1�C�4�5�B� �2�K�?�>�;�=�5�=�0� �C�A�?�5�H�=�>�,� �M�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �2�K� 

�3�>�B�>�2�K� �?�@�8�A�B�C�?�8�B�L� �:� �@�0�1�>�B�5� �A� tcpdump. ��� �2� �>�:�=�5� �B�5�@�<�8�=�0� �?�>�O�2�8�B�A�O� �A�;�5�4�C�­

�N�I�5�5� �A�>�>�1�I�5�=�8�5�:� 

sanders@ppa:-$ tcpdump -h 

tcpdump version 4.9.2 

libpcap version 1.8.1 

Usage: tcpdump [ �-�a�A�,�d�D�e�f�h���I�J���l�L�n�N�O�p�q�S�t�u�U�v�x�X�#�]� [ �-��� size ] [ �-�A� count ] 
[ �-�!� file_size ] [ �-��� algo:secret ] [ -F file ] [ -G seconds 

-i interface ] [ -j tstamptype ] [ �-��� secret ] [ �-�-�n�u�m�,�e�r� ] 
-Q inloutlinout ] 

-r file J [ -s snaplen J [ --time-stamp-precision precision 
--immediate-mode ] [ �-�"� type ] [ --version ] -v file ] 

-w file ] [ -W filecount ] [ �-�C� datalinktype 
-z postrotate-command ] 

-Z user ] [ expression ] 

���A�5� �4�>�A�B�C�?�=�K�5� �2� tcpdump �:�>�<�0�=�4�K� �<�>�6�=�>� �2�K�2�5�A�B�8� �=�0� �M�:�@�0�=�,� �2�K�?�>�;�=�8�2� �?�@�8�­

�2�5�4�5�=�=�C�N� �=�8�6�5� �:�>�<�0�=�4�C�.� ���0�;�5�5� �1�C�4�C�B� �@�0�A�A�<�>�B�@�5�=�K� �=�5�:�>�B�>�@�K�5� �8�7� �M�B�8�E� �:�>�<�0�=�4�.� 

sanders@ppa:-$ man tcpclump 

���5�@�5�E�2�0�B� �8� �A�>�E�@�0�=�5�=�8�5� �?�0�:�5�B�>�2� 

���@�5�6�4�5� �2�A�5�3�>� �A�;�5�4�C�5�B� �?�5�@�5�E�2�0�B�8�B�L� �?�0�:�5�B�K� �8�7� �A�5�B�8� �8� �>�B�>�1�@�0�7�8�B�L� �8�E� �=�0� �M�:�@�0�­

�=�5�.� �'�B�>�1�K� �?�@�8�A�B�C�?�8�B�L� �:� �?�5�@�5�E�2�0�B�C� �?�0�:�5�B�>�2� �2� TShark, �4�>�A�B�0�B�>�G�=�>� �2�K�?�>�;�=�8�B�L� 

�:�>�<�0�=�4�C� tshark. ���>� �M�B�>�9� �:�>�<�0�=�4�5� �=�0�G�8�=�0�5�B�A�O� �?�@�>�F�5�A�A� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2� �8�7� 

�A�5�B�5�2�>�3�>� �8�=�B�5�@�D�5�9�A�0� �8� �8�E� �2�K�2�>�4� �=�0� �M�:�@�0�=� �2� �>�:�=�5� �B�5�@�<�8�=�0�;�0� �0�=�0�;�>�3�8�G�=�>� �?�@�8�­

�2�5�4�5�=�=�>�<�C� �=�8�6�5� �?�@�8�<�5�@�C�.� 

C:\Program Files\Wireshark>tshark 
1 0.000000 172.16.16.128 -> 74.125.95.104 �"�!� � 66 1606 80 [SYN] 

Seq=O Win=8192 Len=O MSS=1460 WS=4 �S�A�C�K�_�P�E�R���=�l� 

2 0.030107 74.125.95.104 -> 172.16.16.128 �"�!� � 66 80 1606 [SYN, ���!���]� 

Seq=O Ack=l Win=5720 Len=O MSS=l406 �S�A�C�K�_�P�E�R���=�l� WS=64 

3 0.030182 172.16.16.128 -> 74.125.95.104 �"�!� � 54 1606 80 �[���!���]� 
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Seq=l Ack=l Win=l6872 Len=O 

4 0.030248 172.16.16.128 -> 74.125.95.104 ���"�"� � 681 GET / ���"�"� �/�1�.�1� 

5 0.079026 74.125.95.104 -> 172.16.16.128 �"�!� � 60 80 1606 �[���!���]� 

Seq=l Ack=628 Win=6976 Len=O 

��� �4�;�O� �B�>�3�>� �G�B�>�1�K� �?�@�8�A�B�C�?�8�B�L� �:� �?�5�@�5�E�2�0�B�C� �?�0�:�5�B�>�2� �2� tcpdump, �4�>�A�B�0�B�>�G�=�>� �2�K�­

�?�>�;�=�8�B�L� �:�>�<�0�=�4�C� �t�c�p�d�u�H�p�.� ���>�A�;�5� �2�K�?�>�;�=�5�=�8�O� �M�B�>�9� �:�>�<�0�=�4�5� �>�:�=�>� �B�5�@�<�8�=�0�;�0� 

�4�>�;�6�=�>� �2�K�3�;�O�4�5�B�L� �0�=�0�;�>�3�8�G�=�>� �A�;�5�4�C�N�I�5�<�C�:� 

sanders@ppa:-$ tcpdump 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 

listening �>�?� ethO, link-type ���N�l������� (Ethernet), capture size 65535 bytes 

21:18:39.618072 IP 172.16.16.128.slm-api > 74.125.95.104.http: Flags [S], 

seq 2082691767, win 8192, options [mss 1460,nop,wscale 2,nop,nop,sackOK], length ��� 

21:18:39.648179 IP 74.125.95.104.http > 172.16.16.128.slm-api: 

Flags [S.], seq 2775577373, ack 2082691768, win 5720, options [mss 

1406,nop,nop,sackOK,nop,wscale 6], length ��� 

21:18:39.648254 IP 172.16.16.128.slm-api > 74.125.95.104.http: Flags [.], ack 1, 

win 4218, length ��� 

21:18:39.648320 IP 172.16.16.128.slm-api > 74.125.95.104.http: Flags �[� �.�]�,� 

seq 1:628, ack 1, win 4218, length 627: ���"�"� �:� GET / ���"�"� �/�1�.�1� 

21:18:39.697098 IP 74.125.95.104.http > 172.16.16.128.slm-api: Flags [.], ack 628, 

win 109, length ��� 

�l�e�!�Q�l�@�'�I���J�l�l�l�l�l� ���;�O� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2� �2� �A�8�A�B�5�<�0�E� �U�?�i�x� �B�@�5�1�C�N�B�r�O� �?�>�;�=�>�<���'�'�u�O� �0�4�<�8�­

�=�8�A�B�@�0�B�f�f�j�l�0�,� �8� �?�>�M�B�>�<�C� �2�0�<�,� �c�:�f�f�j�l�e�e� �2�A�5�3�>�,� �?�@�8�4�5�B�r�O� �2�K�?�>�;�=�8�B�J� �:�>�<�0�=�­

�4�C� �t�c�p�d�u�H�p� �A� �?�@�0�2�0�<�8� �?�>�;�J�7�>�2�0�B�5�;�O� root �8�;�8� �6�5� �2�K�?�>�;�=�8�B�J� �A�=�0�'�'�0�;�0� 

�:�>�<�0�=�4�C� sudo, �0� �7�0�B�5�<� �C�?�>�<�8�=�0�.�5�<�K�5� �7�4�5�A�J� �8� �4�0�;�5�5� �:�>�<�0�=�4�J�t�.� ���>� �<�=�>�3�8�E� 

�A�;�C�G�0�O�E� �U�?�i�E�-�?�>�4�>�1�=�0�O� �A�8�A�B�5�<�0� �1�C�4�5�B� �4�>�A�B�C�?�=�0� �2�0�<� �:�0�:� �?�>�;�J�7�>�2�0�B�5�.�;�N� �A� 

�>�3�@�0�=�8�G�5�=�=�K�<�8� �?�>�;�=�>�<���'�'�8�O�.�<�8�.� ��� �M�B�>� �=�0�8�1�>�;�5�5� �2�5�@�>�O�B�=�0�O� �?�@�8�'�'�8�=�0� �2�>�7�­

�=�8�:�=�>�2�5�=�8�O� �>�H�8�1�:�8� �=�0�@�C�H�5�=�8�.�O� �?�@�0�2� �4�>�A�B�C�?�0� �?�>� �E�>�4�C� �4�5�;�0�.� 

��� �7�0�2�8�A�8�<�>�A�B�8� �>�B� �:�>�=�D�8�3�C�@�0�F�8�8� �2�0�H�5�9� �A�8�A�B�5�<�K� �C�B�8�;�8�B�0� TShark �8�;�8� 

tcpdump �<�>�6�5�B� �8� �=�5� �2�K�1�@�0�B�L� �?�>� �C�<�>�;�G�0�=�8�N� �8�<�5�=�=�>� �B�>�B� �A�5�B�5�2�>�9� �8�=�B�5�@�D�5�9�A�,� �8�7� 

�:�>�B�>�@�>�3�>� �2�0�<� �B�@�5�1�C�5�B�A�O� �?�5�@�5�E�2�0�B�K�2�0�B�L� �?�0�:�5�B�K�.� ��� �B�0�:�>�<� �A�;�C�G�0�5� �2�0�<� �?�@�8�4�5�B�A�O� 

�C�:�0�7�0�B�L� �5�3�>� �2�@�C�G�=�C�N�.� �!�?�8�A�>�:� �4�>�A�B�C�?�=�K�E� �4�;�O� TShark �A�5�B�5�2�K�E� �8�=�B�5�@�D�5�9�A�>�2� �<�>�6�­

�=�>� �2�K�2�5�A�B�8� �=�0� �M�:�@�0�=� �?�>� �:�>�<�0�=�4�5� tshark -D, �:�0�:� �?�>�:�0�7�0�=�>� �=�8�6�5�.� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �8�7� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� 153 
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C:\Program Files\Wireshark>tshark -D 

1. \Device\NPF_{1DE095C2-346D-47E6-B855-11917B74603A) (Local Area Connection 2) 

2. \Device\NPF_{lA494418-97D3-42E8-8COB-78D79AlF7545) (Ethernet 2) 

�'�B�>�1�K� �2�>�A�?�>�;�L�0�>�2�0�B�L�A�O� �:�>�=�:�@�5�B�=�K�<� �A�5�B�5�2�K�<� �8�=�B�5�@�D�5�9�A�>�<�,� �2�K�?�>�;�=�8�B�5� �:�>�­

�<�0�=�4�C� tshark -i �A� �=�>�<�5�@�>�<�,� �?�@�8�A�2�>�5�=�=�K�<� �A�5�B�5�2�>�<�C� �8�=�B�5�@�D�5�9�A�C� �2� �?�@�8�2�5�4�5�=�­

�=�>�<� �2�K�H�5� �A�?�8�A�:�5�:� 

C:\Program Files\Wireshark>tshark -i 1 

���>� �M�B�>�9� �:�>�<�0�=�4�5� �1�C�4�C�B� �?�5�@�5�E�2�0�G�5�=�K� �?�0�:�5�B�K� �B�>�;�L�:�>� �8�0� �A�5�B�5�2�>�3�>� �8�=�B�5�@�D�5�9�­

�A�0� Local Area Connection 2, �:�>�B�>�@�>�<�C� �?�@�8�A�2�>�5�=� �=�>�<�5�@� 1 �2� �A�?�8�A�:�5� �A�5�B�5�2�K�E� �8�=�­

�B�5�@�D�5�9�A�>�2�.� � �5�:�>�<�5�=�4�C�5�B�A�O� �2�A�5�3�4�0� �C�:�0�7�K�2�0�B�L� �A�5�B�5�2�>�9� �8�=�B�5�@�D�5�9�A�,� �8�7� �:�>�B�>�@�>�3�>� 

�B�@�5�1�C�5�B�A�O� �?�5�@�5�E�2�0�B�K�2�0�B�L� �?�0�:�5�B�K�.� ���5�4�L� �4�;�O� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�K�E� �A�@�5�4�A�B�2� �2�8�@�B�C�­

�0�;�L�=�>�9� �<�0�H�8�=�K� �8�;�8� �2�8�@�B�C�0�;�L�=�K�E� �G�0�A�B�=�K�E� �A�5�B�5�9� �2�5�A�L�<�0� �E�0�@�0�:�B�5�@�=�>� �4�>�1�0�2�;�O�B�L� 

�A�5�B�5�2�K�5� �8�=�B�5�@�D�5�9�A�K�,� �8� �?�>�M�B�>�<�C� �A�;�5�4�C�5�B� �=�5�?�@�5�<�5�=�=�>� �C�1�5�4�8�B�L�A�O�,� �G�B�>� �?�0�:�5�B�K� 

�?�>�A�B�C�?�0�N�B� �8�7� �=�C�6�=�>�3�>� �8�A�B�>�G�=�8�:�0�.� 

���A�;�8� �2�K� �@�0�1�>�B�0�5�B�5� �A� �C�B�8�;�8�B�>�9� tcpdump �2� �A�8�A�B�5�<�5� Linux �8�;�8� ���0�5� OS �%�,� �2�K�2�5�­

�4�8�B�5� �A�?�8�A�>�:� �4�>�A�B�C�?�=�K�E� �A�5�B�5�2�K�E� �8�=�B�5�@�D�5�9�A�>�2� �=�0� �M�:�@�0�=� �?�>� �:�>�<�0�=�4�5� ifconfig, 
�:�0�:� �?�>�:�0�7�0�=�>� �=�8�6�5�.� 

sanders@ppa:-$ ifconfiq 

ethO Link encap:Ethernet HWaddr OO:Oc:29:1f:a7:55 

inet addr:172.16.16.139 Bcast:172.16.16.255 Mask: 

�2�5�5�.�2�5�5�.�2�5�5�.��� 

�i�n�e�t�1� addr: fe80::20c:29ff:felf:a755/64 Scope:Link 

UP BROADCAST RUNNING ���U�L�T�I�C�A�S�T� MTU:l500 Metric:l 

RX packets:5119 errors:O dropped:O overruns:O frame:O 

�"�%� packets:3088 errors:O dropped:O overruns:O carrier:O 
collisions:O txqueuelen:lOOO 

RX bytes:876746 (876.7 �����}� �"�%� bytes:538083 �(�5�3�8�.��� �����)� 

��� �C�:�0�7�0�B�L� �:�>�=�:�@�5�B�=�K�9� �A�5�B�5�2�>�9� �8�=�B�5�@�D�5�9�A� �<�>�6�=�>� �?�>� �?�@�8�2�5�4�5�=�=�>�9� �=�8�6�5� �:�>�­

�<�0�=�4�5�.� ���>� �M�B�>�9� �:�>�<�0�=�4�5� �1�C�4�C�B� �?�5�@�5�E�2�0�G�5�=�K� �?�0�:�5�B�K� �B�>�;�L�:�>� �8�7� �A�5�B�5�2�>�3�>� �8�=�B�5�@�­

�D�5�9�A�0� ethO. 

sanders@ppa:-$ tcpdump -i ethO 

���B�0�:�,� �=�0�A�B�@�>�8�2� �2�A�5� �4�>�;�6�=�K�<� �>�1�@�0�7�>�<�,� �<�>�6�=�>� �?�@�8�A�B�C�?�8�B�L� �:� �?�5�@�5�E�2�0�B�C� �?�0�:�5�­

�B�>�2�.� ���A�;�8� �C�A�B�@�>�9�A�B�2�>�,� �8�7� �:�>�B�>�@�>�3�>� �?�5�@�5�E�2�0�B�K�2�0�5�B�A�O� �A�5�B�5�2�>�9� �B�@�0�D�8�:�,� �4�>�2�>�;�L�­

�=�>� �A�8�;�L�=�>� �=�0�3�@�C�6�5�=�>� �2� �A�5�B�8�,� �2�K�,� �A�:�>�@�5�5� �2�A�5�3�>�,� �7�0�<�5�B�8�B�5�,� �G�B�>� �A�B�@�>�:�8� �A� �>�B�4�5�;�L�­

�=�K�<�8� �?�0�:�5�B�0�<�8� �?�>�O�2�;�O�N�B�A�O� �=�0�A�B�>�;�L�:�>� �1�K�A�B�@�>�,� �G�B�>� �8�E� �B�@�C�4�=�>� �?�@�>�G�8�B�0�B�L�.� �-�B�>� 
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�?�>�;�>�6�5�=�8�5� �<�>�6�=�>� �8�A�?�@�0�2�8�B�L�,� �A�=�0�G�0�;�0� �A�>�E�@�0�=�8�2� �?�0�:�5�B�K� �2� �D�0�9�;�,� �0� �7�0�B�5�<� �?�@�>�G�8�­

�B�0�2� �;�8�H�L� �=�5�1�>�;�L�H�>�5� �8�E� �:�>�;�8�G�5�A�B�2�>� �8�7� �M�B�>�3�>� �D�0�9�;�0�.� 

�'�B�>�1�K� �A�>�E�@�0�=�8�B�L� �=�0�:�>�?�;�5�=�=�K�5� �?�0�:�5�B�K� �2� �D�0�9�;�5� �2�K�?�>�;�=�8�B�5� �2� �>�1�5�8�E� �@�0�A�A�<�0�­

�B�@�8�2�0�5�<�K�E� �7�4�5�A�L� �C�3�8�;�8�B�0�E� �:�>�<�0�=�4�C� (tshark �8�;�8� tcpdump) �A� �0�@�3�C�<�5�=�B�>�<� -w, �C�:�0�­

�7�0�2� �?�>�A�;�5� �=�5�3�>� �8�<�O� �D�0�9�;�0�.� ���5�@�5�E�2�0�B� �?�0�:�5�B�>�2� �?�@�>�4�>�;�6�8�B�A�O� �4�>� �B�5�E� �?�>�@�,� �?�>�:�0� 

�2�K� �=�5� �>�A�B�0�=�>�2�8�B�5� �5�3�>�,� �=�0�6�0�2� �:�>�<�1�8�=�0�F�8�N� �:�;�0�2�8�H� <Ctrl+C>. �#�:�0�7�0�=�=�K�9� �D�0�9�;� 

�1�C�4�5�B� �A�>�E�@�0�=�5�=� �2� �B�>�<� �:�0�B�0�;�>�3�5�,� �8�7� �:�>�B�>�@�>�3�>� �A�>�>�B�2�5�B�A�B�2�C�N�I�0�O� �C�3�8�;�8�B�0� �1�K�;�0� �7�0�­

�?�C�I�5�=�0� �=�0� �2�K�?�>�;�=�5�=�8�5�,� �5�A�;�8� �=�5� �C�:�0�7�0�=�>� �8�=�>�5�.� 

���8�6�5� �?�@�8�2�5�4�5�=� �?�@�8�<�5�@� �2�K�?�>�;�=�5�=�8�O� �4�0�=�=�>�9� �:�>�<�0�=�4�K� �2� TShark. 

C:\Program Files\Wireshark>tshark -i 1 -w packets.pcap 

���>� �M�B�>�9� �:�>�<�0�=�4�5� �2�A�5� �?�0�:�5�B�K�,� �?�5�@�5�E�2�0�G�5�=�=�K�5� �8�7� �A�5�B�5�2�>�3�>� �8�=�B�5�@�D�5�9�A�0�,� �C�:�0�7�0�=�­

�=�>�3�>� �?�5�@�2�K�<� �2� �A�?�8�A�:�5� �8�=�B�5�@�D�5�9�A�>�2�,� �1�C�4�C�3� �7�0�?�8�A�0�=�K� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� packets. 
�@�A�0�@�.� �"�0� �6�5� �A�0�<�0�O� �:�>�<�0�=�4�0� �2� tcpdump �1�C�4�5�B� �2�K�3�;�O�4�5�B�L� �A�;�5�4�C�N�I�8�<� �>�1�@�0�7�>�<�:� 

sanders@ppa:-$ �t�c�p�d�u�H�p� -i ethO -w packets.pcap 

�'�B�>�1�K� �?�@�>�G�8�B�0�B�L� �?�0�:�5�B�K� �8�7� �A�>�E�@�0�=�5�=�=�>�3�>� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�,� �2�K�?�>�;�=�8�B�5� 

�A�;�5�4�C�N�I�C�N� �:�>�<�0�=�4�C� �A� �0�@�3�C�<�5�=�B�>�<� -r, �C�:�0�7�0�2� �B�0�:�6�5� �8�<�O� �M�B�>�3�>� �D�0�9�;�0�:� 

C:\Program Files\Wireshark>tshark -r �p�a�c�k�e�t�2�.�p�c�a�p� 

���>� �M�B�>�9� �:�>�<�0�=�4�5� �2�A�5� �?�0�:�5�B�K� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� packets. �@�A�0�@� �1�C�4�C�3� �?�@�>�G�8�­

�B�0�=�K� �8� �2�K�2�5�4�5�=�K� �=�0� �M�:�@�0�=�.� ���=�0�;�>�3�8�G�=�0�O� �:�>�<�0�=�4�0� �2� tcpdump �2�K�3�;�O�4�8�B� �A�;�5�4�C�N�­

�I�8�<� �>�1�@�0�7�>�<�:� 

sanders@ppa:-$ tcpdump -r packets.pcap 

��� �?�>� �A�;�5�4�C�N�I�5�9� �:�>�<�0�=�4�5� �2� TSl1ark �1�C�4�C�3� �>�B�>�1�@�0�6�5�=�K� �B�>�;�L�:�>� �?�5�@�2�K�5� 1 ��� �?�0�­

�:�5�B�>�2� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�:� 

C:\Program Files\Wireshark>tshark -r packets.pcap -clO 

���=�0�;�>�3�8�G�=�0�O� �:�>�<�0�=�4�0� �2� tcpdump �2�K�3�;�O�4�8�B� �A�;�5�4�C�N�I�8�<� �>�1�@�0�7�>�<�:� 

sanders@ppa:-$ tcpdump -r packets.pcap -clO 

��� �?�@�>�F�5�A�A�5� �?�5�@�5�E�2�0�B�0� �<�>�6�=�>� �B�0�:�6�5� �C�:�0�7�0�B�L� �0�@�3�C�<�5�=�B� �-�A� �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�9� 

�:�>�<�0�=�4�5�.� ��� �@�5�7�C�;�L�B�0�B�5� �5�5� �2�K�?�>�;�=�5�=�8�O� �1�C�4�C�3� �?�5�@�5�E�2�0�G�5�=�K� �8� �2�K�2�5�4�5�=�K� �4�;�O� �?�@�>�­

�A�<�>�B�@�0� �=�0� �M�:�@�0�=�5� �B�>�;�L�:�>� 10 �?�0�:�5�B�>�2�.� ��� �5�A�;�8� �5�I�5� �4�>�1�0�2�8�B�L� �0�@�3�C�<�5�=�B� -w, �B�>� �?�5�@�5�­

�E�2�0�G�5�=�=�K�5� �?�0�:�5�B�K� �<�>�3�C�3� �1�K�B�L� �A�>�E�@�0�=�5�=�K� �2� �D�0�9�;�5�.� ���8�6�5� �?�>�:�0�7�0�=�>�,� �:�0�:� �?�>�4�>�1�­

�=�0�O� �:�>�<�0�=�4�0� �2�K�3�;�O�4�8�B� �2� TShark. 

C:\Program Files\Wireshark>tshark -i 1 -w packets.pcap -clO 

���=�0�;�8�7� �?�0�:�5�B�>�2� �8�7� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� 155 
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���=�0�;�>�3�8�G�=�0�O� �:�>�<�0�=�4�0� �2� tcpdurnp �2�K�3�;�O�4�8�B� �A�;�5�4�C�N�I�8�<� �>�1�@�0�7�>�<�:� 

sanders@ppa:-$ tcpdulllp -i ethO -w packets.pcap -clO 

���0�=�8�?�C�;�8�@�>�2�0�=�8�5� �2�K�2�>�4�8�<�K�<�8� �@�5�7�C�;�L�B�0�B�0�<�8� 
���@�5�8�<�C�I�5�A�B�2�>� �?�@�8�<�5�=�5�=�8�O� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�K�E� �A�@�5�4�A�B�2� �4�;�O� �0�=�0�;�8�7�0� �?�0�­

�:�5�B�>�2� �2� �@�5�6�8�<�5� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� �7�0�:�;�N�G�0�5�B�A�O� �2� �1�>�;�5�5� �:�>�=�:�@�5�B�=�>�<� �2�K�2�>�4�5� 

�?�>�;�C�G�0�5�<�K�E� �@�5�7�C�;�L�B�0�B�>�2�.� ���0�:� �?�@�0�2�8�;�>�,� �2� �3�@�0�D�8�G�5�A�:�>�<� �8�=�B�5�@�D�5�9�A�5� �>�B�>�1�@�0�6�0�­

�5�B�A�O� �2�A�5� �?�>�4�@�O�4�,� �8� �2�K� �A�0�<�8� �4�>�;�6�=�K� �=�0�9�B�8� �8�<�5�=�=�>� �B�>�,� �G�B�>� �2�0�<� �=�C�6�=�>�.� ��� �8�=�­

�A�B�@�C�<�5�=�B�0�;�L�=�K�5� �A�@�5�4�A�B�2�0� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� �>�1�K�G�=�>� �>�B�>�1�@�0�6�0�N�B� �;�8�H�L� �A�0�<�K�9� 

�<�8�=�8�<�C�<�,� �2�K�=�C�6�4�0�O� �2�0�A� �?�>�;�L�7�>�2�0�B�L�A�O� �4�>�?�>�;�=�8�B�5�;�L�=�K�<�8� �:�>�<�0�=�4�0�<�8� �4�;�O� �1�>�;�5�5� 

�C�3�;�C�1�;�5�=�=�>�3�>� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�.� ��� �2� �M�B�>�<� �>�B�=�>�H�5�=�8�8� �C�B�8�;�8�B�K� TShark �8� tcpdurnp 
�=�8�G�5�<� �=�5� �>�B�;�8�G�0�N�B�A�O�.� ���1�5� �>�=�8� �2�K�2�>�4�O�B� �=�0� �M�:�@�0�=� �?�>� �>�4�=�>�9� �A�B�@�>�:�5� �=�0� �:�0�6�4�K�9� 

�?�0�:�5�B�,� �B�@�5�1�C�O� �4�>�?�>�;�=�8�B�5�;�L�=�K�E� �:�>�<�0�=�4� �4�;�O� �?�@�>�A�<�>�B�@�0� �1�>�;�5�5� �?�>�4�@�>�1�=�K�E� �A�2�5�4�5�­

�=�8�9� �>� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�0�E� �8�;�8� �>�B�4�5�;�L�=�K�E� �1�0�9�B�0�E� �8�7� �?�0�:�5�B�>�2�.� 

���0�6�4�0�O� �2�K�2�>�4�8�<�0�O� �2� TShark �A�B�@�>�:�0� �?�@�5�4�A�B�0�2�;�O�5�B� �>�4�8�=� �?�0�:�5�B�,� �0� �5�5� �D�>�@�<�0�B� 

�7�0�2�8�A�8�B� �>�B� �?�@�>�B�>�:�>�;�>�2�,� �?�@�8�<�5�=�O�5�<�K�E� �2� �M�B�>�<� �?�0�:�5�B�5�.� ��� �C�B�8�;�8�B�5� TShark �C�?�>�B�@�5�­

�1�;�O�N�B�A�O� �B�5� �6�5� �A�0�<�K�5� �8�=�B�5�@�?�@�5�B�0�B�>�@�K� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2�,� �G�B�>� �8� �2� Wireshark, 
�8� �?�>�;�C�G�0�5�<�K�5� �2� �8�B�>�3�5� �4�0�=�=�K�5� �0�=�0�;�8�7�8�@�C�N�B�A�O� �B�0�:�8�<� �6�5� �A�0�<�K�<� �A�?�>�A�>�1�>�<�.� ���>�­

�M�B�>�<�C� �2�K�2�>�4�8�<�K�5� �2� TShark �@�5�7�C�;�L�B�0�B�K� �7�5�@�:�0�;�L�=�>� �>�B�>�1�@�0�6�0�N�B� �A�>�4�5�@�6�8�<�>�5� �?�0�­

�=�5�;�8� Packet List �2� Wireshark, �5�A�;�8� �A�@�0�2�=�8�B�L� �8�E� �@�O�4�>�<�.� ��� �?�>�A�:�>�;�L�:�C� �8�=�B�5�@�?�@�5�B�0�­

�B�>�@�K� �2� �C�B�8�;�8�B�5� TShark �?�>�7�2�>�;�O�N�B� �0�=�0�;�8�7�8�@�>�2�0�B�L� �A�5�B�5�2�K�5� �?�@�>�B�>�:�>�;�K� �2�?�;�>�B�L� 

�4�>� �A�5�4�L�<�>�3�>� �C�@�>�2�=�O�,� �B�>� �>�=�0� �<�>�6�5�B� �?�@�5�4�>�A�B�0�2�8�B�L� �=�0�<�=�>�3�>� �1�>�;�L�H�5� �A�2�5�4�5�=�8�9� �>� 

�?�0�:�5�B�0�E�,� �A�>�4�5�@�6�0�I�8�E� �7�0�3�>�;�>�2�:�8�,� �G�5�<� �C�B�8�;�8�B�0� tcpdurnp. 
���0�6�4�0�O� �2�K�2�>�4�8�<�0�O� �2� tcpdurnp �A�B�@�>�:�0� �B�0�:�6�5� �?�@�5�4�A�B�0�2�;�O�5�B� �>�4�8�=� �?�0�:�5�B�,� �:�>�B�>�­

�@�K�9� �D�>�@�<�0�B�8�@�C�5�B�A�O� �?�>�-�@�0�7�=�>�<�C� �2� �7�0�2�8�A�8�<�>�A�B�8� �>�B� �?�@�8�<�5�=�O�5�<�>�3�>� �A�5�B�5�2�>�3�>� �?�@�>�­

�B�>�:�>�;�0�.� ��� �?�>�A�:�>�;�L�:�C� �2� tcpdurnp �=�5� �?�@�8�<�5�=�O�N�B�A�O� �B�0�:�8�5� �6�5� �8�=�B�5�@�?�@�5�B�0�B�>�@�K� �?�@�>�­

�B�>�:�>�;�>�2�,� �:�0�:� �8� �2� Wireshark, �B�>� �A�2�5�4�5�=�8�O� �>� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�0�E� �A�5�4�L�<�>�3�>� �C�@�>�2�=�O� 

�M�B�>�9� �C�B�8�;�8�B�>�9� �=�5� �0�=�0�;�8�7�8�@�C�N�B�A�O�.� ��� �2� �M�B�>�<� �A�>�A�B�>�8�B� �>�4�8�=� �8�7� �3�;�0�2�=�K�E� �=�5�4�>�A�B�0�B�­

�:�>�2� tcpdump. ���<�5�A�B�>� �M�B�>�3�>� �>�4�=�>�A�B�@�>�G�=�K�5� �?�0�:�5�B�K� �D�>�@�<�0�B�8�@�C�N�B�A�O� �2� �7�0�2�8�A�8�<�>�­

�A�B�8� �>�B� �?�@�8�<�5�=�O�5�<�>�3�>� �2� �=�8�E� �A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0� �B�@�0�=�A�?�>�@�B�=�>�3�>� �C�@�>�2�=�O�,� �0� �8�<� 

�<�>�6�5�B� �1�K�B�L� �?�@�>�B�>�:�>�;� �"�!� � �8�;�8� UDP �(�?�>�4�@�>�1�=�5�5� �>�1� �M�B�>�<� �@�5�G�L� �?�>�9�4�5�B� �2� �3�;�0�2�5� 8, 
�"���@�>�B�>�:�>�;�K� �B�@�0�=�A�?�>�@�B�=�>�3�>� �C�@�>�2�=�O�"�)�.� 

��� �?�0�:�5�B�0�E� �"�!� � �?�@�8�<�5�=�O�5�B�A�O� �A�;�5�4�C�N�I�8�9� �D�>�@�<�0�B�:� 

�[���B�<�5�B�:�0� �2�@�5�<�5�=�8�]� �[���@�>�B�>�:�>�;� �B�@�5�B�L�5�3�>� �C�@�>�2�=�O�]� 

�[�I� �-�0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O�]�.� �[���>�@�B� �>�B�?�@�0�2�8�B�5�;�O�]� > 

�[�I� �-�0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O�]�.� �[���>�@�B� �?�>�;�C�G�0�B�5�;�O�]�:� 

�[�$�;�0�3�8� �?�@�>�B�>�:�>�;�0� �"�!� �]�,� �[���>�@�O�4�:�>�2�K�9� �=�>�<�5�@� �2� �?�@�>�B�>�:�>�;�5� �"�!� �]�,� 

�[���>�<�5�@� �?�>�4�B�2�5�@�6�4�5�=�8�O� �2� �?�@�>�B�>�:�>�;�5� �"�!� �]�,� 

�[� �0�7�<�5�@�K� �>�:�>�=� �2� �?�@�>�B�>�:�>�;�5� �"�!� �]�,� �[���;�8�=�0� �4�0�=�=�K�E�]� 
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��� �?�0�:�5�B�0�E� UDP �?�@�8�<�5�=�O�5�B�A�O� �B�0�:�>�9� �D�>�@�<�0�B�:� 

�[���B�<�5�B�:�0� �2�@�5�<�5�=�8�]� �[���@�>�B�>�:�>�;� �B�@�5�B�L�5�3�>� �C�@�>�2�=�O�]� 

�[�I� �-�0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O�]�.� �[���>�@�B� �>�B�?�@�0�2�8�B�5�;�O�]� > 

�[�I� �-�0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O�]�.� �[���>�@�B� �?�>�;�C�G�0�B�5�;�O�]�:� 

�[���@�>�B�>�:�>�;� �G�5�B�2�5�@�B�>�3�>� �C�@�>�2�=�O�]�,� �[���;�8�=�0� �4�0�=�=�K�E�]� 

�-�B�8� �>�A�=�>�2�=�K�5� �8�B�>�3�>�2�K�5� �A�2�5�4�5�=�8�O� �2� �>�4�=�>�9� �A�B�@�>�:�5� �>�B�;�8�G�=�>� �?�>�4�E�>�4�O�B� �4�;�O� 

�1�K�A�B�@�>�3�>� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�,� �=�>� �2� �8�B�>�3�5� �2�0�<� �?�@�8�4�5�B�A�O� �2�K�?�>�;�=�O�B�L� �1�>�;�5�5� �C�3�;�C�­

�1�;�5�=�=�K�9� �0�=�0�;�8�7� �?�0�:�5�B�>�2�.� ��� �?�@�8�;�>�6�5�=�8�8� Wireshark �4�>�A�B�0�B�>�G�=�>� �I�5�;�:�=�C�B�L� �=�0� 

�8�7�1�@�0�=�=�>�<� �?�0�:�5�B�5� �2� �?�0�=�5�;�8� Packet List, �G�B�>�1�K� �>�B�>�1�@�0�7�8�B�L� �A�2�5�4�5�=�8�O� �>� �=�5�<� �2� �?�0�­

�=�5�;�O�E� Packet Details �8� Packet Bytes. ���>�;�C�G�8�B�L� �4�>�A�B�C�?� �:� �B�>�9� �6�5� �A�0�<�>�9� �8�=�D�>�@�<�0�F�8�8� 

�8�7� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� �<�>�6�=�>� �A� �?�>�<�>�I�L�N� �=�5�A�:�>�;�L�:�8�E� �?�0�@�0�<�5�B�@�>�2�.� 

�'�B�>�1�K� �?�>�;�C�G�8�B�L� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �A�2�5�4�5�=�8�O� �>� �:�0�6�4�>�<� �?�0�:�5�B�5�,� �?�@�>�I�5� �2�A�5�3�>� 

�A�4�5�;�0�B�L� �2�K�2�>�4� �@�5�7�C�;�L�B�0�B�>�2� �1�>�;�5�5� �<�=�>�3�>�A�;�>�2�=�K�<�.� �-�B�>�9� �F�5�;�8� �2� TShark �A�;�C�6�8�B� 

�?�0�@�0�<�5�B�@� V, �:�0�:� �?�>�:�0�7�0�=�>� �=�8�6�5�.� 

C:\Program Files\Wireshark>tshark -r packets.pcap -V 

���>� �M�B�>�9� �:�>�<�0�=�4�5� �2�K�2�>�4�O�B�A�O� �B�5� �6�5� �A�0�<�K�5� �A�2�5�4�5�=�8�O� �>� �?�0�:�5�B�0�E�,� �?�@�>�G�8�B�0�=�=�K�E� 

�8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� packets. �@�A�0�@�,� �G�B�>� �8� �2� �?�0�=�5�;�8� Packet Details �2� Wiresl1ark. 
���8�6�5� �?�@�8�2�5�4�5�=�K� �?�@�8�<�5�@�K� �0�=�0�;�8�7�0� �?�0�:�5�B�0� �A� �>�1�K�G�=�>�9� �4�5�B�0�;�8�7�0�F�8�5�9� �(�>�A�=�>�2�­

�=�K�5� �8�B�>�3�>�2�K�5� �A�2�5�4�5�=�8�O�)� �8� �@�0�A�H�8�@�5�=�=�>�9� �4�5�B�0�;�8�7�0�F�8�5�9� �(�?�>�4�@�>�1�=�K�5� �8�B�>�3�>�2�K�5� 

�A�2�5�4�5�=�8�O�,� �?�>�;�C�G�0�5�<�K�5� �A� �?�>�<�>�I�L�N� �0�@�3�C�<�5�=�B�0� -V). 
�!�=�0�G�0�;�0� �?�@�8�2�5�4�5�<� �A�B�0�=�4�0�@�B�=�K�9� �2�K�2�>�4�8�<�K�9� �@�5�7�C�;�L�B�0�B�:� 

C:\Program Files\Wireshark>tshark -r packets.pcap -cl 

1 0.000000 172.16.16.172 -> 4.2.2.1 ICMP Echo �(�p�i�?�g�)� request id=OxOOOl, 

seq=l7/4352, ttl=l28 

��� �B�5�?�5�@�L� �?�@�8�2�5�4�5�<� �G�0�A�B�L� �1�>�;�5�5� �?�>�4�@�>�1�=�K�E� �A�2�5�4�5�=�8�9�,� �?�>�;�C�G�0�5�<�K�E� �1�;�0�3�>�4�0�­

�@�O� �@�0�A�H�8�@�5�=�=�>�9� �4�5�B�0�;�8�7�0�F�8�8�.� 

C:\Program Files\Wireshark>tshark -r packets.pcap -V -cl 

Frame 1: 74 bytes �>�?� wire (592 bits), 74 bytes captured (592 bits) �>�?� �i�?�t�e�r�f�a�c�e� ��� 

�I�?�t�e�r�f�a�c�e� id: ��� (\Device\NPF_(C30671Cl-579D-4F33-9CC0-73EFFFE85A54)) 

�E�?�c�a�p�s�u�l�a�t�i�o�?� type: �E�t�h�e�r�?�e�t� (1) 

Arrival Time: Dec 21, 2015 12:52:43.116551000 

�E�a�s�t�e�r�?� �S�t�a�?�d�a�r�d� Time 

[Time shift for this packet: 0.000000000 �s�e�c�o�?�d�s�]� 

�D�@�0�3�<�5�=�B� --

���=�0�;�8�7� �?�0�:�5�B�>�2� �8�7� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� 157 
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���;�O� �?�>�2�K�H�5�=�8�O� �C�@�>�2�=�O� �4�5�B�0�;�8�7�0�F�8�8� �2� �C�B�8�;�8�B�5� tcpdump �A�;�C�6�8�B� �0�@�3�C�<�5�=�B� -v. 
���>�,� �2� �>�B�;�8�G�8�5� �>�B� TShark, �2� �C�B�8�;�8�B�5� tcpdump �4�>�?�C�A�:�0�5�B�A�O� �=�5�A�:�>�;�L�:�>� �C�@�>�2�=�5�9� �4�5�­

�B�0�;�8�7�0�F�8�8� �4�;�O� �>�B�>�1�@�0�6�5�=�8�O� �:�0�6�4�>�3�>� �?�0�:�5�B�0�.� ��� �5�A�;�8� �C�:�0�7�0�B�L� �2� �A�>�>�B�2�5�B�A�B�2�C�N�­

�I�5�9� �:�>�<�0�=�4�5� �=�5�A�:�>�;�L�:�>� �0�@�3�C�<�5�=�B�>�2� v, �B�>� �<�>�6�=�>� �4�>�1�0�2�8�B�L� �A�B�>�;�L�:�>� �6�5� �C�@�>�2�=�5�9� 

�4�5�B�0�;�8�7�0�F�8�8�.� ��� �?�@�8�2�5�4�5�=�=�>�<� �=�8�6�5� �?�@�8�<�5�@�5� �4�5�<�>�=�A�B�@�8�@�C�5�B�A�O� �@�0�A�H�8�@�5�=�8�5� 

�>�B�>�1�@�0�6�0�5�<�K�E� �A�2�5�4�5�=�8�9� �>� �?�0�:�5�B�0�E� �4�>� �B�@�5�E� �C�@�>�2�=�5�9� �4�5�B�0�;�8�7�0�F�8�8�.� 

sanders@ppa:-$ tcpdump -r packets.pcap -vvv 

���8�6�5� �?�@�8�2�5�4�5�=� �?�@�8�<�5�@� �>�B�>�1�@�0�6�5�=�8�O� �A�2�5�4�5�=�8�9� �>�1� �>�4�=�>�<� �8� �B�>�<� �6�5� �?�0�:�5�B�5� 

�:�0�:� �A� �>�1�K�G�=�K�<� �C�@�>�2�=�5�<� �4�5�B�0�;�8�7�0�F�8�8�,� �B�0�:� �8� �A� �@�0�A�H�8�@�5�=�8�5�<� �=�0� �5�I�5� �>�4�8�=� �C�@�>�­

�2�5�=�L� �4�5�B�0�;�8�7�0�F�8�8�.� ���>� �4�0�6�5� �?�@�8� �?�>�;�=�>�9� �4�5�B�0�;�8�7�0�F�8�8� �2�K�2�>�4�8�<�K�9� �@�5�7�C�;�L�B�0�B� �8� 

�1�;�8�7�:�>� �=�5�;�L�7�O� �A�@�0�2�=�8�B�L� �A� �B�5�<�8� �?�>�4�@�>�1�=�>�A�B�O�<�8�,� �:�>�B�>�@�K�5� �2�K�2�>�4�O�B�A�O� �2� TShark. 

sanders@ppa:-$ tcpdump -r packets.pcap -cl 
reading from file packets.pcap, link-type ENlOMB (Ethernet) 

13:26:25.265937 IP 172.16.16.139 > a.resolvers.level3.net: 
ICMP echo request, id 1759, seq 150, length 64 

sanders@ppa:-$ tcpdump -r packets.pcap -cl -v 
reading from file packets.pcap, link-type ���N�l������� (Ethernet) 
13:26:25.265937 IP (tos ���E���,� ttl 64, id 37322, offset ���,� 

flags (DF], proto ICMP (1), length 84) 
172.16.16.139 > a.resolvers.level3.net: ICMP echo request, 
id 1759, seq 150, length 64 

���>�A�B�C�?�=�>�A�B�L� �C�@�>�2�=�5�9� �4�5�B�0�;�8�7�0�F�8�8� �7�0�2�8�A�8�B� �>�B� �:�>�=�:�@�5�B�=�>�3�>� �?�@�>�B�>�:�>�;�0� �2� 

�0�=�0�;�8�7�8�@�C�5�<�>�<� �?�0�:�5�B�5�.� ���5�A�<�>�B�@�O� �=�0� �2�A�N� �?�>�;�5�7�=�>�A�B�L� �@�0�A�H�8�@�5�=�=�>�9� �4�5�B�0�;�8�7�0�­

�F�8�8�,� �>�=�0� �=�5� �?�>�7�2�>�;�O�5�B� �>�B�>�1�@�0�7�8�B�L� �2�A�5�,� �G�B�>� �<�>�6�=�>� �C�2�8�4�5�B�L�.� �#�B�8�;�8�B�K� TSl1ark �8� 

tcpdump �A�>�E�@�0�=�O�N�B� �2�A�5� �A�>�4�5�@�6�8�<�>�5� �:�0�6�4�>�3�>� �?�0�:�5�B�0�,� �:�>�B�>�@�>�5� �<�>�6�=�>� �?�@�>�A�<�0�­

�B�@�8�2�0�B�L� �B�0�:�6�5� �2� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�>�9� �D�>�@�<�5� �8�;�8� �2� �:�>�4�5� ASCII. 
�"�0�:�,� �2� TShark �<�>�6�=�>� �?�@�>�A�<�0�B�@�8�2�0�B�L� �?�@�5�4�A�B�0�2�;�5�=�8�5� �?�0�:�5�B�>�2� �2� �H�5�A�B�=�0�4�F�0�B�5�­

�@�8�G�=�>�9� �D�>�@�<�5� �8� �2� �:�>�4�5� ASCII �A� �?�>�<�>�I�L�N� �0�@�3�C�<�5�=�B�0� �-�E�,� �:�>�B�>�@�K�9� �<�>�6�=�>� �A�>�G�5�­

�B�0�B�L� �A� �0�@�3�C�<�5�=�B�>�<� r �4�;�O� �G�B�5�=�8�O� �8� �>�B�>�1�@�0�6�5�=�8�O� �?�0�:�5�B�0� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�,� �:�0�:� 

�?�>�:�0�7�0�=�>� �=�8�6�5�.� 

C:\Program Files\Wireshark>tshark -xr pacltets.pcap 

���@�>�A�<�>�B�@� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2� �?�>� �4�0�=�=�>�9� �:�>�<�0�=�4�5� �>�:�0�7�K�2�0�5�B�A�O� �B�0�:�8�<� 

�6�5�,� �:�0�:� �8� �2� �?�0�=�5�;�8� Packet Bytes �?�@�8�;�>�6�5�=�8�O� Wireshark �(�@�8�A�.� 6.1). 
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� �8�A �.� 6. 1. ���@�>�A�<�>�B�@� �2� TShark �8�A�E�>�4�=�K�E� �?�0�:�5�B�>�2� �2� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�­

�=�>�9� �D�>�@�<�5� �8� �2� �:�>�4�5� ASCI/ 

��� �C�3�8�;�8�B�5� �t�c�p�d�H�n�p� �?�5�@�5�E�2�0�G�5�=�=�K�5� �?�0�:�5�B�K� �<�>�6�=�>� �?�@�>�A�<�0�B�@�8�2�0�B�L� �2� �H�5�A�B�­

�=�0�4�F�0�B�5�@�8�G�=�>�9� �D�>�@�<�5� �8� �2� �:�>�4�5� ASCII, �8�A�?�>�;�L�7�C�O� �0�@�3�C�<�5�=�B� �-�%�.� �-�B�>�B� �0�@�3�C�<�5�=�B� 

�<�>�6�=�>� �A�>�G�5�B�0�B�L� �A� �0�@�3�C�<�5�=�B�>�<� r �4�;�O� �G�B�5�=�8�O� �?�0�:�5�B�>�2� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�,� �:�0�:� �2� 

�?�@�8�2�5�4�5�=�=�>�<� �=�8�6�5� �?�@�8�<�5�@�5�.� 

sanders@ppa:- $ tcpdump -Xr packets.pcap 

� �5�7�C�;�L�B�0�B�,� �2�K�2�>�4�8�<�K�9� �?�>� �4�0�=�=�>�9� �:�>�<�0�=�4�5�,� �?�@�8�2�5�4�5�=� �=�0� �@�8�A�.� 6.2. 

sttndersfpp,a: ... $ tcpdu•p ·Xr pttckets.pc.ap �~�A�1� 

read1ng �f�r�o�~� f1le packets.pcop, l!nk-type ���N�!�5�<�2� (Ethernot) 
13:26:25.265937 IP 172.16.16.139 > il.rf!lsolvers . 1@vf!!l3.net: ICMP f!Cho rflqut1st 1 id 1759, Sf!q 150, length 64 

�5�E�5�>�>�5 �:� 4500 0054 �9�1�A�0� 4000 4001 0640 �0�A�1�0� �1�5�8�L� �5� •• �B� •. �(�&�l� •• f .... 
�5�E�5�>�1�0�:� 8402 �5�2�0�1� �5�2�5�5� �0�,�0 "� 06df 0896 5144 7856 .•••...• . . .• QOxV 
�5�E�5�0�2�5�:� �5�5�5�0� �5�0�5�5� �,�9�5�>� �0�4�0�5� �5�0�5�5� �5�5�0�5� 1011 1213 .•••• . ••••.••... 
�0�E�0�0�3�5 �:� 1415 1617 1819 �1�0�1�L� tc1d 1•1f 2021 2223 •.•.•..••. •.. 1 "• 
�5�E�0�5�4�0�:� 2425 2627 2829 �2�0�2�L� 2'2d 2•2f 3031 3233 �$�%�&�'�(�)�"�,�-�.�/�8�1�2�3� 

�5�E�5�5�5�5�:� 3435 3637 4567 

� �8�A�.� 6.2. ���@�>�A�<�>�B�@� �2� tcpdump �8�A�E�>�4�=�K�E� �?�0�:�5�B�>�2� �2� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�>�9� �D�>�@�­

�<�5� �8� �2� �:�>�4�5� ASCll 

�#�B�8�;�8�B�0� �t�c�p�d�H�n�p� �?�>�7�2�>�;�O�5�B� �B�0�:�6�5� �0�=�0�;�8�7�8�@�>�2�0�B�L� �?�0�:�5�B�K� �1�>�;�5�5� �?�>�4�@�>�1�=�> �,� 

�G�5�<� �B�@�5�1�C�5�B�A�O�.� ���K�2�>�4�8�<�K�5� �@�5�7�C�;�L�B�0�B�K� �8�7� �0�=�0�;�8�7�0� �<�>�6�=�>� �B�0�:�6�5� �?�@�>�A�<�0�B�@�8�­

�2�0�B�L� �B�>�;�L�:�>� �2� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�>�9� �D�>�@�<�5�,� �8�A�?�>�;�L�7�C�O� �0�@�3�C�<�5�=�B� �-�E�,� �8�;�8� �6�5� �B�>�;�L�­

�:�>� �2� �:�>�4�5� ASCII, �8�A�?�>�;�L�7�C�O� �0�@�3�C�<�5�=�B� �-���.� 

���@�8�A�B�C�?�0�O� �:� �M�:�A�?�5�@�8�<�5�=�B�8�@�>�2�0�=�8�N� �A� �4�0�=�=�K�<�8� �8�7� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2�,� 

�<�>�6�=�>� �>�G�5�=�L� �;�5�3�:�>� �?�>�G�C�2�A�B�2�>�2�0�B�L� �?�>�4�0�2�;�5�=�=�>�A�B�L� �>�B� �8�E� �>�1�J�5�<�0 �.� ���0� �<�>�9� �2�7�3�;�O�4�,� 

�M�D�D�5�:�B�8�2�=�5�5� �2�A�5�3�>� �?�>�;�L�7�>�2�0�B�L�A�O� �<�8�=�8�<�0�;�L�=�K�<� �>�1�J�5�<�>�<� �8�=�D�>�@�<�0�F�8�8� �?�@�8� 

�0�=�0�;�8�7�5� �?�0�:�5�B�>�2� �2� �@�5�6�8�<�5� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8�.� ���0�G�=�8�B�5� �A� �?�@�>�A�<�>�B�@�0� �?�0�:�5�B�>�2� �2� 

�8�E� �A�B�0�=�4�0�@�B�=�>�<� �A�?�8�A�>�G�=�>�<� �?�@�5�4�A�B�0�2�;�5�=�8�8�,� �?�@�8�1�5�3�0�O� �:� �4�>�?�>�;�=�8�B�5�;�L�=�K�<� �C�@�>�2�­

�=�O�<� �4�5�B�0�;�8�7�0�F�8�8� �2�K�2�>�4�8�<�K�E� �@�5�7�C�;�L�B�0�B�>�2�,� �:�>�3�4�0� �B�@�5�1�C�5�B�A�O� �A�2�5�A�B�8� �0�=�0�;�8�7� �4�>� 

�=�5�A�:�>�;�L�:�8�E� �?�0�:�5�B�>�2�,� �?�@�5�4�A�B�0�2�;�O�N�I�8�E� �>�A�>�1�K�9� �8�=�B�5�@�5�A�.� �"�0�:�>�9� �?�>�4�E�>�4� �?�>�7�2�>�·� 

�;�8�B� �C�1�5�@�5�G�L�A�O� �>�B� �?�>�4�0�2�;�5�=�=�>�A�B�8� �8�7�-�7�0� �G�@�5�7�<�5�@�=�K�E� �>�1�J�5�<�>�2� �0�=�0�;�8�7�8�@�C�5�<�K�E� 

�4�0�=�=�K�E�.� 

���= �0�;�8�7� �? �0 �:�5 �B �> �2� �8 �7� �: �> �< �0�= �4 �= �>�9� �A�B�@�>�: �8� 159 
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���@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� 
���0�:� �8� �2� Wireshark, �2� �C�3�8�;�8�B�0�E� TShark �8� �t�c�p�d�H�n�p� �?�@�5�4�?�@�8�=�8�<�0�5�B�A�O� �?�>�?�K�B�:�0� 

�2�K�?�>�;�=�8�B�L� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=�,� �G�B�>�1�K� �2�<�5�A�B�>� �I� �-�0�4�@�5�A�>�2� �8� �=�>�<�5�@�>�2� �?�>�@�B�>�2� 

�2�K�2�5�A�B�8� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�5� �8�<�5�=�0�.� ���A�;�8� �2�K� �2�=�8�<�0�B�5�;�L�=�>� �A�;�5�4�>�2�0�;�8� �?�@�5�4�K�4�C�­

�I�8�<� �?�@�8�<�5�@�0�<�,� �B�>�,� �2�>�7�<�>�6�=�>�,� �7�0�<�5�B�8�;�8�,� �G�B�>� �M�B�>� �?�@�>�8�A�E�>�4�8�B� �?�>� �C�<�>�;�G�0�=�8�N�.� 

���>�,� �:�0�:� �C�?�>�<�8�=�0�;�>�A�L� �@�0�=�5�5�,� �O� �>�1�K�G�=�>� �?�@�5�4�?�>�G�8�B�0�N� �>�B�<�5�=�O�B�L� �@�5�6�8�<� �?�@�5�>�1�­

�@�0�7�>�2�0�=�8�O� �8�<�5�=�,� �G�B�>�1�K� �8�A�:�;�N�G�8�B�L� �2�5�@�>�O�B�=�>�A�B�L� �D�>�@�<�8�@�>�2�0�=�8�O� �4�>�?�>�;�=�8�B�5�;�L�­

�=�K�E� �?�0�:�5�B�>�2� �2� �A�5�B�8� �2�A�;�5�4�A�B�2�8�5� �0�=�0�;�8�7�0� �C�6�5� �8�<�5�N�I�8�E�A�O� �?�0�:�5�B�>�2�.� 

�'�B�>�1�K� �>�B�<�5�=�8�B�L� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� �2� TShark, �<�>�6�=�>� �C�:�0�7�0�B�L� �0�@�3�C�<�5�=�B� 

-n �2� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�5�.� �-�B�>�B� �0�@�3�C�<�5�=�B�,� �:�0�:� �8� �<�=�>�3�8�5� �4�@�C�3�8�5�,� �<�>�6�=�>� �A�>�G�5�B�0�B�L� �A� 

�4�@�C�3�8�<�8� �0�@�3�C�<�5�=�B�0�<�8� �4�;�O� �?�>�2�K�H�5�=�8�O� �C�4�>�1�>�G�8�B�0�5�<�>�A�B�8� �?�>�;�C�G�0�5�<�K�E� �@�5�7�C�;�L�B�0�­

�B�>�2�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�8�6�5�.� 

C:\Program Files\Wireshark>tshark -ni 1 

���?�@�5�4�5�;�5�=�=�K�5� �0�A�?�5�:�B�K� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=� �<�>�6�=�>� �0�:�B�8�2�8�7�8�@�>�2�0�B�L� �8�;�8� 

�4�5�7�0�:�B�8�2�8�7�8�@�>�2�0�B�L� �A� �?�>�<�>�I�L�N� �0�@�3�C�<�5�=�B�0� -N. ���A�;�8� �C�:�0�7�0�B�L� �M�B�>�B� �0�@�3�C�<�5�=�B� �2� �:�>�­

�<�0�=�4�=�>�9� �A�B�@�>�:�5�,� �B�>� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� �1�C�4�5�B� �?�>�;�=�>�A�B�L�N� �>�B�<�5�=�5�=�>�,� �7�0� �8�A�­

�:�;�N�G�5�=�8�5�<� �;�N�1�K�E� �5�3�>� �0�A�?�5�:�B�>�2�,� �:�>�B�>�@�K�5� �2�K� �O�2�=�>� �0�:�B�8�2�8�7�8�@�C�5�B�5� �A� �?�>�<�>�I�L�N� 

�A�>�>�B�2�5�B�A�B�2�C�N�I�8�E� �7�=�0�G�5�=�8�9�.� ���0�?�@�8�<�5�@�,� �?�>� �A�;�5�4�C�N�I�5�9� �:�>�<�0�=�4�5� �?�@�5�>�1�@�0�7�>�2�0�­

�=�8�5� �=�>�<�5�@�>�2� �?�>�@�B�>�2� �1�C�4�5�B� �0�:�B�8�2�8�7�8�@�>�2�0�=�>� �B�>�;�L�:�>� �=�0� �B�@�0�=�A�?�>�@�B�=�>�<� �C�@�>�2�=�5�:� 

C:\Program Files\Wireshark>tshark -i 1 -Nt 

��� �>�4�=�>�9� �:�>�<�0�=�4�5� �<�>�6�=�>� �>�1�J�5�4�8�=�8�B�L� �=�5�A�:�>�;�L�:�>� �7�=�0�G�5�=�8�9� �0�@�3�C�<�5�=�B�>�2�.� ��� �?�>� 

�A�;�5�4�C�N�I�5�9� �:�>�<�0�=�4�5� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� �1�C�4�5�B� �0�:�B�8�2�8�7�8�@�>�2�0�=�>� �:�0�:� �=�0� �B�@�0�=�A�­

�?�>�@�B�=�>�<� �C�@�>�2�=�5�,� �B�0�:� �8� �=�0� �:�0�=�0�;�L�=�>�<� �C�@�>�2�=�5� �����!�-�0�4�@�5�A�>�2�:� 

C:\Program Files\Wireshark>tshark -i 1 -Ntm 

���8�6�5� �?�@�8�2�5�4�5�=�K� �7�=�0�G�5�=�8�O�,� �:�>�B�>�@�K�5� �<�>�6�=�>� �8�A�?�>�;�L�7�>�2�0�B�L� �2�<�5�A�B�5� �A� �0�@�3�C�­

�<�5�=�B�>�<� -N. 

m ���@�5�>�1�@�0�7�>�2�0�=�8�5� �����!�-�0�4�@�5�A�>�2� 

n ���@�5�>�1�@�0�7�>�2�0�=�8�5� �A�5�B�5�2�K�E� �0�4�@�5�A�>�2� 

t ���@�5�>�1�@�0�7�>�2�0�=�8�5� �=�>�<�5�@�>�2� �?�>�@�B�>�2� �=�0� �B�@�0�=�A�?�>�@�B�=�>�<� �C�@�>�2�=�5� 

N ���@�8�<�5�=�5�=�8�5� �2�=�5�H�=�8�E� �?�@�5�>�1�@�0�7�>�2�0�B�5�;�5�9� �A�5�B�5�2�K�E� �8�<�5�=� 

�!� ���K�?�>�;�=�5�=�8�5� �?�0�@�0�;�;�5�;�L�=�>�3�>� �?�>�8�A�:�0� �2� �A�;�C�6�1�5� DNS 

��� �C�3�8�;�8�B�5� �t�c�p�d�H�n�p� �<�>�6�=�>� �>�B�<�5�=�8�B�L� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �I� �-�0�4�@�5�A�>�2� �A� �?�>�<�>�I�L�N� 

�0�@�3�C�<�5�=�B�0� -n, �0� �A� �?�>�<�>�I�L�N� �0�@�3�C�<�5�=�B�0� -nn - �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �=�>�<�5�@�>�2� �?�>�@�B�>�2�.� 
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Tlgm: @it_boooks



�-�B�>�B� �0�@�3�C�<�5�=�B� �<�>�6�=�>� �B�0�:�6�5� �>�1�J�5�4�8�=�O�B�L� �A� �4�@�C�3�8�<�8� �0�@�3�C�<�5�=�B�0�<�8� �:�>�<�0�=�4�=�>�9� 

�A�B�@�>�:�8�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�8�6�5�.� 

sanders@ppa:-$ �t�c�p�d�u�H�p� -nni. ethl 

��� �?�@�8�2�5�4�5�=�=�K�E� �=�8�6�5� �?�@�8�<�5�@�0�E� �4�5�<�>�=�A�B�@�8�@�C�5�B�A�O� �?�5�@�5�E�2�0�B� �?�0�:�5�B�>�2� �A�=�0�G�0�­

�;�0� �A� �0�:�B�8�2�8�7�8�@�>�2�0�=�=�K�<� �?�@�5�>�1�@�0�7�>�2�0�=�8�5�<� �=�>�<�5�@�>�2� �?�>�@�B�>�2�,� �0� �7�0�B�5�<� �A� �>�B�<�5�=�5�=�­

�=�K�<� �(�0�@�3�C�<�5�=�B� -n). 

sanders@ppa:-$ �t�c�p�d�u�H�p� -r �t�c�p�_�;�N�r�t�s�.�p�c�a�p� -cl 

reading from file tcp_ports.pcap, link-type ���N�l������� (Ethernet) 

14:38:34.341715 IP 172.16.16.128.2826 > 212.58.226.142. 

u http: Flags [S], seq 3691127924, win 8192, 

options [mss 1460,nop,wscale 2,nop,nop,sackOK], length ��� 

sanders@ppa:-$ tcpdump -nr �t�c�p�_�;�N�r�t�s�.�p�c�a�p� -cl 

reading from file tcp_ports.pcap, link-type ENlOMB (Ethernet) 

14:38:34.341715 IP 172.16.16.128.2826 > 212.58.226.142. 

v 80: Flags [SJ, seq 3691127924, win 8192, 

options [mss 1460,nop,wscale 2,nop,nop,sackOKJ, length ��� 

���>� �>�1�5�8�<� �?�@�8�2�5�4�5�=�=�K�<� �2�K�H�5� �:�>�<�0�=�4�0�<� �G�8�B�0�5�B�A�O� �B�>�;�L�:�>� �?�5�@�2�K�9� �?�0�:�5�B� �8�7� 

�D�0�9�;�0� �?�5�@�5�E�2�0�B�0� tcp_ports.pcap. ��� �?�5�@�2�>�9� �:�>�<�0�=�4�5� �0�:�B�8�2�8�7�8�@�C�5�B�A�O� �?�@�5�>�1�@�0�­

�7�>�2�0�=�8�5� �=�>�<�5�@�>�2� �?�>�@�B�>�2� �8� �?�>�@�B� 80 �?�@�5�>�1�@�0�7�C�5�B�A�O� �2� �8�<�O� http u, �0� �2�>� �2�B�>�@�>�9� 

�:�>�<�0�=�4�5� �?�@�>�A�B�>� �>�B�>�1�@�0�6�0�5�B�A�O� �=�>�<�5�@� �?�>�@�B�0� v. 

���@�8�<�5�=�5�=�8�5� �D�8�;�L�B�@�>�2� 

�$�8�;�L�B�@�0�F�8�O� �2� �C�B�8�;�8�B�0�E� TShark �8� tcpdump �2�K�?�>�;�=�O�5�B�A�O� �>�G�5�=�L� �C�4�>�1�=�>� �?�>�B�>�­

�<�C�,� �G�B�>� �2� �=�8�E� �?�@�8�<�5�=�O�N�B�A�O� �D�8�;�L�B�@�K� �?�5�@�5�E�2�0�B�0� �B�8�?�0� BPF. ���@�>�<�5� �B�>�3�>�,� �2� TShark 
�?�@�8�<�5�=�O�N�B�A�O� �D�8�;�L�B�@�K� �>�B�>�1�@�0�6�5�=�8�O� �8�7� Wireshark. ���0�:� �8� �2� Wireshark, �D�8�;�L�B�@�K� 

�?�5�@�5�E�2�0�B�0� �<�>�6�=�>� �?�@�8�<�5�=�O�B�L� �2� TShark �B�>�;�L�:�>� �2�>� �2�@�5�<�O� �?�5�@�5�E�2�0�B�0�,� �0� �D�8�;�L�B�@�K� 

�>�B�>�1�@�0�6�5�=�8�O� - �:�0�:� �2�>� �2�@�5�<�O� �?�5�@�5�E�2�0�B�0�,� �B�0�:� �8� �?�@�8� �>�B�>�1�@�0�6�5�=�8�8� �C�6�5� �?�5�@�5�E�2�0�­

�G�5�=�=�K�E� �?�0�:�5�B�>�2�.� ���B�0�:�,� �=�0�G�=�5�<� �A� �?�@�8�<�5�=�5�=�8�O� �D�8�;�L�B�@�>�2� �2� TShark. 
�$�8�;�L�B�@�K� �?�5�@�5�E�2�0�B�0� �<�>�6�=�>� �?�@�8�<�5�=�O�B�L� �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�9� �:�>�<�0�=�4�5�,� �C�:�0�7�0�2� 

�2� �=�5�9� �0�@�3�C�<�5�=�B� -f �8� �A�8�=�B�0�:�A�8�A� �D�8�;�L�B�@�>�2� BPF �2� �4�2�>�9�=�K�E� �:�0�2�K�G�:�0�E�.� �"�0�:�,� �?�>� �A�;�5�­

�4�C�N�I�5�9� �:�>�<�0�=�4�5� �1�C�4�C�B� �?�5�@�5�E�2�0�G�5�=�K� �8� �A�>�E�@�0�=�5�=�K� �B�>�;�L�:�>� �B�5� �?�0�:�5�B�K�,� �3�4�5� �?�@�8�<�5�­

�=�O�5�B�A�O� �?�>�@�B� �?�>�;�C�G�0�B�5�;�O� 80 �8� �A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� �"�!� �:� 

C:\Program Files\Wireshark>tshark -ni 1 -w packets.pcap 

�~� -f "tcp port 80" 

���=�0�;�8�7� �?�0�:�5�B�>�2� �8�7� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� 161 
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�$�8�;�L�B�@�K� �>�B�>�1�@�0�6�5�=�8�O� �<�>�6�=�>� �?�@�8�<�5�=�O�B�L� �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�9� �:�>�<�0�=�4�5�,� �C�:�0�­

�7�0�2� �2� �=�5�9� �0�@�3�C�<�5�=�B� �-�#� �8� �A�8�=�B�0�:�A�8�A� �D�8�;�L�B�@�>�2� Wiresl1ark �2� �4�2�>�9�=�K�E� �:�0�2�K�G�:�0�E�.� 

���E� �<�>�6�=�>� �?�@�8�<�5�=�O�B�L� �8� �2�>� �2�@�5�<�O� �?�5�@�5�E�2�0�B�0� �A�;�5�4�C�N�I�8�<� �>�1�@�0�7�>�<�:� 

C:\Program Files\Wireshark>tshark -ni 1 -w packets.pcap �-�#� "tcp.dstport = 80" 

�$�8�;�L�B�@�K� �>�B�>�1�@�0�6�5�=�8�O� �<�>�6�=�>� �?�@�8�<�5�=�O�B�L� �:� �C�6�5� �?�5�@�5�E�2�0�G�5�=�=�K�<� �?�0�:�5�B�0�<�,� 

�C�:�0�7�0�2� �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�9� �:�>�<�0�=�4�5� �B�>�B� �6�5� �A�0�<�K�9� �0�@�3�C�<�5�=�B�.� ���0�?�@�8�<�5�@�,� �?�>� 

�A�;�5�4�C�N�I�5�9� �:�>�<�0�=�4�5� �1�C�4�C�B� �>�B�>�1�@�0�6�5�=�K� �B�>�;�L�:�>� �B�5� �?�0�:�5�B�K� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� 

packets. �@�A�0�@�,� �:�>�B�>�@�K�5� �A�>�2�?�0�4�0�N�B� �A� �:�@�8�B�5�@�8�5�<�,� �7�0�4�0�=�=�K�<� �2� �D�8�;�L�B�@�5�:� 

C:\Program Files\Wireshark>tshark -r packets.pcap �-�#� "tcp.dstport = 80" 

��� �C�B�8�;�8�B�5� tcpdump �D�8�;�L�B�@�K� �<�>�6�=�>� �C�:�0�7�K�2�0�B�L� �2� �:�>�=�F�5� �:�>�<�0�=�4�K�,� �7�0�:�;�N�G�8�2� 

�8�E� �2� �>�4�8�=�>�G�=�K�5� �:�0�2�K�G�:�8�.� �"�0�:�,� �?�>� �A�;�5�4�C�N�I�5�9� �:�>�<�0�=�4�5� �B�0�:�6�5� �1�C�4�C�B� �?�5�@�5�E�2�0�G�5�­

�=�K� �8� �A�>�E�@�0�=�5�=�K� �B�>�;�L�:�>� �?�0�:�5�B�K� �A� �?�>�@�B�>�<� �?�>�;�C�G�0�B�5�;�O� 80 �8� �A�5�B�5�2�K�<� �?�@�>�B�>�:�>�;�>�<� 

�"�!� �:� 

sanders@ppa:-$ tcpdump -nni ethO -w packets.pcap 'tcp dst port 80' 

�$�8�;�L�B�@�K� �<�>�6�=�>� �?�@�8�<�5�=�O�B�L� �8� �?�@�8� �G�B�5�=�8�8� �?�0�:�5�B�>�2�.� ���0�?�@�8�<�5�@�,� �?�>� �A�;�5�4�C�N�­

�I�5�9� �:�>�<�0�=�4�5� �1�C�4�C�B� �>�B�>�1�@�0�6�5�=�K� �B�>�;�L�:�>� �B�5� �?�0�:�5�B�K� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� packets. 
�@�A�0�@�,� �:�>�B�>�@�K�5� �A�>�2�?�0�4�0�N�B� �A� �:�@�8�B�5�@�8�5�<�,� �7�0�4�0�=�=�K�<� �2� �D�8�;�L�B�@�5�:� 

sanders@ppa:-$ tcpdump -r packets.pcap 'tcp dst port 80' 

���4�=�0�:�>� �5�A�;�8� �D�0�9�;� �?�5�@�5�E�2�0�B�0� �1�K�;� �A�>�7�4�0�=� �1�5�7� �D�8�;�L�B�@�0�,� �B�>� �2� �=�5�<� �>�A�B�0�=�C�B�A�O� �8� 

�4�@�C�3�8�5� �?�0�:�5�B�K�.� �"�0�:�,� �?�>� �?�@�8�2�5�4�5�=�=�>�9� �2�K�H�5� �:�>�<�0�=�4�5� �>�3�@�0�=�8�G�5�=�8�5� �=�0�:�;�0�4�K�2�0�­

�5�B�A�O� �;�8�H�L� �=�0� �B�>�,� �G�B�>� �>�B�>�1�@�0�6�0�5�B�A�O� �=�0� �M�:�@�0�=�5� �?�@�8� �G�B�5�=�8�8� �8�7� �A�C�I�5�A�B�2�C�N�I�5�3�>� 

�D�0�9�;�0� �?�5�@�5�E�2�0�B�0�.� 

��� �G�B�>�,� �5�A�;�8� �8�<�5�5�B�A�O� �D�0�9�;� �?�5�@�5�E�2�0�B�0�,� �A�>�4�5�@�6�0�I�8�9� �A�0�<�K�5� �@�0�7�=�K�5� �?�0�:�5�B�K�,� �=�>� 

�B�@�5�1�C�5�B�A�O� �>�B�A�5�O�B�L� �;�8�H�L� �8�E� �?�>�4�<�=�>�6�5�A�B�2�>� �8� �A�>�E�@�0�=�8�B�L� �5�3�>� �2� �>�B�4�5�;�L�=�>�<� �D�0�9�;�5�?� 

�-�B�>� �<�>�6�=�>� �A�4�5�;�0�B�L�,� �C�:�0�7�0�2� �2�<�5�A�B�5� �0�@�3�C�<�5�=�B�K� -w �8� -r, �:�0�:�,� �=�0�?�@�8�<�5�@�,� �2� �A�;�5�4�C�N�­

�I�5�9� �:�>�<�0�=�4�5�:� 

sanders@ppa: -$ tcpdump -r packets �.�@�A�0�@� 'tcp dst port 80' -w http yackets �.�@�A�0�@� 

���>� �4�0�=�=�>�9� �:�>�<�0�=�4�5� �8�7� �D�0�9�;�0� packets. �@�A�0�@� �G�8�B�0�5�B�A�O� �8� �>�B�A�5�8�2�0�5�B�A�O� �B�>�;�L�:�>� 

�B�>�B� �A�5�B�5�2�>�9� �B�@�0�D�8�:�,� �:�>�B�>�@�K�9� �=�0�?�@�0�2�;�O�5�B�A�O� �2� �?�>�@�B� 80 �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �,� �:�0�:� 

�M�B�>� �?�@�>�8�A�E�>�4�8�B� �2� �?�@�>�B�>�:�>�;�5� ���"�"� �,� �0� �?�>�;�C�G�5�=�=�K�5� �2� �8�B�>�3�5� �?�0�:�5�B�K� �7�0�?�8�A�K�2�0�N�B�­

�A�O� �2� �=�>�2�K�9� �D�0�9�;� http _packets �.�@�A�0�@�.� �"�0�:�0�O� �<�5�B�>�4�8�:�0� �=�5�@�5�4�:�>� �?�@�8�<�5�=�O�5�B�A�O� �2� 

�B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� �B�@�5�1�C�5�B�A�O� �A�>�E�@�0�=�8�B�L� �:�@�C�?�=�K�9� �8�A�E�>�4�=�K�9� �D�0�9�;� �?�5�@�5�E�2�0�B�0�,� �=�>� 

�0�=�0�;�8�7�8�@�>�2�0�B�L� �?�0�:�5�B�K� �8�7� �=�5�3�>� �;�8�H�L� �=�5�1�>�;�L�H�8�<�8� �?�>�@�F�8�O�<�8�.� �/� �;�8�G�=�>� �?�>�;�L�7�C�­

�N�A�L� �M�B�>�9� �<�5�B�>�4�8�:�>�9�,� �G�B�>�1�K� �A�2�5�A�B�8� �A�=�0�G�0�;�0� �A�>�4�5�@�6�8�<�>�5� �>�G�5�=�L� �:�@�C�?�=�>�3�>� �D�0�9�;�0� 
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�?�5�@�5�E�2�0�B�0� �:� �=�5�1�>�;�L�H�>�<�C� �?�>�4�<�=�>�6�5�A�B�2�C� �?�0�:�5�B�>�2� �A�@�5�4�A�B�2�0�<�8� tcpdump, �0� �?�@�>�0�=�0�­

�;�8�7�8�@�>�2�0�B�L� �5�3�>� �2� Wireshark. ���5�4�L� �>�1�@�0�1�0�B�K�2�0�B�L� �=�5�1�>�;�L�H�8�5� �D�0�9�;�K� �?�5�@�5�E�2�0�B�0� 

�=�0�<�=�>�3�>� �?�@�>�I�5�.� 

���>�<�8�<�>� �C�:�0�7�0�=�8�O� �D�8�;�L�B�@�>�2� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �2� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�5�,� �C�B�8�;�8�B�0� 

tcpdump �?�>�7�2�>�;�O�5�B� �>�1�@�0�I�0�B�L�A�O� �:� �D�0�9�;�C� �B�8�?�0� BPF, �A�>�4�5�@�6�0�I�5�<�C� �F�5�;�K�5� �?�>�A�;�5�4�>�­

�2�0�B�5�;�L�=�>�A�B�8� �D�8�;�L�B�@�>�2�.� �-�B�>� �>�G�5�=�L� �C�4�>�1�=�>� �2� �B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� �B�@�5�1�C�5�B�A�O� �?�@�8�<�5�­

�=�8�B�L� �>�G�5�=�L� �:�@�C�?�=�K�9� �8�;�8� �A�;�>�6�=�K�9� �D�8�;�L�B�@�,� �@�5�4�0�:�B�8�@�>�2�0�B�L� �8� �A�>�?�@�>�2�>�6�4�0�B�L� �:�>�­

�B�>�@�K�9� �2� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�5� �1�K�;�>� �1�K� �2� �?�@�>�B�8�2�=�>�<� �A�;�C�G�0�5� �>�G�5�=�L� �=�5�C�4�>�1�=�>�.� �$�0�9�;� 

�B�8�?�0� BPF �<�>�6�=�>� �C�:�0�7�0�B�L� �A� �?�>�<�>�I�L�N� �0�@�3�C�<�5�=�B�0� -F �A�;�5�4�C�N�I�8�<� �>�1�@�0�7�>�<�:� 

sanders@ppa:-$ tcpdulllp -nni ethO -F �d�n�s�_�s�e�r�v�e�r�s�.�,�p�f� 

���A�;�8� �D�0�9�;� �B�8�?�0� BPF �A�B�0�=�5�B� �A�;�8�H�:�>�<� �:�@�C�?�=�K�<�,� �C� �2�0�A� �<�>�6�5�B� �2�>�7�=�8�:�=�C�B�L� �8�A�­

�:�C�H�5�=�8�5� �4�>�?�>�;�=�8�B�L� �5�3�>� �:�>�<�<�5�=�B�0�@�8�O�<�8� �8�;�8� �?�@�8�<�5�G�0�=�8�O�<�8�,� �G�B�>�1�K� �7�=�0�B�L� �=�0�­

�7�=�0�G�5�=�8�5� �:�0�6�4�>�9� �5�3�>� �G�0�A�B�8�.� �!�;�5�4�C�5�B�,� �>�4�=�0�:�>�,� �8�<�5�B�L� �2� �2�8�4�C�,� �G�B�>� �:�>�<�<�5�=�B�0�@�8�8� 

�2� �D�0�9�;�5� �B�8�?�0� BPF �=�5� �4�>�?�C�A�:�0�N�B�A�O�,� �8� �5�A�;�8� �2� �=�5�<� �2�A�B�@�5�B�8�B�A�O� �G�B�>�-�=�8�1�C�4�L�,� �:�@�>�<�5� 

�>�?�5�@�0�B�>�@�>�2� �D�8�;�L�B�@�0�F�8�8�,� �M�B�>� �?�@�8�2�5�4�5�B� �:� �>�H�8�1�:�5�.� ���>� �?�>�A�:�>�;�L�:�C� �:�>�<�<�5�=�B�0�@�8�8� 

�>�G�5�=�L� �?�>�;�5�7�=�K� �2� �@�0�A�H�8�D�@�>�2�:�5� �:�@�C�?�=�K�E� �D�0�9�;�>�2� �B�8�?�0� BPF, �B�>� �O� �>�1�K�G�=�>� �E�@�0�=�N� 

�4�2�5� �:�>�?�8�8� �:�0�6�4�>�3�>� �B�0�:�>�3�>� �D�0�9�;�0�:� �>�4�=�C� �1�5�7� �:�>�<�<�5�=�B�0�@�8�5�2� - �4�;�O� �?�@�8�<�5�=�5�=�8�O� 

�2�<�5�A�B�5� �A� �C�B�8�;�8�B�>�9� tcpdump, �0� �4�@�C�3�C�N� - �A� �:�>�<�<�5�=�B�0�@�8�O�<�8� �4�;�O� �A�?�@�0�2�:�8�.� 

�$�>�@�<�0�B�L�1� �>�B�>�1�@�0�6�5�=�8�O� �2�@�5�<�5�=�8� �2� TShark 
���0�G�8�=�0�N�I�8�E� �0�=�0�;�8�7�8�@�>�2�0�B�L� �?�0�:�5�B�K� �=�5�@�5�4�:�>� �A�<�C�I�0�5�B� �C�A�B�0�=�0�2�;�8�2�0�5�<�0�O� �?�>� 

�C�<�>�;�G�0�=�8�N� �>�B�<�5�B�:�0� �2�@�5�<�5�=�8�,� �?�@�8�<�5�=�O�5�<�0�O� �2� TShark. ���B�<�5�B�:�8� �2�@�5�<�5�=�8� �2� �?�0�­

�:�5�B�0�E� �>�B�>�1�@�0�6�0�N�B�A�O� �2� �M�B�>�9� �C�B�8�;�8�B�5� �>�B�=�>�A�8�B�5�;�L�=�>� �=�0�G�0�;�0� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2�.� 

���=�>�3�4�0� �?�@�5�4�?�>�G�B�8�B�5�;�L�=�>� �?�@�8�A�2�0�8�2�0�B�L� �>�B�<�5�B�:�8� �2�@�5�<�5�=�8�,� �=�>� �7�0�G�0�A�B�C�N� �B�@�5�1�C�5�B�­

�A�O� �2�K�O�A�=�8�B�L� �2�@�5�<�O�,� �:�>�3�4�0� �?�0�:�5�B� �1�L�H� �?�5�@�5�E�2�0�G�5�=�,� �:�0�:� �M�B�>� �4�5�;�0�5�B�A�O� �A� �>�B�<�5�B�:�0�­

�<�8� �2�@�5�<�5�=�8� �2� �C�B�8�;�8�B�5� tcpdump. �"�>�3�>� �6�5� �A�0�<�>�3�>� �@�5�7�C�;�L�B�0�B�0� �<�>�6�=�>� �4�>�1�8�B�L�A�O� �2� 

TShark, �C�:�0�7�0�2� �0�@�3�C�<�5�=�B� -t �2�<�5�A�B�5� �A�>� �7�=�0�G�5�=�8�5�<� ad, �>�1�>�7�=�0�G�0�N�I�8�<� �0�1�A�>�;�N�B�­

�=�C�N� �4�0�B�C�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�8�6�5�.� 

C:\Prograrn Files\Wireshark>tshark -r pacltets.pcap -t ad 

��� �A�;�5�4�C�N�I�5�9� �:�>�<�0�=�4�5� �A�@�0�2�=�8�2�0�N�B�A�O� �B�5� �6�5� �?�0�:�5�B�K�,� �G�B�>� �8� �?�@�5�6�4�5�,� �=�>� �A� �>�B�=�>�­

�A�8�B�5�;�L�=�K�<�8� �(�?�>� �C�<�>�;�G�0�=�8�N�)� ��� �8� �0�1�A�>�;�N�B�=�K�<�8� 8 �>�B�<�5�B�:�0�<�8� �2�@�5�<�5�=�8�:� 

��� �!�:� \Program Files \Wireshark>tshark -r pacltets �.�@�A�0�@� �-�A�2� 

1 0.000000 172.16.16.172 -> 4.2.2.1 ICMP Echo (ping) 

request id=OxOOOl, seq=l7/4352, ttl=l28 

2 0.024500 4.2.2.1 -> 172.16.16.172 ICMP Echo (ping) 

reply id=OxOOOl, seq=l7/4352, ttl=54 (request in 1) 
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8 C:\Program Files\Wireshark>tshark -r packets.pcap -t ad �-�A�2� 

1 2015-12-21 12:52:43.116551 172.16.16.172 -> 4.2.2.1 ICMP Echo (ping) 
request id=OxOOOl, seq=l7/4352, tt1=128 

2 2015-12-21 12:52:43.141051 4.2.2.1 -> 172.16.16.172 ICMP Echo (ping) 
reply id=OxOOOl, seq=17/4352, ttl=54 (request in 1) 

�!� �?�>�<�>�I�L�N� �0�@�3�C�<�5�=�B�0� -t �<�>�6�=�>� �C�:�0�7�0�B�L� �;�N�1�>�9� �D�>�@�<�0�B� �>�B�>�1�@�0�6�5�=�8�O� �2�@�5�­

�<�5�=�8�,� �4�>�A�B�C�?�=�K�9� �2� Wireshark. ���5�@�5�G�5�=�L� �M�B�8�E� �D�>�@�<�0�B�>�2� �?�@�8�2�5�4�5�=� �2� �B�0�1�;�.� 6.1. 

�"�0�1�;�8�F�0� 6.1. �$�>�@�<�0�B�~�.�1� �>�B�>�1�@�0�6�5�=�8�O� �2�@�5�<�5�=�8�,� �4�>�A�B�C�?�=�K�5� �2� TShark 

���=�0�G�5�=�8�5� ���B�<�5�B�:�0� �2�@�5�<�5�=�8� ���@�8�<�5�@� 

�0� ���1�A�>�;�N�B�=�>�5� �2�@�5�<�O� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�0� �(�2� �B�5�:�C�I�5�<� 15: 4 7: 58. 004669 
�G�0�A�>�2�>�<� �?�>�O�A�5�)� 

ad ���1�A�>�;�N�B�=�>�5� �2�@�5�<�O� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�0� �A� �C�:�0�7�0�=� �8�- 2015-10-09 15: 47: 58. 004669 
�5�<� �4�0�B�K� �(�2� �B�5�:�C�I�5�<� �G�0�A�>�2�>�<� �?�>�O�A�5�)� 

d � �0�7�=�8�F�0� �2�>� �2�@�5�<�5�=�8� �A� �?�@�5�4�K�4�C�I�8�<� �?�5�@�5�E�2�0�G�5�=�- ���.� 000140 
�=�K�<� �?�0�:�5�B�>�<� 

dd � �0�7�=�8�F�0� �2�>� �2�@�5�<�5�=�8� �A� �?�@�5�4�K�4�C�I�8�<� �>�B�>�1�@�0�6�5�=�- ���.� 000140 

�5� 

r 

�=�K�<� �?�0�:�5�B�>�<� 

���@�5�<�O� �A� �=�0�G�0�;�>� �M�?�>�E�8� �U�?�i�x� ( 1 �O�=�2�0�@�O� 1970 �3�.�,� 1444420078. 004669 
�U�"�!�)� 

���@�5�<�O�,� �?�@�>�H�5�4�H�5�5� �<�5�6�4�C� �?�5�@�2�K�<� �8� �B�5�:�C�I�8�<� �?�>�- ���.� 000140 
�:�5�B�>�<� 

u ���1�A�>�;�N�B�=�>�5� �2�@�5�<�O� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�0� �(�2� �D�>�@�<�0�B�5� 19:47:58.004669 
�U�"�!�)� 

ud ���1�A�>�;�N�B�=�>�5� �2�@�5�<�O� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�0� �A� �C�:�0�7�0�=� �8�- 2015-10-09 19: 4 7: 58. 004669 
�5�<� �4�>�B�K� �(�2� �D�>�@�<�0�B�5� �U�"�!�)� 

��� �A�>�6�0�;�5�=�8�N�,� �2� �C�B�8�;�8�B�5� tcpdump �?�>�4�>�1�=�K�9� �C�@�>�2�5�=�L� �:�>�=�B�@�>�;�O� �4�;�O� �<�0�=�8�?�C�­

�;�8�@�>�2�0�=�8�O� �>�B�>�1�@�0�6�5�=�8�5�<� �>�B�<�5�B�>�:� �2�@�5�<�5�=�8� �>�B�A�C�B�A�B�2�C�5�B�.� 

�!�2�>�4�=�0�O� �A�B�0�B�8�A�B�8�:�0� �2� TShark 
���I�5� �>�4�=�>�9� �C�4�>�1�=�>�9� �2�>�7�<�>�6�=�>�A�B�L�N�,� �:�>�B�>�@�0�O� �2�K�3�>�4�=�>� �>�B�;�8�G�0�5�B� �C�B�8�;�8�B�C� 

TShark �>�B� tcpdump, �O�2�;�O�5�B�A�O� �3�5�=�5�@�8�@�>�2�0�=�8�5� �?�>�4�<�=�>�6�5�A�B�2�0� �A�B�0�B�8�A�B�8�G�5�A�:�8�E� 

�4�0�=�=�K�E� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�.� ���@�>�F�5�A�A� �D�>�@�<�8�@�>�2�0�=�8�O� �A�B�0�B�8�A�B�8�G�5�A�:�8�E� �4�0�=�=�K�E� 

�2�>� �<�=�>�3�>�<� �?�>�4�>�1�5�=� �B�5�<� �2�>�7�<�>�6�=�>�A�B�O�<�,� �:�>�B�>�@�K�5� �8�<�5�N�B�A�O� �2� Wireshark, �=�>� �>�=� 

�;�5�3�:�>� �4�>�A�B�C�?�5�=� �8�:�3� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8�.� �'�B�>�1�K� �A�D�>�@�<�8�@�>�2�0�B�L� �A�B�0�B�8�A�B�8�G�5�A�:�8�5� 

�4�0�=�=�K�5�,� �4�>�A�B�0�B�>�G�=�>� �C�:�0�7�0�B�L� �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�9� �:�>�<�0�=�4�5� �0�@�3�C�<�5�=�B� -z �2�<�5�A�B�5� �A� 

�=�0�7�2�0�=�8�5�<� �2�0�@�8�0�=�B�0� �2�K�2�>�4�0� �4�0�=�=�K�E�.� �"�0�:�,� �?�>�;�=�K�9� �?�5�@�5�G�5�=�L� �4�>�A�B�C�?�=�K�E� �A�B�0�B�8�­

�A�B�8�G�5�A�:�8�E� �4�0�=�=�K�E� �<�>�6�=�>� �?�@�>�A�<�>�B�@�5�B�L� �?�>� �A�;�5�4�C�N�I�5�9� �:�>�<�0�=�4�5�:� 

C:\Program Files\Wireshark>tshark -z help 

164 ���;�0�2�0� 6 

Tlgm: @it_boooks



���=�>�3�8�5� �8�7� �C�6�5� �@�0�A�A�<�>�B�@�5�=�=�K�E� �2�K�H�5� �2�>�7�<�>�6�=�>�A�B�5�9� �T�S�h�a�3�k� �4�>�A�r�C�?�=�K� �A� �?�>�­

�<�>�I�L�N� �0�@�3�C�<�5�=�B�0� -z. ��� �8�E� �G�8�A�;�C� �>�B�=�>�A�8�B�A�O� �2�>�7�<�>�6�=�>�A�B�L� �2�K�2�>�4�8�B�L� �A�B�0�B�8�A�B�8�G�5�­

�A�:�8�5� �4�0�=�=�K�5� �>� �:�>�=�5�G�=�K�E� �B�>�G�:�0�E� �8� �A�5�B�5�2�K�E� �4�8�0�;�>�3�0�E�.� �"�0�:�,� �?�>� �?�@�8�2�5�4�5�=�=�>�9� �=�8�6�5� 

�:�>�<�0�=�4�5� �=�0� �M�:�@�0�=� �2�K�2�>�4�8�B�A�O� �B�0�1�;�8�F�0� �A�B�0�B�8�A�B�8�G�5�A�:�8�E� �4�0�=�=�K�E� �>� �4�8�0�;�>�3�0�E� �?�>� �A�5�­

�B�5�2�>�<�C� �?�@�>�B�>�:�>�;�C� IP, �>�1�=�0�@�C�6�5�=�=�K�E� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� packets. �@�A�0�@� �(�@�8�A�.� 6.3). 

C:\Program Files\Wireshark>tshark -r packets.pcap -z conv,ip 

� �8�A�.� 6.3. ���@�>�A�<�>�B�@� �A�B�0�B�8�A�B�8�G�5�A�:�8�E� �4�0�=�=�K�E� �>� �A�5�B�5�2�K�E� �4�8�0�;�>�3�0�E� �A�@�5�4�A�B�2�0�<�8� TShark 

�!� �?�>�<�>�I�L�N� �0�@�3�C�<�5�=�B�0� -z �<�>�6�=�>� �B�0�:�6�5� �?�@�>�A�<�0�B�@�8�2�0�B�L� �A�2�5�4�5�=�8�O� �>� �:�>�=�:�@�5�B�­

�=�>�<� �A�5�B�5�2�>�<� �?�@�>�B�>�:�>�;�5�.� ���0�:� �?�>�:�0�:�~�0�=�>� �=�8�6�5� �8� �=�0� �@�8�A�.� 6.4, �4�;�O� �?�@�>�A�<�>�B�@�0� �@�0�A�­

�?�@�5�4�5�;�5�=�8�O� ���"�"� �-�7�0�?�@�>�A�>�2� �8� �>�B�2�5�B�>�2� �2� �B�0�1�;�8�G�=�>�9� �D�>�@�<�5� �2�<�5�A�B�5� �A� �M�B�8�<� �0�@�3�C�­

�<�5�=�B�>�<� �4�>�A�B�0�B�>�G�=�>� �C�:�0�7�0�B�L� �2�0�@�8�0�=�B� �2�K�2�>�4�0� http, tree. 

C: \ Program Files\Wireshark>tshark -r packets.pcap -z http,tree 

���I�5� �>�4�=�>�9� �?�>�;�5�7�=�>�9� �2�>�7�<�>�6�=�>�A�B�L�N� �?�@�>�3�@�0�<�<�K� �T�S�l�1�a�3�k� �O�2�;�O�5�B�A�O� �?�@�>�A�<�>�B�@� 

�?�>�2�B�>�@�=�>� �A�>�1�@�0�=�=�>�3�>� �2�K�E�>�4�=�>�3�>� �?�>�B�>�:�0�.� �-�B�8� �4�5�9�A�B�2�8�O� �<�K� �=�@�>�4�5�;�K�2�0�;�8� �@�0�=�L�­

�H�5� �2� �?�@�>�3�@�0�<�<�5� �W�i�3�e�s�l�1�a�r�k�,� �:�>�3�4�0� �I�5�;�:�0�;�8� �?�@�0�2�>�9� �:�=�>�?�:�>�9� �<�K�H�8� �=�0� �?�0�:�5�B�5� �8� 

�8�7� �:�>�=�B�5�:�A�B�=�>�3�>� �<�5�=�N� �2�K�1�8�@�0�;�8� �:�>�<�0�=�4�C� FollowQTCP Stream. ���;�O� �?�>�;�C�G�5�=�8�O� 

�?�>�4�>�1�=�>�3�>� �>�B�G�5�B�0� �<�K� �4�>�;�6�=�K� �7�0�4�0�B�L� �2� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�5� �?�0�@�0�<�5�B�@� follow 
�8� �C�:�0�7�0�B�L� �B�8�?� �?�>�B�>�:�0�,� �@�5�6�8�<� �2�K�2�>�4�0� �8� �:�0�:�>�9� �8�7� �=�>�<�5�@�>�2� �?�>�B�>�:�>�2� �<�K� �E�>�B�8�<� 

�>�B�>�1�@�0�7�8�B�L�.� ���>�B�>�:�8� �8�4�5�=�B�8�D�8�F�8�@�C�N�B�A�O� �?�>� �B�5�<� �=�>�<�5�@�0�<�,� �:�>�B�>�@�K�5� �>�B�>�1�@�0�6�0�­

�N�B�A�O� �2� �;�5�2�>�9� �:�>�;�>�=�:�5� �?�@�8� �2�K�2�>�4�5� �A�B�0�B�8�A�B�8�G�5�A�:�8�E� �4�0�=�=�K�E� �>� �A�5�B�5�2�K�E� �4�8�0�;�>�3�0�E� 

�(�A�<�.� �@�8�A�.� 6.3). ���>�<�0�=�4�0� �4�;�O� �?�>�;�C�G�5�=�8�O� �>�B�G�5�B�0� �?�@�8�2�5�4�5�=�0� �=�8�6�5�.� 

C: \ Program Files\Wireshark>tshark -r http_gooqle.pcap -z follow,tcp,ascii,O 

���= �0 �; �8 �7� �?�0�:�5�B�> �2� �8 �7� �:�> �<�0�=�4 �=�>�9� �A�B�@�>�:�8� 165 
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���"�"� �/� �0�A�l�A�.�5�t� COUnter: 
ropic / �I�t�<� 

rotal ���"�"� � �P�a�c�~�;�e�t�s� 

���"�"�?� R.-quest �P�a�c�k�1�!�t�~� 

�>�?� 

���O�T�t�t�"�V� 

�/�A�.�R�O�f� ....,.,, �R�~�s�p�o�n�s�~� Pacl-ets 
'u: Re-Oir-ect.ion 

"""'"" �<�o�d�i�f�i�~� 

302 FOU'IO 

�2�E�E�:� �S�8�<�c�e�.�s�~� 

�2�M�5� �>�:� 

104. �t�N� content 
�.�S�F�:� Clier.t Er-ror 

40.& �=�>�t� Found 
�?�?�'�~�:� �b�r�o�~�e�-�n� 

�S�N�;�.�;� �S�e�-�r�v�~�r� r:rror 
lxx: �t�~�o�r�w�~�t�i�o�n�a�.�1� 

�o�t�~�~�r� ���"�"� � PaC.Ki!-tS 

. . . . 

�A�>�u�B� 

1761 ." 071 

" 2 
367 
470 
'57 
22 
>87 
374 

" 

�~�i�n� Yitl 

0.0201 
0.0101 
���.�0�1�1��� 

O,oe.JZ ··-�5�.�A�1�5�5� 

�2�.�5�5�,�,� 

�>�.�>�>�=� 

�5�.�0�0�0�;� 

�A�.�5�5�.�.�8� 

O.otWJ 
0.0081 ........ ··-....... ....... 
�5� ...... .. ....,. 

"'"" �5�3�.�:�'�7�-�!� 

� �7� • �.�:�.�~�%� 

�z�.�~�,�~� 

8.2;% 
�4�'�;�1�.�2�~�~� 

�s�,�.�:�~�t� 

05 •1t. 
4.SSl'-
�4�4�.�6�'�~� 

Q6.64:':. 
�~�.�,�>�:�.� 

0.12" 

• 

81.1r-:.t l"tl'tt �e�u�.�-�~�t� 

�>� . .&100 �6�.�~�5�1�.� 

3.:."10. 5.!151 
�5�.�:�1�<� �6�.�~�·�=� 

0.11N �2�1�.�9�'��� 

0.81N 0 . .ZPJ 

··=-'• �1�.�0�8� 

�>�.�:�;�<� &.!536 

 "�.�:�2�<� 6.SU 
�>�.�>�~� 17.814 
8.1488  "�>�.�z�L�0� 

3.1Aat .&0.2:64 

8.8JIIO ���.�6�~� 

�8�.�I�J�t�t�<�t� 2:2. �s�A�:�3� 

�9�.�t�l�t�M� �2�2�.�S�~�f�l� 

� �8�A�.� 6.4. ���@�>�A�<�>�B�@� �A�B�0�B�8�A�B�8�G�5�A�:�8�E� �4�0�=�=�K�E� �>� ���"�"� �-�7�0�?�@�>�A�0�E� �8� �>�B�2�5�B�0�E� 

�A�@�5�4�A�B�2�0�<�8� TShark 

�S�t�o�i�"���:� 

��� �?�>� �?�@�8�2�5�4�5�=�=�>�9� �=�8�6�5� �:�>�<�0�=�4�5� �=�C�;�5�2�>�9� �?�>�B�>�:� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �1�C�4�5�B� 

�2�K�2�5�4�5�=� �=�0� �M�:�@�0�=� �2� �:�>�4�5� ASCII �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� http _google. �@�A�0�@�.� ���4�5�A�L� �6�5� 

�?�>�:�0�7�0�=� �@�5�7�C�;�L�B�0�B�,� �2�K�2�>�4�8�<�K�9� �?�>� �4�0�=�=�>�9� �:�>�<�0�=�4�5�.� 

C:\Program �F�i�l �e�s�\ �W�i�r�e�s�h�a�r�k �> �t�7�h�a�r�k� -r http_google.pcap -z 
-- �D�@�0�3�<�5�=�B� --

Follow: tcp,ascii 
Filter: tcp.stream eq ��� 

Node ���:� 172.16.16. 128:1606 
Node 1: 74.125.95.104:80 
627 
GET / ���"�"� �/�1�.�1� 

Host: www.google.com 
User-Agent: Mozilla / 5.0 (Windows; U; Windows NT 6. 1; 
�~� en-US; rv:l.9.1.7) 
Gecko/20091221 Firefox/3.5.7 
Accept: text/html,application/xhtml+xml,applicati on/xml; 
�~� q=O. 9, * / *; q=O. 8 
Accept- Language: en- us,en;q=0. 5 
Accept-Encoding: gzip,deflate 
Accept-Charset: IS0-8859-l,utf-8;q=0.7,*;q=0.7 
Keep-Alive: 300 
Connection: keep-alive 
Cookie: �P�R�E�F�=�I�D�=�2�5�7�9 �1 �3�a�9�3�8�e�1�c�2 �4�8�:�U�= �2�6�7�c�8�9�6 �b�5�f�3 �9 �f�b�0�b�:�F�F�=�4�:�L�D�=�e� 

�n�:�N�R �= �l�0�:�T�M �= �l�2�6�0�7�3�0�6�5 �4 �:�1���= �l�2�6�5�4�7�9�3�3�6�:�G���=�l�:�S �= �h�l�U�B�G �o �n�T�u�W�U�3�D�2�3�L�;� 

�N�I�D �= �3�l �= �Z �- �n�h�w�M�j�U�P�6�3�e �0 �t�Y���T�p�-�3�T�l�i�g�M �S�P�n�N �S�l�e �M�l�k�N�l� 

�~� DUrn02zWlcPM4JE3AJec9b vG-
�~� �F�i�b�F�X�s�z�O�A�p�f�,�h�B�A�l�B�O�X�4�d���x�4�L�8�Z�D�d�e�i�K�w�q �e�k�g�P�5� 

�~� kzELtC2mUHx7RHx3PittcuZ 
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1406 
���"�"� �/�1�.�1� 200 ����� 

Date: Tue, 09 Feb 2010 01:18:37 GMT 
Expires: -1 
Cache-Control: private, max-age=O 
Content-Type: text/html; charset=UTF-8 
Content-Encoding: gzip 
Server: gws 
Content-Length: 4633 
X-XSS-Protection: ��� 

���<�5�5�B�A�O� �B�0�:�6�5� �2�>�7�<�>�6�=�>�A�B�L� �C�:�0�7�0�B�L� �?�>�B�>�:�,� �:�>�B�>�@�K�9� �B�@�5�1�C�5�B�A�O� �?�@�>�A�<�>�­

�B�@�5�B�L�,� �?�@�5�4�>�A�B�0�2�8�2� �?�>�4�@�>�1�=�K�5� �A�2�5�4�5�=�8�O� �>�1� �0�4�@�5�A�5�.� ���0�?�@�8�<�5�@�,� �?�>� �?�@�8�2�5�4�5�=�­

�=�>�9� �=�8�6�5� �:�>�<�0�=�4�5� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� packets. �@�A�0�@� �1�C�4�5�B� �8�7�2�;�5�G�5�=� �?�>�B�>�:� 

�?�>� �?�@�>�B�>�:�>�;�C� �U��� � �4�;�O� �C�:�0�7�0�=�=�K�E� �:�>�=�5�G�=�K�E� �B�>�G�5�:� �8� �?�>�@�B�>�2�.� ��� �G�0�A�B�=�>�A�B�8�,� �?�>� 

�4�0�=�=�>�9� �:�>�<�0�=�4�5� �8�7� �C�:�0�7�0�=�=�>�3�>� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� �1�C�4�5�B� �2�K�2�5�4�5�=� �?�>�B�>�:� UDP �4�;�O� 

�:�>�=�5�G�=�>�9� �B�>�G�:�8� �A� �0�4�@�5�A�>�<� 192 .168 .1. 5 �2� �?�>�@�B�C� 23429 ��� �8� �:�>�=�5�G�=�>�9� �B�>�G�:�8� �A� 

�0�4�@�5�A�>�<� 4 .2.2 �.�1�2�?�>�@�B�C�5�3� 8. 

C:\Program Files\Wireshark>tshark -r packets.pcap -z 

�~� follow,udp,ascii,192.168.1.5:23429 0,4.2.2.1:53 8 

���8�6�5� �?�5�@�5�G�8�A�;�5�=�K� �=�5�:�>�B�>�@�K�5� �8�7� �=�0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�E� �(�2� �B�>�<� �G�8�A�;�5� 

�8� �<�=�>�9�)� �2�0�@�8�0�=�B�>�2� �2�K�2�>�4�0� �A�B�0�B�8�A�B�8�G�5�A�:�8�E� �4�0�=�=�K�E� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�.� 

• ip_hosts,tree. ���B�>�1�@�0�6�0�5�B� �:�0�6�4�K�9� �I� �-�0�4�@�5�A� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� �=�0�@�O�4�C� 

�A� �8�=�B�5�=�A�8�2�=�>�A�B�L�N� �8� �4�>�;�O�<�8� �2� �?�@�>�F�5�=�B�0�E� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�,� �?�@�8�E�>�4�O�I�5�­

�3�>�A�O� �=�0� �:�0�6�4�K�9� �0�4�@�5�A�.� 

• io, phs. ���B�>�1�@�0�6�0�5�B� �8�5�@�0�@�E�8�N� �2�A�5�E� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2�,� �>�1�=�0�@�C�6�5�=�=�K�E� 

�2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0�.� 

• http, tree. ���B�>�1�@�0�6�0�5�B� �A�B�0�B�8�A�B�8�G�5�A�:�8�5� �4�0�=�=�K�5�,� �:�0�A�0�N�I�8�5�A�O� ���"�"� �-�7�0�­

�?�@�>�A�>�2� �8� �>�B�2�5�B�>�2�.� 

• http_req,tree. ���B�>�1�@�0�6�0�5�B� �A�B�0�B�8�A�B�8�G�5�A�:�8�5� �4�0�=�=�K�5� �?�>� �:�0�6�4�>�<�C� 

���"�"� �-�7�0�?�@�>�A�C�.� 

• �s�m�,�,� srt. ���B�>�1�@�0�6�0�5�B� �A�B�0�B�8�A�B�8�G�5�A�:�8�5� �4�0�=�=�K�5� �?�>� �:�>�<�0�=�4�0�<� �?�@�>�B�>�:�>�;�0� 

SMB �4�;�O� �0�=�0�;�8�7�0� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �A�5�B�8� �2� Windows. 

• endpoints, wlan. ���B�>�1�@�0�6�0�5�B� �A�B�0�B�8�A�B�8�G�5�A�:�8�5� �4�0�=�=�K�5� �>� �:�>�=�5�G�=�K�E� �B�>�G�:�0�E� 

�2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�.� 

• expert. ���B�>�1�@�0�6�0�5�B� �M�:�A�?�5�@�B�=�C�N� �8�=�D�>�@�<�0�F�8�N� �(�4�8�0�3�@�0�<�<�K�,� �>�H�8�1�:�8� �8� 

�?�@�>�G�5�5�)� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�.� 

���<�5�5�B�A�O� �=�5�<�0�;�>� �4�@�C�3�8�E� �?�>�;�5�7�=�K�E� �2�0�@�8�0�=�B�>�2�,� �4�>�A�B�C�?�=�K�E� �4�;�O� �?�@�8�<�5�=�5�=�8�O� 

�2�<�5�A�B�5� �A� �0�@�3�C�<�5�=�B�>�<� -z, �=�>� �7�4�5�A�L�,� �:� �A�>�6�0�;�5�=�8�N�,� �=�5�4�>�A�B�0�B�>�G�=�>� �<�5�A�B�0�,� �G�B�>�1�K� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �8�7� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8� 167 
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�>�?�8�A�0�B�L� �8�E� �?�>�;�=�>�A�B�L�N�.� ���?�@�>�G�5�<�,� �5�A�;�8� �2�K� �A�>�1�8�@�0�5�B�5�A�L� �G�0�A�B�>� �?�>�;�L�7�>�2�0�B�L�A�O� 

�C�3�8�;�8�B�>�9� TShark, �2�0�<� �A�;�5�4�C�5�B� �>�7�=�0�:�>�<�8�B�L�A�O� �A� �>�D�8�F�8�0�;�L�=�>�9� �4�>�:�C�<�5�=�B�0�F�8�5�9�,� 

�G�B�>�1�K� �8�7�C�G�8�B�L� �2�A�5� �2�0�@�8�0�=�B�K�,� �4�>�A�r�C�?�=�K�5� �4�;�O� �2�K�2�>�4�0� �A�B�0�B�8�A�B�8�G�5�A�:�8�E� �4�0�=�=�K�E� �>� 

�?�5�@�5�E�2�0�G�5�=�=�>�<� �A�5�B�5�2�>�<� �B�@�0�D�8�:�5�.� �-�B�C� �4�>�:�C�<�5�=�B�0�F�8�N� �<�>�6�=�>� �=�0�9�B�8� �?�>� �A�;�5�4�C�N�­

�I�5�<�C� �0�4�@�5�A�C�:� 

https://www.wireshark.org/docs/man-pages/tshark.html 

�!�@�0�2�=�5�=�8�5� �C�B�8�;�8�B� TShark �8� tcpdump 
���1�5� �C�3�8�;�8�B�K� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8�,� �?�@�5�4�=�0�7�=�0�G�5�=�=�K�5� �4�;�O� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �8� 

�@�0�A�A�<�>�B�@�5�=�=�K�5� �@�0�=�5�5� �2� �M�B�>�9� �3�;�0�2�5�,� �2�?�>�;�=�5� �?�@�8�3�>�4�=�K� �4�;�O� �@�5�H�5�=�8�O� �A�>�>�B�2�5�B�­

�A�B�2�C�N�I�8�E� �7�0�4�0�G�,� �8� �;�N�1�0�O� �8�7� �=�8�E� �?�>�7�2�>�;�8�B� �@�5�H�8�B�L� �;�N�1�C�N� �=�0�A�C�I�=�C�N� �7�0�4�0�G�C� �A� 

�@�0�7�=�>�9� �A�B�5�?�5�=�L�N� �?�@�8�;�0�3�0�5�<�K�E� �C�A�8�;�8�9�.� ���8�6�5� �?�5�@�5�G�8�A�;�5�=�K� �=�5�:�>�B�>�@�K�5� �A�C�I�5�­

�A�B�2�5�=�=�K�5� �>�B�;�8�G�8�O� �C�3�8�;�8�B� TShark �8� tcpdump, �:�>�B�>�@�K�5� �A�;�5�4�C�5�B� �8�<�5�B�L� �2� �2�8�4�C�,� �2�K�­

�1�8�@�0�O� �=�0�8�1�>�;�5�5� �?�>�4�E�>�4�O�I�C�N� �8�7� �=�8�E� �4�;�O� �@�5�H�5�=�8�O� �:�>�=�:�@�5�B�=�>�9� �7�0�4�0�G�8�.� 

• ���?�5�@�0�F�8�>�=�=�0�O� �A�8�A�B�5�<�0�.� �#�B�8�;�8�B�0� tcpdump �4�>�A�B�C�?�=�0� �B�>�;�L�:�>� �2� �U�?�i�E�-�?�>�­

�4�>�1�=�K�E� �>�?�5�@�0�F�8�>�=�=�K�E� �A�8�A�B�5�<�0�E�,� �B�>�3�4�0� �:�0�:� �C�3�8�;�8�B�0� TShark �<�>�6�5�B� �D�C�=�:�­

�F�8�>�=�8�@�>�2�0�B�L� �:�0�:� �2� �U�?�i�E�-�?�>�4�>�1�=�K�E� �>�?�5�@�0�F�8�>�=�=�K�E� �A�8�A�B�5�<�0�E�,� �B�0�:� �8� �2� 

�W�i�?�d�o�w�s�.� 

• ���>�4�4�5�@�6�:�0� �?�@�>�B�>�:�>�;�>�2�.� ��� �>�1�5�8�E� �C�3�8�;�8�B�0�E� �?�>�4�4�5�@�6�8�2�0�N�B�A�O� �A�5�B�5�2�K�5� 

�?�@�>�B�>�:�>�;�K� �B�@�5�B�L�5�3�>� �8� �G�5�B�2�5�@�B�>�3�>� �C�@�>�2�=�O�.� �%�>�B�O� �?�>�4�4�5�@�6�:�0� �A�5�B�5�2�K�E� 

�?�@�>�B�>�:�>�;�>�2� �A�5�4�L�<�>�3�>� �C�@�>�2�=�O� �2� �C�3�8�;�8�B�5� tcpdump �>�3�@�0�=�8�G�5�=�0�,� �2� �C�3�8�;�8�B�5� 

TShark �>�=�0� �4�>�2�>�;�L�=�>� �?�>�;�=�0�O�,� �?�>�A�:�>�;�L�:�C� �2� �=�5�9� �4�>�A�B�C�?�=�K� �8�=�B�5�@�?�@�5�B�0�B�>�­

�@�K� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2� �2� Wireshark. 

• �!�@�5�4�A�B�2�0� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�.� ���1�5� �C�3�8�;�8�B�K� �2� �7�=�0�G�8�B�5�;�L�=�>�9� �<�5�@�5� �>�?�8�@�0�­

�N�B�A�O� �=�0� �A�?�>�A�>�1�=�>�A�B�8� �G�5�;�>�2�5�:�0� �0�=�0�;�8�7�8�@�>�2�0�B�L� �8� �?�>�;�C�G�0�B�L� �B�0�:�8�5� �6�5� �>�I�C�­

�B�8�<�K�5� �@�5�7�C�;�L�B�0�B�K�,� �:�0�:� �8� �2� Wireshark. �-�B�>� �<�>�6�5�B� �>�:�0�7�0�B�L� �A�C�I�5�A�B�2�5�=�=�C�N� 

�?�>�<�>�I�L� �?�@�8� �0�=�0�;�8�7�5� �?�0�:�5�B�>�2� �2� �>�B�A�C�3�A�B�2�8�5� �3�@�0�D�8�G�5�A�:�>�3�>� �8�=�B�5�@�D�5�9�A�0�.� 

���0�;�8�G�8�5� �?�>�4�E�>�4�O�I�8�E� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�K�E� �A�@�5�4�A�B�2� �4�;�O� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �8� 

�;�8�G�=�K�5� �?�@�5�4�?�>�G�B�5�=�8�O� �>�1�K�G�=�>� �8�<�5�N�B� �@�5�H�0�N�I�5�5� �7�=�0�G�5�=�8�5� �?�@�8� �8�E� �2�K�1�>�@�5�.� 

���@�0�2�4�0�,� �M�B�8� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�K�5� �A�@�5�4�A�B�2�0� �>�1�;�0�4�0�N�B� �=�0�A�B�>�;�L�:�>� �A�E�>�6�8�<�8� �2�>�7�­

�<�>�6�=�>�A�B�O�<�8�,� �G�B�>�,� �8�7�C�G�0�O� �>�4�=�>� �8�7� �=�8�E�,� �<�>�6�=�>� �C�7�=�0�B�L� �=�5�<�0�;�>� �>� �4�@�C�3�>�<�.� ���;�0�3�>�­

�4�0�@�O� �M�B�>�<�C� �2�0�H�8� �2�>�7�<�>�6�=�>�A�B�8� �A�B�0�=�>�2�O�B�A�O� �1�>�;�5�5� �C�=�8�2�5�@�A�0�;�L�=�K�<�8� �8� �2� �B�>� �6�5� 

�2�@�5�<�O� �@�0�A�H�8�@�O�5�B�A�O� �0�@�A�5�=�0�;� �2�0�H�8�E� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�K�E� �A�@�5�4�A�B�2� �4�;�O� �0�=�0�;�8�7�0� �?�0�­

�:�5�B�>�2�.� 
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�'�B�>�1�K� �>�1�=�0�@�C�6�8�B�L� �=�5�=�>�@�<�0�;�L�=�K�9� �A�5�B�5�2�>�9� �B�@�0�D�8�:�,� 

�2�:�;�N�G�0�O� �4�8�0�3�=�>�A�B�8�:�C� �A�5�B�5�2�K�E� �7�0�4�5�@�6�5�:�,� �2�K�O�2�;�5�=�8�5� 

�7�;�>�2�@�5�4�=�K�E� �?�@�8�;�>�6�5�=�8�9� �8�;�8� �?�>�;�=�>�5� �C�A�B�@�0�=�5�=�8�5� �C�3�@�>�7� 

�1�5�7�>�?�0�A�=�>�A�B�8�,� �=�5�>�1�E�>�4�8�<�>� �7�=�0�B�L�,� �G�B�>� �A�>�1�>�9� �?�@�5�4�A�B�0�2�;�O�5�B� 

�=�>�@�<�0�;�L�=�K�9� �A�5�B�5�2�>�9� �B�@�0�D�8�:�.� ��� �M�B�>�9� �8� �4�2�C�E� �?�>�A�;�5�4�C�N�I�8�E� �3�;�0�­

�2�0�E� �?�>�O�A�=�O�5�B�A�O�,� �:�0�:�8�<� �>�1�@�0�7�>�<� �4�5�9�A�B�2�C�5�B� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �:�0�:� �=�0� �C�@�>�2�=�5� �?�0�:�5�­

�B�>�2�,� �B�0�:� �8� �=�0� �2�A�5�E� �C�@�>�2�=�O�E� �<�>�4�5�;�8� OSI �A�=�8�7�C� �2�2�5�@�E�.� �!� �:�0�6�4�>�9� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�9� 

�7�4�5�A�L� �G�0�A�B�L�N� �A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0� �A�2�O�7�0�=� �E�>�B�O� �1�K� �>�4�8�=� �D�0�9�;� �?�5�@�5�E�2�0�B�0�,� �:�>�B�>�­

�@�K�9� �<�>�6�=�>� �7�0�3�@�C�7�8�B�L� �8� �8�A�?�>�;�L�7�>�2�0�B�L� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>�.� 

��� �M�B�>�9� �3�;�0�2�5� �>�A�=�>�2�=�>�5� �2�=�8�<�0�=�8�5� �C�4�5�;�O�5�B�A�O� �?�@�>�B�>�:�>�;�0�<� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O�,� 

�:�>�B�>�@�K�5� �O�2�;�O�N�B�A�O� �>�A�=�>�2�=�K�<� �8�A�?�>�;�=�8�B�5�;�L�=�K�<� �<�5�E�0�=�8�7�<�>�<� �>�1�<�5�=�0� �4�0�=�=�K�E� �?�>� 

�A�5�B�8�.� ��� �8�E� �G�8�A�;�C� �>�B�=�>�A�O�B�A�O� �?�@�>�B�>�:�>�;�K� ARP, 1Pv4, �I�P�v�1�,� ICMP �8� �I�C�M�P�v�1�.� 

�-�B�0� �8� �4�2�5� �?�>�A�;�5�4�C�N�I�8�5� �3�;�0�2�K�,� �?�>�A�2�O�I�5�=�=�K�5� �A�5�B�5�2�K�<� �?�@�>�B�>�:�>�;�0�<�,� �1�5�7�C�A�­

�;�>�2�=�>�,� �>�B�=�>�A�O�B�A�O� �:� �A�0�<�K�<� �3�;�0�2�=�K�<� �2� �4�0�=�=�>�9� �:�=�8�3�5�.� ���@�>�?�C�A�B�8�B�L� �<�0�B�5�@�8�0�;� �M�B�8�E� 

�3�;�0�2� - �2�A�5� �@�0�2�=�>�,� �G�B�>� �?�K�B�0�B�L�A�O� �3�>�B�>�2�8�B�L� �?�@�0�7�4�=�8�G�=�K�9� �>�1�5�4�,� �=�5� �@�0�7�>�3�@�5�2� �?�5�G�L�.� 

���A�;�8� �2�K� �C�6�5� �7�=�0�5�B�5� �4�>�A�:�>�=�0�;�L�=�>� �?�@�8�=�F�8�?� �4�5�9�A�B�2�8�O� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2�,� �?�@�>�­
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���@�>�B�>�:�>�;� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �0�4�@�5�A�>�2� (ARP) 
���>�3�8�G�5�A�:�8�5� �8� �D�8�7�8�G�5�A�:�8�5� �0�4�@�5�A�0� �A�;�C�6�0�B� �4�;�O� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �A�5�B�8�.� 

��� �G�0�A�B�=�>�A�B�8�,� �;�>�3�8�G�5�A�:�8�5� �0�4�@�5�A�0� �A�;�C�6�0�B� �4�;�O� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �=�5�A�:�>�;�L�:�8�<� 

�A�5�B�O�<� �<�5�6�4�C� �:�>�A�2�5�=�=�>� �A�2�O�7�0�=�=�K�<�8� �C�A�B�@�>�9�A�B�2�0�<�8�.� ��� �D�8�7�8�G�5�A�:�8�5� �0�4�@�5�A�0� �C�?�@�>�­

�I�0�N�B� �>�1�<�5�=� �4�0�=�=�K�<�8� �2� �>�4�=�>�<� �A�5�3�<�5�=�B�5� �A�5�B�8� �<�5�6�4�C� �C�A�B�@�>�9�A�B�2�0�<�8�,� �=�5�?�>�A�@�5�4�­

�A�B�2�5�=�=�>� �A�2�O�7�0�=�=�K�<�8� �4�@�C�3� �A� �4�@�C�3�>�<� �G�5�@�5�7� �:�>�<�<�C�B�0�B�>�@�.� ���0�:� �?�@�0�2�8�;�>�,� �>�1�0� �M�B�8� 

�B�8�?�0� �0�4�@�5�A�0�F�8�8� �4�>�;�6�=�K� �2�7�0�8�<�>�4�5�9�A�B�2�>�2�0�B�L�,� �G�B�>�1�K� �?�@�>�8�7�>�H�5�;� �=�>�@�<�0�;�L�=�K�9� 

�>�1�<�5�=� �4�0�=�=�K�<�8� �?�>� �A�5�B�8�.� 

� �0�A�A�<�>�B�@�8�<� �2� �:�0�G�5�A�B�2�5� �?�@�8�<�5�@�0� �A�F�5�=�0�@�8�9�,� �3�4�5� �B�@�5�1�C�5�B�A�O� �?�5�@�5�4�0�B�L� �4�0�=�=�K�5� 

�2� �C�A�B�@�>�9�A�B�2�>�,� �?�>�4�:�;�N�G�5�=�=�>�5� �:� �A�5�B�8�.� �-�B�8�<� �C�A�B�@�>�9�A�B�2�>�<� �<�>�6�5�B� �1�K�B�L� �A�5�@�2�5�@� �A� 

�>�?�@�5�4�5�;�5�=�=�K�<� �?�>�@�B�>�<� �8�;�8� �@�0�1�>�G�0�O� �A�B�0�=�F�8�O�,� �A� �:�>�B�>�@�>�9� �B�@�5�1�C�5�B�A�O� �>�1�<�5�=�8�2�0�B�L�­

�A�O� �4�0�=�=�K�<�8� �A� �C�A�B�@�>�9�A�B�2�>�<� �2� �A�5�B�8�.� ���@�8�;�>�6�5�=�8�N�,� �?�@�8�<�5�=�O�5�<�>�<�C� �4�;�O� �8�=�8�F�8�0�­

�;�8�7�0�F�8�8� �>�1�<�5�=�0� �4�0�=�=�K�<�8�,� �C�6�5� �8�7�2�5�A�B�=�>� �>�1� �C�4�0�;�5�=�=�>�<� �I� �-�0�4�@�5�A�5� �E�>�A�B�0� �(�G�5�@�5�7� 

�A�;�C�6�1�C� DNS, �:�0�:� �?�>�O�A�=�O�5�B�A�O� �2� �3�;�0�2�5� 9). �-�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �C� �A�8�A�B�5�<�K� �4�>�;�6�=�>� 

�1�K�B�L� �2�A�5�,� �G�B�>� �5�9� �?�>�B�@�5�1�C�5�B�A�O� �4�;�O� �D�>�@�<�8�@�>�2�0�=�8�O� �4�0�=�=�K�E� �>�B� �B�@�5�B�L�5�3�>� �4�>� �A�5�4�L�­

�<�>�3�>� �C�@�>�2�=�O� �2� �?�0�:�5�B�5�,� �:�>�B�>�@�K�9� �=�5�>�1�E�>�4�8�<�>� �?�5�@�5�4�0�B�L�.� ��� �;�8�H�L� �G�0�A�B�L�N� �4�0�=�=�K�E�,� 

�B�@�5�1�C�N�I�8�E�A�O� �2� �4�0�=�=�K�9� �<�>�<�5�=�B�,� �O�2�;�O�5�B�A�O� �8�=�D�>�@�<�0�F�8�O� �2�B�>�@�>�3�>� �:�0�=�0�;�L�=�>�3�>� 

�C�@�>�2�=�O�,� �A�>�4�5�@�6�0�I�0�O� �����!�-�0�4�@�5�A� �F�5�;�5�2�>�3�>� �E�>�A�B�0�.� 

�����!�-�0�4�@�5�A�0� �=�5�>�1�E�>�4�8�<�K� �?�>�B�>�<�C�,� �G�B�>� �2� �:�>�<�<�C�B�0�B�>�@�5�,� �A�>�5�4�8�=�O�N�I�5�<� �C�A�B�@�>�9�­

�A�B�2�0� �2� �A�5�B�8�,� �8�A�?�>�;�L�7�C�5�B�A�O� �B�0�1�;�8�F�0� �0�A�A�>�F�8�0�B�8�2�=�>�9� �?�0�<�O�B�8�,� �2� �:�>�B�>�@�>�9� �?�5�@�5�G�8�A�­

�;�5�=�K� �����!�-�0�4�@�5�A�0� �2�A�5�E� �C�A�B�@�>�9�A�B�2� �8� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�5� �8�<� �=�>�<�5�@�0� �?�>�@�B�>�2�.� ���>�3�­

�4�0� �:�>�<�<�C�B�0�B�>�@� �?�@�8�=�8�<�0�5�B� �A�5�B�5�2�>�9� �B�@�0�D�8�:�,� �?�@�5�4�=�0�7�=�0�G�5�=�=�K�9� �4�;�O� �C�A�B�@�>�9�A�B�2�0� 

�A� �:�>�=�:�@�5�B�=�K�<� �����!�-�0�4�@�5�A�>�<�,� �>�=� �8�A�?�>�;�L�7�C�5�B� �4�0�=�=�C�N� �B�0�1�;�8�F�C�,� �G�B�>�1�K� �2�K�O�A�=�8�B�L� 

�=�>�<�5�@� �?�>�@�B�0�,� �G�5�@�5�7� �:�>�B�>�@�K�9� �A�;�5�4�C�5�B� �?�5�@�5�A�;�0�B�L� �M�B�>�B� �B�@�0�D�8�:�.� ���A�;�8� �6�5� �����!�-�0�­

�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� �=�5�8�7�2�5�A�B�5�=�,� �B�>� �?�5�@�5�4�0�N�I�5�5� �C�A�B�@�>�9�A�B�2�>� �A�=�0�G�0�;�0� �?�>�8�I�5�B� �M�B�>�B� 

�0�4�@�5�A� �2� �A�2�>�5�<� �:�5�H�5�.� ��� �5�A�;�8� �8�A�:�>�<�K�9� �0�4�@�5�A� �>�B�A�C�B�A�B�2�C�5�B� �8� �2� �:�5�H�5�,� �B�>� �>�=� �<�>�6�5�B� 

�1�K�B�L� �?�>�;�C�G�5�=� �?�C�B�5�<� �4�>�?�>�;�=�8�B�5�;�L�=�>�3�>� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �A�5�B�8�.� 

���@�>�F�5�A�A�,� �?�@�8�<�5�=�O�5�<�K�9� �?�@�8� �>�@�3�0�=�8�7�0�F�8�8� �A�5�B�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � /IP �(�A� �8�A�­

�?�>�;�L�7�>�2�0�=�8�5�<� �?�@�>�B�>�:�>�;�0� 1Pv4) �4�;�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �I� �-�0�4�@�5�A�0� �2� �����!�-�0�4�@�5�A�,� �=�0�­

�7�K�2�0�5�B�A�O� �?�@�>�B�0�:�>�;�>�<� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �0�4�@�5�A�>�2� (Address �R�e�s�o�l�u�t�i�o�?� Protocol -ARP). 
���=� �>�?�@�5�4�5�;�5�=� �2� �A�B�0�=�4�0�@�B�5� RFC 826. ��� �?�@�>�F�5�A�A�5� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �0�4�@�5�A�>�2� �?�>� 

�?�@�>�B�>�:�>�;�C� ARP �?�@�8�<�5�=�O�N�B�A�O� �B�>�;�L�:�>� �4�2�0� �B�8�?�0� �?�0�:�5�B�>�2�:� ���R� �-�7�0�?�@�>�A� �8� ���R� �-�>�B�­

�2�5�B� �(�@�8�A�.� 7.1). 

�l�e�i�p�l���I�U���l�l�l�l�l� �!�B�0�=�4�0�@�B� RFC (Request far �C�o�B�m�e�n�t�s� - �7�0�?�@�>�A� �:�>�<�<�5�=�B�0�@�8�5�2�)� �O�2�;�O�5�B�A�O� 

�B�5�E�=�8�G�5�A�:�8�<� �8�7�4�0�=�8�5�<�,� �2�J�B�C�A�:�(�!���J�t�<�8� �A�>�>�1�I�5�A�B�2�0�<�8� IETF �(�E�?�g�i�,�n�e�e�r�i�?�g� 

Task Farce-���=�6�5�=�5�@�=�K�9� �A�>�2�5�B� ���=�B�5�@�=�5�B�0�)� �8� ISOC �(�I�?�t�e�m�e�t� Society-�!�>�>�6� 

�I�5�A�B�2�>� ���=�B�5�@�=�5�B�0�)� �8� �?�@�5�4�=�0�7�=�0�G�5�=�=�K�<� �2� �:�0�G�5�A�B�2�5� �<�5�E�0�=�8�7�<�0� �4�;�O� �>�?�@�5�­

�4�5�;�5�=�8�O� �A�B�0�=�4�0�@�B�>�2�,� �@�5�0�;�8�7�C�5�<�K�E� �4�;�O� �A�5�B�5�2�K�E� �?�@�>�B�0�:�>�;�>�2�.� ���0�9�B�8� �=�C�6�­

�=�C�N� �4�0�:�C�<�5�=�B�0�F�8�N� �?�>� �A�5�B�5�2�J�t�<� �?�@�>�B�>�:�>�;�0�<� �<�>�6�=�>� �=�0� �=�0�G�0�;�J�=�>�9� �A�B�@�0�­

�=�8�F�5� RFC Editor, �4�>�A�B�C�?�=�>�9� �?�>� �0�4�@�5�A�C� http://ww.rfc-editor.org/. 
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�I� �-�0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O�:� 192.168.0.101 
�����!�-�0�4�@�5�A� �>�m�@�0�2�8�B�5�;�O�:� f2:f2:f2:f2:f2:f2 
�I� �-�0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O�:� 192.168.0.1 
�����!�-�0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O�:� 00:00:00:00:00:00 

���R� �-�>�B�2�5�B� 

••••• -------------1 ..... 
�I� �-�0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O�:� 192.168.0.1 
�����!�-�0�4�@�5�A� �>�m�@�0�2�8�B�5�;�O�:� 02:f2:02:f2:02:f2 
�I� �-�0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O�:� 192.168.0.101 
�����!�-�0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O�:� f2:f2:f2:f2:f2:f2 

� �8�A�.� 7. 1. ���@�>�F�5�A�A� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �0�4�@�5�A�>�2� �?�>� �?�@�>�B�>�:�>�;�C� ARP 

���5�@�5�4�0�N�I�8�9� �:�>�<�?�L�N�B�5�@� �?�>�A�K�;�0�5�B� ���R� �-�7�0�?�@�>�A�,� �2� �:�>�B�>�@�>�<� �A�>�>�1�I�0�5�B�A�O� 

�A�;�5�4�C�N�I�5�5�:� �"���A�5�<� �?�@�8�2�5�B�.� ���>�9� �I� �-�0�4�@�5�A� - 192 .168. ��� .101, �0� �<�>�9� �����!�-�0�4�@�5�A� -
f2: f2: f2: f2: f2: f2. ���=�5� �=�C�6�=�>� �?�>�A�;�0�B�L� �:�>�5�-�G�B�>� �B�>�<�C�,� �C� �:�>�3�>� �8�<�5�5�B�A�O� �I� �-�0�4�@�5�A� 

192 .168. ��� .1, �=�>� �O� �=�5� �7�=�0�N� �5�3�>� �D�8�7�8�G�5�A�:�8�9� �0�4�@�5�A�.� ���>�6�5�B� �;�8� �B�>�B�,� �C� �:�>�3�>� �M�B�>�B� 

�I� �-�0�4�@�5�A�,� �A�>�>�1�I�8�B�L� �<�=�5� �A�2�>�9� �����!�-�0�4�@�5�A�?�"� 

�-�B�>�B� �?�0�:�5�B� �?�>�A�K�;�0�5�B�A�O� �2� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�>�<� �@�5�6�8�<�5� �8� �?�>�M�B�>�<�C� �?�@�8�=�8�<�0�­

�5�B�A�O� �=�0� �:�0�6�4�>�<� �C�A�B�@�>�9�A�B�2�5� �2� �A�5�B�5�2�>�<� �A�5�3�<�5�=�B�5�.� ���A�5� �C�A�B�@�>�9�A�B�2�0�,� �=�5� �8�<�5�N�I�5�5� 

�C�:�0�7�0�=�=�>�3�>� �I� �-�0�4�@�5�A�0�,� �4�>�;�6�=�K� �?�@�>�8�3�=�>�@�8�@�>�2�0�B�L� �C�?�>�<�O�=�C�B�K�9� �2�K�H�5� �7�0�?�@�>�A�.� 

��� �C�A�B�@�>�9�A�B�2�>� �A� �C�:�0�7�0�=�=�K�<� �I� �-�0�4�@�5�A�>�<� �4�>�;�6�=�>� �>�B�?�@�0�2�8�B�L� �A�;�5�4�C�N�I�8�9� ���R� �­

�>�B�2�5�B�:� �"���@�8�2�5�B� �?�5�@�5�4�0�N�I�5�<�C� �C�A�B�@�>�9�A�B�2�C�!� �/� �8�<�5�=�=�>� �B�>�B�,� �:�>�3�>� �2�K� �8�I�5�B�5� �?�>� �I� �­

�0�4�@�5�A�C� 192 .168. ��� .1. ���>�9� �����!�-�0�4�@�5�A� - 02: f2: 02: f2: 02: f2". 
���0�:� �B�>�;�L�:�>� �?�@�>�F�5�A�A� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �0�4�@�5�A�>�2� �7�0�2�5�@�H�8�B�A�O�,� �?�5�@�5�4�0�N�I�5�5� 

�C�A�B�@�>�9�A�B�2�>� �>�1�=�>�2�8�B� �A�2�>�N� �:�5�H�-�?�0�<�O�B�L� �8� �?�>�<�5�A�B�8�B� �2� �=�5�5� �A�>�>�B�2�5�B�A�B�2�8�5� �����!�- �8� 

�I� �-�0�4�@�5�A�>�2� �?�@�8�5�<�=�>�3�>� �C�A�B�@�>�9�A�B�2�0� �8� �=�0�G�=�5�B� �?�5�@�5�4�0�G�C� �4�0�=�=�K�E�.� ���0�1�;�N�4�0�O� �M�B�>�B� 

�?�@�>�F�5�A�A� �2� �4�5�9�A�B�2�8�8�,� �<�>�6�=�>� �?�>�=�O�B�L�,� �:�0�:� �8�<�5�=�=�>� �>�=� �4�5�9�A�B�2�C�5�B�.� ���>� �?�@�5�6�4�5� �G�5�<� 

�?�5�@�5�9�B�8� �:� �:�>�=�:�@�5�B�=�K�<� �?�@�8�<�5�@�0�<�,� �@�0�A�A�<�>�B�@�8�<� �A�B�@�C�:�B�C�@�C� �7�0�3�>�;�>�2�:�0� ���R� �-�?�0�:�5�B�0�.� 
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�l�l�l�Q�I���I�P�)�i�i�i�l� �'�B�>�1�K� �?�@�>�A�<�>�B�@�5�B�J� ���R� �-�B�0�1�;�8�F�C� �E�>�A�B�>�2� �2� �A�8�A�B�5�<�0�E� Unix �8� Windows, 
�4�>�A�B�0�B�0�G�=�>� �2�2�5�A�B�8� �:�>�<�0�=�4�C� arp �-�0� �2� �:�>�<�0�=�4�=�>�9� �A�B�@���'���5�.� 

�!�B�@�C�:�B�C�@�0� ���R� �-�?�0�:�5�B�0� 

���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 7.2, ���R� �-�?�0�:�5�B� �A�>�A�B�>�8�B� �7�0�3�>�;�>�2�:�0�,� �A�>�4�5�@�6�0�I�5�3�>� �>�?�8�­

�A�0�=�=�K�5� �=�8�6�5� �?�>�;�O�.� 

���@�>�B�>�:�>�;� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �0�4�@�5�A�>�2� (ARP) 

�!�<�5�I�5�=�8�5� ���:�B�5�B� �>� 1 �7� 4 

���:�m� ���8�B� 0-7 8-15 0-7 8-15 

�>� �>� �"�8�?� �>�1�>�@�C�4�>�2�0�=�8�O� �"�8�?� �?�@�>�B�>�:�>�;�0� 

4 32 �l�)�8�=�0�H�8�G�5�A�:�>�3�>� 
�5�A�0� 

���n�8�=�0� �?�@�>�B�>�:�>�;�L�=�>�3�>� �0�4�@�5�A�0� ���?�5�@�0�F�8�O� 

8 64 �$�8�7�8�G�5�A�:�8�9� �0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� 

12 96 �$�8�7�8�G�5�A�:�8�9� �0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� ���@�>�B�>�:�>�;�L�=�K�9� �0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� 

16 128 ���@�>�B�>�:�>�;�L�=�K�9� �0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� �$�8�7�8�G�5�A�:�8�9� �0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� 

20 160 �$�8�7�8�G�5�A�:�8�9� �0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� 

24+ 192+ ���@�>�B�>�:�>�;�L�=�K�9� �0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� 

� �8�A�.� 7.2. �!�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� ���R� �-�?�0�:�5�B�5� 

• �"�8�?� �>�1�>�@�C�4�>�2�0�=�8�O� (Hardware �"�C�@�5�)�.� �"�8�?� �A�@�5�4�K�,� �?�@�8�<�5�=�O�5�<�>�9� �=�0� 

�2�B�>�@�>�<� �C�@�>�2�=�5� �4�;�O� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E�.� ���0�:� �?�@�0�2�8�;�>�,� �M�B�>� �A�5�B�L� Ethernet 
�(�B�.�5�.� �B�8�?� 1). 

• �"�8�?� �?�@�>�B�>�:�>�;�0� (Protocol �"�C�@�5�)�.� �!�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O�,� 

�:�>�B�>�@�K�9� �8�A�?�>�;�L�7�C�5�B�A�O� �4�;�O� �?�5�@�5�4�0�G�8� ���R� �-�7�0�?�@�>�A�0�.� ���0�:� �?�@�0�2�8�;�>� �M�B�>� 1Pv4 
�(���E�0�8�0�0�)�.� 

• ���;�8�=�0� �D�8�7�8�G�5�A�:�>�3�>� �0�4�@�5�A�0� (Hardware Address Length). ���;�8�=�0� 

�?�@�8�<�5�=�O�5�<�>�3�>� �D�8�7�8�G�5�A�:�>�3�>� �0�4�@�5�A�0� �(�2� �>�:�B�5�B�0�E� �8�;�8� �1�0�9�B�0�E�)�.� ���;�O� �A�5�B�8� 

Ethernet �5�5� �2�5�;�8�G�8�=�0� �@�0�2�=�0� 6. 

• ���;�8�=�0� �?�@�>�B�>�:�>�;�L�=�>�3�>� �0�4�@�5�A�0� (Protocol Address Length). ���;�8�=�0� �?�@�8�­

�<�5�=�O�5�<�>�3�>� �;�>�3�8�G�5�A�:�>�3�>� �0�4�@�5�A�0� �?�>� �?�@�>�B�>�:�>�;�C� �C�:�0�7�0�=�=�>�3�>� �B�8�?�0� �(�2� �>�:�B�5�B�0�E� 

�8�;�8� �1�0�9�B�0�E�)�.� ���;�O� �?�@�>�B�>�:�>�;�0� 1Pv4 �5�5� �2�5�;�8�G�8�=�0� �@�0�2�=�0� 4. 

• ���?�5�@�0�F�8�O� (Operation). �$�C�=�:�F�8�O� �?�0�:�5�B�0�:� �:�>�4� 1 - �4�;�O� �7�0�?�@�>�A�0� �8�;�8� �:�>�4� 

2 - �4�;�O� �>�B�2�5�B�0�.� 

• �$�8�7�8�G�5�A�:�8�9� �0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� (Sender Hardware Address). �$�8�7�8�­

�G�5�A�:�8�9� �0�4�@�5�A�,� �?�@�8�A�2�>�5�=�=�K�9� �>�B�?�@�0�2�8�B�5�;�N� �?�0�:�5�B�>�2�.� 

• ���@�>�B�>�:�>�;�L�=�K�9� �0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� (Sender Protocol Address). ���@�>�­

�B�>�:�>�;�L�=�K�9� �0�4�@�5�A�,� �?�@�8�A�2�>�5�=�=�K�9� �>�B�?�@�0�2�8�B�5�;�N� �?�0�:�5�B�>�2�.� 
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• �$�8�7�8�G�5�A�:�8�9� �0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� (Target Hardware Address). ���A�:�>�­

�<�K�9� �D�8�7�8�G�5�A�:�8�9� �0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O�.� ��� ���R� �-�7�0�?�@�>�A�5� �C�:�0�7�K�2�0�N�B�A�O� �2�A�5� �=�C�;�8�.� 

• ���@�>�B�>�:�>�;�L�=�K�9� �0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� (Target Protocol Address). ���@�5�4�­

�?�>�;�0�3�0�5�<�K�9� �0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� �?�0�:�5�B�0� �?�>� �?�@�>�B�>�:�>�;�C� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O�.� 

��� �B�5�?�5�@�L� �>�B�:�@�>�9�B�5� �D�0�9�;� �?�5�@�5�E�2�0�B�0� arp_resolution.pcapng, �G�B�>�1�K� �=�0�1�;�N�­

�4�0�B�L� �?�@�>�F�5�A�A� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �0�4�@�5�A�>�2� �2� �4�5�9�A�B�2�8�8�.� � �0�A�A�<�0�B�@�8�2�0�O� �M�B�>�B� �?�@�>�­

�F�5�A�A�,� �C�4�5�;�8�<� �>�A�=�>�2�=�>�5� �2�=�8�<�0�=�8�5� �:�0�6�4�>�<�C� �?�0�:�5�B�C� �2� �>�B�4�5�;�L�=�>�A�B�8�.� 

���0�:�5�B� 1: ���R� �-�7�0�?�@�>�A� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� arp _ 

resolution.pcapng 

���5�@�2�K�<� �?�0�:�5�B�>�<� �A�;�5�4�C�5�B� ���R� �-�7�0�?�@�>�A�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� 

�@�8�A�.� 7.3. �'�B�>�1�K� �C�1�5�4�8�B�L�A�O�,� �G�B�>� �M�B�>� �4�5�9�A�B�2�8�B�5�;�L�=�>� �H�8�-

�@�>�:�>�2�5�I�0�B�5�;�L�=�K�9� �?�0�:�5�B�,� �4�>�A�B�0�B�>�G�=�>� �?�@�>�2�5�@�8�B�L� �7�0�3�>�;�>�­

�2�>�:� Ethemet �2� �?�0�=�5�;�8� Packet Details �?�@�8�;�>�6�5�=�8�O� Wireshark. ���4�@�5�A� �?�>�;�C�G�0�B�5�;�O� 

�4�0�=�=�>�3�>� �?�0�:�5�B�0� - ff: ff: ff: ff: ff: ff ���.� �-�B�>� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�9� �0�4�@�5�A� �A�5�B�8� 

Ett1ernet, �8� �2�A�5�,� �G�B�>� �?�>� �=�5�<�C� �?�>�A�K�;�0�5�B�A�O�,� �1�C�4�5�B� �?�@�8�=�8�<�0�B�L�A�O� �2�A�5�<�8� �C�A�B�@�>�9�­

�A�B�2�0�<� �2� �B�5�:�C�I�5�<� �A�5�3�<�5�=�B�5� �A�5�B�8�.� ���4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� �4�0�=�=�>�3�>� �?�0�:�5�B�0� �=�0�E�>�4�8�B�A�O� 

�2� ���t�h�5�r�n�5�t�-�7�0�3�>�;�>�2�:�5� �8 �,� �?�>� �A�C�I�5�A�B�2�C�,� �O�2�;�O�5�B�A�O� �����!�-�0�4�@�5�A�>�<� �?�5�@�5�4�0�N�I�5�3�>� 

�C�A�B�@�>�9�A�B�2�0� 8 . 

• �W�i�r�1�h�a�r�k�:� . �P�a�c�l�c�~� 1 arp_r60lut1on �>� 

> �F�3�0�.�.�.�,� 1: 42 bytes �>�?� �w�i�3�e� (336 bits), 42 bytes �c�o�p�t�u�3�e�d� (336 bits) 

" �E�t�h�e�3�n�e�t� II, �S�3�A�:� ���>�n���>�i� �3� �_�1�5�:���,�:�2�4� �(�0�0�:�1�6�:�A�5�:�1�5�:���,�:�2�4�)�,� Dst: �B�3�o�o�d�c�o�s�t� (ff:ff:ff:ff:ff:ff) 

> Destination: �8�3�o�1�d�c�1�s�t� (ff:ff:ff:ff:ff:ff) ��� 

> �S�o�u�3�c�e�:� ���>�n���>�i� �3� �_�1�5�:�8�,�:�2�4� �(�0�0�:�1�6�:�A�5�:�1�5�:���,�:�2�4�) �@� 

�"�C�@�5�:� ARP �(�0�E�9�8�0�1�)� 

..., Address Resolution Protocol (request) 
���.�3�d�w�o�r�e� type: �E�t�h�e�3�n�e�t� ( 1) 
�P�3�o�t�o�c�o�l� type: IPv4 (0><9800) 
���a�r�d�w�~�r�e� size: �1� 

Protocol size: 4 
Opcode: �3�e�q�u�e�s�t� ( 1) 

 ¬�} �S�e�n�d�e�3� �����!� �o�d�d�3�e�s�s�:� ���o�n�H�o�i�P�r�_�1�e�:�8�b�:�2�4� �(�0�0�:�1�1�:�A�5�:�1�5�:�8�,�:�2�4�)� 

Sender IP �~�d�d�r�e�s�s�:� 192.168.0.114 
�T�a�3�g�e�t� �����!� 1ddress: 00:00:00_00:00:00 (00:00:00:00:00:00) ��� 

Target IP �o�d�d�3�e�s�s�:� 192.168.0. 1 0 

� �8�A�.� 7.3. ���0�:�5�B� ���R� �-�7�0�?�@�>�A�0� 

�E� 

���@�8�=�8�<�0�O� �2�>� �2�=�8�<�0�=�8�5� �@�0�A�A�<�0�B�@�8�2�0�5�<�C�N� �7�4�5�A�L� �A�B�@�C�:�B�C�@�C� �7�0�3�>�;�>�2�:�0� �?�0�:�5�­

�B�0� ARP, �<�>�6�=�>� �2�K�O�A�=�8�B�L�,� �G�B�>� ���R� �-�7�0�?�@�>�A� �=�0� �A�0�<�>�<� �4�5�;�5� �=�0�?�@�0�2�;�O�5�B�A�O� �2� �A�5�B�8� 

�E�t�h�e�r�=�e�t� �?�>� �?�@�>�B�>�:�>�;�C� 1Pv4. ��� �=�5�<� �C�:�0�7�0�=� �I� �-�0�4�@�5�A� (192 .168. ��� .114) �8� �����!�­

�0�4�@�5�A� �(�0�0�:�1�6�:�A�5�:�6�5�:�8�,�:�2�4�)� �>�B�?�@�0�2�8�B�5�;�O� ���,� �0� �B�0�:�6�5� �I� �-�0�4�@�5�A� (192.168.0.1) �?�>�­

�;�C�G�0�B�5�;�O� 0. ��� �B�>� �6�5� �2�@�5�<�O� �����!�-�0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O�,� �:�>�B�>�@�K�9� �B�@�5�1�C�5�B�A�O� �2�K�O�A�­

�=�8�B�L �,� �=�5�8�7�2�5�A�B�5�=�,� �8� �?�>�M�B�>�<�C� �>�=� �7�0�4�0�=� �:�0�:� 00: 00 : 00: 00: 00: 00 ���.� 

�� �@�> �B�>�: �> �;�K� �A �5 �B�5�2�>�3�>� �C�@�> �2�=�O� 173 

Tlgm: @it_boooks



���0�:�5�B� 2: ���R� �-�>�B�2�5�B� 

��� �>�B�2�5�B�5� �=�0� �?�5�@�2�>�=�0�G�0�;�L�=�K�9� �7�0�?�@�>�A� �(�@�8�A�.� 7.4) ���t�l�1�5�r�n�5�t�·�7�0�3�>�;�>�2�>�:� �B�5�?�5�@�L� �A �> �­

�4�5�@�6�8�B� �0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O�,� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�9� �����!�·�0�4�@�5�A�C� �>�B�?�@�0�2�8�B�5�;�O� �8�7� �?�5�@�­

�2�>�3�>� �?�0�:�5�B�0�.� ���0�3�>�;�>�2�>�:� �B�0�:�>�3�>� ���R� �-�>�B�2�5�B�0� �2�K�3�;�O�4�8�B� �B�0�:�8�<� �6�5� �>�1�@�0�7�>�<�,� �:�0�:� �8� �C� 

���R� �·�7�0�?�@�>�A�0�,� �7�0� �@�O�4�>�<� �?�5�@�5�G�8�A�;�5�=�=�K�E� �=�8�6�5� �8�A�:�;�N�G�5�=�8�9� . 

• Wiresha rk · �P�a �c �k�~� 2 · arp_r6olut 1on �>� 

> �F�3�>�1�1�5� 2: 46 bytes �>�?� �w�i�3�e� (368 bits), 46 bytes �c�a�p�t�u�3�e�d� (368 �+�t�s�)� 

v Ethernet II, Src: �D�-�L�i�n�k�C�o�_�0�, �: �2�2�:�b�a� �(�0�0 �: �1�3 �: �4�6�:�0�,�:�2�2�:�,�>�)�,� Dst: ���o�n�t�1�4�i�P�r� �_�1�e�:�8�b�:�2�4� �(�0�0�:�1�1�:�A�5�:�1�5�:�8�,�:�2�4�)� 

> Destinotion: ���>�n���0�i� �3�_�1�5�:�8�,�:�2�4� �(�0�0 �: �1�6�:�A�5 �: �1�5�:�8�,�:�2�4�)� 

> SOurce: �D�-�l�i�n�k�C�o�_�l�l�,�:�2�2�:�b�a� �(�0�0 �: �1�3�:�4�1�:�0�, �: �2�2�:�,�0�)� 

�"�C�@�5�:� ARP �{�0�E�0�8�0�6�)� 

Trailer: �A�0�0�8�0�0�7�2� 

v Address Resolution Protocol (reply) 
Hardware type: �E�t�h�e�3�n�e�t� ( 1) 
Protocol type: IPv4 �(�0�E�5�7�>�>�)� 

���l�l�r�d�w�a�r�e� size: 6 
Protocol size: 4 
Opcode: roply (2) ��� 
Sender �����!� address: D·Link<o_0b: 22:ba �( �0�0 �: �1�3�:�4�6 �: �0�,�:�2�2�:�,�0 �)� �1� 
Sender IP addr ess: 192.168.0.1 

�~� Target �����!� oddress: ���o�n�H�a�i�P�r�_�6�e �: �8�b�:�2�4� �( ���� �: �l�1 �: �A�5�:�1�.�:�8�, �: �2�4�)� 

Target IP addross: 192.168.0.114 

� �8�A�.� 7.4. ���0�:�5�B� ���R� �-�>�B�2�5�B�>� 

�E� 

• ���>�4� �>�?�5�@�0�F�8�8� �?�0�:�5�B�0� �B�5�?�5�@�L� �@�0�2�5�=� ���E�0�0�0�2� ���,� �>�1�>�7�=�0�G�0�O� ���R� �-�>�B�2�5�B�,� �0� �=�5� 

�7�0�?�@�>�A� 

• ���4�@�5�A�=�0�O� �8�=�D�>�@�<�0�F�8�O� �C�:�0�7�K�2�0�5�B�A�O� �2� �>�1�@�0�B�=�>�<� �?�>�@�O�4�: �5 �:� �A �=�0 �G �0�;�0� �����!�·� �8� 

�I� �-�0�4�@�5�A� �>�B�?�@�0�2�8�B �5 �;�O�,� �0� �7�0�B�5�<� �����!�- �8� �I� �-�0�4�@�5 �A� �?�>�;�C�G�0�B�5�;�O� 8. 

• ���>� �A�0�<�>�5� �3�;�0�2�=�>�5�,� �G�B�>� �B�5�?�5�@�L� �C� �=�0�A� �8�<�5�5�B�A�O� �2�A�O� �=�5�>�1�E�>�4�8�<�0�O� �8�=�D�>�@�<�0�·� 

�F�8�O�.� �-�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �<�K� �>�?�@�5�4�5�;�8�;�8� �����!�-�0�4�@�5�A� �(�0�0�:�1���:�4�1�:���,�:�2�2�:�,�0�)� 

��� �E�>�A�B�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 192 .168. ��� .1. 

���5�?�@�>�H�5�=�=�K�5�,� �8�;�8� �A�0�<�>�>�1�@�0�I�5�=�=�K�5� ���R� �-�?�0�:�5�B�K� 

�$�0�9�;� �? �5�@�5�E�2 �0�B�0� arp _ ���1�K�G�=�>� �A�;�>�2�>� �"�=�5�?�@�>�H�5�=�=�K�9�"� (gratuitous) �8�<�5�5�B� �>�B�@�8 �·� 
gratuitous .pcapng �F�0�B�5�;�L�=�K�9� �>�B�B�5�=�>�:�.� ���>� �?�>�@�>�9� �=�5�>�1�>�A�=�>�2�0�=�=�>�5� �?�@�8�<�5�·� 

�=�5�=�8�5� �?�@�>�B�>�:�>�;�0� ARP �2�A�5� �6�5� �4�0�5�B� �?�>�;�>�6�8�B�5�;�L�=�K�9� �@�5�7�C�;�L�B�0�B�,� �8� �2� �M�B�>�<� �A�;�C�G�0�5� 

�5�3�>� �?�0�:�5�B�K� �=�0�7�K�2�0�N�B�A�O� �A�0�<�>�>�1�@�0�I �5 �=�=�K�<�8�.� 

�I� �-�0�4�@�5�A� �C�A�B�@�>�9�A�B�2�0� �=�5�@�5�4�:�>� �<�>�6�5�B� �< �5 �=�O�B�L �A �O�.� ���>�3�4�0� �M�B�>� �?�@�>�8 �A�E �>�4�8�B�,� �A �>�>�B�­

�2�5�B�A�B�2�8�5� IP· �8� �����!�·�0�4�@�5�A�>�2� �2� �:�5�H�-�?�0�<�O�B�8� �A �5�B�5�2�K�E� �C�7�;�>�2� �<�>�6�5�B� �>�:�0�7�0�B�L�A�O� �=�5�­

�4�5�9�A�B�2�8�B�5�;�L�=�K�<�.� �'�B�>�1�K� �?�@�5�4�>�B�2�@�0�B�8�B�L� �2�>�7�=�8�:�0�N�I�8�5� �2� �A�2�O�7�8� �A� �M�B �8�<� �>�H�8�1�:�8� 

�?�@�8� �>�1�<�5�=�5� �4�0�=�=�K�<�8�,� �?�>� �A�5�B�8� �?�5�@�5�4�0�5�B�A�O� �A�0�<�>�>�1�@�0�I�5�=�=�K�9� ���R� �-�?�0�:�5�B�,� �:�>�B�>�·� 

�@�K�9� �2�K�=�C�6�4�0�5�B� �;�N�1�>�5� �?�@�8�=�8�<�0�N�I�5�5� �5�3�>� �C�A�B�@�>�9�A�B�2�>� �>�1�=�>�2�8�B�L� �:�5�H�-�?�0�<�O�B�L� 
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�=�>�2�K�<� �A�>�>�B�2�5�B�A�B�2�8�5�<� IP- �8� �����!�-�0�4�@�5�A�>�2� �(�@�8�A�.� 7.5). ���>� �A�C�B�8� �M�B�>�B� �?�0�:�5�B� �0�=�>�=�A�8�­

�@�C�5�B� �8�7�<�5�=�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� ARP, �?�@�>�8�7�>�H�5�4�H�8�5� �A� �:�>�=�:�@�5�B�=�K�<� �E�>�A�B�>�<�.� 
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D 
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••••• �-�-�-�-�-�-�-�-�-�-�-�-�-�~� ..... 
�I� �-�0�4�@�5�A� �>�B�n�@�0�2�8�B�5�n�O�:� 192.168.0.101 
�����!�-�0�4�@�5�A� �>�m�@�0�2�:�B�5�n�O�:� f2:f2:f2:f2:f2:f2 
�I� �-�0�4�@�5�A� �n�>�n�C�G�0�B�5�n�O �:� 192.168.0.101 
�����!� �-�0�4�@�5�A� �n�>�n�C�G�0�B�5�n�O �:� 00:00:00:00:00:00 

� �8�A�.� 7.5. ���@�>�F�5�A�A� �?�5�@�5�4�0�G�8� �A�0�<�>�>�1�@�0�I�5�=�=�>�r�>� ���R� �-�?�0�:�5�B�0� 

���>�O�2�;�5�=�8�5� �A�0�<�>�>�1�@�0�I�5�=�=�>�3�>� ���R� �-�?�0�:�5�B�0� �<�>�6�5�B� �?�@�>�8�7�>�9�B�8� �2� �A�0�<�K�E� �@�0�7�­

�=�K�E� �A�;�C�G�0�O�E�.� ��� �G�0�I�5� �2�A�5�3�>� �M�B�>� �?�@�>�8�A�E�>�4�8�B� �2� �A�2�O�7�8� �A� �8�7�<�5�=�5�=�8�5�<� �I� �-�0�4�@�5�A�0 �.� 

�'�B�>�1�K� �C�1�5�4�8�B�L�A�O� �2� �M�B�>�<�,� �>�B�:�@�>�9�B�5� �D�0�9�;� �?�5�@�5�E�2�0�B�0� arp_gratuitous .pcapng, �:�>�­

�B�>�@�K�9� �A�>�4�5�@�6�8�B� �5�4�8�=�A�B�2�5�=�=�K�9� �?�0�:�5�B� �(�@�8�A �.� 7.6), �?�>�A�:�>�;�L�:�C� �M�B�>� �2�A�5 �,� �G�B�>� �?�5�@�5�­

�4�0�5�B�A�O� �?�@�8� �A�0�<�>�>�1�@�0�I�5�=�=�>�9� �?�5�@�5�4�0�G�5� �?�>� �?�@�>�B�>�:�>�;�C� ARP. 

• �W�i�r�~�h�&�r�k� · �P�a�c�k�~� 1 . 11rp_gratuitous �>� 

> Fra..., 1: 60 bytes on wire (480 bits), �1�0� bytes captured (480 �,�i�t�s�)� 

v Ethernet II, Src: lnte1Cor_b7:f2:f5 �(�0�0�:�0�3�:�4�7�:�+ �: �f�2�:�f�5�)�,� Ost: Broadcast (ff:ff:ff:ff:ff:ff) 
> Oestination: Broadcast (ff:ff:ff:ff :ff:ff) ��� 
> Source: �I�n�t�e�1�C�o�r�_�+ �: �f�2�:�f�5� �(�0�0�:�0�3�:�4�7�:�+�:�f�2�:�f�5�)� 

�"�C�@�5�:� ARP (0•0806) 
Padding: �5�5�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0� 

v Address �R�~�s�o�}�u�t�i�o�n� Protocol (request:/grat:uitous ARP) 
Hardware type: Ethernet (1) 
Protocol typ<!: IPv4 (0><0800) 
Hardware size: 6 
�P �3 �o�t�o�c�o�l� size: 4 
Opcode: request (1) 
[Is gratuitous: �" �3 �u�5�]� 

Sender �����!� address; �I�n�t�e�l�C�o �r �_�+�:�f�2�:�f�S� �( �0�0�:�0�3�:�4�7�:�+�:�f�2 �: �f�5�)� 

f} Sender IP address: 24.6.125.19 
Torget �����!� oddress: 00:00:00_00:00:00 (00:00:00:00:00:00) 

�@�B�0�3�g�5�t� IP address: 24.6.125.19 

�N�r�<� 1 • f l'nlN �D�.�~� • �~ �:� �I�<�1�1�I�C�o�t�j�i�7�.�.�f�1�:�f�S� · �D�f�l�s�a�v�t�N�n �:� �8�I�O�w�t�,�s�t� · Pn:!J«xr:1I: ARP · �l�~� RJ • �l�;�l�o�t� �~� ARP �1�D�B� �2�4�.�6�.�l�l�S�.�J�!�J�(�R�~� 

�0�- �3 �:�:�:�:�. �=�5�\�>� 

� �8�A�.� 7.6. �!�0�<�>�>�1�@�0�I�5�=�=�K�9� ���R� �-�?�0�:�5�B� 

�E� 

���@�>�0�=�0�;�8�7�8�@�>�2�0�2� ���t�l�1�5�r�?�5�t�-�7�0�3�>�;�>�2�>�:�,� �<�>�6�=�>� �7�0�<�5�B�8�B�L�,� �G�B�>� �A�0�<�>�>�1�@�0�I�5�=�­

�=�K�9� �?�0�:�5�B� �@�0�A�A�K�;�0�5�B�A�O� �2� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�>�<� �@�5�6�8�<�5� �2�A�5�<� �E�>�A�B�0�<� �2� �A�5�B�8� �� �.� 

���R� �-�7�0�3�>�;�>�2�>�:� �2�K�3�;�O�4�8�B� �B�0�:� �6�5�,� �:�0�:� �8� �2���R� �·�7�0�?�@�>�A�5�,� �7�0� �8�A�:�;�N�G�5�=�8�5�<� �B�>�3�>�,� �G�B�>� 

�I� �-�0�4�@�5�A�0� �>�B�?�@�0�2�8�B�5�;�O� 8 �8� �?�>�;�C�G�0�B�5�;�O� ��� �>�4�8�=�0�:�>�2�K�.� ���>�3�4�0� �A�0�<�>�>�1�@�0�I�5�=�=�K�9� 

���@ �> �B�>�:�>�;�K� �A�5�B�5�2 �> �3�>� �C�@�>�2�=�O� 175 
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�?�0�:�5�B� �?�@�8�=�8�<�0�5�B�A�O� �4�@�C�3�8�<�8� �E�>�A�B�0�<�8� �2� �A�5�B�8�,� �M�B�>� �?�@�8�2�>�4�8�B� �:� �>�1�=�>�2�;�5�=�8�N� �8�E� �B�0�­

�1�;�8�F� ARP �=�>�2�K�<� �A�>�>�B�2�5�B�A�B�2�8�5�<� IP- �8� �����!�-�0�4�@�5�A�>�2�.� ���>�A�:�>�;�L�:�C� �4�0�=�=�K�9� ���R� �-�?�0�­

�:�5�B� �@�0�A�A�L�H�0�5�B�A�O� �A�0�<� �A�5�1�5� �?�>� �8�=�8�F�8�0�B�8�2�5� �>�B�?�@�0�2�8�B�5�;�O�,� �=�>� �2� �@�5�7�C�;�L�B�0�B�5� �5�3�>� 

�?�>�O�2�;�5�=�8�O� �2�A�5� �:�;�8�5�=�B�K� �A�5�B�8� �>�1�=�>�2�;�O�N�B� �A�2�>�8� �:�5�H�-�?�0�<�O�B�8� ARP, �5�3�>� �8� �=�0�7�2�0�;�8� 

�A�0�<�>�>�1�@�0�I�5�=�=�K�<� (gratuitous). 
���>�O�2�;�5�=�8�5� �A�0�<�>�>�1�@�0�I�5�=�=�K�E� ���R� �-�?�0�:�5�B�>�2� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L� �2� �@�O�4�5� �A�;�C�G�0�­

�5�2�.� ���0�:� �C�?�>�<�8�=�0�;�>�A�L� �2�K�H�5�,� �A�<�5�=�0� �I� �-�0�4�@�5�A�0� �C�A�B�@�>�9�A�B�2�0� �?�@�8�2�5�4�5�B� �:� �?�>�O�2�;�5�=�8�N� 

�A�0�<�>�>�1�@�0�I�5�=�=�>�3�>� �?�0�:�5�B�0�.� ���@�>�<�5� �B�>�3�>�,� �?�@�8� �7�0�?�C�A�:�5� �=�5�:�>�B�>�@�K�E� �>�?�5�@�0�F�8�>�=�=�K�E� 

�A�8�A�B�5�<� �?�@�>�8�A�E�>�4�8�B� �?�5�@�5�4�0�G�0� �A�0�<�>�>�1�@�0�I�5�=�=�K�E� ���R� �-�?�0�:�5�B�>�2�.� ��� �2� �@�O�4�5� �A�8�A�B�5�<� 

�A�0�<�>�>�1�@�0�I�5�=�=�K�5� ���R� �-�?�0�:�5�B�K� �A�;�C�6�0�B� �4�;�O� �?�>�4�4�5�@�6�:�8� �1�0�;�0�=�A�8�@�>�2�:�8� �=�0�3�@�C�7�:�8�.� 

���5�6�A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� (IP) 
���A�=�>�2�=�>�5� �=�0�7�=�0�G�5�=�8�5� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2� �B�@�5�B�L�5�3�>� �C�@�>�2�=�O� �<�>�4�5�;�8� OSI �A�>�­

�A�B�>�8�B� �2� �B�>�<�,� �G�B�>�1�K� �>�1�5�A�?�5�G�8�B�L� �A�2�O�7�L� �4�;�O� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �<�5�6�4�C� �C�7�;�0�<�8�,� �=�0�E�>�­

�4�O�I�8�E�A�O� �2� �@�0�7�=�K�E� �A�5�B�O�E�.� ���0�:� �1�L�H�>� �?�>�:�0�7�0�=�>� �2�K�H�5�,� �����!�-�0�4�@�5�A�0� �A�;�C�6�0�B� �4�;�O� �>�1�­

�<�5�=�0� �4�0�=�=�K�<�8� �2� �>�4�=�>�9� �A�5�B�8� �=�0� �2�B�>�@�>�<� �C�@�>�2�=�5�.� ���=�0�;�>�3�8�G�=�>� �0�4�@�5�A�0� �=�0� �B�@�5�B�L�5�<� 

�C�@�>�2�=�5� �A�;�C�6�0�B� �4�;�O� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �<�5�6�4�C� �@�0�7�=�K�<�8� �A�5�B�O�<�8�.� ���;�O� �M�B�>�3�>� �<�>�6�=�>� 

�2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �=�5�A�:�>�;�L�:�8�<�8� �A�5�B�5�2�K�<�8� �?�@�>�B�>�:�>�;�0�<�8�,� �=�>� �=�0�8�1�>�;�5�5� �@�0�A�?�@�>�­

�A�B�@�0�=�5�=�=�K�<� �A�@�5�4�8� �=�8�E� �O�2�;�O�5�B�A�O� �?�@�>�B�>�:�>�;� IP (Internet Protocol - �<�5�6�A�5�B�5�2�>�9� 

�?�@�>�B�>�:�>�;�)�,� �:�>�B�>�@�K�9� �2� �=�0�A�B�>�O�I�5�5� �2�@�5�<�O� �8�<�5�5�B�A�O� �2� �4�2�C�E� �2�5�@�A�8�O�E�:� IP �2�5�@�A�8�8� 4 �8� 

IP �2�5�@�A�8�8� 6. ���B�0�:�,� �=�0�G�=�5�<� �A� �@�0�A�A�<�>�B�@�5�=�8�O� �?�@�>�B�>�:�>�;�0� IP �2�5�@�A�8�8� 4 (1Pv4), �>�?�@�5�­

�4�5�;�5�=�=�>�3�>� �2� �A�B�0�=�4�0�@�B�5� RFC 791. 

���5�6�A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� �2�5�@�A�8�8� 4 (1Pv4) 
�'�B�>�1�K� �?�>�=�O�B�L� �?�@�8�=�F�8�?� �4�5�9�A�B�2�8�O� �<�5�6�A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0� 1Pv4, �=�5�>�1�E�>�4�8�­

�<�>� �7�=�0�B�L�,� �:�0�:�8�<� �>�1�@�0�7�>�<� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�@�>�E�>�4�8�B� �<�5�6�4�C� �A�5�B�O�<�8�.� ���@�>�B�>�:�>�;� 

1Pv4 �A�;�C�6�8�B� �>�A�=�>�2�=�K�<� �8�A�?�>�;�=�8�B�5�;�L�=�K�<� �M�;�5�<�5�=�B�>�<� �2� �?�@�>�F�5�A�A�5� �>�1�<�5�=�0� �4�0�=�=�K�­

�<�8� �8� �2� �:�>�=�5�G�=�>�<� �A�G�5�B�5� �>�B�2�5�G�0�5�B� �7�0� �?�5�@�5�=�>�A� �4�0�=�=�K�E� �<�5�6�4�C� �C�A�B�@�>�9�A�B�2�0�<�8� �=�5�7�0�­

�2�8�A�8�<�>� �>�B� �<�5�A�B�>�?�>�;�>�6�5�=�8�O� �:�>�=�5�G�=�K�E� �B�>�G�5�:� �C�A�B�0�=�0�2�;�8�2�0�5�<�>�9� �A�2�O�7�8�.� 

���@�>�A�B�0�O� �A�5�B�L�,� �2� �:�>�B�>�@�>�9� �2�A�5� �C�A�B�@�>�9�A�B�2�0� �A�2�O�7�0�=�K� �G�5�@�5�7� �:�>�=�F�5�=�B�@�0�B�>�@�K� �8�;�8� 

�:�>�<�<�C�B�0�B�>�@�K�,� �=�0�7�K�2�0�5�B�A�O� �;�B�A�0�;�J�=�0�9� �2�J�t�'�G�8�A�;�8�B�5�;�J�=�0�9� �A�5�B�J�N� �(�����!�)�.� ���A�;�8� �6�5� �B�@�5�1�C�­

�5�B�A�O� �A�2�O�7�0�B�L� �4�2�5� �����!�,� �M�B�>� �<�>�6�=�>� �A�4�5�;�0�B�L� �A� �?�>�<�>�I�L�N� �<�0�@�H�@�C�B�8�7�0�B�>�@�0�.� �!�;�>�6�=�K�5� 

�A�5�B�8� �<�>�3�C�B� �A�>�A�B�>�O�B�L� �8�7� �B�K�A�O�G� �����!�,� �A�>�5�4�8�=�O�5�<�K�E� �?�>� �2�A�5�<�C� �<�8�@�C� �B�K�A�O�G�0�<�8� �<�0�@�H�­

�@�C�B�8�7�0�B�>�@�>�2�.� �!�0�<� ���=�B�5�@�=�5�B� �A�>�A�B�>�8�B� �8�7� �<�8�;�;�8�>�=�>�2� �����!� �8� �<�0�@�H�@�C�B�8�7�0�B�>�@�>�2�.� 

���4�@�5�A�0� �?�@�>�B�>�:�>�;�0� 1Pv4 

��� �?�@�>�B�>�:�>�;�5� 1Pv4 �0�4�@�5�A�0� �?�@�5�4�A�B�0�2�;�O�N�B� �A�>�1�>�9� �3�2�-�@�0�7�@�O�4�=�K�5� �G�8�A�;�0�,� �?�@�8�A�2�0�­

�8�2�0�5�<�K�5� �A�5�B�5�2�K�<�8� �0�4�<�8�=�8�A�B�@�0�B�>�@�0�<�8�,� �:�>�B�>�@�K�5� �>�4�=�>�7�=�0�G�=�>� �8�4�5�=�B�8�D�8�F�8�­
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• ���1�I�0�O� �4�;�8�=�0� (Total Length). ���;�8�=�0� �I� �-�7�0�3�>�;�>�2�:�0� �A� �C�G�5�B�>�<� �4�0�=�=�K�E�,� 

�2�:�;�N�G�0�5�<�K�E� �2� �?�0�:�5�B�.� 

• ���4�5�=�B�8�D�8�:�0�F�8�O� (ldentification). ���4�5�=�B�8�D�8�:�0�F�8�>�=�=�K�9� �=�>�<�5�@�,� �>�4�=�>�­

�7�=�0�G�=�>� �>�1�>�7�=�0�G�0�N�I�8�9� �F�5�;�K�9� �?�0�:�5�B� �8�;�8� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �D�@�0�3�<�5�=�­

�B�8�@�>�2�0�=�=�K�E� �?�0�:�5�B�>�2�.� 

• �$�;�0�3�8� (Flags). ���?�@�5�4�5�;�O�N�B�,� �O�2�;�O�5�B�A�O� �;�8� �?�0�:�5�B� �G�0�A�B�L�N� �?�>�A�;�5�4�>�2�0�B�5�;�L�­

�=�>�A�B�8� �D�@�0�3�<�5�=�B�8�@�>�2�0�=�=�K�E� �?�0�:�5�B�>�2�.� 

• �!�<�5�I�5�=�8�5� �D�@�0�3�<�5�=�B�0� (Fragment Offset). ���A�;�8� �?�0�:�5�B� �D�@�0�3�<�5�=�B�8�@�>�­

�2�0�=�,� �7�=�0�G�5�=�8�5� �2� �M�B�>�<� �?�>�;�5� �A�;�C�6�8�B� �4�;�O� �@�0�A�?�>�;�>�6�5�=�8�O� �?�0�:�5�B�>�2� �2� �?�@�0�2�8�;�L�­

�=�>�<� �?�>�@�O�4�:�5�.� 

• ���@�5�<�O� �6�8�7�=�8� (Time to Live ). ���?�@�5�4�5�;�O�5�B� �2�@�5�<�O� �6�8�7�=�8� �?�0�:�5�B�0�,� �8�7�<�5�­

�@�O�5�<�>�5� �2� �?�5�@�5�E�>�4�0�E� �8�;�8� �A�5�:�C�=�4�0�E� �?�@�>�E�>�6�4�5�=�8�O� �G�5�@�5�7� �<�0�@�H�@�C�B�8�7�0�B�>�@�K�.� 

• ���@�>�B�>�:�>�;� (Protocol). ���1�>�7�=�0�G�0�5�B� �7�0�3�>�;�>�2�>�:� �?�@�>�B�>�:�>�;�0� �B�@�0�=�A�?�>�@�B�=�>�3�>� 

�C�@�>�2�=�O�,� �:�>�B�>�@�K�9� �8�=�:�0�?�A�C�;�8�@�>�2�0�=� �2� �?�0�:�5�B� 1Pv4. 

• ���>�=�B�@�>�;�L�=�0�O� �A�C�<�<�0� �7�0�3�>�;�>�2�:�0� (Header Checksum). ���5�E�0�=�8�7�<� �2�K�O�2�­

�;�5�=�8�O� �>�H�8�1�>�:�,� �?�@�8�<�5�=�O�5�<�K�9� �A� �F�5�;�L�N� �?�@�>�2�5�@�8�B�L�,� �=�5� �8�A�?�>�@�G�5�=�>� �8� �=�5� �=�0�­

�@�C�H�5�=�>� �;�8� �A�>�4�5�@�6�8�<�>�5� �I� �-�7�0�3�>�;�>�2�:�0�.� 

• �I� �-�0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� (Source IP Address). �I� �-�0�4�@�5�A� �E�>�A�B�0�,� �?�>�A�;�0�2�H�5�­

�3�>� �?�0�:�5�B�.� 

• �I� �-�0�4�@�5�A� �<�5�A�B�0� �?�>�;�C�G�0�B�5�;�O� (Destination IP Address ). �I� �-�0�4�@�5�A� �E�>�A�B�0�,� 

�4�;�O� �:�>�B�>�@�>�3�>� �?�@�5�4�=�0�7�=�0�G�5�=� �?�0�:�5�B�.� 

• ���0�@�0�<�5�B�@�K� (Options). �-�B�>� �?�>�;�5� �7�0�@�5�7�5�@�2�8�@�>�2�0�=�>� �4�;�O� �4�>�?�>�;�=�8�B�5�;�L�=�K�E� 

�?�0�@�0�<�5�B�@�>�2� �?�@�>�B�>�:�>�;�0� IP, �2�:�;�N�G�0�O� �<�0�@�H�@�C�B�8�7�0�F�8�N� �>�B� �8�A�B�>�G�=�8�:�0� �8� �>�B�­

�<�5�B�:�8� �2�@�5�<�5�=�8�.� 

• ���0�=�=�K�5� (Data). ���>�=�:�@�5�B�=�K�5� �4�0�=�=�K�5�,� �?�5�@�5�4�0�2�0�5�<�K�5� �?�>� �?�@�>�B�>�:�>�;�C� IP. 

���@�5�<�O� �6�8�7�=�8� 

�$�0�9�;�:�K� �6�@�5�E�2�0�B�0� ip _ ttl _ source. 
pcapng �8� ip _ ttl _ dest. pcapng 

���5�;�8�G�8�=�0� �2�@�5�<�5�=�8� �6�8�7�=�8� �(�"�i�H�5� to Live -
TTL) �>�?�@�5�4�5�;�O�5�B� �?�5�@�8�>�4� �2�@�5�<�5�=�8�,� �:�>�B�>�@�>�5� 

�<�>�6�5�B� �8�A�B�5�G�L�,� �8�;�8� �<�0�:�A�8�<�0�;�L�=�>�5� �:�>�;�8�G�5�­

�A�B�2�>� �<�0�@�H�@�C�B�8�7�0�B�>�@�>�2�,� �:�>�B�>�@�K�5� �<�>�6�5�B� �?�@�>�9�B�8� �?�0�:�5�B�,� �?�@�5�6�4�5� �G�5�<� �>�=� �1�C�4�5�B� �0�=�­

�=�C�;�8�@�>�2�0�=� �?�>� �?�@�>�B�>�:�>�;�C� 1Pv4. ���@�5�<�O� �6�8�7�=�8� �>�?�@�5�4�5�;�O�5�B�A�O� �?�@�8� �A�>�7�4�0�=�8�8� 
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�?�0�:�5�B�0� �8� �>�1�K�G�=�>� �C�<�5�=�L�H�0�5�B�A�O� �=�0� �5�4�8�=�8�F�C� �2�A�O�:�8�9� �@�0�7�,� �:�>�3�4�0� �?�0�:�5�B� �?�5�@�5�A�K�;�0�5�B�­

�A�O� �A�;�5�4�C�N�I�5�<�C� �<�0�@�H�@�C�B�8�7�0�B�>�@�C�.� �"�0�:�,� �5�A�;�8� �2�@�5�<�O� �6�8�7�=�8� �?�0�:�5�B�0� �@�0�2�=�>� 2, �B�>� �?�5�@�­

�2�K�9� �<�0�@�H�@�C�B�8�7�0�B�>�@�,� �:�>�B�>�@�>�3�>� �>�=� �4�>�A�B�8�3�=�5�B�,� �C�<�5�=�L�H�8�B� �M�B�>� �2�@�5�<�O� �4�>� 1 �8� �?�5�@�5�­

�A�K�;�0�5�B� �?�0�:�5�B� �2�B�>�@�>�<�C� �<�0�@�H�@�C�B�8�7�0�B�>�@�C�.� ��� �B�>�B�,� �2� �A�2�>�N� �>�G�5�@�5�4�L�,� �C�<�5�=�L�H�8�B� �2�@�5�<�O� 

�6�8�7�=�8� �?�0�:�5�B�0� �4�>� �=�C�;�O�,� �8� �5�A�;�8� �:�>�=�5�G�=�K�9� �?�>�;�C�G�0�B�5�;�L� �?�0�:�5�B�0� �>�:�0�7�K�2�0�5�B�A�O� �=�5� �2� 

�B�5�:�C�I�5�9� �A�5�B�8�,� �B�>� �B�0�:�>�9� �?�0�:�5�B� �0�=�=�C�;�8�@�C�5�B�A�O� �(�@�8�A�.� 7.1 ���)�.� 

!;1]-m 1 --1 :::: �����I� • 

Qt �H�2� • I :::: �����f�- m 1 -1 :::: �����I� • (S) 

�~� �"�"�l� 3 • 1 :::: E::Jf- ���l�2� • 1 :::: �����f�- �"�"�l� 1 --1 :::: �����1�-�-�I� _..,.. (S) 
� �8�A�.� 7. 1 ���.� ���@�5�<�O� �6�8�7�=�8� �?�0�:�5�B�0� �(�"�"�L�)� �C�<�5�=�L�H�0�5�B�A�O� �=�0� �5�4�8�=�8�F�C� �2�A�O�:�8�9� �@�0�7�,� 

�:�>�3�4�0� �>�=� �?�@�>�E�>�4�8�B� �G�5�@�5�7� �<�0�@�H�@�C�B�8�7�0�B�>�@� 

���>�G�5�<�C� �B�0�:� �2�0�6�=�>� �8�<�5�B�L� �2� �2�8�4�C� �2�@�5�<�O� �6�8�7�=�8� �?�0�:�5�B�>�2�?� ���0�:� �?�@�0�2�8�;�>�,� �>�=�>� 

�?�@�5�4�A�B�0�2�;�O�5�B� �8�=�B�5�@�5�A� �B�>�;�L�:�>� �A� �B�>�G�:�8� �7�@�5�=�8�O� �B�>�3�>� �2�@�5�<�5�=�8�,� �:�>�B�>�@�>�5� �B�@�5�1�C�5�B�A�O� 

�4�;�O� �?�@�>�E�>�6�4�5�=�8�O� �?�0�:�5�B�0� �>�B� �5�3�>� �>�B�?�@�0�2�8�B�5�;�O� �4�>� �?�>�;�C�G�0�B�5�;�O�.� ���@�5�4�A�B�0�2�L�B�5�,� �>�4�­

�=�0�:�>�,� �?�0�:�5�B�,� �:�>�B�>�@�K�9� �4�>�;�6�5�=� �4�>�9�B�8� �4�>� �E�>�A�B�0� �G�5�@�5�7� ���=�B�5�@�=�5�B�,� �?�@�>�9�4�O� �4�5�A�O�B�:�8� 

�<�0�@�H�@�C�B�8�7�0�B�>�@�>�2�.� ��� �:�0�:�>�9�-�B�>� �B�>�G�:�5� �M�B�>�3�>� �?�C�B�8� �<�>�6�5�B� �2�A�B�@�5�B�8�B�L�A�O� �=�5�2�5�@�=�>� �=�0�­

�A�B�@�>�5�=�=�K�9� �<�0�@�H�@�C�B�8�7�0�B�>�@�,� �8�7�-�7�0� �G�5�3�>� �?�0�:�5�B� �A�>�1�L�5�B�A�O� �A�>� �A�2�>�5�3�>� �?�C�B�8� �:� �:�>�=�5�G�=�>�­

�<�C� �<�5�A�B�C� �A�2�>�5�3�>� �=�0�7�=�0�G�5�=�8�O �.� ��� �B�0�:�>�<� �A�;�C�G�0�5� �=�5�2�5�@�=�>� �=�0�A�B�@�>�5�=�=�K�9� �<�0�@�H�@�C�B�8�7�0�­

�B�>�@� �A�?�>�A�>�1�5�=� �A�4�5�;�0�B�L� �=�5�<�0�;�>� �B�0�:�>�3�>�,� �G�B�>� �<�>�3�;�>� �1�K� �=�0�@�C�H�8�B�L� �=�>�@�<�0�;�L�=�C�N� �@�0�1�>�­

�B�C� �A�5�B�8�.� ��� �G�0�A�B�=�>�A�B�8�,� �>�=� �<�>�6�5�B� �@�0�7�>�A�;�0�B�L� �?�0�:�5�B� �?�>� �A�5�B�8� �2� �1�5�A�:�>�=�5�G�=�>�<� �F�8�:�;�5�.� 

���5�A�:�>�=�5�G�=�K�9� �F�8�:�;� �<�>�6�5�B� �2�K�7�2�0�B�L� �A�0�<�K�5� �@�0�7�=�K�5� �>�A�;�>�6�=�5�=�8�O�,� �=�>�,� �:�0�:� �?�@�0�­

�2�8�;�>�,� �M�B�>� �?�@�8�2�>�4�8�B� �:� �0�2�0�@�8�9�=�>�<�C� �A�1�>�N� �:�0�:� �>�B�4�5�;�L�=�>�9� �?�@�>�3�@�0�<�<�K�,� �B�0�:� �8� �2�A�5�9� 

�>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K�.� �"�5�>�@�5�B�8�G�5�A�:�8� �B�>� �6�5� �A�0�<�>�5� �<�>�6�5�B� �?�@�>�8�7�>�9�B�8� �A� �?�0�:�5�­

�B�0�<�8� �2� �A�5�B�8�,� �:�>�B�>�@�K�5� �1�C�4�C�B� �F�8�:�;�8�G�5�A�:�8� �?�5�@�5�<�5�I�0�B�L�A�O� �<�5�6�4�C� �<�0�@�H�@�C�B�8�7�0�B�>�­

�@�0�<�8�.� ��� �?�>� �<�5�@�5� �@�>�A�B�0� �:�>�;�8�G�5�A�B�2�0� �B�0�:�8�E� �?�0�:�5�B�>�2� �2� �A�5�B�8� �5�5� �?�@�>�?�C�A�:�=�0�O� �A�?�>�A�>�1�­

�=�>�A�B�L� �1�C�4�5�B� �?�0�4�0�B�L� �2�?�;�>�B�L� �4�>� �2�>�7�=�8�:�=�>�2�5�=�8�O� �C�A�;�>�2�8�O� �>�B�:�0�7�0� �2� �>�1�A�;�C�6�8�2�0�=�8�8�.� 

���>� �8�7�1�5�6�0�=�8�5� �M�B�>�3�>� �8� �1�K�;�>� �2�=�5�4�@�5�=�>� �2�@�5�<�O� �6�8�7�=�8� �?�0�:�5�B�>�2�.� 

���1�@�0�B�8�<�A�O� �:� �:�>�=�:�@�5�B�=�>�<�C� �?�@�8�<�5�@�C� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �2� Wireshark. ��� �G�0�A�B�­

�=�>�A�B�8�,� �D�0�9�;� �?�5�@�5�E�2�0�B�0� ip _ t tl _ source. pcapng �A�>�4�5�@�6�8�B� �4�2�0� �?�0�:�5�B�0� ICMP. ���;�O� 

�4�>�A�B�0�2�:�8� �?�0�:�5�B�>�2� �2� �A�5�B�5�2�>�<� �?�@�>�B�>�:�>�;�5� ICMP, �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �4�0�;�5�5� �2� �M�B�>�9� 

�3�;�0�2�5�,� �?�@�8�<�5�=�O�5�B�A�O� �?�@�>�B�>�:�>�;� IP. ���1� �M�B�>�<� �<�>�6�=�>� �A�C�4�8�B�L�,� �@�0�7�2�5�@�=�C�2� �A�>�>�B�2�5�B�­

�A�B�2�C�N�I�C�N� �G�0�A�B�L� �I� �-�7�0�3�>�;�>�2�:�0� �2� �?�0�=�5�;�8� Packet Details. ���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 7.11, 
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�2� �4�0�=�=�>�<� �?�0�:�5�B�5� �?�@�8�<�5�=�O�5�B�A�O� �2�5�@�A�8�O� 4 �?�@�>�B�>�:�>�;�0� IP ���,� �4�;�8�=�0� �I� �-�7�0�3�>�;�>�2�:�0� �A�>�­

�A�B�0�2�;�O�5�B� 20 �1�0�9�B� 8, �>�1�I�0�O� �4�;�8�=�0� �7�0�3�>�;�>�2�:�0� �8� �?�>�;�5�7�=�>�9� �8�=�D�>�@�<�0�F�8�8� - 60 �1�0�9�B� 

�>�'� �0� �2�5�;�8�G�8�=�0� �2�@�5�<�5�=�8� �6�8�7�=�8� �?�0�:�5�B�0� - 128 �5� . 

• Wir<Shork. Packet 1 · ip_ttl_source �>� �E� 

Fra111e 1: 74 bytes on wire (592 �+�t�s�)�,� 74 bytes captured (592 �+�t�s�)� 

Ethern"t II, �S�3�A�:� Hewl"tlP_bf:91:"" �(�0�0�:�2�S�:�b���:�b�f�:�9�1�:�e�"�)�,� Ost: �C�i�s�c�o�-�l�i�_�1�1�:�7�1�:�9�S� (00:21'29:66:71:95) 
v �I�n�t�"�3�n�e�t� Protocol Version 4, �S�3�A�:� �1�0�.�1�0�.�0�.���,� Ost: 192.168.0.128 

0100 ...• • v"rsion: 4 ��� 
.... 0101 • ���5�>�d�5�3� length: 20 byt"s f) 
Oifferentiated Services Field: �0�E�0�0� (OSCP: CS0, ECN: Not·ECT) 
Total Length: �1�0� 8 
Identification: 0x728d (29325) 
Flags: �5�E�5�5� 

�f�3�o�l�!�'�"�"�n�t� offset: �5� 

Title to live: 128 ��� 
�P�3�o�t�o�c�o�l�:� �I�!��� � (1) 

> ���5�0�d�5�3� checksUll: �0�E�0�0�0�0� [validation �d�i�s�a�,�l�e�d�]� 

Source: �1�5�.�1�5�.�0�.�7� 0 
O<!stinotion: 192.168.0.128 0 
(Source GeoIP: Unknown] 
(Destination �1�5�>�I� �:� Unknown] 

Int"rnet �C�o�n�t�3�o�l� ""ssage Protocol 

� �8�A�.� 7. 11. �/� �-�7�0�r�>�;�>�2�>�:� �8�A�E�>�4�=�>�3�>� �?�0�:�5�B�0� 

���A�=�>�2�=�>�5� �=�0�7�=�0�G�5�=�8�5� �M�E�>�-�7�0�?�@�>�A�0� 110 �?�@�>�B�>�:�>�;�C� ICMP - �?�@�>�2�5�@�8�B�L� �A�2�O�7�L� 

�<�5�6�4�C� �C�A�B�@�>�9�A�B�2�0�<�8�.� ��� �G�0�A�B�=�>�A�B�8�,� �4�0�=�=�K�5� �?�>�A�K�;�0�N�B�A�O� �>�B� �>�4�=�>�3�>� �E�>�A�B�0� �:� �4�@�C�­

�3�>�<�C� �2� �2�8�4�5� �7�0�?�@�>�A�0�,� �0� �?�@�8�=�8�<�0�N�I�8�9� �8�E� �E�>�A�B� �4�>�;�6�5�=� �>�B�?�@�0�2�8�B�L� �M�B�8� �4�0�=�=�K�5� 

�>�1�@�0�B�=�>� �2� �:�0�G�5�A�B�2�5� �>�B�2�5�B�0�.� ��� �C�?�>�<�O�=�C�B�>�<� �2�K�H�5� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� �>�4�=�>� �C�A�B�@�>�9�­

�A�B�2�>� �A� �0�4�@�5�A�>�<� 10 .10. ���.� 3 0 �?�>�A�K�;�0�5�B� �M�E�>�-�7�0�?�@�>�A� ICMP �4�@�C�3�>�<�C� �C�A�B�@�>�9�A�B�2�C� �A� 

�0�4�@�5�A�>�<� 192 .168. ��� .128 0. �-�B�>�B� �?�5�@�2�>�=�0�G�0�;�L�=�K�9� �D�0�9�;� �?�5�@�5�E�2�0�B�0� �1�K�;� �A�>�7�4�0�=� �2� 

�E�>�A�B�5�-�>�B�?�@�0�2�8�B�5�;�5� �?�>� �0�4�@�5�A�C� 10 .10. ���.� 3. 
��� �B�5�?�5�@�L� �>�B�:�@�>�9�B�5� �D�0�9�;� �?�5�@�5�E�2�0�B�0� ip_ttl_dest.pcapng. ��� �M�B�>�<� �D�0�9�;�5� �4�0�=�­

�=�K�5� �?�5�@�5�E�2�0�G�5�=�K� �2� �E�>�A�B�5�-�?�>�;�C�G�0�B�5�;�5� �?�>� �0�4�@�5�A�C� 192 .168. ��� .128. � �0�7�2�5�@�=�8�B�5� 

�I� �-�7�0�3�>�;�>�2�>�:� �?�5�@�2�>�3�>� �?�0�:�5�B�0� �8�7� �M�B�>�3�>� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�,� �G�B�>�1�K� �2�K�O�A�=�8�B�L� �2�@�5�<�O� 

�6�8�7�=�8� �4�0�=�=�>�3�>� �?�0�:�5�B�0�.� 

���0�:� �A�;�5�4�C�5�B� �8�7� �@�8�A�.� 7.12, �2�@�5�<�O� �6�8�7�=�8� �?�5�@�2�>�3�>� �?�0�:�5�B�0� �@�0�2�=�>� 127 ���,� �B�.�5�.� �>�=�>� 

�=�0� 1 �<�5�=�L�H�5� �?�5�@�2�>�=�0�G�0�;�L�=�>�3�>� �2�@�5�<�5�=�8� �6�8�7�=�8� �4�0�=�=�>�3�>� �?�0�:�5�B�0�,� �:�>�B�>�@�>�5� �@�0�2�=�>� 

128. ���0�6�5� �=�5� �7�=�0�O� �A�B�@�C�:�B�C�@�C� �A�5�B�8�,� �<�>�6�=�>� �A�4�5�;�0�B�L� �2�K�2�>�4�,� �G�B�>� �>�1�0� �C�?�>�<�O�=�C�B�K�E� 

�2�K�H�5� �C�A�B�@�>�9�A�B�2�0� �@�0�7�4�5�;�5�=�K� �<�0�@�H�@�C�B�8�7�0�B�>�@�>�<�,� �0� �A�;�5�4�>�2�0�B�5�;�L�=�>�,� �2�@�5�<�O� �6�8�7�=�8� 

�?�0�:�5�B�0� �?�@�8� �?�@�>�E�>�6�4�5�=�8�8� �G�5�@�5�7� �<�0�@�H�@�C�B�8�7�0�B�>�@� �C�<�5�=�L�H�0�5�B�A�O� �=�0� 1. 

���@�>�B�>�:�>�;�K� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O� 181 

Tlgm: @it_boooks



• Wireshark · Pack•t 1 · ip_ttl_dest �>� 

1
. fr- 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bit.s) 
' Ethernet II, �S�3�A �:� �C�i�s�c�o�-�l�i�_�1�1�:�7�1�:�9�4� {00:21:29:66:71:94), Ost: �D�e�l�l�_�c�0�:�S�1�:�f�0� �(�0�0�:�2�1�:�7�0�:�c�0�:�S�1�:�f�0�)� 

v Interne1: Protocol �V�e�3�s�i�o�n� 4, Src: 1&.10.8.3, Ost; 192.168.8.128 
�5�1�0�0� . . . . • Version: 4 
.... 0101 • ���5�0�d�5�3� Length: 20 bytes 

> �D�i�f�f�e�3�e�n�t�i�a�t�e�d� Services Field: �5�E�>�5� (DSCP: CS0, ECN: �N�o�t�-�E�C�"�)� 

Total Length: 60 

Identi fication: 0x728d (29325) 
> Flags: �5�E�>�5� 

�F�3�a�g�i�t�e�n�t� offset: 0 

Time to live: U7 ��� 
Protocol: ICllP (1) 
���5�0�d�5�3� checksU11: Oxfdfe [ validation �d�i �s�a�+�e �d�]� 

Source: �1�8�.�1�8�.�8�.��� 

Destination: 192.168.0.128 
[ �S�o�u�3�c�e� Geo!P: Unknown] 
[Destination Geo!P: Unknown] 

j > Internet Control Messege �P�3�o�t�o�c�o�I� 

�E� 

� �8�A�.� 7. 12. ���0�:� �A�;�5�4�C�5�B� �8�7� �/� �-�7�0�r�>�;�>�2�:�0�,� �2�@�5�<�O� �6�8�7�=�8� �?�0�:�5�B�0� �C�<�5�=�L�H�8�;�>�A�L� 

�=�0� �5�4�8�=�8�F�C� 

�$�@�0�3�<�5�=�B�0�F�8�O� �?�0�:�5�B�>�2� IP 
�$�0�9�;� �?�5�@�5�E�2�0�B�0� ip _ �$�@�0�3�<�5�=�B�0�F�8�O� �?�0�:�5�B�>�2� - �M�B�>� �A�@�5�4�A�B�2�>� �?�@�>�B�>�:�>�;�0� IP, �o�1�e�­

frag_ source. pcapng �A�?�5�G�8�2�0�N�I�5�5� �=�0�4�5�6�=�C�N� �4�>�A�B�0�2�:�C� �4�0�=�=�K�E� �?�>� �@�0�7�=�>�B�8�?�·� 

�=�K�<� �A�5�B�O�<� �?�C�B�5�<� �@�0�7�1�8�5�=�8�O� �?�>�B�>�:�0� �4�0�=�=�K�E� �=�0� �<�5�;�:�8�5� 

�D�@�0�3�<�5�=�B�K�.� �$�@�0�3�<�5�=�B�0�F�8�O� �?�0�:�5�B�>�2� �>�A�=�>�2�K�2�0�5�B�A�O� �=�0� �@�0�7�<�5�@�5� �<�0�:�A�8�<�0�;�J�=�>�3�>� �?�5�­

�@�5�4�0�2�0�.�5�.�<�>�3�>� �1�;�>�:�0� (MTU, ���0�E�i�H�u�H� Tra11smissio11 �U�?�i�t�)� �4�;�O� �?�@�>�B�>�:�>�;�0� �2�B�>�@�>�3�>� 

�:�0�=�0�;�L�=�>�3�>� �C�@�>�2�=�O�,� �0� �B�0�:�6�5� �:�>�=�D�8�3�C�@�0�F�8�8� �C�A�B�@�>�9�A�B�2�,� �?�@�8�<�5�=�O�N�I�8�E� �M�B�>�B� �?�@�>�­

�B�>�:�>�;�.� ���0�:� �?�@�0�2�8�;�>�,� �=�0� �2�B�>�@�>�<� �:�0�=�0�;�L�=�>�<� �C�@�>�2�=�5� �?�@�8�<�5�=�O�5�B�A�O� �A�5�B�5�2�>�9� �?�@�>�B�>�­

�:�>�;� �E�t�l�1�e�r�?�e�t�,� �3�4�5� �@�0�7�<�5�@� �1�;�>�:�0� MTU �?�>� �C�<�>�;�G�0�=�8�N� �@�0�2�5�=� 1500. �-�B�>� �>�7�=�0�G�0�5�B�,� 

�G�B�>� �?�>� �A�5�B�8� Etl1er11et �<�>�6�=�>� �?�5�@�5�4�0�B�L� �?�0�:�5�B� �@�0�7�<�5�@�>�<� �<�0�:�A�8�<�C�<� 1500 �1�0�9�B�,� �=�5� 

�2�:�;�N�G�0�O� �4�;�8�=�C� ���t�l�1�5�r�1�1�5�t�-�7�0�3�>�;�>�2�:�0�,� �@�0�2�=�C�N� 14 �1�0�9�B�.� 

�l�e�!�Q�)�!�p�M�!�!�i�l�i�i� ���5�A�<�>�B�@�O� �=�0� �B�>� �G�B�>� �8�<�5�N�B�A�O� �A�B�0�=�4�0�@�B�=�K�5� �7�=�0�'�'�l�!�'���8�O� �@�0�7�<�5�@�0� �1�;�>�:�0� 

���"���,� ���'�'�l�!�'���*� �G�0�A�B�>� �@�0�7�<�5�@� �M�B�>�3�>� �1�;�>�:�0� �=�0� �:�>�=�:�@�5�B�=�>�<� �C�A�B�@�>�9�A�B�2�5� �<�>�­

�6�5�B� �1�K�B�J� �8�7�<�5�=�5�=� �2�@�C�G�=�C�N�.� ���;�8�8�0� �1�;�>�:�0� MTU �C�A�B�0�=�0�2�;�8�2�0�5�B�A�O� �4�;�O� 

�:�0�6�4�>�3�>� �>�B�4�5�;�J�8�>�3�>� �A�5�B�5�2�>�3�>� �8�=�B�5�@�D�5�9�A�0� �8� �<�>�6�5�B� �8�7�<�5�=�O�B�J�A�O� �2� �A�8�A�B�5�­

�<�0�E� Windows �8� �U�?�8�E�,� �0� �B�0�:�6�5� �2� �8�=�B�5�@�D�5�9�A�0�E� �C�?�@�0�2�;�O�5�<�K�E� �<�0�@�H�f�r�C�B�8�­

�7�0�B�(�)�j�J�>�2�.� 

���>�3�4�0� �C�A�B�@�>�9�A�B�2�>� �3�>�B�>�2�>� �:� �?�5�@�5�4�0�G�5� �I� �-�?�0�:�5�B�0�,� �>�=�>� �>�?�@�5�4�5�;�O�5�B�,� �A�B�>�8�B� �;�8� 

�@�0�7�1�8�2�0�B�L� �?�0�:�5�B� �=�0� �D�@�0�3�<�5�=�B�K�,� �A�@�0�2�=�8�2�0�O� �@�0�7�<�5�@� �4�0�=�=�K�E� �2� �?�0�:�5�B�5� �A� �@�0�7�<�5�@�>�<� 

�1�;�>�:�0� MTU �B�>�3�>� �A�5�B�5�2�>�3�>� �8�=�B�5�@�D�5�9�A�0�,� �G�5�@�5�7� �:�>�B�>�@�K�9� �1�C�4�5�B� �?�5�@�5�4�0�2�0�B�L�A�O� �M�B�>�B� 

182 ���;�0�2�0� 7 
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�?�0�:�5�B�.� ���A�;�8� �@�0�7�<�5�@� �4�0�=�=�K�E� �>�:�0�7�K�2�0�5�B�A�O� �1�>�;�L�H�5�,� �G�5�<� �C� �1�;�>�:�0� MTU, �?�0�:�5�B� �1�C�4�5�B� 

�D�@�0�3�<�5�=�B�8�@�>�2�0�=�.� ���@�>�F�5�A�A� �D�@�0�3�<�5�=�B�0�F�8�8� �?�0�:�5�B�>�2� �@�0�7�4�5�;�O�5�B�A�O� �=�0� �A�;�5�4�C�N�I�8�5� 

�A�B�0�4�8�8�.� 

1. �#�A�B�@�>�9�A�B�2�>� �@�0�7�4�5�;�O�5�B� �4�0�=�=�K�5� �=�0� �:�>�;�8�G�5�A�B�2�>� �?�0�:�5�B�>�2�,� �B�@�5�1�C�N�I�5�5�A�O� �4�;�O� 

�8�E� �C�A�?�5�H�=�>�9� �?�5�@�5�4�0�G�8�.� 

2. ��� �?�>�;�5� �>�1�I�5�9� �4�;�8�=�K� (Total Length) �:�0�6�4�>�3�>� �I� �-�7�0�3�>�;�>�2�:�0� �7�0�4�0�5�B�A�O� �@�0�7�<�5�@� 

�A�5�3�<�5�=�B�0� �4�;�O� �:�0�6�4�>�3�>� �D�@�0�3�<�5�=�B�0�.� 

3. ���>� �2�A�5�E� �?�0�:�5�B�0�E�,� �:�@�>�<�5� �?�>�A�;�5�4�=�5�3�>� �2� �?�>�B�>�:�5� �4�0�=�=�K�E�,� �C�A�B�0�=�0�2�;�8�2�0�5�B�A�O� 

�D�;�0�3� ���0�3�5� fragments �(���>�?�>�;�=�8�B�5�;�L�=�K�5� �D�@�0�3�<�5�=�B�K�)�.� 

4. ��� �?�>�;�5� �A�<�5�I�5�=�8�O� �D�@�0�3�<�5�=�B�0� (Fragment offset) �I� �-�7�0�3�>�;�>�2�:�0� �7�0�4�0�5�B�A�O� �:�>�=�­

�:�@�5�B�=�>�5� �A�<�5�I�5�=�8�5� �4�;�O� �B�5�:�C�I�5�3�>� �D�@�0�3�<�5�=�B�0�,� �:�>�B�>�@�>�5� �>�=� �4�>�;�6�5�=� �7�0�=�8�­

�<�0�B�L� �2� �?�>�B�>�:�5� �4�0�=�=�K�E�.� 

5. ���0�;�5�5� �?�0�:�5�B�K� �?�5�@�5�4�0�N�B�A�O� �?�>� �A�5�B�8�.� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� ip _ frag_ source. pcapng �1�L�H� �A�>�7�4�0�=� �=�0� �:�>�<�?�L�N�B�5�@�5� �A� �0�4�@�5�­

�A�>�<� 10 .10. ���.� 3, �?�5�@�5�4�0�2�H�8�<� �M�E�>�-�7�0�?�@�>�A� �?�>� �?�@�>�B�>�:�>�;�C� ICMP �C�A�B�@�>�9�A�B�2�C� �A� �0�4�­

�@�5�A�>�<� 192 .168. ��� .128. ���1�@�0�B�8�B�5� �2�=�8�<�0�=�8�5� �=�0� �B�>�,� �G�B�>� �2� �A�B�>�;�1�F�5� �8�7� �?�0�=�5�;�8� Pack­

et List �?�5�@�5�G�8�A�;�5�=�K� �4�2�0� �D�@�0�3�<�5�=�B�8�@�>�2�0�=�=�K�E� �I� �-�?�0�:�5�B�0�,� �?�>�A�;�5� �:�>�B�>�@�K�E� �A�;�5�4�C�5�B� 

�M�E�>�-�7�0�?�@�>�A� �?�>� �?�@�>�B�>�:�>�;�C� ICMP. ���B�0�:�,� �=�0�G�=�8�B�5� �A� �0�=�0�;�8�7�0� �I� �-�7�0�3�>�;�>�2�:�0� �?�5�@�2�>�3�>� 

�?�0�:�5�B�0� �(�@�8�A�.� 7.13) . 

• Wireshark: · Packet 1 · ip_frag_source �>� �E� 

FroRle 1: 1514 �,�y�t�o�s� on wiro (12112 �,�i�t�s�)�,� 1514 �b�~�o�s� coptured (12112 bits) 

) Ethornot II, Src: ���e�w�l�o�t�t�P�_�b�f�:�9�1�:�o�o� (00:2S:b3:bf:91:ee), Dst: �C�i�s�c�o�-�l�i�_�1�6�:�7�1�:�9�S� (110:2.1:29:66:71:95) 

v �I�n�t�e�3�n�e�t� �P�3�o�t�o�c�o�l� Version 4, Src: �1�5�.�1�5�.�5�.�M�,� Ost: 192.168.0.128 
0100 ....... Version: 4 

. . . . 0101 • �=�e�a�d�e�r� Leng1:h: 20 �b�~�o�s� 

> �O�i�f�f�e�3�e�n�t�i�a�t�e�d� Services Field: �0�E�0�0� (DSCP: CS8, ECN: �t�I�O�t�D�E�C�T�)� 

Tot:11l length: 1500 
Idontific1tion: �0�E�7�4�7�4� (29812) 

v Flogs: 0xlll �(���>�r�>� Frogments) 
0 ... .... "" Reserved �+�t�:� Not set 
�.�5� .. .... "" Don't frag.went: Not set 
.• 1. . . . . • ���>�r�5� frag11onts: Set ��� 

Fr1gJ11ent offset: 0 f} 
�"�:�i�<�:� to live: 128 
Protocol: �I�!��� � (1) 

> �=�e�o�d�e�r� �c�h�e�c�k�s�I�1�:� �0�E�1�1�0�0�0� [volidotion �d�i�s�a�+�o�d�]� 

Source: 19.10.0.3 

Oestin5tion: 192.168.0.128 

[Source GeoIP: Unknown] 
[ Destinotion GeoIP: �U�n�k�n�o�w�;�]� 

�R�e�a�s�s�e�m�,�l�e�d� �!� �C�4� in fra•e; 3 

> D1ta (1480 �b�~�o�s�)� 

-
1*:1.11 · �r�,�,�_�O�.�D�O�t�J�O�O�l�l �· �S�c�:�u�r�w�l�O�.�J�D�.�D�.�J�·�o�.�s�L�<�o�o�n�:�J�1�J�,�J�&�l�l�.�D�.�J�.�l�8 �· �~�1�P� 1514 , �J�n�f�o�t�~�/�P�p�r�u�t�o�C�D�/�{�p�«�D�.�J�0�1�P�I�,� �o�l�f�.�4�1�0�.�7�4�1�-�f�}�~�,�,�,� 

� �8�A�.� 7. 13. ���=�0�G�5�=�8�O� �2� �?�>�;�O�E� More fragments �8� Fragment offset �8�7� �/� �-�7�>�3�>�;�>�2�:�>� 

�C�:�0�7�K�2�0�N�B� �=�>� �B�>�,� �G�B�>� �M�B�>� �D�@�0�3�<�5�=�B�8�@�>�2�0�=�=�K�9� �?�0�:�5�B� 

���@�>�B�>�:�>�;�K� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O� 183 
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���0�:� �2�8�4�8�B�5�,� �M�B�>�B� �?�0�:�5�B� �A�>�A�B�0�2�;�O�5�B� �G�0�A�B�L� �D�@�0�3�<�5�=�B�0� �4�0�=�=�K�E�,� �8�A�E�>�4�O� �8�7� �7�=�0 �­

�G�5�=�8�9� �2� �?�>�;�O�E� ���>�3�5� fragments �8� Fragment offset. ���A�;�8� �?�0�:�5�B�K� �O�2�;�O�N�B�A�O� �D�@�0�3�<�5�=�­

�B�0�<�8�,� �B�>� �2� �?�>�;�5� ���>�3�5� fragments �1�C�4�5�B� �C�A�B�0�=�>�2�;�5�=� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�9� �D�;�0�3� �8�;�8� �6�5� 

�2� �?�>�;�5� Fragment offset �1�C�4�5�B� �C�:�0�7�0�=�>� �=�5�=�C�;�5�2�>�5� �?�>�;�>�6�8�B�5�;�L�=�>�5� �7�=�0�G�5�=�8�5�.� �"�0�:�,� �2� 

�?�>�;�5� ���>�3�5� fragments �8�7� �I� �-�7�0�3�>�;�>�2�:�0� �?�5�@�2�>�3�>� �?�0�:�5�B�0� �C�A�B�0�=�>�2�;�5�=� �D�;�0�3� �� �,� �C�:�0�7�K�2�0�­

�N�I�8�9� �=�0� �B�>�,� �G�B�>� �?�@�8�=�8�<�0�N�I�5�5� �C�A�B�@�>�9�A�B�2�>� �4�>�;�6�=�>� �?�@�5�4�?�>�;�0�3�0�B�L� �?�>�;�C�G�5�=�8�5� 

�5�I�5� �>�4�=�>�3�>� �?�0�:�5�B�0� �8�7� �4�0�=�=�>�9� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�8 �.� ��� �2� �?�>�;�5� Fragment offset �C�A�B�0�­

�=�>�2�;�5�=�>� �=�C�;�5�2�>�5� �7�=�0�G�5�=�8�5� 8, �C�:�0�7�K�2�0�N�I�5�5� �=�0� �B�>�,� �G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� �O�2�;�O�5�B�A�O� 

�?�5�@�2�K�<� �2� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�8� �D�@�0�3�<�5�=�B�>�2�.� 

��� �?�>�;�5� More fragments �I� �-�7�0�3�>�;�>�2�:�0� �2�B�>�@�>�3�>� �?�0�:�5�B�0� �(�@�8�A�.� 7.14) �B�0�:�6�5� �C�A�B�0�=�>�2�­

�;�5�=� �D�;�0�3� ���,� �=�>� �=�0� �M�B�>�B� �@�0�7� �2� �?�>�;�5� Fragment offset �7�0�4�0�=�>� �7�=�0�G�5�=�8�5� 1480 8. �-�B�>� 

�A�2�8�4�5�B�5�;�L�A�B�2�C�5�B� �>� �B�>�<�,� �G�B�>� �@�0�7�<�5�@� �?�5�@�2�>�3�>� �?�0�:�5�B�0� �A�>�>�B�2�5�B�A�B�2�C�5�B� �@�0�7�<�5�@�C� �1�;�>�­

�:�0� MTU �8� �A�>�A�B�0�2�;�O�5�B� 1500 �1�0�9�B�,� �8�7� �:�>�B�>�@�K�E� 20 �1�0�9�B� �7�0�=�8�<�0�5�B� �I� �-�7�0�3�>�;�>�2�>�: �.� ���>�­

�M�B�>�<�C� �4�0�=�=�K�5� �8�7� �2�B�>�@�>�3�>� �?�>�;�C�G�5�=�=�>�3�>� �?�0�:�5�B�0� �4�>�;�6�=�K� �1�K�B�L� �?�>�<�5�I�5�=�K� �2� �?�>�B�>�:� 

�A�>� �A�<�5�I�5�=�8�5�<� �2� 1480 �1�0�9�B�.� 

�~� Wireshark · Packet 2 · 1p_frag_source �>� 

Fraiae 2: 1514 bytes �>�?� wire (12112 bits), 1514 �,�y�t�e�s� captured (12112 bits) 
> Ethernet II, Src: ���e�w�l�e�t�t�P�_�b�f�:�9�1�:�e�e� �(�0�0�:�2�S�:�b���:�b�f�:�9�l�:�e�e�)�,� Dst: �C�i�s�c�o�-�l�i�_�1�6�:�7�1�:�9�5� (80:21:29:66:71:95) 
v Internet Protocol Version 4, Src: �1�5�.�1�5�.�5�.� 3 1 Dst: 192 .168 .0.128 

0100 . . . . -= �V�e�3�s�i�o�n�:� 4 
. . . . 0101 • �=�5�0�d�5�3� length: 20 bytes 
Differentiated Services Field: �8�E�0�0� {OSCP: CS0, EUI: �N�o�t�-�E�C�"�)� 

Total Length: 1500 
Identification: �0�E�7�4�7�4� (29812) 

v Flogs: �0�E�0�1� �(���>�r�<� Frapents) 
0 .. , = Reserved bi t: Not set 
.0" "" • Don't frognient: Not set 
. . 1 ..... = ���>�r�5� fragments: Set ��� 

Fragient offset: 1480 �1� 
�T�i�n�<�o� to live: 128 
Protocol: �I�!��� � (1) 
���5�0�d�5�3� checksuaa: �5�E�5�5�5�5� [validation �d�i�s�a�+�e�d�]� 

Source: �1�0�.�1�0�.�0�.��� 

Oestination: 192.168.0.128 

[Source U..OIP: Unknown] 
(Destination U..OIP: Unknown] 
�R�r�i�!�S�S�(�m�,�l�e�d� I?v4 in fra11e: �7� 

Data (1480 bytes) 

�E� 

Na.: 1 rmo: 0.0lXXJIO. �~� 10.ID.U. �����.�-�. �:� �1�l �. �!�6�8�.�0�.�1�1�8�.� """'1ai: JPW _ �H "� · �l�n�!�i�=� �~� �I�P�"�"�"�"�"�"�{�J�;�t�r�J�$�.�J�C�N�P� J, af'•J480, �I�0�-�7�4�7�4�)�{�R�~ "� 

1 aose �~� 

� �8�A�.� 7. 14. ���=�0�G�5�=�8�5� �2� �?�>�;�5� Fragment offset �C�2�5�;�8�G�8�2�0�5�B�A�O� �2� �7�0�2�8�A�8�<�>�A�B�8� 

�>�B� �@�0�7�<�5�@�0� �?�0�:�5�B�>�2� 

��� �?�>�; �5� More fragments �8�7� �I� �-�7�0�3�>�;�>�2�:�0� �B�@�5�B�L�5�3�>� �?�0�:�5�B�0� �(�@�8�A�.� 7.15) �D�;�0�3� �=�5� 

�C�A�B�0�=�>�2�;�5�=� 8, �C�:�0�7�K�2�0�O� �=�0� �B�>�,� �G�B�>� �M�B�>� �?�>�A�;�5�4�=�8�9� �D�@�0�3�<�5�=�B� �2� �?�>�B�>�:�5� �4�0�=�=�K�E�,� 

�0� �2� �?�>�;�5� Fragment offset �7�0�4�0�=�>� �7�=�0�G�5�=�8�5� 2960 ���,� �?�>�;�C�G�0�5�<�>�5� �2� �@�5�7�C�;�L�B�0�B�5� �A�;�>�6�5�­

�=�8�O� �@�0�7�<�5�@�>�2� �2�B�>�@�>�3�>� �8� �?�5�@�2�>�3�>� �?�0�:�5�B�>�2� (1500 - 20) * 2. ���A�5� �M�B�8� �D�@�0�3�<�5�=�B�K� 

184 ���;�0 �2 �0� 7 
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�<�>�3�C�3� �1�K�B�L� �@�0�A�?�>�7�=�0�=�K� �:�0�:� �G�0�A�B�L� �>�4�=�>�9� �8� �B�>�9� �6�5� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�8� �4�0�=�=�K�E�,� 

�?�>�A�:�>�;�L�:�C� �2� �?�>�;�5� �8�4�5�=�B�8�D�8�:�0�F�8�8� (ldentification) �8�E� �I� �-�7�0�3�>�;�>�2�:�>�2� �C�A�B�0�=�>�2�;�5�=�K� 

�>�4�8�=�0�:�>�2�K�5� �7�=�0�G�5�=�8�O� ��� . 

• Vliresh•rk · Packd: ��� · ip_frag_source �>� �E� 

-
freR 3: 582 bytos on wir. (4656 �+�t�s�)�,� 582 bytos copturod (4656 �+�t�s�)� 

Ethernet II, Src: Hewlet1:P_bf:91:ee (00:25:b3:bf:91:oe), Dst: Cisco-li_66:71:95 (00:21:29:66:71:95) 
v Internet Protocol Verslon 4" Src: �1�5�.�1�5�.�5�.�M�,� Ost: 192.168.e.us 

8108 . . . . • Version: 4 
.... 8181 • ���e�o�d�e�r� length: 28 bytes 

> Differentiated Services field: �8�E�0�0� (DSCP: CS0, ECN: Not-ECT) 
Totol length: 568 
Identificotion: �8�E�7�4�7�4� (29812) 0 

..., Flags: �0�E�8�0� 

0. . . . ... " Reserved bit: Not set 
�.�5� .. .... " Oon't fri!tpent: r«:>t set 

.. �5� ..... • ���>�r�5� frognoents: llot set f) 
froll""'nt offset: 2968 €) 
�T�i�l�!���!� to live: 128 
Protocol: I01P (1) 
���5�1�1�d�5�3� checksu11: �5�E�0�0�0�0� [validation �d�i�s�a�,�l�e�d�]� 

Source: �1�0�.�1�0�.�0�.��� 

Destination: 192.168.0.128 
[SOurco GeoIP: Unknown] 
[Destinotion GeoIP: Unknown] 

> [3 IPv4 frogioonts (3588 bytos): •1(1480), #2(1488), •3(548)] 
> Internet �C�o�n�t�3�o�l� ���e�s�s�a�g�e� Protocol 

� �8�A�.� 7. 15. �$�;�0�3� �2� �?�>�;�5� More fragments �=�5� �C�A�B�0�=�>�2�;�5�=�,� �C�:�0�7�K�2�0�O� �=�0� �B�>�,� �G�B�>� 

�M�B�>� �?�>�A�;�5�4�=�8�9� �D�@�0�3�<�5�=�B� �2� �?�>�B�>�:�5� �4�0�=�=�K�E� 

�"�5�?�5�@�L� �D�@�0�3�<�5�=�B�8�@�>�2�0�=�=�K�5� �?�0�:�5�B�K� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L� �2� �A�5�B�8� �=�5� �B�0�:� �G�0�A�B�>�,� 

�:�0�:� �M�B�>� �1�K�2�0�;�>� �?�@�5�6�4�5�.� �"�5�<� �=�5� �<�5�=�5�5� �A�;�5�4�C�5�B� �O�A�=�>� �?�>�=�8�<�0�B�L� �?�@�8�G�8�=�K� �D�@�0�3�­

�<�5�=�B�0�F�8�8� �?�0�:�5�B�>�2�,� �G�B�>�1�K�,� �>�1�=�0�@�C�6�8�2� �8�E�,� �?�@�>�8�7�2�5�A�B�8� �4�8�0�3�=�>�A�B�8�:�C� �A�5�B�8� �8�;�8� 

�2�K�O�2�8�B�L� �=�5�4�>�A�B�0�N�I�8�5� �D�@�0�3�<�5�=�B�K�.� 

���5�6�A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� �2�5�@�A�8�8� 6 (1Pv6) 

���>�3�4�0� �1�K�;�0� �A�>�A�B�0�2�;�5�=�0� �A�?�5�F�8�D�8�:�0�F�8�O� �A�5�B�5�2�>�3�>� �?�@�>�B�>�:�>�;�0� 1Pv4, �=�8�:�B�>� �4�0�6�5� 

�?�@�5�4�A�B�0�2�8�B�L� �A�5�1�5� �=�5� �<�>�3� �B�0�:�>�5� �:�>�;�8�G�5�A�B�2�>� �C�A�B�@�>�9�A�B�2�,� �?�>�4�:�;�N�G�5�=�=�K�E� �:� ���=�B�5�@�­

�=�5�B�C�,� �:�>�B�>�@�K�5� �A�C�I�5�A�B�2�C�N�B� �2� �=�0�A�B�>�O�I�5�5� �2�@�5�<�O�.� ���0�:�A�8�<�0�;�L�=�>�5� �?�@�>�A�B�@�0�=�A�B�2�>� 

�0�4�@�5�A�>�2� �?�>� �?�@�>�B�>�:�>�;�C� 1Pv4 �>�3�@�0�=�8�G�8�2�0�;�>�A�L� �2�A�5�3�>� �;�8�H�L� 4,3 �<�8�;�;�8�0�@�4�0�.� ���>� �D�0�:�­

�B�8�G�5�A�:�>�5� �?�@�>�A�B�@�0�=�A�B�2�>� �0�4�@�5�A�>�2� �A�>�:�@�0�I�0�5�B�A�O� �5�I�5� �1�>�;�L�H�5�,� �5�A�;�8� �2�K�G�5�A�B�L� �4�8�0�­

�?�0�7�>�=�K� �0�4�@�5�A�>�2�,� �7�0�@�5�7�5�@�2�8�@�>�2�0�=�=�K�5� �4�;�O� �A�?�5�F�8�0�;�L�=�>�3�>� �?�@�8�<�5�=�5�=�8�O�,� �2�:�;�N�G�0�O� 

�B�5�A�B�8�@�>�2�0�=�8�5�,� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�9� �B�@�0�D�8�:� �8� �2�=�C�B�@�5�=�=�8�5� �0�4�@�5�A�0� �?�>� �A�B�0�=�4�0�@�­

�B�C� RFC 1918. ���5�A�<�>�B�@�O� �=�0� �B�>� �G�B�>� �1�K�;�>� �?�@�5�4�?�@�8�=�O�B�>� �=�5�A�:�>�;�L�:�>� �?�>�?�K�B�>�:� �B�0�:� 

�8�;�8� �8�=�0�G�5� �7�0�4�5�@�6�0�B�L� �8�A�G�5�@�?�0�=�8�5� �?�C�;�0� �1� �v�4�-�0�4�@�5�A�>�2�,� �2� �:�>�=�5�G�=�>�<� �8�B�>�3�5� �>�A�B�0�;�­

�A�O� �5�4�8�=�A�B�2�5�=�=�K�9� �A�?�>�A�>�1� �?�@�5�>�4�>�;�5�B�L� �4�0�=�=�>�5� �>�3�@�0�=�8�G�5�=�8�5�:� �@�0�7�@�0�1�>�B�0�B�L� �=�>�2�C�N� 

�2�5�@�A�8�N� �A�?�5�F�8�D�8�:�0�F�8�8� �=�0� �A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� IP. 

���@�>�B�>�:�>�;�K� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O� 185 
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�"�0�:�8�<� �>�1�@�0�7�>�<�,� �1�K�;�0� �A�>�A�B�0�2�;�5�=�0� �A�?�5�F�8�D�8�:�0�F�8�O� �=�0� �A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� �I�P�v�1�,� 

�0� �?�5�@�2�0�O� �5�5� �2�5�@�A�8�O� �1�K�;�0� �2�K�?�C�I�5�=�0� �:�0�:� �A�B�0�=�4�0�@�B� RFC 2460 �2� 1998 �3�>�4�C�.� ��� �M�B�>�9� 

�2�5�@�A�8�8� �1�K�;� �2�=�5�4�@�5�=� �@�O�4� �C�A�>�2�5�@�H�5�=�A�B�2�>�2�0�=�8�9� �?�@�>�8�7�2�>�4�8�B�5�;�L�=�>�A�B�8�,� �2�:�;�N�G�0�O� 

�=�0�<�=�>�3�>� �1�>�;�5�5� �>�1�H�8�@�=�>�5� �?�@�>�A�B�@�0�=�A�B�2�>� �0�4�@�5�A�>�2�.� ��� �M�B�>�<� �@�0�7�4�5�;�5� �<�K� �@�0�A�A�<�>�­

�B�@�8�<� �A�B�@�C�:�B�C�@�C� �?�0�:�5�B�0� �I�P�v�1� �8� �>�1�A�C�4�8�<� �>�B�;�8�G�8�O� �?�@�>�B�>�:�>�;�0� �I�P�v�1� �>�B� �5�3�>� �?�@�5�4�H�5�­

�A�B�2�5�=�=�8�:�0� �2� �>�B�=�>�H�5�=�8�8� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �A�5�B�8�.� 
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�D�5�9�A�0� �8� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�3�>� �7�0�?�>�;�=�5�=�8�O� 

�I� �v�1�-�0�4�@�5�A�0� �<�>�3�C�B� �1�K�B�L� �?�@�5�4�A�B�0�2�;�5�=�K� �2� �C�?�>�<�8�=�0�2�H�5�9�A�O� �@�0�=�5�5� �D�>�@�<�5� CIDR 
�0�=�0�;�>�3�8�G�=�>� �1� �v�4�-�0�4�@�5�A�0�<�.� ��� �A�;�5�4�C�N�I�5�<� �?�@�8�<�5�@�5� �6�4�-�@�0�7�@�O�4�=�>�5� �?�@�>�A�B�@�0�=�A�B�2�>� 

�0�4�@�5�A�>�2� �?�@�5�4�A�B�0�2�;�5�=�>� �2�=�C�B�@�8�:�0�=�0�;�L�=�K�<� �0�4�@�5�A�>�<�:� 

feB0:0000:0000:0000:/64 
���>�<�?�>�7�8�F�8�O� �1� �v�6�-�0�4�@�5�A�0� �8�7�<�5�=�O�B�A�O�,� �:�>�3�4�0� �>�=� �8�A�?�>�;�L�7�C�5�B�A�O� �2� �3�;�>�1�0�;�L�=�>�<� �>�4�­

�=�>�0�4�@�5�A�0�B�=�>�<� �B�@�0�D�8�:�5�,� �=�0�?�@�0�2�;�O�5�<�>�<� �G�5�@�5�7� �>�B�:�@�K�B�K�9� ���=�B�5�@�=�5�B� �(�@�8�A�.� 7.18). 
���A�;�8� �1� �v�6�-�0�4�@�5�A� �?�@�8�<�5�=�O�5�B�A�O� �2� �B�0�:�>�<� �B�@�0�D�8�:�5�,� �B�>� �3�;�>�1�0�;�L�=�0�O� �>�4�=�>�0�4�@�5�A�0�B�=�0�O� 

�?�5�@�5�4�0�G�0� �2�K�O�2�;�O�5�B�A�O� �?�>� �=�0�;�8�G�8�N� �:�>�<�1�8�=�0�F�8�8� 001, �C�A�B�0�=�>�2�;�5�=�=�>�9� �2� �?�5�@�2�K�E� 

�B�@�5�E� �1�8�B�0�E�,� �?�>�A�;�5� �G�5�3�>� �A�;�5�4�C�5�B� �4�5�-�@�0�7�@�O�=�K�9� �?�@�5�D�8�:�A� �3�;�>�1�0�;�L�=�>�9� �<�0�@�H�@�C�B�8�7�0�­

�F�8�8�.� �-�B�>�B� �?�@�5�D�8�:�A� �?�@�8�A�2�0�8�2�0�5�B�A�O� �>�@�3�0�=�8�7�0�F�8�O�<� �&�5�=�B�@�>�<� �?�>� �?�@�8�A�2�>�5�=�8�N� �=�>�­

�<�5�@�>�2� ���=�B�5�@�=�5�B�0� (lnternet Assigned Numbers �A�u�t�l�N�r�i�t�y� - IANA) �8� �A�;�C�6�8�B� �4�;�O� 

�>�4�=�>�7�=�0�G�=�>�3�>� �>�?�@�5�4�5�;�5�=�8�O� �I� �-�?�@�>�A�B�@�0�=�A�B�2�0� �>�@�3�0�=�8�7�0�F�8�8�.� �!�;�5�4�C�N�I�8�5� 16 �1�8�B� 

�2�K�4�5�;�O�N�B�A�O� �?�>�4� �8�4�5�=�B�8�D�8�:�0�B�>�@� �?�>�4�A�5�B�8�,� �:�>�B�>�@�K�9� �A�;�C�6�8�B� �4�;�O� �8�5�@�0�@�E�8�G�5�A�:�>�9� 

�0�4�@�5�A�0�F�8�8� �0�=�0�;�>�3�8�G�=�>� �B�>�9� �G�0�A�B�8� �1� �v�4�-�0�4�@�5�A�0�,� �:�>�B�>�@�0�O� �>�B�=�>�A�8�B�A�O� �:� �<�0�A�:�5� �A�5�B�8�.� 

��� �?�>�A�;�5�4�=�8�5� 64 �1�8�B�0� �2�K�4�5�;�O�N�B�A�O� �4�;�O� �8�4�5�=�B�8�D�8�:�0�B�>�@�0� �A�5�B�5�2�>�3�>� �8�=�B�5�@�D�5�9�A�0�,� 

�:�0�:� �8� �2�>� �2�=�C�B�@�8�:�0�=�0�;�L�=�K�E� �>�4�=�>�0�4�@�5�A�0�B�=�K�E� �0�4�@�5�A�0�E�.� � �0�7�<�5�@�K� �?�@�5�D�8�:�A�0� �<�0�@�H�­

�@�C�B�8�7�0�F�8�8� �8� �8�4�5�=�B�8�D�8�:�0�B�>�@�0� �?�>�4�A�5�B�8� �<�>�3�C�B� �8�7�<�5�=�O�B�L�A�O�.� 

���@�5�D�8�:�A� �A�5�B�8� 

�2�0�0�1�:�4�8�6�0�:�4�8�6�0�:�0�0�0�0�:�7�0�3�1� �:�A�1� ff:fecb:b256 
�-�-�-�-�.�.�.�.�.�-�-�-�"�-�C�-�J�-�-�-�-�-�-�-�-�-

���@�5�D�8�:�A� 
�<�0�@�H�@�C�B�8�7�0�F�8�8� 

���4�5�=�B�8�D�8�:�0�B�>�@� 
�?�>�4�A�5�B�8� 

���4�5�=�B�8�D�8�:�0�B�>�@� 
�8�=�B�5�@�D�5�9�A�0� 

� �8�A�.� 7. 18. ���B�4�5�;�L�=�K�5� �G�0�A�B�8� �3�;�>�1�0�;�L�=�>�3�>� �8�=�4�8�2�8�4�C�0�;�L�=�>�3�>� �/� �v�6�-�0�4�@�5�A�0� 
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�!�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� �I�P�v�1� �>�1�5�A�?�5�G�8�2�0�5�B� �=�0�<�=�>�3�>� �1�>�;�L�H�C�N� �M�D�D�5�:�B�8�2�=�>�A�B�L�,� 

�G�5�<� �?�@�>�B�>�:�>�;� 1Pv4 �A� �B�>�G�:�8� �7�@�5�=�8�O� �<�0�@�H�@�C�B�8�7�0�F�8�8� �?�0�:�5�B�>�2� �:� �8�E� �?�>�;�C�G�0�B�5�;�N� �8� 

�C�?�>�B�@�5�1�;�5�=�8�O� �?�@�>�A�B�@�0�=�A�B�2�0� �0�4�@�5�A�>�2�.� �"�0�:�0�O� �M�D�D�5�:�B�8�2�=�>�A�B�L� �>�1�C�A�;�>�2�;�5�=�0� �1�>�;�5�5� 

�>�1�H�8�@�=�K�<� �4�8�0�?�0�7�>�=�>�<� �4�>�A�B�C�?�=�K�E� �0�4�@�5�A�>�2� �8� �?�@�8�<�5�=�5�=�8�5�<� �2�=�C�B�@�8�:�0�=�0�;�L�=�>�9� 

�8� �3�;�>�1�0�;�L�=�>�9� �0�4�@�5�A�0�F�8�8� �=�0�@�O�4�C� �A� �>�4�=�>�7�=�0�G�=�K�<�8� �8�4�5�=�B�8�D�8�:�0�B�>�@�0�<�8� �E�>�A�B�>�2�.� 

�l�1�1�Q�'���I�P�i�i�l�!�l�i�i� ���8�7�C�0�;�J�=�>� �>�B�;�8�G�8�B�J� �!� �v�1�-�0�4�@�5�A�0� �>�B� �!� �v�4�-�0�4�@�5�A�>�2� �G�5�;�>�2�5�:�C� �A�>�2�A�5�<� �=�5� 

�B�@�C�4�=�>�,� �B�>�3�4�0� �:�0�:� �<�=�>�3�8�5� �?�@�>�3�@�0�<�<�K� �=�0� �M�B�>� �=�5�A�?�>�A�>�1�=�K�.� �'�B�>�1�'�,�t� �C�:�0�­

�7�0�B�J� �!� �v�1�-�0�4�@�5�A�,� �2� �=�5�:�>�B�>�@�K�E� �?�@�8�;�>�6�5�=�8�O�E�,� �2� �B�>�<� �G�8�A�;�5� �1�@�0�C�7�5�@�0�E� �8�;�8� 

�C�B�8�;�8�B�0�E� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�8�,� �5�3�>� �?�@�8�E�>�4�8�B�A�O� �7�0�'���.���N�G�0�B�'�,� �2� �:�2�0�4�@�>�:�B�=�J�t�5� 

�A�:�>�1�:�8� �A�;�5�4�C�N�I�8�<� �>�1�@�0�7�>�<�:� [1111: : 2222: �������:� 44: 5: ffff]. ���0�=�=�>�5� 

�B�@�5�1�>�2�0�=�8�5� �=�5� �2�A�5�3�4�0� �4�>�:�C�<�5�=�B�8�@�>�2�0�=�>� �=�0�4�;�5�6�0�I�8�<� �>�1�@�0�7�>�<�,� �?�>�M�B�>�<�C� 

�=�5�@�5�4�:�>� �>�=�>� �A�B�0�=�>�2�8�;�>�A�J� �8�A�B�>�G�=�8�:�>�<� �=�5�4�>�@�0�7�C�<�5�=�8�9� �4�;�O� �<�=�>�3�8�E�,� �:�>�3�4�0� 

�>�=�8� �8�7�C�G�0�;�8� �?�@�>�B�>�:�>�;� �!� �v�1�.� 

�!�B�@�C�:�B�C�@�0� �M�0�r�>�n�>�2�:�0� �2� �?�0�:�5�B�5� 1Pv6 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� http_ 
ip4and6.pcapng 

�!�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� �I�P�v�1� �1�K�;�0� �@�0�A�H�8�@�5�=�0� 

�4�;�O� �?�>�4�4�5�@�6�:�8� �4�>�?�>�;�=�8�B�5�;�L�=�K�E� �2�>�7�<�>�6�=�>�A�B�5�9�,� �E�>�B�O� 

�>�=�0� �8� �@�0�7�@�0�1�>�B�0�=�0� �A� �F�5�;�L�N� �C�?�@�>�A�B�8�B�L� �5�5� �A�8�=�B�0�:�A�8�G�5�­

�A�:�8�9� �0�=�0�;�8�7�.� �"�5�?�5�@�L� �7�0�3�>�;�>�2�:�8� �8�<�5�N�B� �D�8�:�A�8�@�>�2�0�=�=�C�N� �4�;�8�=�C� 40 �1�0�9�B�,� �0� �=�5� �?�5�­

�@�5�<�5�=�=�K�9� �@�0�7�<�5�@�,� �B�@�5�1�>�2�0�2�H�8�9� �@�0�=�5�5� �?�@�>�2�5�@�O�B�L� �?�>�;�5� �4�;�8�=�K� �7�0�3�>�;�>�2�:�0� �4�;�O� 

�5�3�>� �A�8�=�B�0�:�A�8�G�5�A�:�>�3�>� �0�=�0�;�8�7�0�.� ���>�?�>�;�=�8�B�5�;�L�=�K�5� �?�0�@�0�<�5�B�@�K� �?�@�5�4�>�A�B�0�2�;�O�N�B�A�O� 

�1�;�0�3�>�4�0�@�O� �@�0�A�H�8�@�5�=�8�N� �7�0�3�>�;�>�2�:�>�2�.� ���@�5�8�<�C�I�5�A�B�2�>� �B�0�:�>�3�>� �?�>�4�E�>�4�0� �7�0�:�;�N�G�0�5�B�­

�A�O� �2� �B�>�<�,� �G�B�>� �2� �1�>�;�L�H�8�=�A�B�2�5� �<�0�@�H�@�C�B�8�7�0�B�>�@�>�2� �4�>�A�B�0�B�>�G�=�>� �>�1�@�0�1�>�B�0�B�L� �4�0�-�1�0�9�­

�B�>�2�K�9� �7�0�3�>�;�>�2�>�:�,� �G�B�>�1�K� �?�5�@�5�A�;�0�B�L� �?�0�:�5�B� �4�0�;�L�H�5�.� 

���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 7.19, �I� �v�1�-�7�0�3�>�;�>�2�>�:� �A�>�A�B�>�8�B� �8�7� �A�;�5�4�C�N�I�8�E� �?�>�;�5�9�.� 

• ���5�@�A�8�O� (Version). �-�B�>� �2�5�@�A�8�O� �?�@�8�<�5�=�O�5�<�>�3�>� �?�@�>�B�>�:�>�;�0� IP �(�4�;�O� �?�@�>�B�>�­

�:�>�;�0� �I�P�v�1� �>�=�0� �2�A�5�3�4�0� �1�C�4�5�B� �8�<�5�B�L� �=�>�<�5�@� 6). 

• ���;�0�A�A� �B�@�0�D�8�:�0� (Traffic Class). �!�;�C�6�8�B� �4�;�O� �=�0�7�=�0�G�5�=�8�O� �?�@�8�>�@�8�B�5�B�>�2� 

�>�?�@�5�4�5�;�5�=�=�K�<� �:�;�0�A�A�0�<� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�.� 

• ���5�B�:�0� �?�>�B�>�:�0� (Flow Label). �#�?�>�B�@�5�1�;�O�5�B�A�O� �>�B�?�@�0�2�8�B�5�;�5�<� �4�;�O� �>�B�<�5�B�:�8� 

�@�O�4�0� �?�0�:�5�B�>�2�,� �?�@�8�=�0�4�;�5�6�0�I�8�E� �>�4�=�>�<�C� �8� �B�>�<�C� �6�5� �?�>�B�>�:�C�.� ���0�:� �?�@�0�2�8�;�>�,� 

�M�B�>� �?�>�;�5� �A�;�C�6�8�B� �4�;�O� �C�?�@�0�2�;�5�=�8�O� �:�0�G�5�A�B�2�>�<� �>�1�A�;�C�6�8�2�0�=�8�O� (QoS) �8� �3�0�@�0�=�­

�B�8�8�,� �G�B�>� �?�0�:�5�B�K� �8�7� �>�4�=�>�3�>� �8� �B�>�3�>� �6�5� �?�>�B�>�:�0� �1�C�4�C�B� �=�0�?�@�0�2�;�5�=�K� �?�>� �B�>�<�C� 

�6�5� �A�0�<�>�<�C� �?�C�B�8�.� 

• ���;�8�=�0� �?�>�;�5�7�=�>�9� �8�=�D�>�@�<�0�F�8�8� (Payload Length). ���;�8�=�0� �?�>�;�5�7�=�K�E� 

�4�0�=�=�K�E�,� �A�;�5�4�C�N�I�8�E� �?�>�A�;�5� �I� �v�1�-�7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5�.� 
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���5�6�A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� �2�5�@�A�8�8� 6 (1Pv6) 

�!�<�5�I�5�=�8�5� ���:�B�5�B� �>� 1 1 1 2 1 3 

���:�B�5�B� ���8�B� 0-3 1 4-7 1 8-11 1 12-15 1 16-23 1 24-31 

�>� �>� ���5�@�A�8�O� 1 ���n�0�A�A� �B�@�0�D�8�:�0� 1 ���5�B�:�0� �?�>�B�>�:�0� 

4 32 ���;�8�=�0� �?�>�;�5�7�=�>�9� �8�=�D�>�@�<�0�F�8�8� 1 �!�?�5�4�C�N�I�8�9� �7�0�3�>�;�>�2�>�:� \ ���@�5�4�5�;�L�=�>�5� �:�>�;�8�G�5�A�B�2�>� �~�E�>�4�>�2� 

8 64 

12 96 

16 128 
�I� �-�0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� 

20 160 

24 192 

28 224 

32 256 
�I� �-�0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� 

36 288 

� �8�A�.� 7. 19. �!�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� /Pv6 

• �!�;�5�4�C�N�I�8�9� �7�0�3�>�;�>�2�>�:� (Next Header). ���1�>�7�=�0�G�0�5�B� �=�0�G�0�;�>� �7�0�3�>�;�>�2�:�0� 

�?�0�:�5�B�0� �G�5�B�2�5�@�B�>�3�>� �C�@�>�2�=�O�,� �:�>�B�>�@�K�9� �2�;�>�6�5�=� �?�>�A�;�5� �I� �v�1�-�7�0�3�>�;�>�2�:�0�.� �-�B�>� 

�?�>�;�5� �7�0�<�5�=�O�5�B� �?�>�;�5� Protocol �2� �1� �v�4�-�7�0�3�>�;�>�2�:�5�.� 

• ���@�5�4�5�;�L�=�>�5� �:�>�;�8�G�5�A�B�2�>� �?�5�@�5�E�>�4�>�2� �(���>�@� Limit). ���?�@�5�4�5�;�O�5�B� �2�@�5�<�O� 

�6�8�7�=�8� �?�0�:�5�B�0�,� �8�7�<�5�@�O�5�<�>�5� �2� �:�>�;�8�G�5�A�B�2�5� �?�5�@�5�E�>�4�>�2� �G�5�@�5�7� �<�0�@�H�@�C�B�8�7�0�B�>�­

�@�K�.� �-�B�>� �?�>�;�5� �7�0�<�5�=�O�5�B� �?�>�;�5� �"�"�L� �2� �1� �v�4�-�7�0�3�>�;�>�2�:�5�.� 

• �I� �-�0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� (Source IP Address ). �I� �-�0�4�@�5�A� �E�>�A�B�0�,� �?�>�A�;�0�2�H�8�9� 

�?�0�:�5�B�.� 

• �I� �-�0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� (Destination IP Address). �I� �-�0�4�@�5�A� �E�>�A�B�0�,� �4�;�O� �:�>�­

�B�>�@�>�3�>� �?�@�5�4�=�0�7�=�0�G�5�=� �?�0�:�5�B�.� 

��� �B�5�?�5�@�L� �A�@�0�2�=�8�<� �?�0�:�5�B�K� 1Pv4 �8� �I�P�v�1�,� �G�B�>�1�K� �2�K�O�A�=�8�B�L� �=�5�:�>�B�>�@�K�5� �>�B�;�8�G�8�O� 

�=�0� �?�@�8�<�5�@�5� �8�E� �0�=�0�;�8�7�0� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� �h�t�t�p�_�i�p�4�a�n�d�1�.�p�c�a�p�n�g�.� ��� �?�5�@�5�E�2�0�­

�G�5�=�=�>�<� �B�@�0�D�8�:�5� �8�7� �M�B�>�3�>� �D�0�9�;�0� �2�5�1�-�A�5�@�2�5�@� �1�L�H� �=�0�A�B�@�>�5�=� �=�0� �?�@�>�A�;�C�H�8�2�0�=�8�5� 

�A�>�5�4�8�=�5�=�8�9� �?�>� �>�1�>�8�<� �?�@�>�B�>�:�>�;�0�<�,� 1Pv4 �8� �I�P�v�1�,� �=�0� �>�4�=�>�<� �8� �B�>�<� �6�5� �D�8�7�8�G�5�­

�A�:�>�<� �E�>�A�B�5�.� ��� �5�4�8�=�A�B�2�5�=�=�K�9� �:�;�8�5�=�B� �1�K�;� �=�0�A�B�@�>�5�=� �:�0�:� �=�0� �1� �v�4�-�0�4�@�5�A�0�,� �B�0�:� �8� �=�0� 

�I� �v�1�-�0�4�@�5�A�0� �4�;�O� �?�@�>�A�<�>�B�@�0� �A�5�@�2�5�@�0� �=�5�7�0�2�8�A�8�<�>� �?�>� �:�0�6�4�>�<�C� �8�7� �A�2�>�8�E� �0�4�@�5�A�>�2� �8� 

�7�0�3�@�C�7�:�8� �A�B�@�0�=�8�F�K� �8�7� �D�0�9�;�0� index. php �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� � �G�5�@�5�7� �?�@�8�;�>�6�5�=�8�5� 

�1�8�1�;�8�>�B�5�:�8� curl �(�@�8�A�.� 7.20). 
���B�:�@�K�2� �D�0�9�;� �?�5�@�5�E�2�0�B�0�,� �2�K� �4�>�;�6�=�K� �A�@�0�7�C� �6�5� �C�2�8�4�5�B�L�,� �:�0�:�8�5� �8�<�5�=�=�>� �?�0�:�5�­

�B�K� �>�B�=�>�A�O�B�A�O� �:� �:�>�=�:�@�5�B�=�>�<�C� �4�8�0�;�>�3�C�,� �8�A�E�>�4�O� �8�7� �0�4�@�5�A�>�2�,� �C�:�0�7�0�=�=�K�E� �2� �A�B�>�;�1�F�0�E� 

Source �8� Destination �?�>�4�>�:�=�0� Packet List. ��� �G�0�A�B�=�>�A�B�8�,� �?�0�:�5�B�K� 1-10 �?�@�5�4�A�B�0�2�­

�;�O�N�B� �1� �v�4�-�?�>�B�>�:� �(�B�.�5�.� �?�>�B�>�:� ���)�,� �0� �?�0�:�5�B�K� 11-20 - �I� �v�1�-�?�>�B�>�:� �(�B�.�5�.� �?�>�B�>�:� 1). ���0�6�­

�4�K�9� �8�7� �M�B�8�E� �?�>�B�>�:�>�2� �<�>�6�=�>� �>�B�A�5�O�B�L�,� �?�5�@�5�9�4�O� �2� �>�:�=�>� Conversations �8�;�8� �6�5� �2�2�5�4�O� 

�:�@�8�B�5�@�8�9� tcp. stream = ��� �8�;�8� tcp. stream = 1 �2� �A�B�@�>�:�5� �D�8�;�L�B�@�0�.� 
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D 
���;�8�5�=�B� ���5�1�-�A�5�@�2�5�@� 

172.16.16.140 ���"�"� � �G���"� /index.php 172.16.16.139 

2001 :db8:1 :2::1002 ���"�"� � �G���"� /index.php 2001 :db8:1:2::1000 

� �8�A�.� 7.20. �!�>�5�4�8�=�5�=�8�O� �>�4�=�8�E� �8� �B�5�E� �6�5� �D�8�7�8�G�5�A�:�8�E� �E�>�A�B�>�2� �A� �?�>�<�>�I�L�N� 

�@�0�7�=�K�E� �2�5�@�A�8�9� �?�@�>�B�>�:�>�;�0� �/� � 

���>�;�5�5� �?�>�4�@�>�1�=�>� �A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;� ���"�"� �,� �>�B�2�5�G�0�N�I�8�9� �7�0� �>�1�A�;�C�6�8�2�0�=�8�5� 

�2�5�1�-�A�B�@�0�=�8�F� �2� ���=�B�5�@�=�5�B�5�,� �1�C�4�5�B� �@�0�A�A�<�>�B�@�5�=� �2� �3�;�0�2�5� 8, �"���@�>�B�>�:�>�;�K� �B�@�0�=�A�?�>�@�B�­

�=�>�3�>� �C�@�>�2�=�O�"�.� ��� �2� �4�0�=�=�>�<� �?�@�8�<�5�@�5� �A�;�5�4�C�5�B� �;�8�H�L� �7�0�<�5�B�8�B�L�,� �G�B�>� �>�1�A�;�C�6�8�2�0�=�8�5� 

�2�5�1�-�A�B�@�0�=�8�F� �>�A�B�0�5�B�A�O� �A�>�3�;�0�A�>�2�0�=�=�K�<� �=�5�7�0�2�8�A�8�<�>� �>�B� �?�@�8�<�5�=�O�5�<�>�3�>� �A�5�B�5�2�>�3�>� 

�?�@�>�B�>�:�>�;�0� �=�8�6�=�5�3�>� �C�@�>�2�=�O�.� �"�>� �6�5� �A�0�<�>�5� �<�>�6�=�>� �A�:�0�7�0�B�L� �8� �>� �A�5�B�5�2�>�<� �?�@�>�B�>�:�>�­

�;�5� �"�!� �,� �:�>�B�>�@�K�9� �B�0�:�6�5� �4�5�9�A�B�2�C�5�B� �A�>�3�;�0�A�>�2�0�=�=�>�.� ��� �M�B�>� �O�@�:�8�9� �?�@�8�<�5�@� �4�5�9�A�B�2�8�O� 

�8�=�:�0�?�A�C�;�O�F�8�8�.� ���5�A�<�>�B�@�O� �=�0� �B�>� �G�B�>� �?�@�>�B�>�:�>�;�K� 1Pv4 �8� 1Pv6 �D�C�=�:�F�8�>�=�8�@�C�N�B� 

�?�>�-�@�0�7�=�>�<�C�,� �M�B�>� �=�5� �>�:�0�7�K�2�0�5�B� �=�8�:�0�:�>�3�>� �2�;�8�O�=�8�O� �=�0� �?�@�>�B�>�:�>�;�K�,� �4�5�9�A�B�2�C�N�I�8�5� 

�=�0� �4�@�C�3�8�E� �C�@�>�2�=�O�E�.� 

���0� �@�8�A�.� 7.21 �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �A�@�0�2�=�8�2�0�N�B�A�O� �4�2�0� �?�0�:�5�B�0�,� �1�8�1�1�,� �2�K�?�>�;�=�O�N�­

�I�8�5� �>�4�8�=�0�:�>�2�C�N� �D�C�=�:�F�8�N�.� ���1�0� �?�0�:�5�B�0� �>�B�=�>�A�O�B�A�O� �:� �B�8�?�C� �"�!� � SYN �8� �?�@�5�4�=�0�7�=�0�­

�G�5�=�K� �4�;�O� �8�=�8�F�8�8�@�>�2�0�=�8�O� �:�;�8�5�=�B�>�<� �A�>�5�4�8�=�5�=�8�O� �A� �A�5�@�2�5�@�>�<�.� �'�0�A�B�8� �M�B�8�E� �?�0�:�5�­

�B�>�2�,� �>�B�=�>�A�O�I�8�5�A�O� �:� �?�@�>�B�>�:�>�;�0�<� Ethernet �8� �"�!� �,� �?�>�G�B�8� �>�4�8�=�0�:�>�2�K�,� �B�>�3�4�0� �:�0�:� 

�G�0�A�B�8�,� �>�B�=�>�A�O�I�8�5�A�O� �:� �?�@�>�B�>�:�>�;�C� IP, �A�>�2�A�5�<� �@�0�7�=�K�5�.� 

���8�6�5� �?�5�@�5�G�8�A�;�5�=�K� �>�B�;�8�G�8�O�,� �>�1�=�0�@�C�6�5�=�=�K�5� �2� �@�5�7�C�;�L�B�0�B�5� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>�­

�3�>� �A�@�0�2�=�5�=�8�O� �>�1�>�8�E� �?�0�:�5�B�>�2�.� 

• �$�>�@�<�0�B�K� �0�4�@�5�A�>�2� �>�B�?�@�0�2�8�B�5�;�O� 0 �8� �?�>�;�C�G�0�B�5�;�O� �$� �>�B�;�8�G�0�N�B�A�O�.� 

• ���;�8�=�0� �1� �v�4�-�?�0�:�5�B�0� �A�>�A�B�0�2�;�O�5�B� 74 �1�0�9�B�0�,� �0� �4�;�8�=�0� �?�>�;�5�7�=�K�E� �4�0�=�=�K�E� -
60 �1�0�9�B� ���,� �2�:�;�N�G�0�O� �1� �v�4�-�7�0�3�>�;�>�2�>�:�,� �?�>�;�5�7�=�C�N� �8�=�D�>�@�<�0�F�8�N� �8� �1�4�-�1�0�9�B�>�­

�2�K�9� ���t�h�5�r�n�5�t�-�7�0�3�>�;�>�2�>�:�.� ���;�8�=�0� �?�0�:�5�B�0� 1Pv6 �A�>�A�B�0�2�;�O�5�B� 96 �1�0�9�B�,� �?�@�8�G�5�<� 

40 �1�0�9�B� �?�@�8�E�>�4�8�B�A�O� �=�0� �?�>�;�5�7�=�C�N� �8�=�D�>�@�<�0�F�8�N� 8, �5�I�5� 40 �1�0�9�B� - �=�0� �1� �v�6�-

�7�0�3�>�;�>�2�>�:� �8� �>�A�B�0�;�L�=�K�5� 14 �1�0�9�B� - �=�0� ���t�h�5�r�?�5�t�-�7�0�3�>�;�>�2�>�:�.� ���;�8�=�0� �1� �v�6�-�7�0�­

�3�>�;�>�2�:�0� �@�0�2�=�0� 40 �1�0�9�B�,� �B�.�5�.� �2� �4�2�0� �@�0�7�0� �1�>�;�L�H�5�,� �G�5�<� �4�;�8�=�0� �1� �v�4�-�7�0�3�>�;�>�2�:�0� 

�2� 20 �1�0�9�B�,� �G�B�>�1�K� �C�G�5�A�B�L� �@�0�7�<�5�@� �1�>�;�5�5� �:�@�C�?�=�>�3�>� �?�@�>�A�B�@�0�=�A�B�2�0� �0�4�@�5�A�>�2�.� 

���@�>�B�>�:�>�;�K� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O� 191 
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• �>� 

Fro,.., 1: 74 byt•s on wir• (592 �+�t�s�)�,� 74 byt•s coptured (592 �+�t�s�)� 

Ethernet II, Src: �V�!�l�l�o�l�a�r �e�_�d���:�4�6�:�d�d� �(�e�e�:�e�c�:�2�9�: �d�� �:�4�6�: �d�d �)�,� Dst: V..are_lf:a7:55 (80:8c:29:1f:a7:55) 
Intl!rnl!t Prot.oco1 Ve:rsion 4" Src: 172.16.16.148, Ost: 172.16. 16.139 

8180 . . . . • Vl!!rsio n: 4 
. . . . 8161 = Headl!!r Length: 28 bytes 
Diffl!!rt!!ntiated �S�e�3�v�i�c�e�s� Field: �8�E�8�0� (DSCP: cse, ECN: �N�o�t�-�E�C�"�)� 

8008 00 .. = �D�i�f�f�e�3�e�n�t�i�l�l�t�e�d� �S�e�3�v�i�c�e�s� Codepoint: �~�f�l�l�u�l�t� (8) 
...... 00 • fxplicit Congestion Notification: Not �E�C�N�-�C�i�!�p�a�+�e� �T�r�a�n�s�p�o�3�t� (0) 

��� Totol l ength: 60 
Identification: 0xfadf (64223) 

v Flogs: �8�E�9�2� (Oon't fr og11ent) 
8 0... • Reserved bit: Not set 

.1 ..... . • Oon' t fragoient: Set 

. . �5� . . ... - !��r�e� �f�r�a�g�<�n�t�s�:� tlot se't 
�F�r�a�~�n�t� offset: 0 

D Tiale to live: �1�4� 

Protocol: �"�!� � �(�1�)� �D� 
0 .., �=�e�a�d�e�r� checks,,.: �5�E�A�6�>�4� [validation �d�i�s�o�+�e�d�)� 

(Good: False) 

• 

[ Bad: False] 
0 Source: 172.16.16.140 

�~�s�t�i�n�a�t�i�o�n�:� 172.16. 16.139 
[Source 6eoIP: Unknown] 
���~�s�t�i�n�a�t�i�o�n� GeoIP: Unknawn] 

"."rt<•<« �'�~� �C�-�o�n�t�~ "� Protocol. Src Po<ot: �S���3�~�8� !.53358\ Ost Port: 88 �"�0�5�\� Sea · �5� t•n· 8 

r 

�f�3�>�0�5� 11: 94 byt•s �>�?� wir• (752 bits), 94 bytes captured (752 �+�t�s�)� 

) �E�t�h�e�r�n�e�B� II, Src: v .... �a �r �e�_ �d�� �: �4�1 �: �d�d� (00:8c:29:d3:46:dd), Ost: v-ore_1f:o7:SS (00:8c:29:1f:o7:55) 
Int:ernet Protocol Version 6_. Src: 2001:db8:1:2: :1802, Dst: 2-&el:db8:1:2: :1806 

0118 .... • Version: 6 
. . . . 0000 8080 ........ , ........•.. = Traffic class: �8�E�8�0� (OSCP: �!�5�0�,� fCN: �N�o�t�-�E�C�"�)� 

.... �5�5�5�5� �5�5�.�.� . . . . . . . . . . . . . . . . . ... = O!fferentiated Services Codepoint: Default (9) 

�E� 

•....•.... �5�5� ................ .... = Explicit Congestion Notification: Not fCN-CapabL-
.• " " ...... �2�5�5�5� �5�5�5�5� �5�5�5�5� 0000 �5�5�5�5� = �F�l�o�w�l �a�,�e�l �:� �5�E�5�5�5�5�5�5�5�5� 

8 � �0�C� load length: 40 
0 Next header: �"�!� � (6) 
�!�i�) ���>�@� li•it: 64 
@ Source: �2�0�8�1�:�d�,���:�1�:�2 �:� :1802 

�~�s�t�i�n�;�a�t�i�o�n�:� �2�0�8�1�:�d�,�8�:�1�:�2�:� :1808 

-------------

� �8�A �.� 7.21 . ���5�?�>�A�@�5�4�A�B�2�5�=�=�>�5� �A�@�0�2�=�5�=�8�5� �?�0�:�5�B�>�2� /Pv4 �(�2�2�5�@�E�C�}� 

�8� /Pv6 �(�2�=�8�7�C�}�,� �2�K�?�>�;�=�O�N�I�8�E� �>�4�=�C� �8� �B�C� �6�5� �D�C�=�:�F�8�N� 
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• ��� �?�@�>�B�>�:�>�;�5� 1Pv4 �B�8�?� �2�;�>�6�5�=�=�>�3�>� �?�0�:�5�B�0� �>�1�>�7�=�0�G�0�5�B�A�O� �2� �?�>�;�5� � �3�>�t�>�A�>�l� �7�0�­

�3�>�;�>�2�:�0� ���,� �B�>�3�4�0� �:�0�:� �2� �?�@�>�B�>�:�>�;�5� �I�P�v�1� - �2� �?�>�;�5� Next header �7�0�3�>�;�>�2�:�0� 0, 
�:�>�B�>�@�>�5� �<�>�6�5�B� �1�K�B�L� �B�0�:�6�5� �8�A�?�>�;�L�7�>�2�0�=�>� �4�;�O� �C�:�0�7�0�=�8�O� �7�0�3�>�;�>�2�:�>�2� �@�0�A�­

�H�8�@�5�=�8�9�.� 

• ��� �1� �v�4�-�7�0�3�>�;�>�2�:�5� �8�<�5�5�B�A�O� �?�>�;�5� TTL ���,� �B�>�3�4�0� �:�0�:� �2� �I� �v�1�-�7�0�3�>�;�>�2�:�5� �B�C� �6�5� 

�D�C�=�:�F�8�N� �2�K�?�>�;�=�O�5�B� �?�>�;�5� ���>�@� limit 0. 

• ��� �1� �v�4�-�7�0�3�>�;�>�2�>�:� �2�:�;�N�G�0�5�B�A�O� �7�=�0�G�5�=�8�5� �:�>�=�B�@�>�;�L�=�>�9� �A�C�<�<�K� 0, �B�>�3�4�0� �:�0�:� 

�2� �I� �v�1�-�7�0�3�>�;�>�2�:�5� �>�=�>� �>�B�A�C�B�A�B�2�C�5�B�.� 

• ���0�:�5�B� 1Pv4 �=�5� �D�@�0�3�<�5�=�B�8�@�C�5�B�A�O�,� �=�>� �2�A�5� �6�5� �2�:�;�N�G�0�5�B� �2� �A�5�1�O� �7�=�0�G�5�=�8�O� �?�0�­

�@�0�<�5�B�@�>�2� �D�@�0�3�<�5�=�B�0�F�8�8� 8. ��� �I� �v�1�-�7�0�3�>�;�>�2�>�:� �=�5� �A�>�4�5�@�6�8�B� �?�>�4�>�1�=�K�5� �A�2�5�­

�4�5�=�8�O�,� �?�>�A�:�>�;�L�:�C� �D�@�0�3�<�5�=�B�0�F�8�O�,� �5�A�;�8� �1�K� �>�=�0� �?�>�B�@�5�1�>�2�0�;�0�A�L�,� �1�K�;�0� �1�K� 

�@�5�0�;�8�7�>�2�0�=�0� �2� �7�0�3�>�;�>�2�:�5� �@�0�A�H�8�@�5�=�8�O�.� 

���5�?�>�A�@�5�4�A�B�2�5�=�=�>�5� �A�@�0�2�=�5�=�8�5� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �?�>� �?�@�>�B�>�:�>�;�0�<� 1Pv4 �8� �I�P�v�1� 

�4�0�5�B� �>�B�;�8�G�=�C�N� �2�>�7�<�>�6�=�>�A�B�L� �?�>�;�=�>�A�B�L�N� �>�F�5�=�8�B�L� �>�B�;�8�G�8�O� �2� �D�C�=�:�F�8�>�=�8�@�>�2�0�­

�=�8�8� �A�@�0�2�=�8�2�0�5�<�K�E� �?�@�>�B�>�:�>�;�>�2�.� 

���?�@�>�A� �A�>�A�5�4�0� �8� �?�@�>�B�>�:�>�;� ARP 
�$�0�9�;� �?�5�@�5�E�2�0�B�0� �i�c�m�p�v�1� _ �n�e�i�g�h�,�o�r� _ 
solicitation.pcapng 

���>�3�4�0� �<�K� �@�0�=�5�5� �>�1�A�C�6�4�0�;�8� �@�0�7�=�K�5� �:�0�B�5�3�>�­

�@�8�8� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�,� �B�>� �?�5�@�5�G�8�A�;�8�;�8� �:�0�-

�B�5�3�>�@�8�8� �>�4�=�>�0�4�@�5�A�0�B�=�>�3�>�,� �<�=�>�3�>�0�4�@�5�A�0�B�­

�=�>�3�>� �8� �0�;�L�B�5�@�=�0�B�8�2�=�>�3�>� �B�@�0�D�8�:�0�,� �=�>� �=�5� �C�?�>�<�O�=�C�;�8� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�9� �B�@�0�­

�D�8�:�.� ��� �A�5�B�5�2�>�<� �?�@�>�B�>�:�>�;�5� �I�P�v�1� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�9� �B�@�0�D�8�:� �=�5� �?�>�4�4�5�@�6�8�2�0�­

�5�B�A�O�,� �?�>�A�:�>�;�L�:�C� �>�=� �A�G�8�B�0�5�B�A�O� �=�5�M�D�D�5�:�B�8�2�=�K�<� �<�5�E�0�=�8�7�<�>�<� �4�;�O� �?�5�@�5�4�0�G�8� �4�0�=�­

�=�K�E�.� ���A�;�5�4�A�B�2�8�5� �M�B�>�3�>� �?�@�>�B�>�:�>�;� ARP �=�5�;�L�7�O� �?�@�8�<�5�=�O�B�L� �4�;�O� �>�1�=�0�@�C�6�5�=�8�O� �E�>�­

�A�B�0�<�8� �4�@�C�3� �4�@�C�3�0� �2� �A�5�B�8�.� ���0�:� �6�5� �B�>�3�4�0� �I� �v�1�-�C�A�B�@�>�9�A�B�2�0� �A�<�>�3�C�B� �>�1�=�0�@�C�6�8�B�L� �4�@�C�3� 

�4�@�C�3�0�?� 

���B�2�5�B� �=�0� �M�B�>�B� �2�>�?�@�>�A� �4�0�5�B� �=�>�2�0�O� �2�>�7�<�>�6�=�>�A�B�L�,� �=�0�7�K�2�0�5�<�0�O� �>�?�@�>�A�>�<� �A�>�A�5�­

�4�0� (neighbor solicitation) �8� �O�2�;�O�N�I�0�O�A�O� �D�C�=�:�F�8�5�9� �?�@�>�B�>�:�>�;�0� NDP (Neighbor 
Discovery Protocol - �?�@�>�B�>�:�>�;� �>�1�=�0�@�C�6�5�=�8�O� �A�>�A�5�4�5�9�)�,� �4�;�O� �2�K�?�>�;�=�5�=�8�O� �>�A�=�>�2�­

�=�K�E� �D�C�=�:�F�8�9� �:�>�B�>�@�>�3�>� �?�@�8�<�5�=�O�5�B�A�O� �?�@�>�B�>�:�>�;� �I�C�M�P�v�1�,� �@�0�A�A�<�0�B�@�8�2�0�5�<�K�9� �2� 

�?�>�A�;�5�4�=�5�<� �@�0�7�4�5�;�5� �M�B�>�9� �3�;�0�2�K�.� �!� �M�B�>�9� �F�5�;�L�N� �2� �?�@�>�B�>�:�>�;�5� �I�C�M�P�v�1� �?�@�8�<�5�=�O�­

�5�B�A�O� �<�=�>�3�>�0�4�@�5�A�0�B�=�K�9� �B�8�?� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E�,� �:�>�B�>�@�K�5� �A�<�>�3�C�B� �?�>�;�C�G�8�B�L� �8� �>�1�­

�@�0�1�>�B�0�B�L� �B�>�;�L�:�>� �B�5� �E�>�A�B�K�,� �:�>�B�>�@�K�5� �?�>�4�?�8�A�0�=�K� �=�0� �?�>�B�>�:� �M�B�8�E� �4�0�=�=�K�E�.� ���=�>�3�>�­

�0�4�@�5�A�0�B�=�K�9� �B�@�0�D�8�:� �<�>�6�=�>� �1�K�A�B�@�>� �@�0�A�?�>�7�=�0�B�L�,� �?�>�A�:�>�;�L�:�C� �C� �=�5�3�>� �8�<�5�5�B�A�O� �A�2�>�5� 

�7�0�@�5�7�5�@�2�8�@�>�2�0�=�=�>�5� �?�@�>�A�B�@�0�=�A�B�2�>� �I� �-�0�4�@�5�A�>�2� (ffOO:: /8). 
���5�A�<�>�B�@�O� �=�0� �B�>� �G�B�>� �?�@�>�F�5�A�A� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �0�4�@�5�A�>�2� �>�?�8�@�0�5�B�A�O� �=�0� �4�@�C�3�>�9� 

�?�@�>�B�>�:�>�;�,� �2� �=�5�<� �?�@�8�<�5�=�O�5�B�A�O� �>�G�5�=�L� �?�@�>�A�B�0�O� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �7�0�?�@�>�A�>�2� �8� 

�>�B�2�5�B�>�2�.� � �0�A�A�<�>�B�@�8�<� �2� �:�0�G�5�A�B�2�5� �?�@�8�<�5�@�0� �A�F�5�=�0�@�8�9�,� �2� �:�>�B�>�@�>�<� �E�>�A�B�C� �A� �I� �v�1�­

�0�4�@�5�A�>�<� 2001: �A�1�,�8�:� 1: 2: : 1003 �B�@�5�1�C�5�B�A�O� �A�2�O�7�0�B�L�A�O� �A� �4�@�C�3�8�<� �E�>�A�B�>�<�,� �:�>�B�>�@�K�9� 

���@�>�B�>�:�>�;�K� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O� 193 

Tlgm: @it_boooks



�>�1�>�7�=�0�G�0�5�B�A�O� �0�4�@�5�A�>�<� 2001: �d�,�S�:� 1: 2: : 1000. ���0�:� �8� �2� �?�@�>�B�>�:�>�;�5� 1Pv4, �?�5�@�5�4�0�N�­

�I�5�5� �C�A�B�@�>�9�A�B�2�>� �4�>�;�6�=�>� �1�K�B�L� �2� �A�>�A�B�>�O�=�8�8� �>�?�@�5�4�5�;�8�B�L� �:�0�=�0�;�L�=�K�9� �(�����!�)� �0�4�@�5�A� 

�E�>�A�B�0�,� �A� �:�>�B�>�@�K�<� �5�<�C� �B�@�5�1�C�5�B�A�O� �A�2�O�7�0�B�L�A�O�,� �?�>�A�:�>�;�L�:�C� �A�2�O�7�L� �C�A�B�0�=�0�2�;�8�2�0�5�B�A�O� 

�2�=�C�B�@�8� �A�5�B�8�.� �-�B�>�B� �?�@�>�F�5�A�A� �=�0�3�;�O�4�=�>� �?�>�:�0�7�0�=� �=�0� �@�8�A�.� 7.22. 

���;�8�5�=�B� 

2001 :db8:1 :2::1003 
OO:Oc:29:2f:80:31 

�I�C�M�P�v�1� �>�?�@�>�A� �A�>�A�5�4�0� �(�B�8�?� 135) 

ICMPv6 �>�?�@�>�A� �A�>�A�5�4�0� �(�B�8�?� 135) 

�$�0�9�;�>�2�K�9� �A�5�@�2�5�@� 

2001:db8:1 :2::1001 
�����:���A�:�2�9�:�1� F:22:al 

" 

���5�1�-�A�5�@�2�5�@� 

2001 :db8:1:2::1000 
�����:���A�:�2�9�:� 1F:a7:55 

���>�G�B�>�2�K�9� �A�5�@�2�5�@� 

2001 :db8:1 :2::1002 
OO:Oc:29:fe:ea:1 �5� 

� �8�A�.� 7.22. ���@�>�F�5�A�A� �>�?�@�>�A�0� �A�>�A�5�4�0� �4�;�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �0�4�@�5�A�>�2� 

��� �4�0�=�=�>�<� �?�@�>�F�5�A�A�5� �E�>�A�B� �?�>� �0�4�@�5�A�C� 2001: �d�,�S�:� 1: 2: : 1003 �?�>�A�K�;�0�5�B� �?�0�:�5�B� �A� 

�A�>�>�1�I�5�=�8�5�<� Neighbor Solicitation �(�I�C�M�P�v�1� type 135), �:�>�B�>�@�>�5� �>�7�=�0�G�0�5�B� �>�?�@�>�A� 

�A�>�A�5�4�0� �8� �>�B�=�>�A�8�B�A�O� �:� �B�8�?�C� 135 �2� �?�@�>�B�>�:�>�;�5� �I�C�M�P�v�1�,� �:�0�6�4�>�<�C� �C�A�B�@�>�9�A�B�2�C� �2� �A�5�B�8� 

�2� �@�5�6�8�<�5� �<�=�>�3�>�0�4�@�5�A�0�B�=�>�9� �?�5�@�5�4�0�G�8�,� �7�0�?�@�0�H�8�2�0�O� �A�;�5�4�C�N�I�5�5�:� �"���0�:�>�9� �����!�­

�0�4�@�5�A� �C�A�B�@�>�9�A�B�2�0�,� �8�<�5�N�I�5�3�>� �I� �-�0�4�@�5�A� 2001: �d�,�S�:� 1: 2: : 1000? ���>�9� �����!�-�0�4�@�5�A� -
00: OC:29:2f:80 :31 ". 

�#�A�B�@�>�9�A�B�2�>�,� �:�>�B�>�@�>�<�C� �?�@�8�A�2�>�5�=� �M�B�>�B� �I� �v�1�-�0�4�@�5�A�,� �?�>�;�C�G�8�B� �4�0�=�=�K�9� �7�0�?�@�>�A�,� 

�>�B�?�@�0�2�;�5�=�=�K�9� �2� �@�5�6�8�<�5� �<�=�>�3�>�0�4�@�5�A�0�B�=�>�9� �?�5�@�5�4�0�G�8�,� �8� �2� �>�B�2�5�B� �>�B�?�@�0�2�8�B� 
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�7�0�?�@�0�H�8�2�0�N�I�5�<�C� �E�>�A�B�C� �?�0�:�5�B� �A� �A�>�>�1�I�5�=�8�5�<� Neigl1bor �A�d�v�e�r�t�i�s�e�H�e�n�t� (ICMPv6 
type 136), �:�>�B�>�@�>�5� �>�7�=�0�G�0�5�B� �0�=�>�=�A� �A�>�A�5�4�0� �8� �>�B�=�>�A�8�B�A�O� �:� �B�8�?�C� 136 �2� �?�@�>�B�>�:�>�;�5� 

ICMPv6. �-�B�>�B� �?�0�:�5�B�,� �?�>� �A�C�I�5�A�B�2�C�,� �A�>�4�5�@�6�8�B� �B�0�:�>�9� �>�B�2�5�B�:� �"���@�8�2�5�B�!� ���>�9� �A�5�B�5�­

�2�>�9� �0�4�@�5�A� - �2�0�0�1�:�A�1�,�8�:�1�:�2�:� :1000, �0� �<�>�9� �����!�-�0�4�@�5�A� - OO:Oc:29:lf:a7:55". ���0�:� 

�B�>�;�L�:�>� �4�0�=�=�K�9� �?�0�:�5�B� �1�C�4�5�B� �?�>�;�C�G�5�=�,� �<�>�6�=�>� �=�0�G�8�=�0�B�L� �?�5�@�5�4�0�G�C� �4�0�=�=�K�E�.� 

���5�9�A�B�2�8�5� �4�0�=�=�>�3�>� �?�@�>�F�5�A�A�0� �<�>�6�=�>� �=�0�1�;�N�4�0�B�L� �=�0� �?�@�8�<�5�@�5� �D�0�9�;�0� �?�5�@�5�E�2�0�­

�B�0� �i�c�m�p�v�1� _ neighbor _ solicitation. pcapng, �3�4�5� �E�>�A�B�C�,� �=�0�E�>�4�O�I�5�<�C�A�O� �?�>� �0�4�@�5�A�C� 

2001: �A�1�,�8�:� 1: 2: : 1003, �B�@�5�1�C�5�B�A�O� �A�2�O�:�~�0�B�L�A�O� �A� �E�>�A�B�>�<�,� �@�0�A�?�>�;�>�6�5�=�=�K�<� �?�>� �0�4�@�5�A�C� 

2001: �A�1�,�8�:� 1: 2: : 1000. � �0�A�A�<�>�B�@�8�<� �?�5�@�2�K�9� �?�0�:�5�B� �8� �@�0�7�2�5�@�=�5�<� �5�3�>� �G�0�A�B�L�,� �>�B�=�>�­

�A�O�I�C�N�A�O� �:� �?�@�>�B�>�:�>�;�C� ICMPv6, �2� �?�0�=�5�;�8� Packet Details �(�@�8�A�.� 7.23), �G�B�>�1�K� �>�1�=�0�@�C�­

�6�8�B�L�,� �G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� �>�B�=�>�A�8�B�A�O� �:� �?�@�>�B�>�:�>�;�C� ICMPv6 �B�8�?�0� 135 8 �8� �>�B�?�@�0�2�­

�;�5�=� �8�7� �E�>�A�B�0� �A� �0�4�@�5�A�>�<� 2001: �A�1�,�8�:� 1: 2: : 1003 �E�>�A�B�C� �A� �<�=�>�3�>�0�4�@�5�A�0�B�=�K�<� �0�4�@�5�A�>�<� 

ff02: : 1: ffOO: 1000 ���.� ���A�E�>�4�=�K�9� �E�>�A�B� �?�@�5�4�>�A�B�0�2�8�;� �1� �v�6�-�0�4�@�5�A� �E�>�A�B�0�-�?�>�;�C�G�0�B�5�­

�;�O� ���,� �A� �:�>�B�>�@�K�<� �5�<�C� �B�@�5�1�C�5�B�A�O� �C�A�B�0�=�>�2�8�B�L� �A�2�O�7�L�,� �=�0�@�O�4�C� �A� �A�>�1�A�B�2�5�=�=�K�<� �����!�­

�0�4�@�5�A�>�<� �2�B�>�@�>�3�>� �C�@�>�2�=�O� ��� . 

• Wiresha.1k · P1cket: 1 · icmpv6_ne19hbor_solicrtation �>� 

> Fr"""' 1: 86 bytes on wire (688 �+�t�s�)�,� 86 bytes captured (688 �,�i�t�s�)� 

Ethernet II, Src: v-are_2f:80:31 {88:9c:29:2f:80:31), Dst: �I�P�v�1�t�o�c�a�s�t�_�f�f�:�0�0�:�1�0�:�0�0� (33:33:ff:00:10:00) 
v Internet Protocol Version �1�,� Src: 2881:db8:1:2: :1003, Drt: ff02: :l:ff00:1900 

0110 • . . . = �V�e�3�s�i�o�n�:� �1� 

"" 0000 0000 "" "" "" "" "" • �T�3�a�f�f�i�c� class: �5�E�5�5� (DSCP: CS0, ECll: �N�o�t�-�E�C�"�)� 

. . . . . . . . . ... 8000 �5�5�5�&� 0008 0008 0000 = Flowlabel: �8�E�0�0�0�0���0�0�0� 

Payload length: 32 
Next �h�e�a�d�e�3�:� �I�0�1�P�v�1� (58) 
���>�@� lU.it: 255 
�S�O�U�3�c�e�:� 290l:db8:1:2: :1003 

O D<ostination: ff02: :1: ff00:1900 
[ �S�o�u�3�c�e� GeoIP: �U�n�k�n�c�<�n�]� 

[D<ostination GeoIP: Unknown] 
v Internet Contro1 Messase-Protocol �v�1� 

�"�C�@�5�:� �N�e�i�g�h�,�o�3� Solicitation (135) 8 
Code: 0 
Choclcsu11: �&�E�4�4�,�7� [ �c�o�3�r�e�c�t�]� 

Reserved: �5�2�5�5�5�5�5�5� 

�T�a�3�g�e�t� �A�d�d�3�e�s�s�:� �2�0�0�1�:�d�,�8�:�1�:�2�:� :1900 €) 
v �I�O�\�P�v�1� Option (Source �l�i�n�k�-�l�a�y�e�3� �a�d�d�3�e�s�s� : 00:0c:29:2f:80:31) 

�"�C�@�5�:� Source �l�i�n�l�c�-�!�J�l�y�e�3� address (1) 
length: 1 (8 bytes) 
Link-layer address: V..are_2f:80:31 (00:0c:29:2f:80:31) ��� 

� �8�A�.� 7.23. ���0�:�5�B� �>�?�@�>�A�0� �A�>�A�5�4�0� 

�E� 

���B�2�5�B� �=�0� �7�0�?�@�>�A� �A�>�A�5�4�0� �=�0�E�>�4�8�B�A�O� �2�>� �2�B�>�@�>�<� �?�0�:�5�B�5� �8�7� �C�?�>�<�O�=�C�3�>�­

�3�>� �2�K�H�5� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�.� � �0�7�2�5�@�=�C�2� �G�0�A�B�L� �M�B�>�3�>� �?�0�:�5�B�0�,� �>�B�=�>�A�O�I�C�N�A�O� �:� 

�?�@�>�B�>�:�>�;�C� ICMPv6, �2� �?�0�=�5�;�8� Packet Details �(�@�8�A�.� 7.24), �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L�,� 

�G�B�>� �>�=� �>�B�=�>�A�8�B�A�O� �:� �?�@�>�B�>�:�>�;�C� ICMPv6 �B�8�?�0� 136 8 �8� �>�B�?�@�0�2�;�5�=� �8�7� �E�>�A�B�0� �A� 

���@�>�B�>�:�>�;�,�I� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O� 195 
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�0�4�@�5�A�>�<� �2�0�0�1�:�d�,�8�:�1�:�2�:� :1000 �>�1�@�0�B�=�>� �E�>�A�B�C� �A� �0�4�@�5�A�>�<� �2�0�0�1�:�d�,�8�:�1�:�2�:� :1003 ���.� 
���=� �B�0�:�6�5� �A�>�4�5�@�6�8�B� �����!�-�0�4�@�5�A� 00: ���A�:� 29: lf: �0�.�7�:� 55, �A�2�O�7�0�=�=�K�9� �A� �0�4�@�5�A�>�<� 

�2�0�0�1�:�d�,�8�:�1�:�2�:� :1000 . 

• Wire<hark. Packet 2 . icmpvf>_neighbor_<olicitation �>� �E� 

Fra11e 2: 86 bytes on wire (688 bits), 86 bytes captured (688 �,�i�t�s�)� 

Ethernet II, Src: �l�l�n�< "�r�e�_�l�f�:�a�7�:�5�5� (00:0c:29:1f:a7:55), Ost: V.Ware_2f:80:31 (00:8c:29:2f:8&:31) 
v Internet Protocol �V�e�3�s�i�o�n� �1�,� Src: 2001:db8:1:2: :1110&, Dst: 20&1:db8:1:2: :10113 

0110 . . . . • �V�e�3�s�i�o�n�:� 6 
> " .. 0110& 0110& •••• " •• " •.•.•••... • �T�3 "�f�f�i�c� cl•ss: 0><00 (DSCP: cs0, Ectl: �N�o�t�-�E�C�"�)� 

...... ...... �0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�5�&�5�5� = �F�l�o�w�l�a�,�e�l�:� �0�E�0�0�0�0�0�0�0�&� 

P•yload length: 32 
Next �h�e�a�d�e�3�:� �I�!��� �v�1� (58) 
���>�@� limit: 255 
�S�o�u�3�c�e�:� 20111:db8:1: 2: : 1110& 
Oestination: 2001: db8: 1: 2: : 1003 
�[�S�o�u�3�c�e� GeoIP: Unknown] 
[Destin1tion GeoIP: Unknown] 

.., Internet �C�o�n�t�3�o�l� �~�s�s�a�g�e� Protocol �v�1� 

�"�C�@�5�:� �N�e�i�g�h�,�o�r� Advertisement (136) f} 
Code: 0 
Checksu11: �0�E�8�,�5�,� [ �A�>�3�3�5�A�t�]� 

v Flags: �&�E�6�0�0�&�&�0�0�0� 

0 ... 

.1.. . .. ' ...... '. 

.. 1. ' ........ ' .. 

111: Routl!'r: Not �s�~�t� 

• Solicited: Set 
• �D�v�e�3�r�i�d�e�:� Set 

, .. 0 0000 0000 0000 0000 0000 0000 0000 • Reserved: 11 
Target �A�d�d�3�e�s�s�:� 2001:db8:1:2: :1000 

v �I�!��� �v�1� Option �(�T�a�3�g�e�t� link-layer address : 011:0c:29:1f:a7:55) 
�"�C�@�5�:� Target �l�i�n�k�-�l�o�y�e�3� �a�d�d�3�e�s�s� (2) 
Length: 1 �(��� bytes) 
Link-layer oddress: Vmware_lf:a7:55 (00:0c:29:lf:a7:55)@ 

� �8�A�.� 7.24. ���0�:�5�B� �0�=�>�=�A�0� �A�>�A�5�4�0� 

���>� �7�0�2�5�@�H�5�=�8�8� �4�0�=�=�>�3�>� �?�@�>�F�5�A�A�0� �E�>�A�B�K� �?�>� �0�4�@�5�A�0�<� 2001: �d�,�8 �:� 1: 2: : 1003 �8� 

2001: �d�,�8�:� 1: 2: : 1000 �=�0�G�=�C�B� �>�1�<�5�=� �?�0�:�5�B�0�<�8� �2� �>�1�K�G�=�>�<� �@�5�6�8�<�5� �A� �M�E�>�-�7�0�?�@�>�A�0�­

�<�8� �8� �>�B�2�5�B�0�<�8� �?�>� �?�@�>�B�>�:�>�;�C� �I�C�M�P �v�1�.� �-�B�>�,� �?�>� �A�C�I�5�A�B�2�C�,� �>�7�=�0�G�0�5�B�,� �G�B�>� �?�@�>�F �5�A�A� 

�>�?�@�>�A�0� �A�>�A�5�4�0� �8� �>�?�@�5�4�5�;�5�=�8�O� �:�0�=�0�;�L�=�K�E� �0�4�@�5�A�>�2� �C�A�?�5�H�=�>� �7�0�2�5�@�H�5�=�.� 

�$�@�0�r�<�5�=�B�0�F�8�O� �?�0�:�5�B�>�2� 1Pv6 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� �i�p�v�1� _ 
fragrnents.pcapng 

���>�4�4�5�@�6�:�0� �D�@�0�3�<�5�=�B�0�F�8�8� �?�0�:�5�B�>�2� �1�L�U�i�0� �2�A�B�@�>�5�=�0� �2� �7�0�­

�3�>�;�>�2�>�:� �?�@�>�B�>�:�>�;�0� 1Pv4 �4�;�O� �3�0�@�0�=�B�8�8�,� �G�B�>�1�K� �?�0�:�5�B�K� 

�<�>�3�;�8� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>� �?�@�>�E�>�4�8�B�L� �G�5�@�5�7� �A�0�<�K�5� �@�0�7�=�K�5� 

�A�5�B�8�,� �2� �:�>�B�>�@�K�E� �@�0�:�J�<�5�@�K� �1�;�>�:�>�2� MTU �7�0 �< �5�B�=�>� �<�5�=�O�N�B�A�O�.� ��� �2� �?�@�>�B�>�:�>�;�5� �I�P�v�1� 

�D�@�0�3�<�5�=�B �0�F �8�O� �?�0�:�5�B�>�2� �8�A�?�>�;�L�7�C�5�B�A�O� �2� �< �5�=�L �H�5�9� �A�B�5 �?�5�=�8�,� �?�>�M�B�>�<�C� �?�0�@�0�<�5�B�@�K� 

�5�5� �?�>�4�4�5�@�6�:�8� �=�A� �2�:�;�N�G�0�N�B�A�O� �2� �7�0�3�>�;�>�2�>�:� �I�P�v�1�.� ���@�8� �M�B�>�<� �?�@�5�4�?�>�;�0�3�0�5�B�A�O�,� �G�B�>� 

�C�A�B�@�>�9�A�B�2�>�,� �?�5�@�5�4�0�N�I�5�5� �?�0�:�5�B�K� �I�P�v�1 �,� �4�>�;�6�=�>� �A�=�0�G�0�;�0� �7�0�?�C�A�B�8�B�L� �B�0�:� �=�0�7�K�2�0�5�-

196 ���;�0�2�0� 7 
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�<�K�9� �?�@�>�F�5�A�A� �?�>�8�A�:�0� �@�0�7�<�5�@�0� �1�;�>�:�0� MTU, �G�B�>�1�K� �>�?�@�5�4�5�;�8�B�L� �<�0�:�A�8�<�0�;�L�=�K�9� �@�0�7�­

�<�5�@� �>�B�?�@�0�2�;�O�5�<�K�E� �?�0�:�5�B�>�2�,� �?�@�5�6�4�5� �G�5�<� �D�0�:�B�8�G�5�A�:�8� �>�B�?�@�0�2�8�B�L� �8�E�.� ���A�;�8� �6�5� 

�<�0�@�H�@�C�B�8�7�0�B�>�@� �?�>�;�C�G�8�B� �?�0�:�5�B�K�,� �:�>�B�>�@�K�5� �>�:�0�7�K�2�0�N�B�A�O� �A�;�8�H�:�>�<� �4�;�8�=�=�K�<�8� �8� 

�?�@�5�2�K�H�0�N�B� �@�0�7�<�5�@� �1�;�>�:�0� MTU �B�>�9� �A�5�B�8�,� �:�C�4�0� �>�=�8� �=�0�?�@�0�2�;�O�N�B�A�O�,� �B�>� �>�=� �>�B�1�@�>�­

�A�8�B� �8�E� �8� �2�>�7�2�@�0�B�8�B� �?�5�@�5�4�0�N�I�5�<�C� �C�A�B�@�>�9�A�B�2�C� �?�0�:�5�B� �A� �A�>�>�1�I�5�=�8�5�<� �I�C�M�P�v�1� 

Packet �"�>�>� Big (type 2), �B�.�5�.� �A�>�>�1�I�5�=�8�5� �?�@�>�B�>�:�>�;�0� �I�C�M�P�v�1� �B�8�?�0� 2 �>� �B�>�<�,� �G�B�>� �?�0�­

�:�5�B� �A�;�8�H�:�>�<� �2�5�;�8�:�.� ���>�;�C�G�8�2� �M�B�>� �A�>�>�1�I�5�=�8�5�,� �?�5�@�5�4�0�N�I�5�5� �C�A�B�@�>�9�A�B�2�>� �?�>�?�K�B�0�­

�5�B�A�O� �A�=�>�2�0� �?�>�A�;�0�B�L� �?�0�:�5�B�,� �=�>� �C�6�5� �A� �<�5�=�L�H�8�<� �1�;�>�:�>�<� MTU, �5�A�;�8� �B�>�;�L�:�>� �?�>�4�>�1�­

�=�>�5� �4�5�9�A�B�2�8�5� �?�>�4�4�5�@�6�8�2�0�5�B�A�O� �2� �?�@�>�B�>�:�>�;�5� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O�.� �-�B�>�B� �?�@�>�F�5�A�A� �1�C�­

�4�5�B� �?�>�2�B�>�@�O�B�L�A�O� �4�>� �B�5�E� �?�>�@�,� �?�>�:�0� �=�5� �1�C�4�5�B� �4�>�A�B�8�3�=�C�B� �4�>�A�B�0�B�>�G�=�>� �<�0�;�K�9� �@�0�7�<�5�@� 

�1�;�>�:�0� MTU �8�;�8� �?�@�5�4�5�;� �D�@�0�3�<�5�=�B�0�F�8�8� �?�>�;�5�7�=�>�9� �8�=�D�>�@�<�0�F�8�8� �(�@�8�A�.� 7.25). �!�0�<� 

�<�0�@�H�@�C�B�8�7�0�B�>�@� �2�>�>�1�I�5� �=�5� �>�B�2�5�G�0�5�B� �7�0� �D�@�0�3�<�5�=�B�0�F�8�N� �?�0�:�5�B�>�2�,� �?�>�A�:�>�;�L�:�C� �>�B�­

�2�5�B�A�B�2�5�=�=�>�A�B�L� �7�0� �>�?�@�5�4�5�;�5�=�8�5� �?�>�4�E�>�4�O�I�5�3�>� �@�0�7�<�5�@�0� �1�;�>�:�0� MTU �2� �B�@�0�:�B�5� �?�5�­

�@�5�4�0�G�8� �8� �A�>�>�B�2�5�B�A�B�2�C�N�I�0�O� �D�@�0�3�<�5�=�B�0�F�8�O� �?�0�:�5�B�>�2� �2�>�7�;�0�3�0�5�B�A�O� �=�0� �?�5�@�5�4�0�N�I�5�5� 

�C�A�B�@�>�9�A�B�2�>� . 

.......• " ... ·--···--·­-
���;�8�5�=�B� 

MTU 1500 
���0�@�H�@�C�B�8�7�0�B�>�@� 

MTU 1500 

���0�:�5�B� �A� �<�0�:�A�8�<�0�;�L�=�K�<� 

�@�0�7�<�5�@�>�<� (MTU) 1500 �1�0�9�B� 

���0�@�H�@�C�B�8�7�0�B�>�@� 

MTU 1400 
���5�1�-�A�5�@�2�5�@� 

�<�B�u� 1500 

• �I�C�M�P�v�1� Packet �"�>�>� Big �(�"�C�@�5� 2) 

�$�@�0�3�<�5�=�B�8�@�>�2�0�=�=�K�9� �?�0�:�5�B� �I�P�v�1� 
�A� �<�0�:�A�8�<�0�;�L�=�K�<� �@�0�7�<�5�@�>�<� (MTU) 1400 �1�0�9�B� 

� �8�A�.� 7.25. ���@�>�F�5�A�A� �?�>�8�A�:�0� �@�0�7�<�5�@�0� �1�;�>�:�0� ���"��� �2� �B�@�0�:�B�5� �?�5�@�5�4�0�G�8� 

���A�;�8� �?�@�>�B�>�:�>�;� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O�,� �?�@�8�<�5�=�O�5�<�K�9� �2�<�5�A�B�5� �A� �?�@�>�B�>�:�>�;�>�<� �I�P�v�1�,� 

�=�5� �2� �A�>�A�B�>�O�=�8�8� �>�3�@�0�=�8�G�8�B�L� �?�>�;�5�7�=�C�N� �8�=�D�>�@�<�0�F�8�N� �2� �?�0�:�5�B�5�,� �B�>� �D�@�0�3�<�5�=�B�0�F�8�O� 

�2�A�5� �5�I�5� �=�5�>�1�E�>�4�8�<�0�.� ��� �B�0�:�>�<� �A�;�C�G�0�5� �7�0�3�>�;�>�2�>�:� �@�0�A�H�8�@�5�=�8�O� �4�;�O� �D�@�0�3�<�5�=�B�0�F�8�8� 

�<�>�6�5�B� �1�K�B�L� �2�2�5�4�5�=� �2� �7�0�3�>�;�>�2�>�:� �I�P�v�1�.� �!�>�>�B�2�5�B�A�B�2�C�N�I�8�9� �?�@�8�<�5�@� �D�@�0�3�<�5�=�B�0�F�8�8� 

�?�0�:�5�B�>�2� �I�P�v�1� �<�>�6�=�>� �=�0�9�B�8� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� �i�p�v�1� _ fragments. pcapng. 
�#� �?�@�8�=�8�<�0�N�I�5�3�>� �C�A�B�@�>�9�A�B�2�0� �@�0�7�<�5�@� �1�;�>�:�0� MTU �>�:�0�7�K�2�0�5�B�A�O� �<�5�=�L�H�5�,� �G�5�<� 

�C� �?�5�@�5�4�0�N�I�5�3�>�,� �8� �?�>�M�B�>�<�C� �2� �4�0�=�=�>�<� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� �8�<�5�N�B�A�O� �4�2�0� �D�@�0�3�<�5�=�B�8�­

�@�>�2�0�=�=�K�E� �?�0�:�5�B�0�,� �?�@�5�4�A�B�0�2�;�O�N�I�8�E� �:�0�6�4�K�9� �M�E�>�-�7�0�?�@�>�A� �8� �>�B�2�5�B� �?�>� �?�@�>�B�>�:�>�;�C� 

�I�C�M�P�v�1�.� ���0�3�>�;�>�2�>�:� �@�0�A�H�8�@�5�=�8�O� �D�@�0�3�<�5�=�B�0�F�8�8� �8�7� �?�5�@�2�>�3�>� �?�0�:�5�B�0� �?�>�:�0�7�0�=� �=�0� 

�@�8�A�.� 7.26. 

���@�>�B�>�:�>�;�K� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O� 197 
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• Wireshork. Pockd 1 · �i�p�v�1�_�f�r�o�g�m�<�f�l�t�s� 

> Fra.; l: 1510 bYt•• °" wire (12080 �-�+�t�s�)�,� �- �H�5� bytes coptured (U080 bits) 
Etl>ornot II, Src: V.Ware_2f:00:31 (00:0c:29:2f:IUl:31). Dst: �A�p�p�l�e�_�c�b�:�b�2�:�S�1� �(�7�8�:�3�1�:�c�l�:�c�b�:�b�2�:�S�1�)� 

v �I�n�t�e�3�n�e�t� Protocol Ver-sion 6 1 Src: �2�5�0�1�:�d�+�:�1�:�2�:� :1883, Ost: �2�0�0�1�:�d�,�8�:�1�:�2�:� :1080 
0119 . . . . " Version: 6 

v .... 8000 �8�0�0�5� .................... • Traffic class: �5�E�2�5� (OSCP: CS01 ECN: ���>�t�-���!�"�)� 

.... �5�5�5�5� �5�5� .. .................... �A� �D�i�f�f�e�3�e�n�t�:�i�a�t�e�d� �S�e�3�v�i�c�e�s� COdepoi..nt: Default (9) 

�>� 

.......... �5�5� .................... :z Explicit Congestion Notification: Not ���!�N�-�!�0�@�0�+�5� Transport (8} 
•••••••.•. . . �5�5�5�0� 9000 0000 �0�0�0�5� �0�0�0�5� • �F�l�o�w�l�a�,�.�l�:� �0�E�-

� �0�C� load length: 1456 
Uext header: �F�3�1�1�1�p�e�n�t� ���5�0�d�5�3� for �I�P�v�1� ( 44) ��� 
���>�@� li•it: �1�4� 

�S�o�u�3�c�e�:� 2881: dbB: 1: 2: : 1063 
�~�s�t�i�n�a�t�i�o�n�:� 2001:db8:1:2: :l&eQ 
[Sourco GeoIP: Unknown] 
[Oestination 6eoIP: Unknown) 

v �F�3�a�s�-�e�n�t� �~�a�d�t�:�r� 

Next hl!'1der: �I�!��� �v�1� (SB} 
Reserved octet: �&�E�5�5�5�5� 

0000 �5�5�>�>� 0000 �5� ... • Offsot: �5� �(�5� bytos) �1� 
............ . �5�5�.� • Reserved bits: 8 
• • . . . . • • . . . . . .. 1 �0� ���>�r�5� �f�r�a�~�n�t�s�:� Yj!S �!�)� 
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Idontification: Oxcd.60817 ��� 
�R�~�a�8�!�!�!�!�,�l�f�d� IPv6 in frpe· 2 

> �~�8�,�_�.�,�.�,�"� 

hio.'1 • �T�m�t�t�t�t�l�~�·�~�Z�O�l�l�J�.�'�t�/�!�J�«�;�J�.�:�J�:�.�J�f�/�D�J �· �~�Z�I�X�1�1�·�d�L�&�l�:�Z�:�:�l�(�}�(�J�(�}�  " �P�a�a�o�:�J�/�:�/�~�6� �U�n�i�;�t�h�;�J�S�l�D "�J�l�f�f�o�:�/�P�v�f�/�r�~�(�I�J�l�!�a�i�J�m�n�-�y�~�!�i�w�-�5�8�)� 

1 �0�>�.�.� 

� �8�A�.� 7.26. ���0�3�>�;�>�2�>�:� �@�0�A�H�8�@�5�=�8�O� �4�;�O� �D�@�0�3�<�5�=�B�0�F�8�8� �?�0�:�5�B�>�2� /Pv6 

�E� 

���0�3�>�;�>�2�>�:� �@�0�A�H�8�@�5�=�8�O� �@�0�7�<�5�@�>�<� 8 �1�0�9�B� �A�>�4�5�@�6�8�B� �B�5� �6�5� �A�0�<�K�5� �A�2�>�9�A�B�2�0� 

�D�@�0�3�<�5�=�B�0�F�8�8�,� �:�>�B�>�@�K�5� �>�1�=�0�@�C�6�8�2�0�N�B�A�O� �2� �?�0�:�5�B�5� 1Pv4, �2� �B�>�<� �G�8�A�;�5� �7�=�0�G�5�=�8�5� 

�2� �?�>�;�5� Fragment offset 8, �D�;�0�3� �2� �?�>�;�5� More Fragments ���,� �0� �B�0�:�6�5� �7�=�0�G�5�=�8�5� �2� �?�>�;�5� 

ldentification ���.� ���<�5�A�B�>� �B�>�3�>� �G�B�>�1�K� �?�@�8�A�C�B�A�B�2�>�2�0�B�L� �2� �:�0�6�4�>�<� �?�0�:�5�B�5�,� �>�=� �4�>�1�0�2�­

�;�O�5�B�A�O� �B�>�;�L�:�>� �2� �:�>�=�5�F� �7�0�3�>�;�>�2�:�0� �?�0�:�5�B�>�2�,� �B�@�5�1�C�N�I�8�E� �D�@�0�3�<�5�=�B�0�F�8�8�.� �-�B�>�B� 

�1�>�;�5�5� �M�D�D�5�:�B�8�2�=�K�9� �?�@�>�F�5�A�A� �?�>�-�?�@�5�6�=�5�<�C� �4�>�?�C�A�:�0�5�B� �=�0�4�;�5�6�0�I�C�N� �?�>�2�B�>�@�=�C�N� 

�A�1�>�@�:�C� �D�@�0�3�<�5�=�B�>�2� �2� �?�@�8�=�8�<�0�N�I�5�9� �A�8�A�B�5�<�5�.� ��� �5�A�;�8� �8�<�5�5�B�A�O� �4�0�=�=�K�9� �7�0�3�>�;�>�­

�2�>�:� �@�0�A�H�8�@�5�=�8�O�,� �B�>� �2� �?�>�;�5� Next header �1�C�4�5�B� �C�:�0�7�0�=� �8�<�5�=�=�>� �>�=�,� �0� �=�5� �?�@�>�B�>�:�>�;� 

�8�=�:�0�?�A�C�;�8�@�C�5�<�>�3�>� �?�0�:�5�B�0� ���.� 

���5�@�5�E�>�4�=�K�5� �?�@�>�B�>�:�>�;�K� �:� 1Pv6 

�I� �v�1�-�0�4�@�5�A�0� �4�>�A�B�0�2�;�O�N�B� �=�5�<�0�;�>� �E�;�>�?�>�B�,� �0� �8�E� �2�=�5�4�@�5�=�8�5� �?�@�>�8�A�E�>�4�8�;�>� �<�5�4�­

�;�5�=�=�>�,� �?�>�A�:�>�;�L�:�C� �4�;�O� �M�B�>�3�>� �B�@�5�1�>�2�0�;�>�A�L� �A�>�7�4�0�2�0�B�L� �?�5�@�5�E�>�4�=�C�N� �A�5�B�5�2�C�N� �8�=�D�@�0�­

�A�B�@�C�:�B�C�@�C�.� ���;�O� �>�1�;�5�3�G�5�=�8�O� �?�5�@�5�E�>�4�0� �:� �?�@�>�B�>�:�>�;�C� �I�P�v�1� �A�;�C�6�8�B� �@�O�4� �?�@�>�B�>�:�>�;�>�2�,� 

�4�>�?�C�A�:�0�N�I�8�E� �B�C�=�=�5�;�8�@�>�2�0�=�8�5� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� �I�P�v�1� �G�5�@�5�7� �A�5�B�8�,� 

�?�>�4�4�5�@�6�8�2�0�N�I�8�5� �B�>�;�L�:�>� �>�1�<�5�=� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� 1Pv4. ��� �2� �M�B�>�<� �A�<�K�A�;�5� 

�B�C�=�=�5�;�8�@�>�2�0�=�8�5� �>�7�=�0�G�0�5�B� �8�=�:�0�?�A�C�;�O�F�8�N� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� �I�P�v�1� 

�2� �?�0�:�5�B�0�E� �?�@�>�B�>�:�>�;�0� 1Pv4 �?�>�4�>�1�=�>� �4�@�C�3�8�<� �?�@�>�B�>�:�>�;�0�<�.� �"�0�:�0�O� �8�=�:�0�?�A�C�;�O�F�8�O� 

�>�1�K�G�=�>� �@�5�0�;�8�7�C�5�B�A�O� �>�4�=�8�<� �8�7� �A�;�5�4�C�N�I�8�E� �A�?�>�A�>�1�>�2�.� 
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• ���5�6�4�C� �<�0�@�H�@�C�B�8�7�0�B�>�@�0�<�8�.� ��� �M�B�>�<� �A�;�C�G�0�5� �B�C�=�=�5�;�L� �?�@�8�<�5�=�O�5�B�A�O� �4�;�O� 

�8�=�:�0�?�A�C�;�O�F�8�8� �B�@�0�D�8�:�0� �I�P�v�1� �<�5�6�4�C� �?�5�@�5�4�0�N�I�8�<� �8� �?�@�8�=�8�<�0�N�I�8�<� �E�>�A�B�0�­

�<�8� �2� �8�E� �A�5�B�O�E� �G�5�@�5�7� �A�5�B�L� 1Pv4. �"�0�:�>�9� �A�?�>�A�>�1� �?�>�7�2�>�;�O�5�B� �F�5�;�K�<� �A�5�B�O�<� �>�1�­

�<�5�=�8�2�0�B�L�A�O� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� �I�P�v�1� �G�5�@�5�7� �?�@�>�<�5�6�C�B�>�G�=�K�5� �:�0�=�0�;�K�,� 

�4�5�9�A�B�2�C�N�I�8�5� �?�>� �?�@�>�B�>�:�>�;�C� 1Pv4. 

• ���5�6�4�C� �E�>�A�B�>�<� �8� �<�0�@�H�@�C�B�8�7�0�B�>�@�>�<�.� ��� �M�B�>�<� �A�;�C�G�0�5� �8�=�:�0�?�A�C�;�O�F�8�O� �?�@�8�­

�<�5�=�O�5�B�A�O� �=�0� �C�@�>�2�=�5� �<�0�@�H�@�C�B�8�7�0�B�>�@�0� �4�;�O� �?�5�@�5�4�0�G�8� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �8�7� 

�E�>�A�B�0� �I�P�v�1� �G�5�@�5�7� �A�5�B�L� 1Pv4. �"�0�:�>�9� �A�?�>�A�>�1� �?�>�7�2�>�;�O�5�B� �>�B�4�5�;�L�=�K�<� �E�>�A�B�0�<� 

�A�2�O�7�K�2�0�B�L�A�O� �A� �A�5�B�L�N� �I�P�v�1�,� �=�0�E�>�4�O�A�L� �2� �A�5�B�8� 1Pv4. 

• ���5�6�4�C� �E�>�A�B�0�<�8�.� ��� �M�B�>�<� �A�;�C�G�0�5� �>�@�3�0�=�8�7�C�5�B�A�O� �B�C�=�=�5�;�L� �<�5�6�4�C� �4�2�C�<�O� �:�>�­

�=�5�G�=�K�<�8� �B�>�G�:�0�<�8� �4�;�O� �8�=�:�0�?�A�C�;�O�F�8�8� �B�@�0�D�8�:�0� �I�P�v�1� �<�5�6�4�C� �E�>�A�B�0�<�8�,� �A�?�>�­

�A�>�1�=�K�<�8� �>�1�<�5�=�8�2�0�B�L�A�O� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� 1Pv4 �8�;�8� �I�P�v�1�.� �"�0�:�>�9� �A�?�>�­

�A�>�1� �?�>�7�2�>�;�O�5�B� �:�>�=�5�G�=�K�<� �B�>�G�:�0�<� �A�5�B�8� �I�P�v�1� �>�1�<�5�=�8�2�0�B�L�A�O� �4�0�=�=�K�<�8� �=�5�?�>�­

�A�@�5�4�A�B�2�5�=�=�>� �G�5�@�5�7� �A�5�B�L� 1Pv4. 

��� �M�B�>�9� �:�=�8�3�5� �=�5�4�>�A�B�0�B�>�G�=�>� �<�5�A�B�0�,� �G�B�>�1�K� �?�>�4�@�>�1�=�>� �>�?�8�A�0�B�L� �?�5�@�5�E�>�4�=�K�5� 

�?�@�>�B�>�:�>�;�K�.� �"�5�<� �=�5� �<�5�=�5�5� �>�1� �8�E� �A�C�I�5�A�B�2�>�2�0�=�8�8� �?�>�;�5�7�=�>� �7�=�0�B�L� �=�0� �B�>�B� �A�;�C�G�0�9�,� 

�5�A�;�8� �?�>�B�@�5�1�C�5�B�A�O� �8�E� �8�A�A�;�5�4�>�2�0�B�L�,� �2�K�?�>�;�=�O�O� �0�=�0�;�8�7� �=�0� �C�@�>�2�=�5� �?�0�:�5�B�>�2�.� ���8�6�5� 

�2�:�@�0�B�F�5� �>�?�8�A�K�2�0�5�B�A�O� �@�O�4� �=�0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�E� �?�5�@�5�E�>�4�=�K�E� �?�@�>�B�>�:�>�;�>�2�.� 

• 6to4. �-�B�>�B� �?�5�@�5�E�>�4�=�>�9� �?�@�>�B�>�:�>�;� �8�=�0�G�5� �=�0�7�K�2�0�5�B�A�O� �!� �v�1� over !Pv4 �8� �?�>�­

�7�2�>�;�O�5�B� �?�5�@�5�4�0�2�0�B�L� �?�0�:�5�B�K� �I�P�v�1� �G�5�@�5�7� �A�5�B�L� 1Pv4. ���=� �?�>�4�4�5�@�6�8�2�0�5�B� �@�5�­

�B�@�0�=�A�;�O�B�>�@�K� �8� �<�0�@�H�@�C�B�8�7�0�B�>�@�K� �4�;�O� �>�1�5�A�?�5�G�5�=�8�O� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� 

�?�@�>�B�>�:�>�;�C� �I�P�v�1� �<�5�6�4�C� �<�0�@�H�@�C�B�8�7�0�B�>�@�0�<�8�,� �<�5�6�4�C� �E�>�A�B�0�<�8�,� �0� �B�0�:�6�5� �<�5�6�­

�4�C� �E�>�A�B�0�<�8� �8� �<�0�@�H�@�C�B�8�7�0�B�>�@�0�<�8�.� 

• Teredo. ���@�8�<�5�=�O�5�B�A�O� �4�;�O� �>�4�=�>�0�4�@�5�A�0�B�=�>�9� �?�5�@�5�4�0�G�8� �?�>� �?�@�>�B�>�:�>�;�C� �I�P�v�1� 

�G�5�@�5�7� �A�5�B�L� 1Pv4 �A� �8�A�?�>�;�L�7�>�2�0�=�8�5�<� �?�@�>�B�>�:�>�;�0� NAT (Network Address 
�T�r�a�n�s�l�a�t�i�o�=� - �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �A�5�B�5�2�K�E� �0�4�@�5�A�>�2�)�.� ��� �M�B�>�<� �A�;�C�G�0�5� �?�0�:�5�B�K� 

�I�P�v�1� �?�>�A�K�;�0�N�B�A�O� �G�5�@�5�7� �A�5�B�L� 1Pv4 �8�=�:�0�?�A�C�;�8�@�>�2�0�=�=�K�<�8� �2� �?�0�:�5�B�K� �B�@�0�=�A�­

�?�>�@�B�=�>�3�>� �?�@�>�B�>�:�>�;�0� UDP. 

• ISATAP. ���@�>�B�>�:�>�;� �2�=�C�B�@�8�A�0�9�B�>�2�>�9� �0�4�@�5�A�0�F�8�8�,� �4�>�?�C�A�:�0�N�I�8�9� �>�1�<�5�=� �4�0�=�­

�=�K�<�8� �8�A�:�;�N�G�8�B�5�;�L�=�>� �<�5�6�4�C� 1Pv4- �8� �I� �v�1�-�C�A�B�@�>�9�A�B�2�0�<�8� �2� �A�5�B�8� �?�>� �>�1�@�0�7�C� 

�8� �?�>�4�>�1�8�N�,� �:�0�:� �<�5�6�4�C� �>�B�4�5�;�L�=�K�<�8� �E�>�A�B�0�<�8� �A�5�B�8�.� 

���@�>�B�>�:�>�;� �<�5�6�A�5�B�5�2�K�E� �C�?�@�0�2�;�O�N�I�8�E� 

�A�>�>�1�I�5�=�8�9� (ICMP) 
���@�>�B�>�:�>�;� ICMP �(�I�n�t�e�r�?�e�t� Control Message Protocol) �O�2�;�O�5�B�A�O� �A�;�C�6�5�1�=�K�<� 

�?�@�>�B�>�:�>�;�>�<�,� �>�B�2�5�G�0�N�I�8�<� �2� �A�B�5�:�5� �?�@�>�B�>�:�>�;�>�2� �"�!� � /IP �7�0� �?�@�5�4�>�A�B�0�2�;�5�=�8�5� �8�=�­

�D�>�@�<�0�F�8�8�,� �:�0�A�0�N�I�5�9�A�O� �4�>�A�B�C�?�=�>�A�B�8� �C�A�B�@�>�9�A�B�2�,� �A�;�C�6�1� �8�;�8� �<�0�@�H�@�C�B�8�7�0�B�>�@�>�2� �2� 

�A�5�B�8� �"�!� � /IP. ���>�;�L�H�8�=�A�B�2�>� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�K�E� �A�@�5�4�A�B�2� �8� �<�5�B�>�4�8�:� �4�8�0�3�=�>�A�B�8�:�8� 

���@�>�B�>�:�>�;�K� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O� 199 
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�A�5�B�5�9� �A�>�A�@�5�4�>�B�>�G�5�=�K� �=�0� �>�1�I�8�E� �B�8�?�0�E� �A�>�>�1�I�5�=�8�9� �?�@�>�B�>�:�>�;�0� ICMP. �!�5�B�5�2�>�9� 

�?�@�>�B�>�:�>�;� ICMP �>�?�@�5�4�5�;�5�=� �2� �A�B�0�=�4�0�@�B�5� RFC 792. 

�!�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� ICMP 
���@�>�B�>�:�>�;� ICMP �O�2�;�O�5�B�A�O� �G�0�A�B�L�N� �?�@�>�B�>�:�>�;�0� IP �8� �8�A�?�>�;�L�7�C�5�B� �5�3�>� �4�;�O� �?�5�@�5�­

�4�0�G�8� �A�2�>�8�E� �A�>�>�1�I�5�=�8�9�.� ���@�>�B�>�:�>�;� ICMP �A�>�4�5�@�6�8�B� �>�B�=�>�A�8�B�5�;�L�=�>� �=�5�1�>�;�L�H�>�9� 

�7�0�3�>�;�>�2�>�:�,� �8�7�<�5�=�O�N�I�8�9�A�O� �2� �7�0�2�8�A�8�<�>�A�B�8� �>�B� �5�3�>� �=�0�7�=�0�G�5�=�8�O�.� ���0�:� �?�>�:�0�7�0�=�>� �=�0� 

�@�8�A�.� 7.27, �I�!��� �-�7�0�3�>�;�>�2�>�:� �A�>�A�B�>�8�B� �8�7� �A�;�5�4�C�N�I�8�E� �?�>�;�5�9�.� 

���@�>�B�>�:�>�;� �<�5�6�A�5�B�5�2�K�E� �C�?�@�0�2�;�O�N�I�8�E� �A�>�>�1�I�5�=�8�9� (ICMP) 

�!�<�5�I�5�=�8�5� ���:�B�5�B� �>� 1 2 1 3 
���:�B�5�B� ���:�B� 0-7 8-15 16-23 1 24-31 

�>� �>� �"�8�?� ���>�4� ���>�=�B�@�>�;�L�=�0�O� �A�C�<�<�0� 

4+ 32+ ���5�@�5�<�5�=�=�0�O� 

� �8�A�.� 7.27. �!�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� �/�!��� � 

• �"�8�?� �(�"�C�@�5�)�.� �"�8�?� �8�;�8� �:�0�B�5�3�>�@�8�O� �A�>�>�1�I�5�=�8�9� �2� �?�@�>�B�>�:�>�;�5� ICMP �=�0� �>�A�=�>�2�0�­

�=�8�8� �A�?�5�F�8�D�8�:�0�F�8�8� RFC. 

• ���>�4� (Code). ���>�4�:�0�B�5�3�>�@�8�O� �A�>�>�1�I�5�=�8�9� �2� �?�@�>�B�>�:�>�;�5� ICMP �=�0� �>�A�=�>�2�0�=�8�8� 

�A�?�5�F�8�D�8�:�0�F�8�8� RFC. 

• ���>�=�B�@�>�;�L�=�0�O� �A�C�<�<�0� (Checksum). �!�;�C�6�8�B� �4�;�O� �3�0�@�0�=�B�8�8� �=�5�8�7�<�5�=�=�>�A�B�8� 

�I�!��� �-�7�0�3�>�;�>�2�:�0� �8� �4�0�=�=�K�E�,� �:�>�3�4�0� �>�=�8� �?�>�A�B�C�?�O�B� �:� �?�>�;�C�G�0�B�5�;�N�.� 

• ���5�@�5�<�5�=�=�0�O� �(�V�a�r�i�a�+�e� ). �'�0�A�B�L� �7�0�3�>�;�>�2�:�0�,� �8�7�<�5�=�O�N�I�0�O�A�O� �2� �7�0�2�8�A�8�<�>�A�B�8� 

�>�B� �A�>�4�5�@�6�8�<�>�3�>� �?�>�;�5�9� �"�C�@�5� �8� Code. 

�"�8�?�K� �8� �:�>�4�K� �A�>�>�1�I�5�=�8�9� �?�@�>�B�>�:�>�;�0� ICMP 
���0�:� �>�B�<�5�G�0�;�>�A�L� �@�0�=�5�5�,� �A�B�@�C�:�B�C�@�0� �?�0�:�5�B�0� ICMP �7�0�2�8�A�8�B� �>�B� �5�3�>� �=�0�7�=�0�G�5�=�8�O�,� 

�G�B�>� �>�?�@�5�4�5�;�O�5�B�A�O� �7�=�0�G�5�=�8�O�<�8� �2� �?�>�;�O�E� �"�C�@�5� �8� Code. �!�>�4�5�@�6�8�<�>�5� �?�>�;�O� �"�C�@�5� �8�7� 

�7�0�3�>�;�>�2�:�0� �?�0�:�5�B�0� ICMP �<�>�6�=�>� �@�0�A�A�<�0�B�@�8�2�0�B�L� �:�0�:� �>�?�@�5�4�5�;�5�=�=�C�N� �:�0�B�5�3�>�@�8�N� �?�0�­

�:�5�B�0�,� �0� �A�>�4�5�@�6�8�<�>�5� �?�>�;�O� Code - �:�0�:� �5�3�>� �?�>�4�:�0�B�5�3�>�@�8�N�.� ���0�?�@�8�<�5�@�,� �7�=�0�G�5�=�8�5� ��� �2� 

�?�>�;�5� �"�C�@�5� �>�1�>�7�=�0�G�0�5�B�,� �G�B�>� �?�>�;�C�G�0�B�5�;�L� �=�5�4�>�A�B�C�?�5�=�.� ���4�=�8�E� �B�>�;�L�:�>� �M�B�8�E� �A�2�5�4�5�=�8�9� 

�O�2�=�>� �=�5�4�>�A�B�0�B�>�G�=�>� �4�;�O� �4�8�0�3�=�>�A�B�8�:�8� �=�5�?�>�;�0�4�>�:� �2� �A�5�B�8�.� ���>� �5�A�;�8� �1�K� �7�=�0�G�5�=�8�5� ��� 

�1�K�;�>� �C�:�0�7�0�=�>� �8� �2� �?�>�;�5� Code, �>�1�>�7�=�0�G�0�O� �=�5�4�>�A�B�C�?�=�>�A�B�L� �?�>�@�B�0�,� �B�>� �=�0� �M�B�>�<� �>�A�=�>�2�0�­

�=�8�8� �<�>�6�=�>� �1�K�;�>� �1�K� �A�4�5�;�0�B�L� �2�K�2�>�4�,� �G�B�>� �=�0� �:�>�<�?�L�N�B�5�@�5� �?�>�;�C�G�0�B�5�;�O� �=�5�4�>�A�B�C�?�5�=� 

�?�>�@�B�,� �G�5�@�5�7� �:�>�B�>�@�K�9� �?�@�5�4�?�@�8�=�8�<�0�5�B�A�O� �?�>�?�K�B�:�0� �>�@�3�0�=�8�7�>�2�0�B�L� �>�1�<�5�=� �4�0�=�=�K�<�8�.� 

�l�e�!�Q�(�!�i�l�D�(�!�i� ���>�;�=�K�9� �?�5�@�5�G�5�=�J� �B�8�?�>�2� �8� �:�>�4�>�2�,� �4�>�A�B�C�?�=�K�E� �2� �?�@�>�B�>�:�>�;�5� �/�!��� �,� �<�>�6�=�>� 

�=�0�9�B�8� �?�>� �0�4�@�5�A�C� http://www.iana.orq/assiqnments/icmp-para­
meters/. 
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�-�E�>�-�7�0�?�@�>�A�K� �8� �>�B�2�5�B�K� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� ���A�>�1�K�<� �?�@�5�4�<�5�B�>�<� �3�>�@�4�>�A�B�8� �?�@�>�B�>�:�>�;�0� ICMP �O�2�;�O�5�B�A�O� 

icmp_echo.pcapng �C�B�8�;�8�B�0� ping, �?�@�8�<�5�=�O�5�<�0�O� �4�;�O� �B�5�A�B�8�@�>�2�0�=�8�O� �B�5�:�C�I�5�3�>� 

�A�>�A�B�>�O�=�8�O� �A�>�5�4�8�=�5�=�8�O� �<�5�6�4�C� �C�A�B�@�>�9�A�B�2�0�<�8� �A�5�B�8�.� ��� �E�>�B�O� 

�C�B�8�;�8�B�0� ping �=�5� �2�E�>�4�8�B� �2� �A�?�5�F�8�D�8�:�0�F�8�N� �?�@�>�B�>�:�>�;�0� ICMP, �B�5�<� �=�5� �<�5�=�5�5�,� �>�=�0� 

�?�@�8�<�5�=�O�5�B� �M�B�>�B� �?�@�>�B�>�:�>�;� �4�;�O� �@�5�0�;�8�7�0�F�8�8� �A�2�>�8�E� �>�A�=�>�2�=�K�E� �D�C�=�:�F�8�>�=�0�;�L�=�K�E� 

�2�>�7�<�>�6�=�>�A�B�5�9�.� 

�'�B�>�1�K� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �C�B�8�;�8�B�>�9� ping, �2�2�5�4�8�B�5� ping �i�p�-�a�,�q�p�2�c� �2� �:�>�<�0�=�4�=�>�9� 

�A�B�@�>�:�5�,� �7�0�<�5�=�8�2� �i�@�-�0�4�@�5�A� �:�>�=�:�@�5�B�=�K�<� �I� �-�0�4�@�5�A�>�<� �C�A�B�@�>�9�A�B�2�0� �2� �A�2�>�5�9� �A�5�B�8�.� ���A�;�8� 

�F�5�;�5�2�>�5� �C�A�B�@�>�9�A�B�2�>� �2�:�;�N�G�5�=�>�,� �B�>� �C� �8�A�E�>�4�=�>�3�>� �C�A�B�@�>�9�A�B�2�0� �?�>�O�2�8�B�A�O� �?�C�B�L� �4�;�O� 

�?�5�@�5�4�0�G�8� �5�<�C� �4�0�=�=�K�E�.� ��� �8�B�>�3�5� �2�K� �4�>�;�6�=�K� �C�2�8�4�5�B�L� �=�0� �M�:�@�0�=�5� �@�5�0�:�F�8�N� �C�A�B�@�>�9�­

�A�B�2�0� �=�0� �:�>�<�0�=�4�C� ping, �5�A�;�8� �B�>�;�L�:�>� �M�B�C� �?�5�@�5�4�0�G�C� �=�5� �7�0�1�;�>�:�8�@�C�5�B� �1�@�0�=�4�<�0�C�M�@�.� 

��� �?�@�8�<�5�@�5�,� �?�@�8�2�5�4�5�=�=�>�<� �=�0� �@�8�A�.� 7.28, �4�5�<�>�=�A�B�@�8�@�C�N�B�A�O� �G�5�B�K�@�5� �C�4�0�G�=�K�E� 

�>�B�2�5�B�0� �A� �C�:�0�7�0�=�8�5�<� �8�E� �4�;�8�=�K�,� �2�@�5�<�5�=�8� �=�0� �?�5�@�5�4�0�G�C� �8� �?�>�4�B�2�5�@�6�4�5�=�8�5� �?�@�8�5�<�0� 

�8� �2�@�5�<�5�=�8� �6�8�7�=�8� �?�0�:�5�B�>�2 �.� ���>� �>�:�>�=�G�0�=�8�N� �@�0�1�>�B�K� �M�B�0� �C�B�8�;�8�B�0� �?�@�5�4�>�A�B�0�2�;�O�­

�5�B� �B�0�:�6�5� �A�2�>�4�:�C� �>� �:�>�;�8�G�5�A�B�2�5� �?�5�@�5�4�0�=�=�K�E�,� �?�@�8�=�O�B�K�E� �8� �?�>�B�5�@�O�=�=�K�E� �?�0�:�5�B�>�2�.� 

���A�;�8� �?�@�8� �?�5�@�5�4�0�G�5� �4�0�=�=�K�E� �?�@�>�8�7�>�9�4�5�B� �A�1�>�9�,� �B�>� �4�>�;�6�=�>� �?�>�O�2�8�B�L�A�O� �A�>�>�1�I�5�=�8�5� 

�>� �5�3�>� �?�@�8�G�8�=�5�.� 

� �8�A�.� 7.28. ���>�<�0�=�4�0� pinq �?�@�5�4�=�0�7�=�0�G�5�=�0� �4�;�O� �B�5�A�B�8�@�>�2�0�=�8�O� �A�2�O�7�8� 

�<�5�6�4�C� �C�7�;�0�<�8� �A�5�B�8� 

���>� �A�C�I�5�A�B�2�C�,� �:�>�<�0�=�4�0� ping �?�>�A�K�;�0�5�B� �?�>� �>�G�5�@�5�4�8� �?�0�:�5�B�K� �?�@�>�2�5�@�O�5�<�>�<�C� 

�C�A�B�@�>�9�A�B�2�C� �8� �?�@�8�=�8�<�0�5�B� �>�B� �=�5�3�>� �>�B�2�5�B�,� �G�B�>�1�K� �2�K�O�A�=�8�B�L�,� �8�<�5�5�B�A�O� �;�8� �A�2�O�7�L� �A� 

�M�B�8�<� �C�A�B�@�>�9�A�B�2�>�<� �(�@�8�A�.� 7.29). 

D \ ....______ �_�M�E�>�-�7�_�0�?�@�>�A� -> D 
�~�~�~�-�M�_�E�>�_�-�>�_�B�_�5�_�B�~�~�~�~�-�'�'� �~�~�:�~�~�~� 

� �8�A�.� 7.29. ���>�<�0�=�4�0� pinq �2�K�?�>�;�=�O�5�B�A�O� �2� �4�2�0� �M�B�0�?�0� 
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�l�1�I�Q�(�I�P�1�i�l�i�l�i�l� ���5�A�<�>�B�@�O� �=�0� �B�>� �'�'�B�>� �C�B�H�t�8�B�0� ping �C�6�5� �4�0�2�8�>� �?�@�8�<�5�=�O�5�B�A�O� �2� �/�"�-�>�B�@�0�A�­

�;�8�,� �=�0� �@�5�7�C�;�1�,�B�0�B�K� �5�5� �j�N�1�>�B�K� �<�>�3�C�B� �?�>�2�;�(�t�B�L� �1�@�0�=�4�<�0�C�M�@�K�,� �7�0�?�C�I�5�=�=�K�5� 

�=�0� �E�>�A�B�0�E� �8�;�8� �<�0�@�H�@�C�B�8�7�0�B�>�@�0�E�.� ���5�4�L� �<�=�>�3�8�5� �A�>�2�@�5�<�5�=�=�K�5� �1�@�0�=�4�<�0�C�­

�M�@�K� �=�0�:�;�0�4�K�2�0�N�B� �>�3�@�0�=�8�'�'�5���(�l� �=�0� �2�>�7�<�>�6�=�>�A�B�8� �C�A�B�@�>�9�A�B�2�0� �@�5�0�3�8�@�~� 

�2�0�B�L� �=�0� �?�0�:�5�B�K� �/�!��� �.� ��� �M�B�>� �A�>�2�A�5�<� �=�5� �?�;�>�E�>� �A� �B���'�'�:�8� �7�@�5�=�8�O�.� �1�5�7�>�?�0�A�­

�=�>�A�B�8�,� �?�>�!�'���>�;�L�:�C� ���J�t�>�C�<�K�H�;�5�=�=�8�:�8� �>�1�K�G�=�>� �?�>�;�J�7�C�1�0�B�A�O� �C�B�8�;�8�B�>�9� ping, 
�G�B�>�1�K� �2�L�1�/�A�=�8�B�L� �4�>�A�B�C�?�=�>�A�B�L� �E�>�A�B�0� �4�;�O� �8�E� ���J�t�>�2�@�5�4�=�K�E� �4�5�9�A�B�2�8�9�.� ���>� �2� 

�B�>� �6�5� �2�@�5�<�O� �=�0�;�8�G�8�5� �1�@�0�=�4�<�0�C�M�@�>�2� �8�=�>�3�4�0� �7�0�B�@�C�4�=�O�5�B� �4�8�0�3�=�>�A�B�8�:�C� 

�A�5�B�8�,� �?�>�!�'���>�;�L�:�C� �1�K�.�;�>� �1�K� �=�5�C�4�>�2�;�5�B�2�>�@�8�B�5�;�L�=�>� �7�0�?�C�A�B�8�B�L� �C�B�8�;�8�B�C� ping 
�4�;�O� �?�@�>�2�5�@�:�8� �A�>�A�B�>�O�=�(�t� �A�2�O�7�8� �A� �C�A�B�@�>�9�A�B�2�>�<� �8� �?�5� �?�>�;�C�G�8�B�L� �>�B� �=�5�3�>� �>�B�­

�2�5�B�,� �7�0�@�0�=�5�5� �7�=�0�O�,� �G�B�>� �A� �M�B�8�<� �C�A�B�@�>�9�A�B�2�>�<� �<�>�6�=�>� �?�>�4�4�5�@�6�8�2�0�B�L� �=�>�@�­

�<�0�;�L�=�C�N� �A�2�O�7�L�.� 

���5�9�A�B�2�8�5� �C�3�8�;�8�B�K� ping �A�;�C�6�8�B� �>�B�;�8�G�=�K�<� �?�@�8�<�5�@�>�<� �?�@�>�A�B�>�3�>� �>�1�<�5�=�0� �4�0�=�­

�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� ICMP. ���0�:�5�B�K� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� icmp _ echo. pcapng �4�5�­

�<�>�=�A�B�@�8�@�C�N�B�,� �G�B�>� �?�@�>�8�A�E�>�4�8�B� �?�@�8� �2�K�?�>�;�=�5�=�8�8� �C�3�8�;�8�B�K� ping. 
��� �?�5�@�2�>�<� �?�0�:�5�B�5� �(�@�8�A�.� 7.30) �8�7� �4�0�=�=�>�3�>� �D�0�9�;�0� �4�5�<�>�=�A�B�@�8�@�C�5�B�A�O�,� �G�B�>� �E�>�A�B� 

�?�>� �0�4�@�5�A�C� 192 .168 .100 .138 �?�>�A�L�H�0�5�B� �?�0�:�5�B� �E�>�A�B�C�,� �=�0�E�>�4�O�I�5�<�C�A�O� �?�>� �0�4�@�5�A�C� 

192 .168 .100 .1 ���.� ���A�;�8� �@�0�7�2�5�@�=�C�3�L� �G�0�A�B�L� �M�B�>�3�>� �?�0�:�5�B�0�,� �>�B�=�>�A�O�I�C�N�A�O� �:� �?�@�>�B�>�­

�:�>�;�C� ICMP, �B�>� �B�8�?� �?�0�:�5�B�0� ICMP �<�>�6�=�>� �>�?�@�5�4�5�;�8�B�L�,� �3�;�O�4�O� �=�0� �?�>�;�O� �"�C�@�5� �8� Code. 
��� �4�0�=�=�>�<� �A�;�C�G�0�5� �?�0�:�5�B� �>�B�=�>�A�8�B�A�O� �:� �B�8�?�C� 8 8, �0� �5�3�>� �:�>�4� �@�0�2�5�=� �=�C�;�N� 8, �C�:�0�7�K�­

�2�0�O� �=�0� �M�E�>�-�7�0�?�@�>�A�.� �(���@�8�;�>�6�5�=�8�5� Wireshark �4�>�;�6�=�>� �?�>�4�A�:�0�7�0�B�L�,� �G�B�>� �8�<�5�=�=�>� 

�>�B�>�1�@�0�6�0�5�B�A�O� �2� �?�>�;�O�E� �"�C�@�5� �8� Code.) ���>� �?�>�A�;�0�B�L� �M�E�>�-�7�0�?�@�>�A� - �M�B�>� �;�8�H�L� �?�>�;�4�5�­

�;�0�.� ���5�4�L� �@�5�G�L� �8�4�5�B� �>� �?�@�>�A�B�>�<� �?�0�:�5�B�5� ICMP, �:�>�B�>�@�K�9� �?�>�A�K�;�0�5�B�A�O� �A� �?�>�<�>�I�L�N� 

�?�@�>�B�>�:�>�;�0� IP �8� �A�>�4�5�@�6�8�B� �=�5�1�>�;�L�H�>�9� �>�1�J�5�<� �4�0�=�=�K�E�.� ���>�<�8�<�>� �B�8�?�0�,� �:�>�4�0� �8� 

�:�>�=�B�@�>�;�L�=�>�9� �A�C�<�<�K�,� �8�<�5�5�B�A�O� �?�>�@�O�4�:�>�2�K�9� �=�>�<�5�@� �4�;�O� �>�1�J�5�4�8�=�5�=�8�O� �7�0�?�@�>�A�>�2� 

�8� �>�B�2�5�B�>�2� �2� �?�0�@�K�,� �0� �B�0�:�6�5� �?�@�>�8�7�2�>�;�L�=�0�O� �B�5�A�B�>�2�0�O� �A�B�@�>�:�0� �2� �?�5�@�5�<�5�=�=�>�9� �G�0�A�B�8� 

�?�0�:�5�B�0� ICMP. 

�"�'�P�(�I�Q�l�l�l�l�l� �'�B�>�1�K� �=�5� �?�C�B�0�B�L� �B�5�@�<�8�=�K� �M�E�>� �8� pi.ng, �A�.�;�5�4�C�5�B� �8�<�5�B�J� �2� �2�8�4�C�,� �G�B�>� �@�i�.�?�g�­

�M�B�>� �=�0�7�2�0�=�8�5� �C�B�8�;�8�B�K�,� �?�@�8�<�5�=�O�5�<�>�9� �4�1�1�/� �>�B�?�@�0���'���8� �?�0�:�5�B�>�2� �A� �M�E�>�­

�7�0�?�@�>�A�0�<�8� �?�>� �?�@�>�B�0�1�!�>�;�C� ICMP. 

���B�>�@�>�9� �?�0�:�5�B� �2� �4�0�=�=�>�9� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�8� �A�>�4�5�@�6�8�B� �>�B�2�5�B� �=�0� �M�E�>�-�7�0�?�@�>�A� 

�(�@�8�A�.� 7.31). ��� �G�0�A�B�8� �4�0�=�=�>�3�>� �?�0�:�5�B�0�,� �>�B�=�>�A�O�I�5�9�A�O� �:� �?�@�>�B�>�:�>�;�C� ICMP, �C�:�0�7�0�=� �=�C�­

�;�5�2�>�9� �B�8�?� ��� �8� �=�C�;�5�2�>�9� �:�>�4� 8, �G�B�>�,� �?�>� �A�C�I�5�A�B�2�C�,� �>�1�>�7�=�0�G�0�5�B� �M�E�>�-�>�B�2�5�B�.� ��� �?�>�­

�A�:�>�;�L�:�C� �?�>�@�O�4�:�>�2�K�5� �=�>�<�5�@�0� �8� �8�4�5�=�B�8�D�8�:�0�B�>�@�K� �2�>� �2�B�>�@�>�<� �8� �2� �?�5�@�2�>�<� �?�0�:�5�B�0�E� 

�A�>�2�?�0�4�0�N�B� 8, �B�>� �<�>�6�=�>� �A�4�5�;�0�B�L� �2�K�2�>�4�,� �G�B�>� �4�0�=�=�K�9� �M�E�>�-�>�B�2�5�B� �A�>�>�B�2�5�B�A�B�2�C�5�B� 

�M�E�>�-�7�0�?�@�>�A�C� �8�7� �?�@�5�4�K�4�C�I�5�3�>� �?�0�:�5�B�0�.� ���=�0�G�5�=�8�O� �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�E� �?�>�;�O�E� �C�:�0�­

�7�0�=�K� �2� �D�>�@�<�0�B�5� �A� �>�1�@�0�B�=�K�<� �(�����)� �8� �?�@�O�<�K�<� (LE) �?�>�@�O�4�:�>�<� �A�;�5�4�>�2�0�=�8�O� �1�0�9�B�>�2�.� 

���=�K�<�8� �A�;�>�2�0�<�8�,� �2� �M�B�8�E� �?�>�;�O�E� �?�@�5�4�A�B�0�2�;�5�=�K� �4�0�=�=�K�5� �2� �B�>�<� �?�>�@�O�4�:�5�,� �2� �:�0�:�>�<� 
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�>�=�8� �4�>�;�6�=�K� �1�K�B�L� �>�1�@�0�1�>�B�0�=�K� �2� �:�>�=�:�@�5�B�=�>�9� �:�>�=�5�G�=�>�9� �B�>�G�:�5�.� ���@�>�<�5� �M�E�>�-�>�B�2�5�­

�B�0�,� �2�B�>�@�>�9� �?�0�:�5�B� �A�>�4�5�@�6�8�B� �B�0�:�C�N� �6�5� �3�2�-�1�0�9�B�>�2�C�N� �A�8�<�2�>�;�L�=�C�N� �A�@�>�:�C� �4�0�=�=�K�E�,� 

�:�0�:� �8� �2� �?�5�@�5�4�0�=�=�>�<� �M�E�>�-�7�0�?�@�>�A�5�.� ���0�:� �B�>�;�L�:�>� �2�B�>�@�>�9� �?�0�:�5�B� �1�C�4�5�B� �?�>�;�C�G�5�=� �?�>� 

�0�4�@�5�A�C� 192 .168 .100 .138, �C�B�8�;�8�B�0� �A�>�>�1�I�8�B� �>�1� �C�4�0�G�=�>�<� �7�0�2�5�@�H�5�=�8�8� �?�@�>�2�5�@�:�8� 

�A�2�O�7�8� . 

• Wir6hark · �P�a�c�k�~� 1 · 1cmp_e<ho �>� 

r �F�3�- 1: 74 byt;;-on wlre (592 �+�t�s�)�,� 74 bytes �c�o�p�t�u�3�e�d� (S92btt;} 

"

>> Ethernet II, �S�3�A�:� �C�0�1�1�p�o�l�c�o�_�b�8�:�S�9�:�+� �(�8�0�:�1�6�:�d�4�:�,�8�:�5�9�:�+�)�,� Dst: Ciscoinc_4b:c9:7f �(�8�0�:�1�2�:���0�:�4�,�:�A�0�:�7�f�)� 

Internet Protocol Version 4, �S�3�A�:� 192.168.190.138, Dst: 192.168.180.1 ��� 
Internet Cont:rol �~�s�s�a�g�e� Protocol 
�1� �"�C�@�5�:� 8 (Echo (ping) request) 
�~� Code: �5� 

1 
ChecksU'18: 0x14Sc [correct) 
Identifier (Bf) : 12811 �(�1�1�E�0�5�9�0�)� 

Identifier (LE): s (exeees) 
Sequence �n�.�.�.�,�5�3� �(�����)�:� 13312 �(�0�E�3�4�9�0�)� 

�~�q�u�e�n�c�e� �n�.�.�.�,�e�r� (LE): S2 (llx0934) 
[Res29nsc �f�r�2�m�e �;� 21 

" D•t• (32 bytes) 
Doto: �1�l�1�2�1�3�1�4�1�5�1�1�6�7�1�8�1�9�1�>�1�,�6�A�1�d�1�5�1�f�7�0�7�1�7�2�7�3�7�4�7�5�7�1�7�7�1�l� ... 
[ Length: 32) 

�E� 

No .. 1 · r,,,_ fAOODOOiJ • 5:ur8t Jf2.168.Ja'J.1J8 �D�t�t�N�<�o�o�t�i�. �·� J!Jl.16/LJ(J(J.J � �t�>�$�0�3�'�:� Ja.tP · �~� 1'4 · Jrt/'r7! ���d�N� �~� IW/(A'St �1�1�'�.�:�~� �$�1�1�J�q�:�:�z�l�����1�1�/�5�l�,� ttk:U8 �{�3�.�@�i�C� .1 

� �8�A�.� 7.30. ���0�:�5�B� �A� �M�E�>�-�7�0�?�@�>�A�>�<� �?�>� �?�@�>�B�>�:�>�;�C� �/�!��� � 

• wir"horlc. Packet 2 • ICmp_echo �>� 

,...- -- - --
) Froie 2: 74 bytes on wire (S92 �,�i�t�s�)�,� 74 �,�y�t�e�s� copturt>d (592 �+�t�s�)� 

> �E�t�h�e�3�n�e�t� II, Src: Ciscoinc_4b:c0:7f (09:12:80:4b:c0:7f), Dst: �!���1�1�@�0�1�!�>�_�,�8�:�5�9�:�+� �(�O�O�:�l�1�:�d�4�:�,�S�:�S�9�:�+�)� 

> Interne-t Protocol Version 4, Src: 192.168.108.11 Dst: 192.168.100.138 
v Internet Control �'�1�1�!�!�:�.�s�s�2�g�e� Protocol 

��� �"�C�@�>�:� 0 (Echo (ping) �3�5�@�l�C�)� 
@ codo: �5� 

Checksu11: 0xlcSc [correct] 
�I�d�e�n�t�i�f�i�e�3� �(�����)�:� 1260 (0x0SOO) 
�I�d�e�n�t�i�f�i�e�3� (LE): 5 (0xll09S} 

�~� Sequence nu•ber (Bf): 13312 �(�1�1�E�3�4�9�0�)� 
�~�q�u�e�n�c�e� �n�U�J�1�,�e�r� (lf) : 52 �(�1�1�E�9�0���4�)� 

f Rcoucst �f�3�0�8�:� 11 
[Response tU..: 0. 776 18S) 

" Dota (32 �,�y�t�e�s�)� 

��� Dota: �1�1�6�2�1�3�1�4�1�S�1�1�1�7�1�8�6�9�1�>�1�,�6�A�1�d�1�5�1�f�7�5�7�1�7�2�7�3�7�4�7�5�7�1�7�7�1�l� . .. 
(Length: 32) 

�E� 

No.11 • �f�.�m�&�"�:�D�.�.�D�I�I�0�7�7�6 "�.�s�c�:�x�.�r�.�J�!�J�l �. �l�6�&�J�O�l�1�.�/  " �~�1�,�1�.�l�l�&�J�0�0�.�.�1�.�J�8  " �P�r�o�f�o�t�:�D�/�:�_� �· �~�;�µ �· �!�"�"�1�:�E�d�N�(�J�w�r�g�)�n�i�p�y�.�.�1� ... �~�A�q�8�1�J�J�1�1�.�/�f�l�,�d�-�J�S�S�(�r�e�q�u�s�t�.�l�l�f�l�)� 

� �8�A�.� 7.31. ���0�:�5�B� �A� �M�E�>�-�>�B�2�5�B�>�<� �?�>� �?�@�>�B�>�:�>�;�C� �/�!��� � 

�'�B�>�1�K� �C�2�5�;�8�G�8�B�L� �@�0�7�<�5�@� �7�0�?�>�;�=�O�5�<�>�3�>� �4�0�=�=�K�<�8� �?�>�;�O� �2� �M�E�>�-�7�0�?�@�>�A�5� �8� �B�5�<� 

�A�0�<�K�<� �?�@�8�=�C�4�8�B�L� �:� �D�@�0�3�<�5�=�B�0�F�8�8� �?�0�:�5�B�>�2�,� �<�>�6�=�>� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �A�>�>�B�2�5�B�­

�A�B�2�C�N�I�8�<� �?�0�@�0�<�5�B�@�>�<� (-s �2� �A�8�A�B�5�<�0�E� �U�?�i�x� �8� -1 �2� �A�8�A�B�5�<�5� �W�i�?�d�o�w�s�)� �:�>�<�0�=�4�K� 

pinq. �"�0�:�0�O� �=�5�>�1�E�>�4�8�<�>�A�B�L� �<�>�6�5�B� �2�>�7�=�8�:�=�C�B�L� �?�@�8� �?�@�>�2�5�4�5�=�8�8� �@�0�7�;�8�G�=�K�E� �2�8�­

�4�>�2� �4�8�0�3�=�>�A�B�8�:�8� �A�5�B�5�9�,� �3�4�5� �B�@�5�1�C�N�B�A�O� �<�5�=�L�H�8�5� �@�0�7�<�5�@�K� �D�@�0�3�<�5�=�B�>�2�.� 

���@�>�B�>�:�>�;�K� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O� 203 
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�l�5�!�Q�)�!�@�)�(�I� ���@�>�8�7�2�>�;�J�=�K�9� �B�5�:�A�B�,� �C�?�>�B�@�5�1�;�O�5�<�K�9� �2� �M�E�>�-�7�0�?�j�N�A�5� �?�>� �?�@�>�B�>�:�>�;�C� ICMP, 
�<�>�6�5�B� �?�@�5�4�A�B�0�2�;�O�B�J� �>�A�>�1�K�9� �8�=�B�5�@�5�A� �4�;�O� �?�>�B�5���?�~�8�0�;�J�=�>�9� �0�B�0�:�8� �A�>� �A�B�(�)�­

�@�>�=�K� �7�;�>�C�<�K�H�;�5�=�=�8�:�>�2�.� ��� �'�'�0�A�B�=�>�A�B�8�,� �7�;�>�C�<�K�H�;�5�=�=�8�:�8� �<�>�3�C�B� �2�>�A�?�>�;�'�!�r� 

�7�>�2�0�B�J�A�O� �8�=�D�>�@�<�0�F�8�5�9� �2� �7�0�?�>�;�=�O�5�<�>�<� �?�>�;�5� �-�%�(�)�-���0�?�@�>�A�0� �4�;�O� �>�?�@�5�4�5�;�5�=�8�O� 

�B�8�?�0� �>�?�5�@�0�F�8�>�N�t�>�9� �A�8�A�B�5�<�K�,� �?�>�4� �C�?�@�0�2�;�5�=�8�5�<� �:�>�B�>�@�>�9� �@�0�1�>�B�0�5�B� �?�@�>�2�5�­

�@�O�5�<�>�5� �C�A�B�@�>�9�A�B�2�>�.� ���@�>�<�5� �B�>�3�>�,� �7�;�>�C�<�K�H�;�5�=�=�8�:�8� �<�>�3�C�B� �?�>�<�5�I�0�B�J� �2� �M�B�>� 

�?�>�;�5� �=�5�1�>�;�J�H�8�5� �D�@�0�3�<�5�=�B�K� �4�0�=�8�K�E� �4�;�O� �A�:�@�K�B�>�9� �8�E� �?�5�@�5�4�0�'�'�8� �?�>� �A�5�B�8�.� 

�#�B�8�;�8�B�0� traceroute 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� icmp_ �#�B�8�;�8�B�0� traceroute �A�;�C�6�8�B� �4�;�O� �2�K�O�2�;�5�=�8�O� �?�C�3�8� �?�@�>�·� 

traceroute.pcapng �E�>�6�4�5�=�8�O� �?�0�:�5�B�>�2� �>�B� �>�4�=�>�3�>� �C�A�B�@�>�9�A�B�2�0� �:� �4�@�C�3�>�<�C�.� 

��� �?�@�>�A�B�>�9� �A�5�B�8� �M�B�>�B� �?�C�B�L� �<�>�6�5�B� �?�@�>�E�>�4�8�B�L� �G�5�@�5�7� �5�4�8�=�·� 

�A�B�2�5�=�=�K�9� �<�0�@�H�@�C�B�8�7�0�B�>�@� �8�;�8� �2�>�>�1�I�5� �1�5�7� �=�5�3�>�.� ��� �2� �A�;�>�6�=�>�9� �A�5�B�8� �?�0�:�5�B�0�<�,� �2�>�7�·� 

�<�>�6�=�>�,� �?�@�8�4�5�B�A�O� �?�@�>�9�B�8� �G�5�@�5�7� �4�5�A�O�B�:�8� �<�0�@�H�@�C�B�8�7�0�B�>�@�>�2�,� �G�B�>�1�K� �4�>�A�B�8�3�=�C�B�L� 

�:�>�=�5�G�=�>�3�>� �?�>�;�C�G�0�B�5�;�O�.� �!�;�5�4�>�2�0�B�5�;�L�=�>�,� �4�;�O� �4�8�0�3�=�>�A�B�8�:�8� �A�2�O�7�8� �>�G�5�=�L� �2�0�6�=�>� 

�8�<�5�B�L� �2�>�7�<�>�6�=�>�A�B�L� �?�@�>�A�;�5�4�8�B�L� �:�>�=�:�@�5�B�=�K�9� �?�C�B�L�,� �?�>� �:�>�B�>�@�>�<�C� �?�0�:�5�B�K� �?�@�>�E�>�·� 

�4�O�B� �>�B� �>�4�=�>�3�>� �<�5�A�B�0� �=�0�7�=�0�G�5�=�8�O� �:� �4�@�C�3�>�<�C�.� 

���A�?�>�;�L�7�C�O� �?�@�>�B�>�:�>�;� ICMP �(�8� �2� �=�5�7�=�0�G�8�B�5�;�L�=�>�9� �A�B�5�?�5�=�8� �?�@�>�B�>�:�>�;� IP), �C�B�8�­

�;�8�B�0� traceroute �<�>�6�5�B� �>�B�>�1�@�0�7�8�B�L� �?�C�B�L� �?�@�>�E�>�6�4�5�=�8�O� �?�0�:�5�B�>�2�.� ���0�?�@�8�<�5�@�,� 

�?�5�@�2�K�9� �?�0�:�5�B� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� icmp_traceroute.pcapng �>�G�5�=�L� �?�>�E�>�6� �=�0� 

�M�E�>�-�7�0�?�@�>�A� �8�7� �?�@�5�4�K�4�C�I�5�3�>� �?�@�8�<�5�@�0� �(�@�8�A�.� 7.32). 
��� �?�5�@�5�E�2�0�G�5�=�=�>�<� �B�@�0�D�8�:�5� �8�7� �4�0�=�=�>�3�>� �?�@�8�<�5�@�0� �?�0�:�5�B�K� �1�K�;�8� �A�D�>�@�<�8�­

�@�>�2�0�=�K� �?�>� �:�>�<�0�=�4�5� traceroute 4. 2. 2 .1. �'�B�>�1�K� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �C�B�8�;�8�B�>�9� 

traceroute �2� Windows, �2�2�5�4�8�B�5� �:�>�<�0�=�4�C� tracert �i�@�-�0�4�@�5�A� �2� �:�>�<�0�=�4�=�>�9� �A�B�@�>�­

�:�5�,� �7�0�<�5�=�8�2� �i�@�-�0�4�@�5�A� �=�0� �:�>�=�:�@�5�B�=�K�9� �I� �-�0�4�@�5�A� �B�>�3�>� �C�A�B�@�>�9�A�B�2�0�,� �?�C�~�J� �?�@�>�E�>�6�·� 

�4�5�=�8�O� �?�0�:�5�B�>�2� �:� �:�>�B�>�@�>�<�C� �B�@�5�1�C�5�B�A�O� �2�K�O�2�8�B�L� �8� �?�@�>�A�;�5�4�8�B�L�.� ��� �4�;�O� �B�>�3�>� �G�B�>�1�K� 

�2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �C�B�8�;�8�B�>�9� traceroute �2� �L�i�=�u�x� �8�;�8� ���0�5� OS �%�,� �2�2�5�4�8�B�5� �:�>�<�0�=�4�C� 

traceroute �i�@�-�0�4�@�5�A�.� 

���0� �?�5�@�2�K�9� �2�7�3�;�O�4�,� �M�B�>�B� �?�0�:�5�B� �A�>�4�5�@�6�8�B� �?�@�>�A�B�>�9� �M�E�>�-�7�0�?�@�>�A� f) �8�7� �E�>�A�B�0�,� 

�=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 192 .168 .100 .138, �:� �E�>�A�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 

4. 2. 2 .1 ���,� �8� �?�>�M�B�>�<�C� �2�A�5� �A�>�4�5�@�6�8�<�>�5� �B�>�9� �G�0�A�B�8� �4�0�=�=�>�3�>� �?�0�:�5�B�0�,� �:�>�B�>�@�>�5� �>�B�­

�=�>�A�8�B�A�O� �:� �?�@�>�B�>�:�>�;�C� ICMP, �2�K�3�;�O�4�8�B� �B�0�:�8�<� �6�5� �>�1�@�0�7�>�<�,� �:�0�:� �8� �?�@�8� �D�>�@�<�0�B�8�@�>�­

�2�0�=�8�8� �?�0�:�5�B�0� �A� �M�E�>�-�7�0�?�@�>�A�>�<�.� ���>� �5�A�;�8� �@�0�7�2�5�@�=�C�B�L� �I� �-�7�0�3�>�;�>�2�>�:� �4�0�=�=�>�3�>� �?�0�:�5�B�0�,� 

�B�>� �<�>�6�=�>� �7�0�<�5�B�8�B�L�,� �G�B�>� �2� �?�>�;�5� �"�"�L� �M�B�>�3�>� �7�0�3�>�;�>�2�:�0� �C�A�B�0�=�>�2�;�5�=�>� �7�=�0�G�5�=�8�5� 1 ���.� 

�-�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� �1�C�4�5�B� �0�=�=�C�;�8�@�>�2�0�=� �=�0� �?�5�@�2�>�<� �6�5� �<�0�@�H�@�C�B�8�7�0�·� 

�B�>�@�5�,� �:�>�B�>�@�>�3�>� �>�=� �4�>�A�B�8�3�=�5�B�.� ��� �?�>�A�:�>�;�L�:�C� �I� �-�0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� �?�0�:�5�B�0� 4. 2. 2 .1 
�O�2�;�O�5�B�A�O� �<�5�6�A�5�B�5�2�K�<�,� �B�>�,� �:�0�:� �8�7�2�5�A�B�=�>�,� �<�5�6�4�C� �8�A�E�>�4�=�K�<� �8� �F�5�;�5�2�K�<� �C�A�B�@�>�9�­

�A�B�2�0�<�8� �4�>�;�6�5�=� �=�0�E�>�4�8�B�L�A�O� �E�>�B�O� �1�K� �>�4�8�=� �<�0�@�H�@�C�B�8�7�0�B�>�@�.� �!�;�5�4�>�2�0�B�5�;�L�=�>�,� �4�0�=�­

�=�K�9� �?�0�:�5�B� �=�8�:�>�8�<� �>�1�@�0�7�>�<� �=�5� �A�<�>�6�5�B� �4�>�A�B�8�3�=�C�B�L� �<�5�A�B�0� �A�2�>�5�3�>� �=�0�7�=�0�G�5�=�8�O�.� 
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��� �M�B�>� �E�>�@�>�H�>�,� �?�>�A�:�>�;�L�:�C� �C�B�8�;�8�B�0� traceroute �?�>�;�0�3�0�5�B�A�O� �=�0� �B�>�,� �G�B�>� �4�0�=�=�K�9� 

�?�0�:�5�B� �4�>�A�B�8�3�=�5�B� �;�8�H�L� �?�5�@�2�>�3�>� �<�0�@�H�@�C�B�8�7�0�B�>�@�0� �=�0� �A�2�>�5�<� �?�C�B�8� �?�@�>�E�>�6�4�5�=�8�O� . 

• Wimhark · Pac.lcd' 1 . icmp_traceroute: �>� 

> Fro•e 1: 106 bytes on �w�i�3�e� (848 bits), �1�0�1� bytes �c�o�p�t�u�3�e�d� (848 �,�i�t�s�)� 

�E�t�h�e�3�n�e�t� ���,� �S�3�A�:� �!�>�m�@�>�1�!�>�_�,�8�:�5�9�:�+� �(�0�0�:�1�1�:�d�4�:�,�8�:�5�9�:�+�)�,� Dst: Cisco!nc_4b:c0:7f (00:12:80:4b:c0:7f) 
v !nternet �P�3�o�t�o�c�o�l� Version 4, �S�3�A�:� 192.168.100.138, Dst: 4.2.2.1 ��� 

8100 . . . . • Vers ion: 4 
. . . . 0101 • Header length: 20 bytes 

> Differentioted Services Field: �0�E�9�0� (DSCP: CS0, ECN: �N�o�t�-�E�C�"�)� 

Total length: 92 
Identi ficotion: e><ffSl �(�1�5�3���1�)� 

Flogs: �0�E�0�0� 

�F�r�o�g�<�e�n�t� offset: 0 
> �B�u�.�5� to live: 1 8 

�P�3�o�t�o�c�o�l�:� �I�!��� � ( 1) 
���e�o�d�e�r� checksu•: 0x8fla (validation �d�i�s�a�+�e�d�]� 

Source: 192. �l�1��� .100 .138 
Destination: 4.2.2.1 
[ Source GeoIP: Unknown] 
[Destination GeoIP: Unknown] 

v Internet Control ���e�s�s�a�g�e� Protocol 
�"�C�@�5�:� ��� (Echo (ping) request) �!�)� 
Code: 0 
Checksum: 0xbaff �[�c�o�r�3�e�c�t�]� 

Identifier �(�8���)�:� 1280 �(�0�E�0�5�0�0�)� 

Identifier (LE): 5 �(�0�E�0�0�0�5�)� 

Sequence �n�u�1�R�,�e�r� �(�����)�:� 14335 �(�0�E�3�8�0�0�)� 

Sequence nu11ber (LE): �S�1� �(�0�E�9�0�3�8�)� 

[No response seen] 
> Dato { �1�4� bytes) 

�E� 

No.: 1 • T-(J.J1()tJ(}()tJ • - 19<.168.100.118 • �~ �,� 4.2.1.1 • �l�'�r�r�N�x�:�1�k� �I�C���.� dN 106 • l"'°' �E�d�l�C�U�>�?�!�J�)�- "�M�I�O�S�O�O �,� �S�I�N�/ "�f�f�:�J�N�i�'�~� al•I �{�?�>�-�~� 

Qose 

� �8�A �.� 7.32. ���0�:�5�B� �A� �M�E�>�-�7�0�?�@�>�A�>�<� �?�>� �?�@�>�B�>�:�>�;�C� �/�!��� � �8� �7�=�0�G�5�=�8�5�<� 1, 

�C�A�B�0�=�>�2�;�5�=�=�K�<� �2� �?�>�;�5� �"�"�L� 

���B�>�@�>�9� �?�0�:�5�B�,� �:�0�:� �8� �?�@�5�4�?�>�;�0�3�0�;�>�A�L�,� �A�>�4�5�@�6�8�B� �>�B�2�5�B� �>�B� �?�5�@�2�>�3�>� �4�>�A�B�8�3�=�C�­

�B�>�3�>� �<�0�@�H�@�C�B�8�7�0�B�>�@�0� �=�0� �?�C�B�8� �?�@�>�E�>�6�4�5�=�8�O� �:� �?�>�;�C�G�0�B�5�;�N� �(�@�8�A�.� 7.33). ���5�@�2�K�9� 

�?�0�:�5�B� �4�>�A�B�8�3� �C�A�B�@�>�9�A�B�2�0� �?�>� �0�4�@�5�A�C� 192 .168 .100 .1, �3�4�5� �7�=�0�G�5�=�8�5� �2� �?�>�;�5� TTL �5�3�>� 

�I� �-�7�0�3�>�;�>�2�:�0� �1�K�;�>� �C�<�5�=�L�H�5�=�>� �4�>� �=�C�;�O�,� �A�>�>�B�2�5�B�A�B�2�5�=�=�>� �5�3�>� �=�5�;�L�7�O� �?�5�@�5�4�0�2�0�B�L� 

�4�0�;�L�H�5�.� ���>�M�B�>�<�C� �<�0�@�H�@�C�B�8�7�0�B�>�@� �?�@�8�A�;�0�;� �?�0�:�5�B� �A� �>�B�2�5�B�>�<� �?�>� �?�@�>�B�>�:�>�;�C� ICMP. 
�-�B�>�B� �?�0�:�5�B� �>�B�=�>�A�8�B�A�O� �:� �B�8�?�C� 11 ���,� �8� �5�<�C� �?�@�8�A�2�>�5�=� �:�>�4� ��� 8, �0� �M�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� 

�?�>�;�C�G�0�B�5�;�L� �=�5�4�>�A�B�8�6�8�<�,� �?�>�A�:�>�;�L�:�C� �2�@�5�<�O� �6�8�7�=�8� �?�0�:�5�B�0� �1�K�;�>� �?�@�5�2�K�H�5�=�>� �?�@�8� 

�?�5�@�5�E�>�4�5� �G�5�@�5�7� �<�0�@�H�@�C�B�8�7�0�B�>�@�.� 

�"�0�:�>�9� �?�0�:�5�B� ICMP �8�=�>�3�4�0� �5�I�5� �=�0�7�K�2�0�N�B� �?�0�:�5�B�>�<� �A� �4�2�C�<�O� �7�0�3�>�;�>�2�:�0�<�8�,� �?�>�­

�A�:�>�;�L�:�C� �2� �A�0�<�>�<� �:�>�=�F�5� �B�>�9� �5�3�>� �G�0�A�B�8�,� �:�>�B�>�@�0�O� �>�B�=�>�A�8�B�A�O� �:� �?�@�>�B�>�:�>�;�C� ICMP, 
�A�>�4�5�@�6�8�B�A�O� �:�>�?�8�O� �I� �-�7�0�3�>�;�>�2�:�0� ��� �8� �4�0�=�=�K�5� �?�@�>�B�>�:�>�;�0� ICMP 0, �:�>�B�>�@�K�5� �1�K�;�8� 

�>�B�?�@�0�2�;�5�=�K� �2� �8�A�E�>�4�=�>�<� �M�E�>�-�7�0�?�@�>�A�5�.� �-�B�8� �A�2�5�4�5�=�8�O� �<�>�3�C�B� �?�@�8�=�5�A�B�8� �=�5�<�0�;�C�N� 

�?�>�;�L�7�C� �?�@�8� �4�8�0�3�=�>�A�B�8�:�5� �A�5�B�5�9�.� 

���@�>�B�>�:�>�;�K� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O� 205 
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• Wireshillrk · Pillcket 2 · 1cmp_traceroute �>� �E� 

> Fra""' 2: 70 b)'1:es �>�?� wire (560 �+�t�s�)�,� 78 b)'1:es captured (560 �+�t�s�)� 

Ethernet II, Src: Ciscoinc_4b:c0:7f (00:12:80:4b:c0:7f), Dst: �!���1�1�1�@�0�1�!�>�_�,�8�:�5�9�:�+� �(�0�0�:�1�6�:�d�4�:�,�8�:�5�9�:�+�)� 

v Internet Protocol Version 4, 5rc: 192.168.100.1, Ost: 192.168.100.138 
0190 .... • Version: 4 
. . . . 8181 • ���e�a�d�e�r� Length: 28 b)'1:es 

> Differentiated Services field: �5�E�A�5� (DSCP: CS6, ECN: �f�l�o�t�-�E�C�"�)� 

Total Length: 56 
Identification: �8�E�4�9�1�0� (18714) 

> Flags: �5�E�0�0� 

Frag=nt offset: �5� 

�"�i�n�e� to live: 255 
Protocol: �I�!��� � ( 1) 

> Header checksin: �8�E�2�8�0�5� [validation �d�i�s�a�+�e�d�]� 

Source: 192.168.100.1 
Oestination: 192.168.100.138 
[Source GeoIP: Unknown] 
[Oestination GeoIP: Unknown] 

v Interriet Control ���e�s�s�a� �5� Protocol 
��� �"�C�@�5�:� 11 (Ti11e-to-live exceeded) 
@ code: 0 �(�"�(�5� to live exceeded in transit) 

Checks1JJ1: 9xf4ff [ correct] 
�!�) �>� Internet Protocol �V�e�~�s�i�o�n� 4, Src: 192.168.100,138, Dst: 4,_2_.2_._1 _____ �·�-�-�-�-�~�~�-�_�,� 
0 v Internet Control ���e�s�s�a�g�e� Protocol 

�"�C�@�5�:� 8 (Echo (ping) request) 
Code: 0 
ChecksU11: llxbaff [in �I�!��� � error packet] 
Identifier �(�����)�:� 1280 �(�0�E�0�5�0�0�)� 

Identifier (LE): 5 �(�0�E�0�0�0�5�)� 

Sequence �n�1�J�1�1�1�,�e�r� �(�����)�:� 14336 �(�0�E�3�8�0�0�)� 

Sequence number (LE): 56 �(�0�E�0�0�3�8�)� 

� �8�A�.� 7.33. ���0�:�5�B� �A� �>�B�2�5�B�>�<� �?�>� �?�@�>�B�>�:�>�;�C� �/�!��� � �>�B� �?�5�@�2�>�3�>� �<�0�@�H�@�C�B�8�7�0�B�>�@�0� 

�=�0� �?�C�B�8� �?�@�>�E�>�6�4�5�=�8�O� 

���?�8�A�0�=�=�K�9� �2�K�H�5� �?�@�>�F�5�A�A� �>�B�?�@�0�2�:�8� �?�0�:�5�B�>�2� �A� �<�8�=�8�<�0�;�L�=�K�<� �7�=�0�G�5�=�8�5�<� 

�2� �?�>�;�5� TTL �8�E� �I� �-�7�0�3�>�;�>�2�:�0� �?�@�>�8�A�E�>�4�8�B� �5�I�5� �=�5�A�:�>�;�L�:�>� �@�0�7�,� �?�@�5�6�4�5� �G�5�<� �1�C�4�5�B� 

�?�>�;�C�G�5�=� �?�0�:�5�B� 7. ��� �7�4�5�A�L� �=�0�1�;�N�4�0�5�B�A�O� �B�>� �6�5� �A�0�<�>�5�,� �G�B�>� �8� �2� �?�5�@�2�>�<� �?�0�:�5�B�5�,� �=�>� 

�=�0� �M�B�>�B� �@�0�7� �2� �?�>�;�5� �"�"�L� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�3�>� �I� �-�7�0�3�>�;�>�2�:�0� �C�A�B�0�=�>�2�;�5�=�>� �7�=�0�G�5�=�8�5� 

2, �3�0�@�0�=�B�8�@�C�N�I�5�5�,� �G�B�>� �?�0�:�5�B� �4�>�A�B�8�3�=�5�B� �<�0�@�H�@�C�B�8�7�0�B�>�@�0� �=�0� �2�B�>�@�>�<� �?�5�@�5�E�>�4�5�,� 

�?�@�5�6�4�5� �G�5�<� �>�=� �1�C�4�5�B� �0�=�=�C�;�8�@�>�2�0�=�.� ���0�:� �8� �A�;�5�4�>�2�0�;�>� �>�6�8�4�0�B�L�,� �>�B�2�5�B� �1�C�4�5�B� �?�>�;�C�­

�G�5�=� �>�B� �<�0�@�H�@�C�B�8�7�0�B�>�@�0� �=�0� �A�;�5�4�C�N�I�5�<� �?�5�@�5�E�>�4�5� �?�>� �0�4�@�5�A�C� 192 .168 .1.1 �A� �B�5�<�8� 

�6�5� �A�0�<�K�<�8� �A�>�>�1�I�5�=�8�O�<�8� �?�>� �?�@�>�B�>�:�>�;�C� ICMP �>� �=�5�4�>�A�B�8�6�8�<�>�A�B�8� �?�>�;�C�G�0�B�5�;�O� �8� 

�?�@�5�2�K�H�5�=�8�8� �2�@�5�<�5�=�8� �6�8�7�=�8� �?�0�:�5�B�0�.� 

�-�B�>�B� �?�@�>�F�5�A�A� �A� �C�2�5�;�8�G�5�=�8�5�<� �7�=�0�G�5�=�8�O� �2� �?�>�;�5� TTL �?�@�>�4�>�;�6�0�5�B�A�O� �4�>� �B�5�E� 

�?�>�@�,� �?�>�:�0� �=�5� �1�C�4�5�B� �4�>�A�B�8�3�=�C�B� �?�>�;�C�G�0�B�5�;�L� �?�>� �0�4�@�5�A�C� 4. 2. 2 .1. ���>� �?�@�5�6�4�5� �G�5�<� 

�M�B�>� �?�@�>�8�7�>�9�4�5�B�,� �8�A�B�5�G�5�B� �2�@�5�<�O� �>�6�8�4�0�=�8�O� �7�0�?�@�>�A�0�,� �:�0�:� �A�;�5�4�C�5�B� �8�7� �A�B�@�>�:�8� 8 
�@�5�7�C�;�L�B�0�B�>�2�,� �2�K�2�>�4�8�<�K�E� �C�B�8�;�8�B�>�9� traceroute �=�0� �M�:�@�0�=� �(�@�8�A�.� 7.34). ���0�:� �6�5� 

�B�>�3�4�0� �4�0�=�=�K�9� �?�@�>�F�5�A�A� �<�>�6�5�B� �7�0�2�5�@�H�8�B�L�A�O� �C�A�?�5�H�=�>�,� �5�A�;�8� �2�@�5�<�O� �>�6�8�4�0�=�8�O� 

�7�0�?�@�>�A�0� �?�>� �?�C�B�8� �5�3�>� �?�@�>�E�>�6�4�5�=�8�O� �8�A�B�5�G�5�B�?� ���0�:� �?�@�0�2�8�;�>�,� �M�B�>� �?�@�>�8�A�E�>�4�8�B� �2� 

�B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� �<�0�@�H�@�C�B�8�7�0�B�>�@� �=�5� �>�B�2�5�G�0�5�B� �=�0� �I�!��� �-�7�0�?�@�>�A�K�.� �"�0�:�>�9� �<�0�@�H�­

�@�C�B�8�7�0�B�>�@� �?�>�-�?�@�5�6�=�5�<�C� �?�>�;�C�G�0�5�B� �7�0�?�@�>�A� �8� �?�5�@�5�A�K�;�0�5�B� �4�0�=�=�K�5� �A�;�5�4�C�N�I�5�<�C� 
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�<�0�@�H�@�C�B�8�7�0�B�>�@�C �.� ���<�5�=�=�>� �?�>�M�B�>�<�C� �<�K� �<�>�6�5�<� �>�1�=�0�@�C�6�8�B�L� �A�;�5�4�C�N�I�8�9� �?�5�@�5�E�>�4� 

�2� �A�B�@�>�:�5� 9, �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 7.34. ���0� �4�0�=�=�>�<� �?�5�@�5�E�>�4�5� �?�@�>�A�B�>� �=�5� �1�K�;� �A�D�>�@�­

�<�8�@�>�2�0�=� �?�0�:�5�B� ICMP �A� �A�>�>�1�I�5�=�8�5�<� �>� �?�@�5�2�K�H�5�=�8�8� �2�@�5�<�5�=�8� �6�8�7�=�8�,� �:�0�:� �M�B�>� 

�8�<�5�;�>� �<�5�A�B�>� �=�0� �4�@�C�3�8�E� �?�5�@�5�E�>�4�0�E�.� ���A�;�8� �C�B�8�;�8�B�0� traceroute �=�5� �?�>�;�C�G�0�5�B� �>�B�2�5�B� 

�G�5�@�5�7� �7�0�4�0�=�=�K�9� �8�=�B�5�@�2�0�;� �2�@�5�<�5�=�8�,� �>�=�0� �C�2�5�;�8�G�8�2�0�5�B� �=�0� 1 �7�=�0�G�5�=�8�5� �2� �?�>�;�5� �"�"�L� 

�8� �?�@�>�A�B�>� �?�5�@�5�E�>�4�8�B� �:� �A�;�5�4�C�N�I�5�<�C� �7�0�?�@�>�A�C�.� 

�"�0�:�8�<� �>�1�@�0�7�>�<�,� �2� �E�>�4�5� �>�?�8�A�0�=�=�>�3�>� �2�K�H�5� �?�@�>�F�5�A�A�0� �C�B�8�;�8�B�0� traceroute �A�2�O�­

�7�K�2�0�;�0�A�L� �A� �:�0�6�4�K�<� �8�7� �<�0�@�H�@�C�B�8�7�0�B�>�@�>�2�,� �=�0�E�>�4�O�I�8�E�A�O� �=�0� �?�C�B�8� �?�@�>�E�>�6�4�5�=�8�O� 

�?�0�:�5�B�>�2�,� �A�B�@�>�O� �?�>�?�C�B�=�>� �:�0�@�B�C� �<�0�@�H�@�C�B�0� �:� �<�5�A�B�C� �8�E� �=�0�7�=�0�G�5�=�8�O�.� ���@�8�<�5�@� �B�0�:�>�9� 

�:�0�@�B�K� �?�@�8�2�5�4�5�=� �=�0� �@�8�A�.� 7.34. 

. . . . 
�A�:� \>tracert 4. 2. 2 .1 

�T�r�a�c�i�n�~� r-oute to a.resolvers.level3.n-et (4.2.2.1} 
over �0� ••xi•u• of 30 hops: 

1 ., <1 as <1 •s ItHERIORE2000 [172.16.16.1) 
1 es 1 ., 1 •s 192.168.1.1 
2 •s 2 ., 1 •s 192.16-8.0.1 

• 

• :s as 21 as 21 85 172-127-116-���.� light speed. tukrga. sbcglobal. �<�t� 

�2�.�1�2�7�.�1�1�6�.���}� 

5 26 8S 26 as 24 85 76.201.208.162 
28 as 25 as 24 as �1�2�.�0���.�8�2�.�1�8�1� 

24 ., 2s •s 26 as 12.122.111.121 
Request t iae-d out. 

" 8S 
24 as 24 as �0�.� resol •1ers. level ���.� net (4.2.2.1] 

(17 

� �8�A�.� 7.34. ���@�8�<�5�@� �@�5�7�C�;�L�B�0�B�>�2�,� �2�K�2�>�4�8�<�K�E� �=�>� �M�:�@�0�=� �C�B�8�;�8�B�>�9� traceroute 

�l�e�!�Q�)�l�l��� ���@�8�2�5�4�5�=�=�>�5� �7�4�5�A�J� �>�?�8�A�0�=�8�5� �C�B�H�8�B�K� traceroute �>�B�=�>�A�8�B�A�O� �2� �>�A�=�>�2�=�>�<� �:� 

Windows, �?�>�A�:�>�;�J�:�C� �2� �M�B�>�9� �C�B�8�;�8�B�5� �?�@�8�<�5�=�O�5�B�A�O� �8�A�:�;�N�G�8�B�5�;�J�=�>� �?�@�>�B�>�:�>�;� 

�/�!��� �.� ��� �2� �L�i�n�8�x� �C�B�H�~�8�B�5� traceroute �?�@�8�A�C�I�0� �=�5�A�:�>�;�J�:�>� �1�>�;�J�H�0�O� �C�=�8�2�5�@�­

�A�0�.�;�J�=�>�A�B�J�.� ��� �G�0�A�B�=�>�A�B�8�,� �4�<� �?�@�>�A�;�5�6�8�2�0�=�8�O� �?�C�B�8�,� �?�>� �:�>�B�>�-�@�>�<�C� �?�@�>�E�>�4�O�B� 

�?�0�:�5�B�K�,� �2� �M�B�>�9� �C�B�H�t�8�B�5� �<�>�3�C�B� �?�@�8�<�5�=�O�B�J�A�O� �8� �4�j�r�C�3�8�5� �A�5�B�5�2�K�5� �?�@�>�B�>�:�>�;�K �,� 

�=�0�?�@�8�<�5�@� UDP. 

���@�>�B�>�:�>�;� ICMP �2�5�@�A�8�8� 6 (ICMPv6) 
���1�=�>�2�;�5�=�=�0�O� �2�5�@�A�8�O� �?�@�>�B�>�:�>�;�0� IP �>�?�8�@�0�5�B�A�O� �2� �7�=�0�G�8�B�5�;�L�=�>�9� �A�B�5�?�5�=�8� �=�0� 

�?�@�>�B�>�:�>�;� ICMP �4�;�O� �2�K�?�>�;�=�5�=�8�O� �B�0�:�8�E� �D�C�=�:�F�8�9 �,� �:�0�:� �>�?�@�>�A� �A�>�A�5�4�0� �8�;�8� �>�1�=�0�@�C�­

�6�5�=�8�5� �?�C�B�8� �?�@�>�E�>�6�4�5�=�8�O� �?�0�:�5�B�>�2 �,� �:�0�:� �4�5�<�>�=�A�B�@�8�@�>�2�0�;�>�A�L� �2� �@�0�A�A�<�>�B�@�5�=�=�K�E� 

�@�0�=�5�5� �?�@�8�<�5�@�0�E�.� ���@�>�B�>�:�>�;� �I�C�M�P�v�1� �>�?�8�A�0�=� �2� �4�>�:�C�<�5�=�B�5� RFC 4443 �8� �?�@�5�4�=�0�7�=�0�­

�G�5�=� �4�;�O� �?�>�4�4�5�@�6�:�8� �@�O�4�0� �2�>�7�<�>�6�=�>�A�B�5�9�,� �B�@�5�1�C�N�I�8�E�A�O� �4�;�O� �=�>�@�<�0�;�L�=�>�3�>� �D�C�=�:�­

�F�8�>�=�8�@�>�2�0�=�8�O� �?�@�>�B�>�:�>�;�0� �I�P�v�1�,� �=�0�@�O�4�C� �A� �4�>�?�>�;�=�8�B�5�;�L�=�K�<�8� �C�A�>�2�5�@�H�5�=�A�B�2�>�2�0�­

�=�8�O�<�8 �.� ��� �M�B�>�9� �:�=�8�3�5� �?�@�>�B�>�:�>�;� �I�C�M�P�v�1� �=�5� �@�0�A�A�<�0�B�@�8�2�0�5�B�A�O� �>�B�4�5�;�L�=�>� �?�>�B�>�<�C�,� 

�G�B�>� �2� �=�5�<� �?�@�8�<�5�=�O�5�B�A�O� �B�0�:�0�O� �6�5� �A�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �?�0�:�5�B�0 �,� �:�0�:� �8� �2� �?�0�:�5�B�0�E� 

ICMP. 
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���0�:� �?�@�0�2�8�;�>�,� �?�0�:�5�B�K� �I�C�M�P�v�1� �@�0�7�4�5�;�O�N�B�A�O� �=�0� �:�0�B�5�3�>�@�8�8� �A�>�>�1�I�5�=�8�9� �>�1� 

�>�H�8�1�:�0�E� �8�;�8� �8�=�D�>�@�<�0�F�8�>�=�=�K�E� �A�>�>�1�I�5�=�8�9�.� ���>�;�=�K�9� �?�5�@�5�G�5�=�L� �B�8�?�>�2� �8� �:�>�­

�4�>�2�,� �4�>�A�B�C�?�=�K�E� �2� �?�@�>�B�>�:�>�;�5� �I�C�M�P�v�1�,� �<�>�6�=�>� �=�0�9�B�8� �=�0� �2�5�1�-�A�B�@�0�=�8�F�5� �>�@�3�0�=�8�7�0�­

�F�8�8� IANA �?�>� �0�4�@�5�A�C� http://www. iana �.�o�r�g�/�a�s�s�i�g�n�m�e�n�t�s�/�i�c�m�p�v�1�-�p�a�r�a�m�e�t�e�r�s�/� 

�i�c�m�p�v�1�-�p�a�r�a�m�e�t�e�r�s�.� xhtml. 
��� �M�B�>�9� �3�;�0�2�5� �1�K�;�8� �?�@�5�4�A�B�0�2�;�5�=�K� �=�0�8�1�>�;�5�5� �2�0�6�=�K�5� �?�@�>�B�>�:�>�;�K� �A�5�B�5�2�>�­

�3�>� �C�@�>�2�=�O�,� �:�>�B�>�@�K�5� �2�0�<� �?�@�5�4�A�B�>�8�B� �8�A�A�;�5�4�>�2�0�B�L� �2� �?�@�>�F�5�A�A�5� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�.� 

��� �G�0�A�B�=�>�A�B�8�,� �?�@�>�B�>�:�>�;�K� ARP, IP �8� ICMP �?�>�;�>�6�5�=�K� �2� �>�A�=�>�2�C� �2�A�5�3�>� �>�1�<�5�=�0� �4�0�=�­

�=�K�<�8� �?�>� �A�5�B�8�,� �8� �?�>�M�B�>�<�C� �>�=�8� �8�3�@�0�N�B� �@�5�H�0�N�I�C�N� �@�>�;�L� �2� �@�5�H�5�=�8�8� �7�0�4�0�G�,� �A� �:�>�­

�B�>�@�K�<�8� �2�K� �A�B�>�;�:�=�5�B�5�A�L� �2� �A�2�>�5�9� �?�>�2�A�5�4�=�5�2�=�>�9� �4�5�O�B�5�;�L�=�>�A�B�8�.� ��� �3�;�0�2�5� 8 �1�C�4�C�B� 

�@�0�A�A�<�>�B�@�5�=�K� �=�0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�5� �?�@�>�B�>�:�>�;�K� �B�@�0�=�A�?�>�@�B�=�>�3�>� �C�@�>�2�=�O� -
�"�!� � �8� UDP. 
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��� ���"���������+� 

�"� �����!����� �"��������� �#� �������/� 

��� �M�B�>�9� �3�;�0�2�5� �<�K� �?�@�>�4�>�;�6�8�<� �@�0�A�A�<�>�B�@�5�=�8�5� �>�B�4�5�;�L�=�K�E� 

�?�@�>�B�>�:�>�;�>�2� �8� �8�E� �?�@�>�O�2�;�5�=�8�5� �=�0� �C�@�>�2�=�5� �?�0�:�5�B�>�2�.� ���@�>�­

�4�2�8�3�0�O�A�L� �2�2�5�@�E� �?�>� �<�>�4�5�;�8� OSI, �<�K� �@�0�A�A�<�>�B�@�8�<� �B�@�0�=�A�­

�?�>�@�B�=�K�9� �C�@�>�2�5�=�L� �8� �=�0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�5� �=�0� �M�B�>�<� 

�C�@�>�2�=�5� �?�@�>�B�>�:�>�;�K� �"�!� � �8� UDP. 

���@�>�B�>�:�>�;� �C�?�@�0�2�;�5�=�8�O� �?�5�@�5�4�0�G�5�9� �(�"�!� �)� 
���>�=�5�G�=�0�O� �F�5�;�L� �?�@�>�m�0�1�!�>�;�0� �"�!� � (Transmission Control Protocol - �?�@�>�B�>�:�>�;� 

�C�?�@�0�2�;�5�=�8�O� �?�5�@�5�4�0�G�5�9�)� - �>�1�5�A�?�5�G�8�B�L� �=�0�4�5�6�=�C�N� �4�>�A�B�0�2�:�C� �4�0�=�=�K�E� �8�7� �>�4�=�>�9� �:�>�­

�=�5�G�=�>�9� �B�>�G�:�8� �A�5�B�8� �2� �4�@�C�3�C�N�.� ���0�:� �>�?�@�5�4�5�;�5�=�>� �2� �A�B�0�=�4�0�@�B�5� RFC 793, �?�@�>�B�>�:�>�;� 

�"�!� � �>�B�2�5�G�0�5�B� �7�0� �>�B�A�;�5�6�8�2�0�=�8�5� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�5�9� �4�0�=�=�K�E� �8� �C�A�B�@�0�=�5�=�8�5� 

�>�H�8�1�>�:� �8� �2� �:�>�=�5�G�=�>�<� �A�G�5�B�5� �>�1�5�A�?�5�G�8�2�0�5�B� �4�>�A�B�0�2�:�C� �4�0�=�=�K�E� �?�>� �<�5�A�B�C� �8�E� �=�0�­

�7�=�0�G�5�=�8�O�.� ���@�>�B�>�:�>�;� �"�!� � �A�G�8�B�0�5�B�A�O� �>�@�8�5�=�B�8�@�>�2�0�=�=�J�t�<� �=�0� �C�A�B�0�=�>�2�:�C� �A�>�5�4�8�=�5�=�8�O�,� 
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�8�=�0�G�5� �=�0�7�K�2�0�5�<�K�E� �A�B�0�=�4�0�@�B�=�K�<�8� �(�8�;�8� �?�>�A�B�>�O�=�=�K�<�8�)� �A� �=�>�<�5�@�0�<�8� �>�B� 1 
�4�>� 1023, �3�4�5� �=�>�<�5�@� ��� �7�0�@�5�7�5�@�2�8�@�>�2�0�=� �8� �?�>�M�B�>�<�C� �8�3�=�>�@�8�@�C�5�B�A�O�.� ��� �E�>�@�>�H�>� 

�8�7�2�5�A�B�=�K�E� �8� �2�?�>�;�=�5� �C�?�@�>�G�8�2�H�8�E�A�O� �A�;�C�6�1�0�E� �>�1�K�G�=�>� �?�@�8�<�5�=�O�N�B�A�O� �?�>�@�­

�B�K�,� �>�B�=�>�A�O�I�8�5�A�O� �:� �3�@�C�?�?�5� �A�8�A�B�5�<�=�K�E� �?�>�@�B�>�2�.� 

• ���@�C�?�?�0� �2�@�5�<�5�=�=�K�E� �?�>�@�B�>�2�.� �-�B�>� �3�@�C�?�?�0� �?�>�@�B�>�2� �A� �=�>�<�5�@�0�<�8� �2� �?�@�5�4�5�;�0�E� 

�>�B� 1024 �4�>� 65535, �E�>�B�O� �2� �=�5�:�>�B�>�@�K�E� �>�?�5�@�0�F�8�>�=�=�K�E� �A�8�A�B�5�<�0�E� �M�B�8� �?�@�5�4�5�­

�;�K� �<�>�3�C�B� �>�?�@�5�4�5�;�O�B�L�A�O� �8�=�0�G�5�.� �'�5�@�5�7� �?�>�@�B� �4�0�=�=�>�9� �:�0�B�5�3�>�@�8�8� �>�4�=�>�2�@�5�­

�<�5�=�=�>� �<�>�6�5�B� �A�2�O�7�K�2�0�B�L�A�O� �B�>�;�L�:�>� �>�4�=�0� �A�;�C�6�1�0�,� �8� �?�>�M�B�>�<�C� �2� �A�>�2�@�5�<�5�=�=�K�E� 

�>�?�5�@�0�F�8�>�=�=�K�E� �A�8�A�B�5�<�0�E� �?�>�@�B�K� �>�B�?�@�0�2�8�B�5�;�O� �2�K�1�8�@�0�N�B�A�O� �?�@�>�8�7�2�>�;�L�=�>�,� 

�G�B�>�1�K� �>�B�;�8�G�0�B�L� �>�4�8�=� �A�5�0�=�A� �A�2�O�7�8� �>�B� �4�@�C�3�>�3�>�.� ���0�:� �?�@�0�2�8�;�>�,� �?�>�@�B�K� �>�B�?�@�0�­

�2�8�B�5�;�O� �2�K�1�8�@�0�N�B�A�O� �8�7� �4�>�A�B�C�?�=�>�3�>� �4�8�0�?�0�7�>�=�0� �2�@�5�<�5�=�=�K�E� �(�B�.�5�.� �4�8�=�0�<�8�G�5�­

�A�:�8� �=�0�7�=�0�G�0�5�<�K�E�)� �=�>�<�5�@�>�2� �?�>�@�B�>�2�.� 

� �0�A�A�<�>�B�@�8�<� �2� �:�0�G�5�A�B�2�5� �?�@�8�<�5�@�0� �?�0�@�C� �?�0�:�5�B�>�2� �"�!� � �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� tcp _ 
ports .pcapng, �G�B�>�1�K� �2�K�O�2�8�B�L� �8�A�?�>�;�L�0�C�5�<�K�5� �2� �=�8�E� �=�>�<�5�@�0� �?�>�@�B�>�2�.� ��� �M�B�>�<� �D�0�9�­

�;�5� �A�>�4�5�@�6�8�B�A�O� �A�5�B�5�2�>�9� �B�@�0�D�8�:� ���"�"� �,� �?�5�@�5�E�2�0�G�5�=�=�K�9� �?�@�8� �?�@�>�A�<�>�B�@�5� �:�;�8�5�=�­

�B�>�<� �4�2�C�E� �2�5�1�-�A�0�9�B�>�2�.� ���0�:� �C�?�>�<�8�=�0�;�>�A�L� �@�0�=�5�5�,� �4�;�O� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �2� �?�@�>�B�>�:�>�;�5� 

���"�"� � �?�@�8�<�5�=�O�5�B�A�O� �?�@�>�B�>�:�>�;� �"�!� �,� �G�B�>� �A�;�C�6�8�B� �E�0�@�0�:�B�5�@�=�K�<� �?�@�8�<�5�@�>�<� �B�@�0�D�8�­

�:�0� �"�!� �.� 

���2�0� �?�5�@�2�K�E� �7�=�0�G�5�=�8�O� �2� �7�0�3�>�;�>�2�:�5� �?�5�@�2�>�3�>� �?�0�:�5�B�0� �8�7� �4�0�=�=�>�3�>� �D�0�9�;�0� 

�(�@�8�A�.� 8.3) �>�1�>�7�=�0�G�0�N�B� �?�>�@�B� �>�B�?�@�0�2�8�B�5�;�O� �8� �?�>�;�C�G�0�B�5�;�O� �M�B�>�3�>� �?�0�:�5�B�0�.� ��� �G�0�A�B�=�>�­

�A�B�8�,� �M�B�>�B� �?�0�:�5�B� �?�>�A�K�;�0�5�B�A�O� �8�7� �E�>�A�B�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 172 .16 .16 .128, 
�E�>�A�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 212. 58. 226 .142. ���>�@�B� �>�B�?�@�0�2�8�B�5�;�O� �8�<�5�5�B� 

�=�>�<�5�@� 2826 ���,� �B�.�5�.� �M�B�>� �2�@�5�<�5�=�=�K�9� �?�>�@�B�.� �(���0�?�>�<�=�8�<�,� �G�B�>� �?�>�@�B�K� �>�B�?�@�0�2�8�B�5�;�O� 

�2�K�1�8�@�0�N�B�A�O� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�>�9� �?�@�>�8�7�2�>�;�L�=�>�,� �E�>�B�O� �8�E� �A�;�C�G�0�9�=�>� �2�K�1�@�0�=�­

�=�K�5� �=�>�<�5�@�0� �:�0�:� �?�@�0�2�8�;�>� �C�2�5�;�8�G�8�2�0�N�B�A�O�.�)� ��� �?�>�@�B� �?�>�;�C�G�0�B�5�;�O� �8�<�5�5�B� �=�>�<�5�@� 80 
8, �B�.�5�.� �M�B�>� �A�B�0�=�4�0�@�B�=�K�9� �A�8�A�B�5�<�=�K�9� �?�>�@�B�,� �=�0�7�=�0�G�0�5�<�K�9� �4�;�O� �2�5�1�-�A�5�@�2�5�@�>�2�,� �@�0�1�>�­

�B�0�N�I�8�E� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� �.� 

���1�@�0�B�8�B�5� �2�=�8�<�0�=�8�5� �=�0� �B�>�,� �G�B�>� �2� Wireshark �C�r�N�<�O�=�C�r�K�A� �2�K�H�5� �?�>�@�B�K� �>�1�>�7�=�0�­

�G�5�=�K� �<�5�B�:�0�<�8� slc-systemlog (2826) �8� http (80). ��� �?�@�8�;�>�6�5�=�8�8� Wireshark �2�5�­

�4�5�B�A�O� �A�?�8�A�>�:� �?�>�@�B�>�2� �8� �<�5�A�B� �8�E� �=�0�8�1�>�;�5�5� �G�0�A�B�>�3�>� �C�?�>�B�@�5�1�;�5�=�8�O�.� ��� �E�>�B�O� �A�8�A�B�5�<�­

�=�K�5� �?�>�@�B�K� �>�1�>�7�=�0�G�0�N�B�A�O� �2� �>�A�=�>�2�=�>�<� �:�0�:� �=�0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�5�,� �<�=�>�3�8�5� 

�2�@�5�<�5�=�=�K�5� �?�>�@�B�K� �A�2�O�7�0�=�K� �A� �G�0�A�B�>� �C�?�>�B�@�5�1�;�O�5�<�K�<�8� �A�;�C�6�1�0�<�8�.� �"�0�:�>�5� �>�1�>�7�=�0�­

�G�5�=�8�5� �?�>�@�B�>�2� �A�?�5�F�8�0�;�L�=�K�<�8� �<�5�B�:�0�<�8� �<�>�6�5�B� �2�2�5�A�B�8� �2� �7�0�1�;�C�6�4�5�=�8�5�,� �8� �?�>�M�B�>�<�C� 

�5�3�>�,� �:�0�:� �?�@�0�2�8�;�>�,� �;�C�G�H�5� �>�B�<�5�=�8�B�L�,� �>�B�:�;�N�G�8�2� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �8�<�5�=� �=�0� �B�@�0�=�A�­

�?�>�@�B�=�>�<� �C�@�>�2�=�5�.� �!� �M�B�>�9� �F�5�;�L�N� �2�K�1�5�@�8�B�5� �:�>�<�0�=�4�C� EditQPreferencesQName Resolu­

tion �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N� �8� �A�1�@�>�A�L�B�5� �D�;�0�6�>�:� Resolve Transport Names �(���@�5�>�1�@�0�7�>�2�0�B�L� 
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�B�@�0�=�A�?�>�@�B�=�K�5� �8�<�5�=�0�) �.� ���A�;�8� �2�K� �E�>�B�8�B�5� �>�A�B�0�2�8�B�L� �M�B�>�B� �D�;�0�6�>�:� �C�A�B�0�=�>�2�;�5�=�=�K�<�,� 

�=�>� �6�5�;�0�5�B�5� �8�7�<�5�=�8�B�L� �?�>�@�O�4�>�:� �>�1�>�7�=�0�G�5�=�8�O� �>�?�@�5�4�5�;�5�=�=�>�3�>� �?�>�@�B�0� �2� Wireshark, 
�4�;�O� �M�B�>�3�>� �2�0�<� �?�@�8�4�5�B�A�O� �2�=�5�A�B�8� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�5� �8�7�<�5�=�5�=�8�O� �2� �D�0�9�;� services, 
�=�0�E�>�4�O�I�8�9�A�O� �2� �A�8�A�B�5�<�=�>�<� �:�0�B�0�;�>�3�5� Wireshark. �!�>�4�5�@�6�8�<�>�5� �M�B�>�3�>� �D�0�9�;�0� �>�A�­

�=�>�2�K�2�0�5�B�A�O� �=�0� �A�?�8�A�:�5� �>�1�I�5�C�?�>�B�@�5�1�8�B�5�;�L�=�K�E� �?�>�@�B�>�2� �(�?�@�8�<�5�@� �@�5�4�0�:�B�8�@�>�2�0�­

�=�8�O� �D�0�9�;�0�,� �?�@�5�4�=�0�7�=�0�G�5�=�=�>�3�>� �4�;�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=�,� �?�@�8�2�5�4�5�=� �2� �@�0�7�4�5�;�5� 

�"���@�8�<�5�=�5�=�8�5� �A�?�5�F�8�0�;�L�=�>�3�>� �D�0�9�;�0� hosts" �3�;�0�2�K� 5, �"���>�?�>�;�=�8�B�5�;�L�=�K�5� �2�>�7�<�>�6�­

�=�>�A�B�8� Wiresl1ark") . 

• �W�i�r�e�s�h�<�t� · �P�:�l�c�d� 1 · tcp_ports 

---- --------) �f�l�"�'�a�~� 1: 66 �,�y�t�e�s� on wire (528 bits). 66 �,�y�t�e�s� c1ptured (528 �,�i�t�s�)� 

Ethernet ���"� Src: Inte1Cor_Sb:7d:4a (e6:11:61:Sb:7d:41)" Ost: D-tini(_21:99:4c (te:e5:5d:21:99;4c) 
Intemet Prctocol �V�e�3�s�i�o�n� 4" Src: 172.16.16.128. Ost: 211.58.226.14.2 

• k t 
Source Port: slc-systew.lo& (2826) 
�~�s�t�i�;�2�t�i�o�n� � �>�3�t �:� http (88) 8 
�{�S�t�r�e�F� index: t] 
(l"CP �~�g�<�n�t� len: 8] 
�~�~�A�5� �H�.�.�L�5�l�"�'�:� 3691127924 
Acknowledpent �n�~�r�:� �5� 

���5�0�d�5�:�3� Length: 32 bytes 

�W�i�n�c�k�<� sia v111lue: 8192 
�[�C�a�l�c�u�l�a�t�~� window siz:e: 8192] 
Checks18: Etxcfeb [validetion �d�i�s�a�+�r�d�]� 

Urgl!nt pointer: 8 

�>� �E� 

l 

Options: (12 bytes), �~�E�1�- �s�e�~�n�t� size, No-Oper11tion (NOP) , Window sc1le, No-Oper-etion �(����� �) �,� No-Op•r•tlon {NOP), SACK ptt,...itted 

Ntl. t J r-AlIOlllAI �·�~� J7Lll.-U.IZI �· �~� lU.Sl.151.fl • �~� n::P • �/�J�t�f�r�x�~� -•['SYNjs.;.JffJl»JJ.I �H�.�-�1�1�1�J�8�n�-�D�/�l�l�S�S�.�J�(� WS..fSAGi(.PEIVJ•I 

c:o;:J !'"\> 

� �8�A �.� 8.3. ��� �7�0�3�>�;�>�2�:�5� �?�@�>�B�>�:�>�;�0� �"�!� � �C�:�0�7�K�2�0�N�B�A�O� �?�>�@�B�K� �>�B�?�@�0�2�8�B�5�;�O� �8� �?�>�;�C�G�0�B�5�;�O� 

���B�>�@�>�9� �?�0�:�5�B� �?�>�A�K�;�0�5�B�A�O� �2� �>�1�@�0�B�=�>�<� �=�0�?�@�0�2�;�5�=�8�8� �8�7� �E�>�A�B�0�,� �=�0�E�>�4�O�I�5�3�>�­

�A�O� �?�>� �0�4�@�5�A�C� 212. 58. 226 .142, �E�>�A�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 172 .16 .16 .128 
�(�@�8�A�.� 8.4). ���0�:� �8� �I� �-�0�4�@�5�A�0�,� �?�>�@�B�K� �>�B�?�@�0�2�8�B�5�;�O� �8� �=�>�;�C�G�0�B�5�;�O� �B�5�?�5�@�L� �<�5�=�O�N�B�A�O� 

�<�5�A�B�0�<�8� ���.� 

�~� Wrmharlr: · � �:�k�8� 2 · tcp_potts 

) fra. 1: 66 �,�y�t�e�s� on �w�i�;�'�;�{�s�2�8�'�,�i�t�7�}�:�-�-�K� �,�y�t�e�s� �c "�p�t�u�3�e�d� �(�5�2�8 �- �+�t�s�)� 
fthernt1t �I�I�~� Src: O·li.nk_11:M:4c �(�N�:�8�S�:�S�d�:�2�1�~�9�9�:�4�c�)�,� Ost: IntelCor �_�~�b�:�7�d�:�A�.�a� (M:21:6a:Sb:7d:4•) 

.., �I�n�t�e�r�<�t� Pratoco] Version "4. St'c: 112.S8.U6.142" Dst: 172.16.16.1Z8 

�· �:�~�~�~�=�.�~�:�:�~ �:� 2826 
�(�S�t�3�5�<� index: 8] 
�(�"�!� � �~�s�-�:�n�t� l en: 8] 
�~�q�u�l�!�n�c�e� �n�u�.�,�t�!�3�:� �5� �(�3�e�l�1�t�i�v�e� �s�~�u�e�n �c �e� nu•Mr) 
�A�c�k�r�N�w�l�e�d�p�l�'�n�t� �n�U�1�1�,�e�l�"�:� 1 �(�3�e�l "�t�i�v�e� eclc �n�~�r �)� 

���e�.�d�r�r� Len h: 32 �,� es 

Window size v•lue: S848 
[C•lcul•ted window size: 583] 
ChecksU8: �l�E�9�:�8� [v•lidation �d�l�s "�,�l�~�J� 

Ur1ent pointer: �5� 

�>� 

Opt1ons: (12 byUs), �f�t�J�x�i�a�O� sepent site, No·Operatlon �{ ����� �)�.� No·Oper at1on ( NOfl), SACK pe,..1tted, No·Operotion (NOP)J windOtl sc.le 
[SEQ/ ACK analysls] 

No.;J ���-�-�A�U�N�Z�; �· �.�S�.�.�-�1�L�l�J�&�J�J�J�l�.�.�J�.�C�Z �· �~�J�7�1�-�t�l�.�-�.�,�U�I� �P�l�'�D�o�d�~ �· �~�l�l �· �/�,�.�.�;�.�.�"�_�N�� �j �$�Y�N�,�A�C�X �} �S�N "�l�,�l�d�: "�t�~�S���!�.�-�D���:�S�S�.�J�J�(�J�f�s�,�l�C�J�C�.�~�l�l�f�'�.�S�" "�(� 

�~�"�"�'� 

�E� 

� �8�A�.� 8.4. ���@�8� �?�5�@�5�4�0�G�5� �4�0�=�=�K�E� �2� �>�1�@�0�B�=�>�<� �=�0�?�@�0�2�;�5�=�8�8� �=�>�<�5�@�0� �?�>�@�B�>�2� �>�B�?�@�0�2�8�­

�B�5�;�O� �8� �?�>�;�C�G�0�B�5�;�O� �<�5�=�O�N�B�A�O� �<�5�A�B�0�<�8� 
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�?�>�@�B�>�2� �<�>�6�=�>� �=�0�9�B�8� �2� �C�?�>�<�8�=�0�2�H�5�<�A�O� �2�K�H�5� �D�0�9�;�5� services, �@�0�A�?�0�;�>�­

�6�5�=�=�>�<� �2� �A�8�A�B�5�<�=�>�<� �:�0�B�0�;�>�3�5� Wireshark. 
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�<�5�=�C� �4�0�=�=�K�<�8�.� 
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D < D SYN/ACK 
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�?�>�A�:�>�;�L�:�C� �2� �4�0�=�=�>�<� �?�>�;�5� �C�:�0�7�K�2�0�5�B�A�O� �A�;�5�4�C�N�I�8�9� �?�>�@�O�4�:�>�2�K�9� �=�>�<�5�@�,� �:�>�B�>�­

�@�K�9� �>�6�8�4�0�5�B� �?�>�;�C�G�8�B�L� �E�>�A�B�.� 

���@�>�B�>�:�>�;�K� �B�@�0�=�A�?�>�@�B�=�>�3�>� �C�@�>�2�=�O� 21 S 

Tlgm: @it_boooks



�>� �E� 

> �E�t�h�e�3�n�e�t� II, Src: Inte1Cor_Sb:7d:4a (86:21:6a:Sb:7d:4a), Dst: O·L1nk_21:99,4c (N.&S:Sd:21:99:4c) 
r �I�n�t�e�3�n�e�t� Protocol Version 4, �S�3�A�:� ln.16.16.128, l)st; 212,58.226.14.2 �~� 

F;.;; 1: 66 bytes on w.i.re (53bits), 66 bytes c•ptured (528 �+�t�s�)� - -- -

v • �·�~�~�i�:�.�.�"�i�l�i�i�H�<�.�.�~ �-�=�=�=�=�=�=�=�=�=�=�=�=�1� 
�S�o�u�3�c�e� � �>�3�t�:� 2826 
Df'stination Port: 88 
�[�S�t�3�e "� index: 8} 
�(�"�!� � �~�p�e�n�t� len: 8) 
�~�q�u�e�n�c�e� �n�~�r�:� 3691127924 ��� 
Acknowledpent �?�u�.�,�5�3�:� 8 
IW'•der len h: 32 

�5�5�5� ......... • Aeserved: ���>�t� set 
, •. 8 • , .•.... " Nonce: No't set 

•. , . 8 ...•••. • Consestion Window Reduced {CWR): �f�.�.�t� set 
�.�5� .•••.• • ECH·Echo: Not set 
.. �5� .•... • Urgent: Not set 
•.. �5� .... • �A�.�c�k�n�o�w�1�e�d�~�n�t�:� ���>�t� set 

.. , . " .. �5� ... • Push: Not set 

....... �5� " Fin: �t�N�t� set 
�(�"�!� � �F�l "�2�s�:� ··········s•] 

Window size value: 8192 
(CJ1lculated window size: 8192] 
ChecksU11: excft!b [validation �d�l�s�a�+�I�O�]� 

Urcent: pointer: �5� 

) Options: (12 bytes), ���.�E�1���u�8� �s�e�~�n�t� si:e, ���o�·�O�p�e�r�a�t�i�o�n� (t.OP), Window sca)e, No-Qperation (NOP), No·Oper•tion �(����� �)�,� SACK per.ittIO 

�~� 1 • ,_......., �.�5�0�.�m�l�t�/�1�U�S�.�1�'�-�&�6�- �~�(�J�&�J�,�l�f�.�J�'� �~� �"�C�P  " �L�e�v�t�/�l�f� ff �·�J�l�l�'�,�r�1�1�1���-�l�l�D�{�S�Y�N�}�!�i�«�;�.�J�l�i�t�u�r�J�'�J�l�4�~�J�1�t�.�.�~�N�S�S�-�;�<�1�1�1�1�~�S�A�O�i�.�.�.�'�8�N "�l� 

�~� ""' 

� �8�A�.� 8.6. ���5�@�2�>�=�0�G�0�;�L�=�>� �?�>�A�K�;�0�5�<�K�9� �?�0�:�5�B� SYN 

Ethernet II" Src: D·tink_21:99:4c (i8:85:Sd:21:99:4c), Dst: Inte1Cor _Sb:7d:4a (M:21:6a:Sb:7d:41) 

�E� nfra.e 2: 66 �,�y�t�e�s� on �~�(�5�1�.�2� bits), 66 �,�y�t�e�s� �c�a�p�t�u�~�d� {Sz8 �,�1�t�s�)� - -

Internet Protocol Version 4, Src: 212.58.2.26.142, Ost: 172.16.16.128 �·�"�,�!�W�:�(�( �:�J�;�i�i�i�i�:�:�i�:�=�=�=�=�=�=�=�~� 
�"�"�"�r� r � � r r • • �t�~ �. �J�I� 1'1 

Source Port: 88 
Destin1tion Port: 2826 
[Stre• inde-x: 9] 
[ �"�!� � 5e:pent Len: �5�]� 

Sequen(e �n�l�.�8�,�e�r�:� 233779348 ��� 
Acknowledpent �n�U�l�l�,�e�r�:� 3691127925 8 

�!�) �.�.�,� �~�a�d�e�r� len th: 32 bytes 

�&�5�5�.� • . . • • . , • • �R�e�s�e�3�v�e�d�:� Not set 
... �5� ........ • Nonce: Not set 
•.•• �5� •.•••.• • consestion Window ReducIO (CWR): Not set 
..... �5� ...... • ECN-Echo: Nat set 

.. 8 ..... • Ursent: ���>�t� set: 
•.. 1 .... • �~�k�n�o�w�l�e�d�s�=�n�t�:� Set 
.... �5�.�"� • Push: ���>�t� set 
.. .•. �5� .. • Reset: �t�,�t� set 

. . . . . .. 8 • Fin: Not set 
�{�"�!� � Flags: ·······A··s•] 

Window si=.e: v1lue: 5848 
�[�C�1�l�c�u�l�a�t�~� window size: 5848] 
ChecksU8: Endace [valid•tion �d�i �s�1�+�e�d�]� 

Ur1ent pointer: �5� 

Options: (12 bytes), "-'•1*8 sepent si:ze, �N�o�-�O�p�e�3�a�t�i�o�o� (NOP). No-Ope:r•tion �(�.� �)�.� SACK pentitt@d, NCl-Op@r1tion (NOP). WindolJf sc•le 1 
> [SEQIACK �e�<�l�.�y�s�i�s�]� _J 

� �8�A�.� 8.7. ���B�2�5�B�=�K�9� �?�0�:�5�B� SYN/ ���! ��� 

��� �?�>�A�; �5 �4�=�8�<� �2� �?�@�>�F �5�A�A�5� �B�@�5�E�M�B�0�?�=�>�9� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� �? �@�>�B�>�:�> �; �C� 

�"�!� � �O�2�;�O�5�B�A�O� �?�0�:�5�B� ���!��� 8, �?�>�A�K�;�0�5�<�K�9� �8�7� �E�>�A�B�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�­

�A �C� 172 .16 .16 .128 �(�@�8�A�.� 8.8). ���0�:� �8� �A�;�5�4�>�2�0�;�>� �>�6�8 �4 �0�B�L�,� �M�B�>�B� �?�0�:�5�B� �A �>�4�5�@�6�8�B� 

216 ���; �0 �2 �0� ��� 
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�?�>�@�O�4�:�>�2�K�9� �=�>�<�5�@� 3691127925 ���,� �>�?�@�5�4�5�;�O�5�<�K�9� �=�0� �>�A�=�>�2�0�=�8�8� �=�>�<�5�@�0� �?�>�4�­

�B�2�5�@�6�4�5�=�8�O� �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�<� �?�>�;�5� �?�@�5�4�K�4�C�I�5�3�>� �?�0�:�5�B�0� . 

• �W�i�r�1�h�a�r�l�c�.� Packet 3 · tcp_handshllke 

> fr411e 3: 54 bytes on wire (432 b.its), 54 bytes captured (432 �+�t�s�)� 

) �f�t�h�e�3�n�e�t� II, Src: Inte1Cor_Sb:7d:4a �(�8�8�:�2�1�:�6�2�:�S�b�:�7�d�:�4�i�!�)�"� Ost: 0-Unk_21:99:4c (86:0S:5d:21:99:4c) 
> Internet Protocol Version 41 �S�3�A�:� 172.16.16.128, Dst: �2�U�.�S�8�.�2�.�l�.�1�.�1�'�4�2� 

�>� �E� 

v Transaission Control Protocol, Src Port: 2826 (2826)1 Ort Port: 80 (88), Seq: 369112792.S, Ack:: 233779341, ten: 8 
Source � �>�3�t�:� 2826 

Oestination Port: 80 
[Strea11 index: 8) 
�(�"�!� � �S "�g�>�1���'�n�t� l•n: 0) 
Sequence �n�u�<�,�e�r�:� 3691127925 ��� 
Acknowledg.ent �n�U�l�l�,�e�3�:� 233779341 
���5�0�d�5�3� length: 20 bytes 

" Flags: �0�E�5�1�5� �(���!���)� 

000. . . . . . . . . = Reserved: Not set 
... �5� ........ • Nonce: ���>�t� set 
.. . . 8... . ... • Congestion Window Reduced (CWR): Not set 

.0 ...... • EOl· Echo: Not set 

.. 0 . .... • Urge:nt: Not set 

.. . 1 .... • Acknowl•dgnont: s.t @ 

.... �5� ... • Push: Not set 
�.�5� . . • Rese:t: Not set 

. .. ... �5�.� • Syn: Not se:t 

.. . .... �5� "' Fin: Not set 
�[�"�!� � Flags:  " " " " " " "�4 " " " "�]� 

Window size value: 4218 
�[�C�a�l�c�u�l�2�t�e�d� window size: 16872] 
[Window size scaling factor : 4] 

) Cht!!tksu11: �0�8�1�+� [validation �d�i�s�a�+�e�d�]� 

Urgent pointer : 6 
> [SEQ/ACK anolysis] 

!� �,�! �} �'� �T�i�t�< �;� �(�)�.�J�J�l�J�J�8 �· �~�1�7�1 �. �J�&�.�1�6 �, �J�M �· �~� �1�1�1�.�S�&�Z���H�J� •Ptr:tt«r:r. �"�!� � �· �~� $4  " �1�*�}�8�2�6�-�8�t�1 �/ �A�a�t�}�~�J�N�S�A�d�t�:�E�J�7�7�9�N�J� �W�h�-�:�J�l�i�D�1�~�0� 

�0�.�.�.� 1 �3 �.�.�.�.�,� 

� �8�A�.� ���.���.� ���>�A�;�5�4�=�8�9� �?�0�:�5�B� ���!��� 

�#�A�B�0�=�>�2�:�0� �A�2�O�7�8� �?�@�>�8�A�E�>�4�8�B� �?�5�@�5�4� �:�0�6�4�>�9� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L�N� �>�1�<�5�=�0� 

�4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �.� ���A�;�8� �2�K� �A�>�@�B�8�@�C�5�B�5� �:�@�C�?�=�K�9� �D�0�9�;� �?�5�@�5�E�2�0�B�0� �2� 

�?�>�8�A�:�0�E� �=�0�G�0�;�0� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�8� �>�1�<�5�=�0� �4�0�=�=�K�<�8�,� �B�>� �O�2�=�K�<� �5�3�>� �?�@�8�7�=�0�­

�:�>�<� �A�;�C�6�8�B� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �?�0�:�5�B�>�2� �S�Y�N�-�S�Y�N�/�A�C�K�-�A�C���.� 

� �0�7�@�K�2� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� tcp _ 
teardown.pcapng 

���>�;�L�H�8�=�A�B�2�>� �?�@�8�2�5�B�A�B�2�8�9� �2� �:�>�=�5�G�=�>�<� �8�B�>�3�5� �7�0�2�5�@�H�0�5�B�­

�A�O� �?�@�>�I�0�=�8�5�<�,� �0� �2� �?�@�>�B�>�:�>�;�5� �"�!� � �:�0�6�4�K�9� �A�5�0�=�A� �C�A�B�0�-

�=�>�2�:�8� �A�2�O�7�8� - �@�0�7�@�K�2�>�<�.� ��� �G�0�A�B�=�>�A�B�8�,� �@�(�}�,���@�J�t�2� �A�2�O�7�8� �?�>� 

�?�@�>�m�Q�'���>�;�C� �"�!� � �A�;�C�6�8�B� �4�;�O� �:�>�@�@�5�:�B�=�>�3�>� �7�0�2�5�@�H�5�=�8�O� �A�5�0�=�A�0� �A�2�O�7�8�,� �C�A�B�0�=�>�2�;�5�=�­

�=�>�3�>� �<�5�6�4�C� �4�2�C�<�O� �C�A�B�@�>�9�A�B�2�0�<�8�,� �?�>�A�;�5� �B�>�3�>�,� �:�0�:� �>�=�8� �7�0�2�5�@�H�0�B� �>�1�<�5�=� �4�0�=�=�K�­

�<�8�.� �-�B�>�B� �?�@�>�F�5�A�A� �2�:�;�N�G�0�5�B� �2� �A�5�1�O� �G�5�B�K�@�5� �?�0�:�5�B�0� �8� �C�A�B�0�=�>�2�:�C� �D�;�0�3�0� FIN �4�;�O� 

�>�1�>�7�=�0�G�5�=�8�O� �:�>�=�F�0� �A�2�O�7�8� �8� �@�0�7�@�K�2�0� �A�>�5�4�8�=�5�=�8�O�.� 

��� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�8� �@�0�7�@�K�2�0� �A�2�O�7�8� �E�>�A�B� ��� �A�>�>�1�I�0�5�B� �>�1� �>�:�>�=�G�0�=�8�8� �>�1�<�5�­

�=�0� �4�0�=�=�K�<�8� �?�>�A�K�;�:�>�9� �?�0�:�5�B�0� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<�8� �D�;�0�3�0�<�8� FIN �8� ���!���.� ���0� �M�B�>� 

�E�>�A�B� ��� �>�B�2�5�G�0�5�B� �?�0�:�5�B�>�<� ���!��� �8� �?�5�@�5�4�0�5�B� �A�2�>�9� �?�0�:�5�B� �F�I�N�/�A�C���.� ��� �A�2�>�N� �>�G�5�@�5�4�L�,� 

���@�>�B�>�:�>�;�K� �B�@�0�=�A�?�>�@�B�=�>�3�>� �C�@�>�2�=�O� 217 
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�E�>�A�B� ��� �>�B�2�5�G�0�5�B� �?�0�:�5�B�>�<� ���!���,� �:�~�0�2�5�@�H�0�O� �>�1�<�5�=� �4�0�=�=�K�<�8�.� �-�B�>�B� �=�@�>�F�5�A�A� �=�0�3�;�O�4�­

�=�>� �?�>�:�0�7�0�=� �=�0� �@�8�A�.� 8.9. 

�~�-�-�-�-�"�'�-�-�-�,� = 

D 
......... " 
----·-----

�%�>�A�B��� 

> 
1 

FIN/ACK 

�<�,�.�.�.�.�.�.�-�-���_�A�:� _ _.. 

1 

> 
�<�,�.�.�.�-�~�~�~�F�-�I�N�_�l�_�A�c�_�:�~�~�~�~�~� 
1 ���!��� 

D 
........ " .... 
-----··---

�%�>�A�B� ��� 

� �8�A�.� 8. 9. ���@�>�F�5�A�A� �@�0�7�J�5�4�8�=�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � 

= 

�'�B�>�1�K� �?�>�=�0�1�;�N�4�0�B�L� �7�0� �?�@�>�F�5�A�A�>�<� �@�0�7�J�5�4�8�=�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �2� 

Wiresl1ark, �>�B�:�@�>�9�B�5� �D�0�9�;� �?�5�@�5�E�2�0�B�0� tcp _ teardown. pcapng. ���0�G�8�=�0�O� �A� �?�5�@�2�>�3�>� 

�?�0�:�5�B�0� �2� �?�5�@�5�E�2�0�G�5�=�=�>�9� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�8� �(�@�8�A�.� 8.10), �2�K� �<�>�6�5�B�5� �7�0�<�5�B�8�B�L�,� 

�G�B�>� �C�A�B�@�>�9�A�B�2�>�,� �=�0�E�>�4�O�I�5�5�A�O� �?�>� �0�4�@�5�A�C� 67. 228 .110 .120, �8�=�8�F�8�8�@�C�5�B� �@�0�7�J�5�~�8�­

�=�5�=�8�5�,� �?�>�A�K�;�0�O� �?�0�:�5�B� �A� �C�A�B�0�=�>�2�;�5�=�=�K�<�8� �D�;�0�3�0�<�8� FI N �8� ���!��� ��� . 

• W1rehartc • Pi!ickg_ 1 tcp_teardown 

> Frue 1: 66 �b�y�t�e�~�-�;�;�,� wire (480 �+�t�s�) �1� 68 byt:es captured (489 �+�t�s�)� 
> fthernet II, Src; O-Link_21:99:4c (ee:es:Sd:21:99:4c), Dst: Into1Cor_5b:7d:4a �(�8�0�:�2�1 �: �1�>�:�5�, �:�7 �d �: �4 "�)� 

Internet Pr-otocol Version 4, Src: 67.228.11&.129, Ost: 172.16.16.128 
�C�&�-�. �~ �"� ·1- �!�-�~� �L�.�.�.�"�.�,� rr-'\ t\•+ --· :t11ol.111 �f�'�:�t�~�'�\� �A�:�-�.� �O�~�l�!�"�l�l�O�C�.� ���,�~� 

Source Port: 80 
Oestination Por t : 3363 
{Strea• index: �5�]� 

�(�"�!� � SeiP""nt Lon: �5�]� 

�~�q�u�e�n�c�e� nu111.ber: 822643295 

�A�c�k�n�o�w�l�e�d�~�n�t� �"�'�-�-�~�r�:� 2879380537 

�>� �E� 

���e�a�d�e�r� Length: 29 bytes 

�O�v�m�i�i�i�i�:�'�,�W�~�~�i�t�:�: �=�=�:�:�.�.�:�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�=�1� �5�5�5� . ........ • Reserved: �r�N�t� set 
• • . �5� ........ • Nonce : Not st!!t 
. .. • 9 . . • . .•• • Congestion �W�i�n�d�c�:�6� Reduced (CWA): tIOt set 

�.�5�.�.� • ECN- Echo : Not set 
.. �5 �.� • �U�3�g�e�n�t �:� Not set 
. . . 1 . . . . • �A�c�k�n�o�w�l�e�d�~�n�t�:� Set 
.... �5� . .. • Push: Not set 

�.�5� .. • Reset: �t�N�1�:� se·t 
•..... 8. • Syn: Not set 

> 1 •• �·�~�"� •• ". " •• 1 • Fin: �~�t� 
�(�"�!� � Flags:  " " " " " " "�4 " " "�f�]� 

Window si:e value: 71 
[Colculoted window size: 71] 
{Window size scaling factor: -1 (unknown)] 
Checksu111: �0�E�2�7�9�,� [valida1:ion �d�i�s�a�+�e�d�]� 

Urgent pointer: �5� 

IW:A: J �T�h�»�:�A�a�:�Q�:�W�·�~�D�.�J�J�A�J�J�O�.�.�&�J�J� �~ �t�l�7�1�, �J�6�.�.�l�i�.�1�1�1� �~ �1� �T�C�P "�l�<�g�r�/�1�:�6�0 "�l�"�"�°�1�:�1�D�-�D�D�{�/�:�I�N�.�,�,�A�C�X�}�s�.�q�.�.�1�J�~�A�d�r�-�&�l�9���Q�5�J�7�~�l�J�U�n�-�(�)� 

1 Oose ���D� 

� �8�A�.� 8. 1 ���.� ���@�>�F�5�A�A� �@�0�7�@�K�2�0� �A�2�O�7�8� �8�=�8�F�8�8�@�C�5�B�A�O� �>�B�?�@�0�2�:�>�9� �?�0�:�5�B�0� FIN/ ���!��� 
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���0�:� �B�>�;�L�:�>� �?�5�@�2�K�9� �?�0�:�5�B� �1�C�4�5�B� �>�B�?�@�0�2�;�5�=�,� �E�>�A�B�,� �=�0�E�>�4�O�I�8�9�A�O� �?�>� �0�4�@�5�A�C� 

172 .16 .16 .128, �>�B�2�5�B�8�B� �?�0�:�5�B�>�<� ���!���,� �G�B�>�1�K� �?�>�4�B�2�5�@�4�8�B�L� �?�@�8�5�<� �M�B�>�3�>� �?�0�:�5�B�0�,� 

�0� �7�0�B�5�<� �?�>�H�;�5�B� �A�2�>�9� �?�0�:�5�B� �F�I�N�/�A�C���.� ���@�>�F�5�A�A� �@�0�7�J�5�4�8�=�5�=�8�O� �7�0�2�5�@�H�8�B�A�O�,� �:�>�3�4�0� 

�E�>�A�B�,� �=�0�E�>�4�O�I�8�9�A�O� �?�>� �0�4�@�5�A�C� 67. 228 .110 .120, �>�B�?�@�0�2�8�B� �7�0�2�5�@�H�0�N�I�8�9� �?�0�:�5�B� 

���!���.� ��� �M�B�>�B� �<�>�<�5�=�B� �>�1�<�5�=� �4�0�=�=�K�<�8� �<�5�6�4�C� �4�2�C�<�O� �C�A�B�@�>�9�A�B�2�0�<�8� �7�0�2�5�@�H�8�B�A�O�.� 

���A�;�8� �6�5� �8�<� �?�>�B�@�5�1�C�5�B�A�O� �2�>�7�>�1�=�>�2�8�B�L� �>�1�<�5�=� �4�0�=�=�K�<�8�,� �4�;�O� �M�B�>�3�>� �8�<� �?�@�8�4�5�B�A�O� 

�A�=�>�2�0� �2�K�?�>�;�=�8�B�L� �B�@�5�E�M�B�0�?�=�C�N� �C�A�B�0�=�>�2�:�C� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �.� 

�!�1�@�>�A�L�~� �A�>�5�4�8�=�5�=�8�9� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� tcp _ ��� �8�4�5�0�;�L�=�>�<� �A�;�C�G�0�5� �:�0�6�4�>�5� �A�>�5�4�8�=�5�=�8�5� �4�>�;�6�=�>� 

refuseconnection. pcapnq �:�>�@�@�5�:�B�=�>� �7�0�2�5�@�H�0�B�L�A�O� �?�C�B�5�<� �7�0�?�C�A�:�0� �?�@�>�F�5�4�C�@�K� 

�@�0�7�@�K�2�0� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �.� ���4�=�0�:�>� �2� �@�5�0�;�L�-

�1�N�<� �<�8�@�5� �A�>�5�4�8�=�5�=�8�O� �>�G�5�=�L� �G�0�A�B�>� �@�0�7�@�K�2�0�N�B�A�O� �2�=�5�7�0�?�=�>�.� ���0�?�@�8�<�5�@�,� �E�>�A�B� 

�<�>�6�5�B� �1�K�B�L� �=�5�2�5�@�=�>� �=�0�A�B�@�>�5�=� �8�;�8� �6�5� �?�>�B�5�=�F�8�0�;�L�=�K�9� �7�;�>�C�<�K�H�;�5�=�=�8�:� �<�>�­

�6�5�B� �7�0�?�C�A�B�8�B�L� �?�@�>�3�@�0�<�<�C� �A�:�0�=�8�@�>�2�0�=�8�O� �?�>�@�B�>�2�.� ��� �?�>�4�>�1�=�K�E� �A�;�C�G�0�O�E� �5�A�;�8� 

�C�A�B�@�>�9�A�B�2�>� �=�5� �6�5�;�0�5�B� �?�@�8�=�O�B�L� �>�B�?�@�0�2�;�5�=�=�K�9� �5�<�C� �?�0�:�5�B�,� �>�=�>� �<�>�6�5�B� �>�B�>�A�;�0�B�L� 

�?�0�:�5�B� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� RST. �-�B�>�B� �D�;�0�3� �A�;�C�6�8�B� �4�;�O� �C�:�0�7�0�=�8�O� �=�0� �B�>�,� 

�G�B�>� �A�>�5�4�8�=�5�=�8�5� �@�5�7�:�>� �@�0�7�>�@�2�0�=�>�,� �;�8�1�>� �G�B�>� �?�>�?�K�B�:�0� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �>�B�2�5�@�­

�3�=�C�B�0�.� 

��� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� tcp _ re fuseconnection. pcapng �4�5�<�>�=�A�B�@�8�@�C�5�B�A�O� �?�@�8�­

�<�5�@� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�,� �2�:�;�N�G�0�N�I�5�3�>� �2� �A�5�1�O� �?�0�:�5�B� RST. ���5�@�2�K�9� �?�0�:�5�B� �2� �M�B�>�<� 

�D�0�9�;�5� �>�B�?�@�0�2�;�5�=� �E�>�A�B�>�<�,� �=�0�E�>�4�O�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 192 .168 .100 .138, �G�B�>�1�K� 

�?�>�?�K�B�0�B�L�A�O� �A�2�O�7�0�B�L�A�O� �A� �E�>�A�B�>�<�,� �@�0�A�?�>�;�>�6�5�=�=�K�<� �?�>� �0�4�@�5�A�C� 192 .168 .100 .1, 
�G�5�@�5�7� �?�>�@�B� 80. ���>� �M�B�>�<�C� �E�>�A�B�C� �=�5�8�7�2�5�A�B�=�>�,� �G�B�>� �E�>�A�B�,� �=�0�E�>�4�O�I�8�9�A�O� �?�>� �0�4�@�5�A�C� 

192 .168 .100 .1, �2�>�>�1�I�5� �=�5� �?�@�8�=�8�<�0�5�B� �?�0�:�5�B�K� �G�5�@�5�7� �?�>�@�B� 80, �?�>�A�:�>�;�L�:�C� �M�B�>� 

�<�0�@�H�@�C�B�8�7�0�B�>�@� Cisco, �:�>�B�>�@�K�9� �=�5� �?�>�4�4�5�@�6�8�2�0�5�B� �2�5�1�-�8�=�B�5�@�D�5�9�A� �:�>�=�D�8�3�C�@�8�­

�@�>�2�0�=�8�O�.� �"�0�:�8�<� �>�1�@�0�7�>�<�,� �A�;�C�6�1�K�,� �=�0�A�B�@�>�5�=�=�>�9� �=�0� �?�@�8�5�<� �A�>�5�4�8�=�5�=�8�9� �G�5�@�5�7� 

�M�B�>�B� �?�>�@�B�,� �=�5� �A�C�I�5�A�B�2�C�5�B�.� ��� �>�B�2�5�B� �=�0� �?�>�4�>�1�=�C�N� �?�>�?�K�B�:�C� �C�A�B�0�=�>�2�8�B�L� �A�2�O�7�L� �E�>�A�B�,� 

�=�0�E�>�4�O�I�8�9�A�O� �?�>� �0�4�@�5�A�C� 192 .168 .100 .1, �?�>�A�K�;�0�5�B� �?�0�:�5�B� �E�>�A�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�­

�<�C� �?�>� �0�4�@�5�A�C� 192 .168 .100 .138, �A�>�>�1�I�0�O�,� �G�B�>� �C�A�B�0�=�>�2�8�B�L� �A�2�O�7�L� �G�5�@�5�7� �?�>�@�B� 80 �=�5�­

�2�>�7�<�>�6�=�>�.� ���0� �@�8�A�.� 8.11 �?�>�:�0�7�0�=�>�,� �:�0�:� �2� �"�!� �-�7�0�3�>�;�>�2�:�5� �2�B�>�@�>�3�>� �?�0�:�5�B�0�,� �<�>�6�=�>� 

�0�2�0�@�8�9�=�>� �7�0�2�5�@�H�8�B�L� �4�0�=�=�C�N� �?�>�?�K�B�:�C� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8�.� ��� �G�0�A�B�=�>�A�B�8�,� �?�0�:�5�B� RST 

�=�5� �A�>�4�5�@�6�8�B� �=�8�G�5�3�>�,� �:�@�>�<�5� �C�A�B�0�=�>�2�;�5�=�=�K�E� �2� �5�3�>� �7�0�3�>�;�>�2�:�5� �D�;�0�3�>�2� RST �8� ���!��� ���,� 

�?�>�A�;�5� �G�5�3�>� �=�8�:�0�:�>�3�>� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �1�>�;�L�H�5� �=�5� �?�@�>�8�A�E�>�4�8�B�.� 

���0�:�5�B� RST �2� �;�N�1�>�<� �A�;�C�G�0�5� �7�0�2�5�@�H�0�5�B� �>�1�<�5�=� �4�0�=�=�K�<�8�,� �=�5�7�0�2�8�A�8�<�>� �>�B� �B�>�3�>� 

�?�>�A�B�C�?�0�5�B� �;�8� �>�=� �2�=�0�G�0�;�5� �?�>�?�K�B�:�8� �C�A�B�0�=�>�2�8�B�L� �A�2�O�7�L�,� �:�0�:� �2� �4�0�=�=�>�<� �?�@�8�<�5�@�5�,� 

�8�;�8� �6�5� �?�>�A�K�;�0�5�B�A�O� �2� �E�>�4�5� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �<�5�6�4�C� �E�>�A�B�0�<�8�.� 

���@�>�B�>�:�>�;�K� �B�@�0�=�A�?�>�@�B�=�>�3�>� �C�@�>�2�=�O� 219 
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• Wireshark · Packet 2 · tc.p_rduseconnection �>� 

> Fr•""' 2: 641 bytes on �w�i�3�e� (480 �,�i�t�s�)�,� 641 bytes captured (488 bits) 
> Ethernet II, Src: Ciscoinc_4b:c&:7f (OO:l2:8&:4b:c0:7f), Dst: C011pa1Co_b8:59:bl �(�&�0�:�l�1�:�d�4 �: �b�8�:�5�9�:�b�l�)� 

> Internet Protocol Version 4, Src: 192.168.lM.1, Ost: 192.168.188.138 
v �T�3�o�n�s�1�1�i�s�s�i�o�n� �C�o�n�t�3�o�l� Protocol, Src Port: 88 (88), Dst Port: 3372 (3372), Seq: 0, Ack: 95165794&, Len: 0 

�S�o�u�3�c�e� � �>�3�t�:� 88 
�~�s�t�i�n�a�t�i�o�n� � �>�3�t�:� 3372 
�[�S�t�3�e�o "� index: &] 
�[�"�!� � 5epent Len: 0] 
Sequence �n�U�1�1�b�e�3�:� 6 
Acknowledpent �n�u�o�o�,�e�r�:� 951057940 
Header Length: 28 bytes 

0 v Flags: �8�E�0�1�4� (RST, ���!���)� 
000. . . . . • �R�e�s�e�3�-�v�e�d �:� Not set 
... �5� . . . . • Nonce: Not set 
, ... �5�.�.�.� • Congestion Window Reduced (CWR): Not set 

�.�5�.�.� • ECN-Echo: llot set 
.. 0. • �U�3�g�e�n�t�:� ���>�t� set 
. . . 1 • Acknowledg.ent: �~�t� 

.... �5� ... • Push: Not set 
.1 .. • Reset: Set 

. ". "0. • Syn: llot set 

.... �"�.�5� • Fin: Not set 
�[�"�!� � Flags: �·�·�·�·�· " "�4 "�R " "�]� 

Window size value: �5� 

�[�C�2�l�c�u�l�a�t�e�d� window size: 0] 
[Window size scaling �f�a�c�t�o�3�:� -2 �(�?�>� window �s�c�2�l�i�n�s� used)] 

> ChecksUll: �0�E�2�1�,�4� [volidotion �d�i�s "�,�l�e�d�]� 

Urgent �p�o�i�n�t�e�3 �:� 0 
) [SEQ/ACK anolysis] 

� �8�A�.� 8. 1 1. �#�A�B�0�=�>�2�;�5�=�=�K�5� �D�;�0�3�8� RST �8� ���!��� �C�:�0�7�K�2�0�N�B� �=�0� �:�>�=�5�F� �A�2�O�7�8� 

���@�>�B�>�:�>�;� �?�>�;�L�7�>�2�0�B�5�;�L�A�:�8�E� �4�5�9�B�0�3�@�0�<�<� (UDP) 

�E� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� udp _ 
dnsrequest.pcapng 

���@�>�B�>�:�>�;� UDP (User �D�a�t�a�g�r�a�H� Protocol �?�@�>�B�>�:�>�;� 

�?�>�;�L�7�>�2�0�B�5�;�L�A�:�8�E� �4�5�9�B�0�3�@�0�<�<�)� - �M�B�>� �5�I�5� �>�4�8�=� �?�@�>�B�>�­

�:�>�;� �G�5�B�2�5�@�B�>�3�>� �C�@�>�2�=�O�,� �7�0�G�0�A�B�C�N� �?�@�8�<�5�=�O�5�<�K�9� �2� �A�>�2�@�5�­

�<�5�=�=�K�E� �A�5�B�O�E�.� ���A�;�8� �?�@�>�B�>�:�>�;� �"�!� � �?�@�5�4�=�0�7�=�0�G�5�=� �4�;�O� �=�0�4�5�6�=�>�9� �4�>�A�B�0�2�:�8� �4�0�=�­

�=�K�E� �A�>� �2�A�B�@�>�5�=�=�>�9� �?�@�>�2�5�@�:�>�9� �>�H�8�1�>�:�,� �B�>� �=�0�7�=�0�G�5�=�8�5� �?�@�>�B�>�:�>�;�0� UDP - �>�1�5�­

�A�?�5�G�8�B�L� �1�K�A�B�@�C�N� �?�5�@�5�4�0�G�C� �4�0�=�=�K�E�.� ���<�5�=�=�>� �?�>� �M�B�>�9� �?�@�8�G�8�=�5� �?�@�>�B�>�:�>�;� UDP 
�=�5� �B�@�5�1�C�5�B� �?�@�5�4�2�0�@�8�B�5�;�L�=�>�9� �C�A�B�0�=�>�2�:�8� �A�>�5�4�u�1�-�1�R���u�O �.� �8�,� �A�>�>�B�2�5�B�A�B�2�5�=�=�>�,� �=�5� �<�>�6�5�B� 

�3�0�@�0�=�B�8�@�>�2�0�B�J� �4�>�A�B�0�2�:�C� �?�0�:�5�B�>�2� �?�@�8� �?�5�@�5�4�0�G�5� �4�0�=�=�K�E�.� ���@�>�B�>�:�>�;� UDP �D�>�@�-

�<�0�;�L�=�>� �=�5� �C�A�B�0�=�0�2�;�8�2�0�5�B� �8� �=�5� �@�0�7�@�K�2�0�5�B� �A�>�5�4�8�=�5�=�8�5� �<�5�6�4�C� �E�>�A�B�0�<�8�,� �:�0�:� �M�B�>� 

�4�5�;�0�5�B� �?�@�>�B�>�:�>�;� �"�!� �.� 

�!�5�B�5�2�>�9� �B�@�0�D�8�:� �A� �8�A�?�>�;�L�7�>�2�0�=�8�5�<� �=�5� �B�@�5�1�C�N�I�5�3�>� �C�A�B�0�=�>�2�:�8� �A�>�5�4�8�=�5�=�8�O� 

�?�@�>�B�>�:�>�;�0� UDP �8� �=�5� �?�@�5�4�>�A�B�0�2�;�O�N�I�5�3�>� �=�0�4�5�6�=�K�E� �C�A�;�C�3� �?�>� �B�@�0�=�A�?�>�@�B�8�@�>�2�:�5� 

�4�0�=�=�K�E�,� �<�>�6�5�B� �?�>�:�0�7�0�B�L�A�O�,� �?�>� �<�5�=�L�H�5�9� �<�5�@�5�,� �=�5�?�@�5�4�A�:�0�7�C�5�<�K�<�.� ��� �M�B�>� �A�?�@�0�­

�2�5�4�;�8�2�>�!� ��� �@�5�7�C�;�L�B�0�B�5� �4�@�C�3�8�5� �?�@�>�B�>�:�>�;�K�,� �8�A�?�>�;�L�7�C�N�I�8�5� �?�@�>�B�>�:�>�;� UDP �2� 

�:�0�G�5�A�B�2�5� �B�@�0�=�A�?�>�@�B�=�>�3�>�,� �:�0�:� �?�@�0�2�8�;�>�,� �8�<�5�N�B� �2�A�B�@�>�5�=�=�C�N� �?�>�4�4�5�@�6�:�C� �=�0�4�5�6�­

�=�>�9� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �8�;�8� �?�>�;�L�7�C�N�B�A�O� �>�?�@�5�4�5�;�5�=�=�K�<�8� �A�@�5�4�A�B�2�0�<�8� �?�@�>�B�>�:�>�;�0� 
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ICMP, �G�B�>�1�K� �?�>�2�K�A�8�B�L� �=�0�4�5�6�=�>�A�B�L� �A�>�5�4�8�=�5�=�8�O�.� ���0�?�@�8�<�5�@�,� �?�@�>�B�>�:�>�;�K� �C�@�>�2�­

�=�O� �?�@�8�;�>�6�5�=�8�9� DNS �8� DHCP, �D�C�=�:�F�8�>�=�8�@�>�2�0�=�8�5� �:�>�B�>�@�K�E� �A�8�;�L�=�>� �7�0�2�8�A�8�B� �>�B� 

�A�:�>�@�>�A�B�8� �?�5�@�5�4�0�G�8� �?�0�:�5�B�>�2� �?�>� �A�5�B�8�,� �?�>�;�L�7�C�N�B�A�O� UDP �:�0�:� �?�@�>�B�>�:�>�;�>�<� �B�@�0�=�A�­

�?�>�@�B�=�>�3�>� �C�@�>�2�=�O�,� �=�>� �2� �B�>� �6�5� �2�@�5�<�O� �>�=�8� �A�0�<�8� �>�@�3�0�=�8�7�C�N�B� �?�@�>�2�5�@�:�C� �>�H�8�1�>�:� �8� 

�C�A�B�0�=�>�2�:�C� �B�0�9�<�5�@�>�2� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8�.� 

�!�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� UDP 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� udp _ 
dnsrequest.pcapng 

�!�<�5�I�5�=�8�5� ���:�B�5�B� 

���:�B�5�B� ���8�B� 

�>� �>� 

4 32 

�>� 

�U�D� �-�7�0�3�>�;�>�2�>�:� �=�0�<�=�>�3�>� �<�5�=�L�H�5� �8� �?�@�>�I�5�,� �G�5�<� �"�!� �-�7�0�3�>�­

�;�>�2�>�:�.� ���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 8.12, �U�D� �-�7�0�3�>�;�>�2�>�:� �A�>�A�B�>�­

�8�B� �8�7� �A�;�5�4�C�N�I�8�E� �?�>�;�5�9�.� 

���@�>�B�>�:�>�;� �?�>�;�L�7�>�2�0�B�5�;�L�A�:�8�E� �4�5�9�B�0�3�@�0�<�<� (UOP) 

1 2 3 

0-7 8-15 16-23 24-31 

���>�@�B� �>�B�?�@�0�2�8�B�5�;�O� ���>�@�B� �?�>�;�C�G�0�B�5�;�O� 

���;�8�=�0� �?�0�:�5�B�0� ���>�=�B�@�>�;�L�=�0�O� �A�C�<�<�0� 

� �8�A�.� 8.12. �!�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� UDP 

• ���>�@�B� �>�B�?�@�0�2�8�B�5�;�O� (Source Port). ���>�@�B�,� �8�A�?�>�;�L�7�C�5�<�K�9� �4�;�O� �?�5�@�5�4�0�G�8� �?�0�­

�:�5�B�0� �=�0� �<�0�H�8�=�5� �>�B�?�@�0�2�8�B�5�;�O�.� 

• ���>�@�B� �?�>�;�C�G�0�B�5�;�O� (Destination Port). ���>�@�B�,� �2� �:�>�B�>�@�K�9� �?�5�@�5�4�0�5�B�A�O� �?�0�:�5�B� 

�=�0� �<�0�H�8�=�5� �?�>�;�C�G�0�B�5�;�O�.� 

• ���;�8�=�0� �?�0�:�5�B�0� (Packet Length). ���;�8�=�0� �?�0�:�5�B�0� �2� �1�0�9�B�0�E�.� 

• ���>�=�B�@�>�;�L�=�0�O� �A�C�<�<�0� (Checksum). �!�;�C�6�8�B� �4�;�O� �3�0�@�0�=�B�8�8� �=�5�8�7�<�5�=�=�>�A�B�8� 

�U�D� �-�7�0�3�>�;�>�2�:�0� �8� �4�0�=�=�K�E�,� �:�>�3�4�0� �>�=�8� �?�>�A�B�C�?�O�B� �?�>� �<�5�A�B�C� �8�E� �=�0�7�=�0�G�5�=�8�O�.� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� udp _ dnsrequest. pcapng �A�>�4�5�@�6�8�B� �>�4�8�=� �?�0�:�5�B�.� �-�B�>�B� �?�0�:�5�B� 

�?�@�5�4�A�B�0�2�;�O�5�B� �A�>�1�>�9� �D�N�S�-�7�a�?�p�o�c�,� �2� �:�>�B�>�@�>�<� �?�@�8�<�5�=�O�5�B�A�O� �?�@�>�B�>�:�>�;� UDP. ���A�;�8� 

�@�0�7�2�5�@�=�C�B�L� �U�D� �-�7�0�3�>�;�>�2�>�:�,� �B�>� �2� �=�5�<� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L� �G�5�B�K�@�5� �?�>�;�O� ���,� �:�0�:� 

�?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 8.13. 
���G�5�=�L� �2�0�6�=�>� �=�5� �7�0�1�K�2�0�B�L�,� �G�B�>� �?�@�>�B�>�:�>�;� UDP �=�5� �>�1�5�A�?�5�G�8�2�0�5�B� �=�0�4�5�6�=�C�N� 

�4�>�A�B�0�2�:�C� �?�0�:�5�B�>�2�.� �!�;�5�4�>�2�0�B�5�;�L�=�>�,� �2� �;�N�1�>�<� �?�@�8�;�>�6�5�=�8�8�,� �3�4�5� �?�@�8�<�5�=�O�5�B�A�O� �M�B�>�B� 

�?�@�>�B�>�:�>�;�,� �4�>�;�6�=�K� �1�K�B�L� �?�@�8�=�O�B�K� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �<�5�@�K� �4�;�O� �>�1�5�A�?�5�G�5�=�8�O� 

�=�0�4�5�6�=�>�9� �4�>�A�B�0�2�:�8� �?�0�:�5�B�>�2�,� �5�A�;�8� �2� �M�B�>�<� �5�A�B�L� �=�5�>�1�E�>�4�8�<�>�A�B�L�.� �-�B�>� �A�>�2�A�5�<� �=�5� 

�?�>�E�>�6�5� �=�0� �?�@�>�B�>�:�>�;� �"�!� �,� �3�4�5� �2�K�?�>�;�=�O�5�B�A�O� �D�>�@�<�0�;�L�=�>�5� �C�A�B�0�=�>�2�;�5�=�8�5� �A�>�5�4�8�=�5�­

�=�8�O� �8� �5�3�>� �@�0�7�@�K�2�,� �0� �B�0�:�6�5� �8�<�5�N�B�A�O� �2�A�B�@�>�5�=�=�K�5� �A�@�5�4�A�B�2�0� �4�;�O� �?�@�>�2�5�@�:�8� �C�4�0�G�=�>�­

�3�>� �8�A�E�>�4�0� �?�5�@�5�4�0�G�8� �?�0�:�5�B�>�2�.� 
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• Wireshark · Pockel 1 · udp_dnsrequest �>� 

> Fra""' 1: 73 bytos on wir• (584 �,�i�t�s�)�.� 73 byt•s taptur•d (584 bits) 
> Eth•rn•t ���,� �S�3�A�:� �!�0�0�@�0�1�!�>�_�,�8�:�5�9�:�+� �(�0�0�:�1�6�:�d�4�:�,�8�:�5�9�:�+�)�,� Ost: Ciscoinc_4b:c0:7f (00:12:88:4b:c0:7f) 
> Int•rnot Protocol Version 4, Src: 192.168.100.138, Dst: 192.168.100.1 
v Usor D•tagra" Protocol, Src Port: 1060 (1060). Dst Port: 53 (53) 
��� Sourco Port: 1060 

Destination r>ort: 53 
Length: 39 

> Chocksuiw: �0�E�1�d�5�0� (v•lidation �d�i�s�a�,�l "�d�)� 

[Str•a11 ind•x: 0) 
> Doatoin Na11• Syst... ( qu•ry) 

� �8�A�.� ���.� 13. �!�>�4�5�@�6�8�<�>�5� �?�0�:�5�B�0� UDP �4�>�2�>�;�L�=�>� �?�@�>�A�B�>�5� 

�E� 

��� �M�B�>�9� �3�;�0�2�5� �1�K�;�8� �?�@�5�4�A�B�0�2�;�5�=�K� �?�@�>�B�>�:�>�;�K� �"�!� � �8� UDP �B�@�0�=�A�?�>�@�B�=�>�1�·�0� 

�C�@�>�2�=�O�.� ��� �>�B�;�8�G�8�5� �>�B� �?�@�>�B�>�:�>�;�>�2� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O�,� �?�@�>�B�>�:�>�;�K� �"�!� � �8� UDP �A�>�­

�A�B�0�2�;�O�N�B� �>�A�=�>�2�C� �1�>�;�L�H�5�9� �G�0�A�B�8� �?�>�2�A�5�4�=�5�2�=�>�3�>� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �A�5�B�8�,� �8� �?�>�­

�M�B�>�<�C� �C�<�5�=�8�5� �M�D�D�5�:�B�8�2�=�>� �0�=�0�;�8�7�8�@�>�2�0�B�L� �8�E� �8�3�@�0�5�B� �@�5�H�0�N�I�C�N� �@�>�;�L� �2� �A�3�0�=�>�2�­

�;�5�=�8�8� �3�@�0�<�>�B�=�>�3�>� �0�=�0�;�8�B�8�:�0� �?�0�:�5�B�>�2�.� ��� �3�;�0�2�5� 9 �1�C�4�C�B� �@�0�A�A�<�>�B�@�5�=�K� �=�0�8�1�>�;�5�5� 

�C�?�>�B�@�5�1�8�B�5�;�L�=�K�5� �?�@�>�B�>�:�>�;�K� �C�@�>�2�=�O� �?�@�8�;�>�6�5�=�8�9�.� 
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� ���!��� ���!�"� �����������+��� ��� ���"���������+� 

����� �%��������� �#� �������/� 

��� �M�B�>�9� �3�;�0�2�5� �<�K� �?�@�>�4�>�;�6�8�<� �8�A�A�;�5�4�>�2�0�=�8�5� �D�C�=�:�F�8�9� �>�B�­

�4�5�;�L�=�K�E� �?�@�>�B�>�:�>�;�>�2�,� �0� �B�0�:�6�5� �2�K�O�A�=�8�<�,� �:�0�:� �2�K�3�;�O�4�O�B� �8�E� 

�?�0�:�5�B�K� �?�@�8� �?�@�>�A�<�>�B�@�5� �2� Wireshark. ���K� �B�0�:�6�5� �>�1�A�C�4�8�<� 

�?�O�B�L� �=�0�8�1�>�;�5�5� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�K�E� �?�@�>�B�>�:�>�;�>�2� �2�5�@�E�=�5�3�>� 

�(�A�5�4�L�<�>�3�>�)� �C�@�>�2�=�O� �<�>�4�5�;�8� OSI: DHCP, DNS, ���"�"� � �8� SMTP. 

���@�>�B�>�:�>�;� �4�8�=�0�<�8�G�5�A�:�>�9� �=�0�A�B�@�>�9�:�8� �C�7�;�0� �A�5�B�8� (DHCP) 
���0� �@�0�=�=�5�9� �A�B�0�4�8�8� �@�0�7�2�8�B�8�O� �A�5�B�5�9�,� �:�>�3�4�0� �C�A�B�@�>�9�A�B�2�C� �B�@�5�1�>�2�0�;�>�A�L� �?�5�@�5�4�0�B�L� 

�4�0�=�=�K�5� �?�>� �A�5�B�8�,� �5�<�C� �?�@�8�E�>�4�8�;�>�A�L� �?�@�8�A�2�0�8�2�0�B�L� �0�4�@�5�A� �2�@�C�G�=�C�N�.� ���>� �<�5�@�5� �@�0�7�­

�@�0�A�B�0�=�8�O� �A�5�B�5�9� �M�B�>�B� �@�C�G�=�>�9� �?�@�>�F�5�A�A� �1�K�A�B�@�>� �A�B�0�;� �B�@�C�4�>�5�<�:�8�<� �8� �=�5�C�4�>�1�=�K�<�.� 

��� �:�0�G�5�A�B�2�5� �2�K�E�>�4�0� �8�7� �A�B�>�;�L� �7�0�B�@�C�4�=�8�B�5�;�L�=�>�3�>� �?�>�;�>�6�5�=�8�O� �1�K�;� �@�0�7�@�0�1�>�B�0�=� 

�?�@�>�B�>�:�>�;� �������"� � (Bootstrap Protocol - �?�@�>�B�>�:�>�;� �=�0�G�0�;�L�=�>�9� �A�0�<�>�7�0�3�@�C�7�:�8�)�,� 

�?�@�5�4�=�0�7�=�0�G�5�=�=�K�9� �4�;�O� �0�2�B�>�<�0�B�8�G�5�A�:�>�3�>� �?�@�8�A�2�0�8�2�0�=�8�O� �0�4�@�5�A�>�2� �C�A�B�@�>�9�A�B�2�0�<�,� 

�?�>�4�:�;�N�G�0�5�<�K�<� �:� �A�5�B�8�.� ���?�>�A�;�5�4�A�B�2�8�8� �?�@�>�B�>�:�>�;� �������"� � �1�L�8� �7�0�<�5�=�5�=� �1�>�;�5�5� 

�@�0�7�2�8�B�K�<� �?�@�>�B�>�:�>�;�>�<� DHCP �(�D�y�?�a�m�i�c� Host �C�o�?�f�i�g�u�r�a�t�i�o�?� Protocol - �?�@�>�B�>�­

�:�>�;� �4�8�=�0�<�8�G�5�A�:�>�9� �=�0�A�B�@�>�9�:�8� �C�7�;�0� �A�5�B�8�)�.� 

���@�>�B�>�:�>�;� DHCP �>�B�=�>�A�8�B�A�O� �:� �C�@�>�2�=�N� �?�@�8�;�>�6�5�=�8�9� �8� �>�B�2�5�G�0�5�B� �7�0� �2�>�7�<�>�6�­

�=�>�A�B�L� �4�;�O� �C�A�B�@�>�9�A�B�2�0� �0�2�B�>�<�0�B�8�G�5�A�:�8� �?�>�;�C�G�0�B�L� �I� �-�0�4�@�5�A�,� �0� �B�0�:�6�5� �0�4�@�5�A�0� �4�@�C�3�8�E� 

�2�0�6�=�K�E� �A�5�B�5�2�K�E� �@�5�A�C�@�A�>�2�,� �2� �B�>�<� �G�8�A�;�5� �D�N�S�-�c�e�p�2�e�p�o�2� �8� �<�0�@�H�@�C�B�8�7�0�B�>�@�>�2�.� 
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���>�;�L�H�8�=�A�B�2�>� �A�>�2�@�5�<�5�=�=�K�E� �D���!� �-�A�5�@�2�5�@�>�2� �?�@�5�4�>�A�B�0�2�;�O�N�B� �B�0�:�6�5� �4�@�C�3�8�5� �?�0�­

�@�0�<�5�B�@�K� �.�I���5�=�B�0�<�,� �2� �B�>�<� �G�8�A�;�5� �0�4�@�5�A�0� �8�A�?�>�;�L�7�C�5�<�>�3�>� �?�>� �C�<�>�;�G�0�=�8�N� �H�;�N�7�0� �8� 

�D�N�S�-�c�e�p�2�e�p�K�,� �8�A�?�>�;�L�7�C�5�<�K�5� �2� �A�5�B�8�.� 

�!�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� DHCP 
���0�:�5�B�K� DHCP �<�>�3�C�B� �?�5�@�5�=�>�A�8�B�L� �4�>�2�>�;�L�=�>� �<�=�>�3�>� �8�=�D�>�@�<�0�F�8�8� �.�i�8�5�=�B�C�.� 

���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.1, �2� �7�0�3�>�;�>�2�:�5� �?�0�:�5�B�0� DHCP �8�<�5�N�B�A�O� �A�;�5�4�C�N�I�8�5� �?�>�;�O�.� 

���@�>�B�>�:�>�;� �4�8�=�0�<�8�G�5�A�:�>�9� �=�0�A�B�@�>�9�:�8� �C�7�;�0� �A�5�B�8� (DHCP) 

�!�<�5�I�5�=�8�5� ���:�B�5�B� �>� 1 2 3 
���:�B�5�B� ���8�B� 0-7 8-15 16-23 24-31 

�>� �>� ���>�4� �>�?�5�@�0�F�8�8� ���?�?�0�@�0�B�=�K�9� �B�8�?� ���?�?�0�@�0�B�=�0�O� �4�;�8�=�0� ���5�@�5�E�>�4�K� 

4 32 ���4�5�=�B�8�D�8�:�0�B�>�@� �B�@�0�=�7�0�:�F�8�8� 

8 64 ���>�;�8�G�5�A�B�2�>� �8�A�B�5�:�H�8�E� �A�5�:�C�=�4� �$�;�0�3�8� 

12 96 �I� �-�0�4�@�5�A� �:�;�8�5�=�B�0� 

16 128 ���0�H� �I� �-�0�4�@�5�A� 

20 160 �I� �-�0�4�@�5�A� �A�5�@�2�5�@�0� 

24 192 �I� �-�0�4�@�5�A� �H�;�N�7�0� 

28 224 �I� �-�0�4�@�5�A� �:�;�8�5�=�B�0� 

32 256 

36 288 

40 320 
���?�?�0�@�0�B�=�K�9� �0�4�@�5�A� �:�;�8�5�=�B�0� (16 �1�0�9�B�)� 

44 352 
48+ 384+ ���<�O� �A�5�B�5�2�>�3�>� �C�7�;�0� �A�5�@�2�5�@�0� (64 �1�0�9�B�0�)� 

�$�0�9�;� �=�0�G�0�;�L�=�>�9� �7�0�3�@�C�7�:�8� (129 �1�0�9�B�)� 

���0�@�0�<�5�B�@�K� 

� �8�A�.� 9. 1. �!�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� DHCP 

• ���>�4� �>�?�5�@�0�F�8�8� (OpCode). ���1�>�7�=�0�G�0�5�B�,� �A�>�4�5�@�6�8�B� �;�8� �?�0�:�5�B� �D���!� �-�7�0�?�@�>�A� 

�8�;�8� �D���!� �-�>�B�2�5�B�.� 

• ���?�?�0�@�0�B�=�K�9� �B�8�?� (Hardware �"�C�@�5�)�.� �"�8�?� �0�?�?�0�@�0�B�=�>�3�>� �0�4�@�5�A�0� (IOMB 
Ethernet, IEEE 802, ���"��� �8� �B�.�4�.�)�.� 

• ���?�?�0�@�0�B�=�0�O� �4�;�8�=�0� (Hardware Length). ���;�8�=�0� �0�?�?�0�@�0�B�=�>�3�>� �0�4�@�5�A�0�.� 

• ���5�@�5�E�>�4�K� (Hops). ���@�8�<�5�=�O�5�B�A�O� �0�3�5�=�B�>�<� �@�5�B�@�0�=�A�;�O�F�8�8� �2� �?�>�8�A�:�0�E� 

D ��� �!� �-�A�5�@�2�5�@�0�.� 

224 ���;�0�2�0� 9 
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• ���4�5�=�B�8�D�8�:�0�B�>�@� �B�@�0�=�7�0�:�F�8�8� (Transaction ID). ���@�>�8�7�2�>�;�L�=�>�5� �G�8�A�;�>�,� 

�?�@�8�<�5�=�O�5�<�>�5� �4�;�O� �>�1�J�5�4�8�=�5�=�8�O� �7�0�?�@�>�A�>�2� �8� �>�B�2�5�B�>�2� �2� �?�0�@�K�.� 

• ���>�;�8�G�5�A�B�2�>� �8�A�B�5�:�H�8�E� �A�5�:�C�=�4� (Seconds Elapsed). ���>�;�8�G�5�A�B�2�>� �A�5�:�C�=�4�,� 

�?�@�>�H�5�4�H�8�E� �A� �B�>�3�>� �<�>�<�5�=�B�0�,� �:�>�3�4�0� �:�;�8�5�=�B� �2� �?�5�@�2�K�9� �@�0�7� �7�0�?�@�>�A�8�;� �0�4�@�5�A� �C� 

D ��� �!� �-�A�5�@�2�5�@�0�.� 

• �$�;�0�3�8� (Flags). �"�8�?�K� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �(�>�4�=�>�0�4�@�5�A�0�B�=�>�3�>�,� �H�8�@�>�:�>�2�5�I�0�­

�B�5�;�L�=�>�3�>� �8� �B�.�4�.�)�,� �:�>�B�>�@�K�9� �<�>�6�5�B� �?�@�8�=�O�B�L� �D���!� �-�:�;�8�5�=�B�.� 

• �I� �-�0�4�@�5�A� �:�;�8�5�=�B�0� (Client IP Address). �I� �-�0�4�@�5�A� �:�;�8�5�=�B�0�,� �?�>�;�C�G�5�=�=�K�9� �8�7� 

�?�>�;�O� Your IP Address. 

• ���0�H� �I� �-�0�4�@�5�A� (Your IP Address). �I� �-�0�4�@�5�A�,� �?�@�5�4�>�A�B�0�2�;�O�5�<�K�9� �D���!� �-�A�5�@�2�5�­

�@�>�<� �8� �2� �:�>�=�5�G�=�>�<� �8�B�>�3�5� �A�B�0�=�>�2�O�I�8�9�A�O� �0�4�@�5�A�>�<� �:�;�8�5�=�B�0�,� �?�>�<�5�I�0�5�<�K�9� �2� 

�?�>�;�5� Client IP Address. 

• �I� �-�0�4�@�5�A� �A�5�@�2�5�@�0� (Server IP Address). �I� �-�0�4�@�5�A� �D���!� �-�A�5�@�2�5�@�0�.� 

• �I� �-�0�4�@�5�A� �H�;�N�7�0� (Gateway IP Address). �I� �-�0�4�@�5�A� �8�A�?�>�;�L�7�C�5�<�>�3�>� �?�>� �C�<�>�;�G�0�­

�=�8�N� �A�5�B�5�2�>�3�>� �H�;�N�7�0�.� 

• ���?�?�0�@�0�B�=�K�9� �0�4�@�5�A� �:�;�8�5�=�B�0� ( ClientHardwareAddress ). �����!�-�0�4�@�5�A� �:�;�8�5�=�B�0�.� 

• ���<�O� �C�7�;�0� �A�5�@�2�5�@�0� (Server Host Name). ���<�O� �A�5�B�5�2�>�3�>� �C�7�;�0�,� �=�0� �:�>�B�>�@�>�<� �7�0�­

�?�C�I�5�=� �A�5�@�2�5�@� �(�>�?�F�8�>�=�0�;�L�=�>�)�.� 

• �$�0�9�;� �=�0�G�0�;�L�=�>�9� �7�0�3�@�C�7�:�8� (Boot File). �$�0�9�;�,� �?�@�8�<�5�=�O�5�<�K�9� �2� �?�@�>�B�>�:�>�;�5� 

DHCP �4�;�O� �=�0�G�0�;�L�=�>�9� �A�0�<�>�7�0�3�@�C�7�:�8� �C�7�;�0� �A�5�B�8� �(�>�?�F�8�>�=�0�;�L�=�>�)�.� 

• ���0�@�0�<�5�B�@�K� (Options). ��� �M�B�>�<� �?�>�;�5� �=�0�E�>�4�O�B�A�O� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �?�0�@�0�<�5�­

�B�@�K�,� �:�>�B�>�@�K�5� �?�@�8�<�5�=�O�N�B�A�O� �4�;�O� �@�0�A�H�8�@�5�=�8�O� �A�B�@�C�:�B�C�@�K� �?�0�:�5�B�0� DHCP �A� 

�F�5�;�L�N� �?�@�5�4�>�A�B�0�2�8�B�L� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �2�>�7�<�>�6�=�>�A�B�8�.� 

���@�>�F�5�A�A� �8�=�8�F�8�0�;�8�7�0�F�8�8� �?�>� �?�@�>�B�>�:�>�;�C� DHCP 

�$�0�9�;� �n�e�p�e�x�2�a�m�a�d�h�c�p�_�n�o�1�e�a�s�e�_� ���A�=�>�2�=�>�5� �=�0�7�=�0�G�5�=�8�5� �?�@�>�B�>�:�>�;�0� DHCP -
initialization.pcapnq �?�@�8�A�2�>�8�B�L� �0�4�@�5�A�0� �:�;�8�5�=�B�0�<� �2� �?�@�>�F�5�A�A�5� �8�=�8�-

�F�8�0�;�8�7�0�F�8�8�.� �-�B�>�B� �?�@�>�F�5�A�A� �2�>�7�>�1�=�>�2�;�5�=�8�O� 

�A�2�O�7�8� �?�@�>�8�A�E�>�4�8�B� �<�5�6�4�C� �>�4�=�8�<� �:�;�8�5�=�B�>�<� �8� �D���!� �-�A�5�@�2�5�@�>�<�,� �:�0�:� �4�5�<�>�=�A�B�@�8�@�C�­

�5�B�A�O� �2� �?�@�8�<�5�@�5� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� dhcp _ nolease _ ini tialization. pcapng. ���@�>�­

�F�5�A�A� �8�=�8�F�8�0�;�8�7�0�F�8�8� �?�>� �?�@�>�B�>�:�>�;�C� DHCP �=�5�@�5�4�:�>� �=�0�7�K�2�0�N�B� �?�@�>�F�5�A�A�>�<� DORA 
(Discover, Offer, Request, Acknowledgment - �>�1�=�0�@�C�6�5�=�8�5�,� �?�@�5�4�;�>�6�5�=�8�5�,� �7�0�­

�?�@�>�A�,� �?�>�4�B�2�5�@�6�4�5�=�8�5�)�,� �?�>�A�:�>�;�L�:�C� �2� �=�5�<� �8�A�?�>�;�L�7�C�N�B�A�O� �A�;�5�4�C�N�I�8�5� �B�8�?�K� �?�0�:�5�­

�B�>�2� DHCP: �>�1�=�0�@�C�6�5�=�8�O�,� �?�@�5�4�;�>�6�5�=�8�O�,� �7�0�?�@�>�A�0�,� �?�>�4�B�2�5�@�6�4�5�=�8�O� �(�@�8�A�.� 9.2). 
� �0�A�A�<�>�B�@�8�<� �?�>� �>�G�5�@�5�4�8� �:�0�6�4�K�9� �8�7� �M�B�8�E� �B�8�?�>�2� �?�0�:�5�B�>�2� DORA. 

� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 225 
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�D���!� �-�A�5�@�2�5�@� 

� �8�A�.� 9.2. ���@�>�F�5�A�A� DORA �?�@�>� �?�@�>�B�>�:�>�;�C� DHCP 

���0�:�5�B� �>�1�=�0�@�C�6�5�=�8�O� 

���0�:� �A�;�5�4�C�5�B� �8�7� �C�?�>�<�O�=�C�B�>�3�>� �2�K�H�5� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�,� �?�5�@�2�K�9� �?�0�:�5�B� �?�>�A�K�;�0�­

�5�B�A�O� �8�7� �E�>�A�B�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� ���.� ���.� ���.� ���,� �G�5�@�5�7� �?�>�@�B� 68 �E�>�A�B�C�,� �?�@�8�=�8�­

�<�0�N�I�5�<�C� �M�B�>�B� �?�0�:�5�B� �?�>� �0�4�@�5�A�C� 255. 255. 255. 255 �G�5�@�5�7� �?�>�@�B� 67. ���;�8�5�=�B� �?�>�;�L�­

�7�C�5�B�A�O� �0�4�@�5�A�>�<� ��� . ���.� ��� . ���,� �?�>�A�:�>�;�L�:�C� �C� �=�5�3�>� �?�>�:�0� �5�I�5� �>�B�A�C�B�A�B�2�C�5�B� �A�2�>�9� �I� �-�0�4�@�5�A�.� 

���0�=�=�K�9� �?�0�:�5�B� �?�>�A�K�;�0�5�B�A�O� �?�>� �C�=�8�2�5�@�A�0�;�L�=�>�<�C� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�>�<�C� �0�4�@�5�A�C� 

255.255.255.255, �=�5� �7�0�2�8�A�8�<�>�<�C� �>�B� �:�>�=�:�@�5�B�=�>�9� �A�5�B�8�.� �-�B�8�<� �3�0�@�0�=�B�8�@�C�5�B�A�O�,� 

�G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� �1�C�4�5�B� �>�B�?�@�0�2�;�5�=� �:�0�6�4�>�<�C� �C�A�B�@�>�9�A�B�2�C� �2� �A�5�B�8�.� ��� �?�>�A�:�>�;�L�:�C� 

�C�A�B�@�>�9�A�B�2�C� �=�5�8�7�2�5�A�B�5�=� �0�4�@�5�A� �D���!� �-�A�5�@�2�5�@�0�,� �B�>� �M�B�>�B� �?�5�@�2�K�9� �?�0�:�5�B� �?�>�A�K�;�0�5�B�A�O� 

�2� �?�>�?�K�B�:�5� �>�1�=�0�@�C�6�8�B�L� �B�>�B� �D���!� �-�A�5�@�2�5�@�,� �:�>�B�>�@�K�9� �?�@�8�<�5�B� �5�3�>�.� 

���A�A�;�5�4�C�O� �A�>�4�5�@�6�8�<�>�5� �?�0�=�5�;�8� Packet Details, �2� �?�5�@�2�C�N� �>�G�5�@�5�4�L� �<�>�6�=�>� �>�1�=�0�@�C�­

�6�8�B�L�,� �G�B�>� �2� �?�@�>�B�>�:�>�;�5� DHCP �2� �:�0�G�5�A�B�2�5� �?�@�>�B�>�:�>�;�0� �B�@�0�=�A�?�>�@�B�=�>�3�>� �C�@�>�2�=�O� �8�A�­

�?�>�;�L�7�C�5�B�A�O� UDP. ���;�O� �?�@�>�B�>�:�>�;�0� DHCP �>�G�5�=�L� �2�0�6�=�0� �A�:�>�@�>�A�B�L�,� �A� �:�>�B�>�@�>�9� �:�;�8�­

�5�=�B� �?�@�8�=�8�<�0�5�B� �7�0�?�@�0�H�8�2�0�5�<�C�N� �8�<� �8�=�D�>�@�<�0�F�8�N�.� ���>� �2� �?�@�>�B�>�:�>�;� DHCP �2�A�B�@�>�­

�5�=�K� �A�>�1�A�B�2�5�=�=�K�5� �A�@�5�4�A�B�2�0�,� �>�1�5�A�?�5�G�8�2�0�N�I�8�5� �=�0�4�5�6�=�>�A�B�L� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E�,� �0� 

�M�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �4�;�O� �=�5�3�>� �2�?�>�;�=�5� �?�>�4�E�>�4�8�B� �?�@�>�B�>�:�>�;� UDP. ���>�;�5�5� �?�>�4�@�>�1�=�>� 

�?�@�>�F�5�A�A� �>�1�=�0�@�C�6�5�=�8�O� �<�>�6�=�>� �@�0�A�A�<�>�B�@�5�B�L�,� �8�A�A�;�5�4�>�2�0�2� �G�0�A�B�L� �?�5�@�2�>�3�>� �?�0�:�5�B�0�,� 

�>�B�=�>�A�O�I�C�N�A�O� �:� �?�@�>�B�>�:�>�;�C� DHCP, �2� �?�0�=�5�;�8� Packet Details �(�@�8�A�.� 9.3). 

�l�1�1�Q�(�l�l�M�l�!�l�l�l� ���@�8�;�>�6�5�=�8�5� Wireshark �?�>�-�?�@�5�6�=�5�<�C� �?�@�8� �0�=�0�;�8�7�5� �?�@�>�B�(�J���<�0� DHCP �=�0�­

�7�K�2�0�5�B� �5�3�>� �������"� �,� �8� �?�>�M�B�>�<�C� �2� �?�0�=�5�;�8� Packet Details �8�<�5�5�B�A�O� �@�0�7�4�5�;� 

���o�o�t�s�t�r�a�p� Protocol �2�<�5�A�B�>� �@�0�7�4�5�;�0� DHCP. �"�5�<� �=�5� �<�5�=�5�5� �7�4�5�A�L� �8� �4�H�t�R�5� �M�B�>�B� 

�@�0�7�4�5�;� �=�0�7�K�2�0�5�B�A�O� �'�'�0�A�B�J�N� �?�0�:�5�B�0�,� �>�B�=�>�A�O�I�5�9�A�O� �:� �?�@�>�B�(�J���>�;�C� DHCP. 

� �0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �?�0�:�5�B� �A�>�4�5�@�6�8�B� �7�0�?�@�>�A�,� �=�0� �G�B�>� �C�:�0�7�K�2�0�5�B� �7�=�0�G�5�=�8�5� 

�2� �?�>�;�5� Message type ���.� ���>�;�L�H�8�=�A�B�2�>� �?�>�;�5�9� �2� �4�0�=�=�>�<� �?�0�:�5�B�5� �>�1�=�0�@�C�6�5�=�8�O� �A�>�­

�4�5�@�6�0�B� �=�C�;�8� �(�:�0�:� �<�>�6�=�>� �2�8�4�5�B�L� �2� �?�>�;�O�E� �I� �-�0�4�@�5�A�>�2� 8) �8�;�8� �6�5� �=�5� �B�@�5�1�C�N�B� �>�A�>�­

�1�K�E� �?�>�O�A�=�5�=�8�9�,� �8�A�E�>�4�O� �8�7� �8�E� �=�0�7�=�0�G�5�=�8�O�,� �2�:�@�0�B�F�5� �>�?�8�A�0�=�=�>�3�>� �2� �?�@�5�4�K�4�C�I�5�<� 
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�@�0�7�4�5�;�5�,� �3�4�5� �?�5�@�5�G�8�A�;�5�=�K� �?�>�;�O� �D���!� �-�7�0�3�>�;�>�2�:�0�.� ���A�O� �A�C�B�L� �4�0�=�=�>�3�>� �?�0�:�5�B�0� �:�@�>�­

�5�B�A�O� �2� �5�3�>� �G�5�B�K�@�5�E� �?�5�@�5�G�8�A�;�5�=�=�K�E� �=�8�6�5� �?�>�;�O�E� Option ���.� 

1( Wireshark. Pockot 1 · dhcp_nol•os•_rontw•I �>� �E� 

Fr•.., 1: 342 bytes on wire (2736 �,�i�t�s�)�,� 342 bytes captured (2736 �,�i�t�s�)� �>�?� interface �5� 

�E�t�h�e�3�n "�t� II, Src; V.W..re_59:fd:21 {e&:0c:29:59:fd:21}, Dst: Bro•dc•st (ff :.ff:ff:ff:ff:ff) 
) Internet Protocol Version 4, Src: �5�.�5�.�5�.�5�,� Dst: 255.255.255.255 
> �U�s�e�3� Datagr•11 Protocol, �S�3�A� Port: �,�>�>�t�@�A� (63), Dst Port: �,�o�o�t�p�s� (67) 
v Bootstrap Protocol �(�D�i�s�c�o�v�e�3�)� 

�<�e�s�s�a�g�e� type: ���>�>�t� Request (1) ��� 
���0�3�d�w�0�3�5� type: Etherntt �(�&�%�0�1�)� 

�t�i�a�3�d�w�a�r�e� •ddress length: �1� 

�=�>�@�s �:� �5� 

Trans•ction ID: �5�E�6�9�1�d�d�A�1�6� 

Seconds elapsed: �2� 

> ���>�>�t�@� flags: ���%�0�4�1�0�6� (Unicast) 
Client IP address: 0.0.&.8 

f) Your (client) IP •ddress: �6�.�8�.�5�.�5� 

Next �s�e�r�v�e�3� IP address: �5�.�5�.�5�.�5� 

Ael•y agent IP �a�d�d�3�e�s�s�:� �5�.�5�.�5�.�5� 

Client �1�1�4�!� •ddrtss: v ... re_S9:fd:21 {60:0c:29:59:fd:21) 
Client hardware �a�d�d�3�e�s�s� padding: �0�0�0�0�8�0�0�0�0�0�6�6�0�~� 

Serve-r host naa not �g�i�v�~�n� 

���>�>�t� flle na11e not given 
�=�a�g�i�c� cookie: �D�t�:�:�:�P� 

v Option: (53) �D���!� � ���.�s�s�a�g�t� �"�C�@�5� (Discover) €) 
l ength: 1 
�����!� �:� �D�i�s�c�o�v�e�3� (1) 

> Option: (50) Requ•sttd IP Address 
> Option: (12) ���o�s�t� �N�8�5� 

> Option: (55) � �0�3�8�5�t�5�3� Request List 
> Option: (255) End 

Padding: �5�5�5�0�0�0�0�0�5�5�5�5�5�0�5�5�2�0�0�0�0�0�0�0�0�0�0�2�5�0�0�5�5�2�5�0�0�0�0�0�0�0�0�0�0�0�0�0� ... 

�N�r�<� 1 · r ..... AfJ()/)()01J· �s�>�.�-�1�1�.�0�.�<� ·- �;�s�.�E�S�.�;�s�z�s�s� · �-�D���C�P �·� lnfrr. �����!� �>�.�r�N� ..... �_�,�>�"�"�'�-

Close ���5�1�@� 

� �8�A�.� 9.3. ���0�:�5�B� �>�1�=�0�@�C�6�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� DHCP 

• DHCP ���e�s�s�a�g�e� �"�C�@�5� �(�"�O�?� �A�>�>�1�I�5�=�8�O� DHCP). ��� �M�B�>�<� �?�>�;�5� �7�0�4�0�5�B�A�O� �B�8�?� �A�>�­

�>�1�I�5�=�8�O� 53 �4�;�8�=�>�9� 1 �8� �A�>� �7�=�0�G�5�=�8�5�<� Discover (1). �-�B�8� �7�=�0�G�5�=�8�O� �C�:�0�7�K�2�0�­

�N�B� �=�0� �B�>�,� �G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� DHCP �>�B�=�>�A�8�B�A�O� �:� �:�0�B�5�3�>�@�8�8� �>�1�=�0�@�C�6�5�=�8�O�.� 

• Client ldentifier �(���4�5�=�B�8�D�8�:�0�B�>�@� �:�;�8�5�=�B�0�)�.� ��� �M�B�>�<� �?�>�;�5� �?�@�5�4�>�A�B�0�2�;�O�N�B�­

�A�O� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �A�2�5�4�5�=�8�O� �>� �:�;�8�5�=�B�5�,� �7�0�?�@�0�H�8�2�0�N�I�5�<� �I� �-�0�4�@�5�A�.� 

• Requested IP Address �(���0�?�@�0�H�8�2�0�5�<�K�9� �I� �-�0�4�@�5�A�)�.� ��� �M�B�>�<� �?�>�;�5� �?�@�5�4�>�­

�A�B�0�2�;�O�5�B�A�O� �I� �-�0�4�@�5�A�,� �:�>�B�>�@�K�9� �B�@�5�1�C�5�B�A�O� �?�>�;�C�G�8�B�L� �:�;�8�5�=�B�C�.� �-�B�>� �<�>�6�5�B� 

�1�K�B�L� �?�@�8�<�5�=�O�2�H�8�9�A�O� �@�0�=�5�5� �I� �-�0�4�@�5�A� �N�H� �6�5� �0�4�@�5�A� ���.� ���.� ���.� ���,� �C�:�0�7�K�2�0�N�­

�I�8�9� �=�0� �>�B�A�C�B�A�B�2�8�5� �:�0�:�8�E�-�B�>� �?�@�5�4�?�>�G�B�5�=�8�9�.� 

• Parameter Request List �(�!�?�8�A�>�:� �7�0�?�@�0�H�8�2�0�5�<�K�E� �?�0�@�0�<�5�B�@�>�2�)�.� ��� �M�B�>�<� 

�?�>�;�5� �?�@�5�4�>�A�B�0�2�;�O�5�B�A�O� �A�?�8�A�>�:� �@�0�7�;�8�G�=�K�E� �M�;�5�<�5�=�B�>�2� �:�>�=�D�8�3�C�@�0�F�8�8� �(�I� �­

�0�4�@�5�A�>�2� �4�@�C�3�8�E� �2�0�6�=�K�E� �A�5�B�5�2�K�E� �C�A�B�@�>�9�A�B�2� �8� �?�@�>�G�8�E� �=�5� �>�B�=�>�A�O�I�8�E�A�O� �:� 

�=�8�<� �M�;�5�<�5�=�B�>�2�)�,� �:�>�B�>�@�K�5� �:�;�8�5�=�B�C� �B�@�5�1�C�5�B�A�O� �?�>�;�C�G�8�B�L� �>�B� �D���!� �-�A�5�@�2�5�@�0�.� 

� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 227 
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���0�:�5�B� �?�@�5�4�;�>�6�5�=�8�O� 

��� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�<� �I� �-�7�0�3�>�;�>�2�:�5� �2�B�>�@�>�3�>� �?�0�:�5�B�0� �8�7� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�3�>� �7�4�5�A�L� 

�D�0�9�;�0� �?�5�@�5�E�2�0�B�0� �?�5�@�5�G�8�A�;�5�=�K� �I� �-�0�4�@�5�A�0�,� �>�1�>�7�=�0�G�0�N�I�8�5� �?�5�@�5�<�5�I�5�=�8�5� �M�B�>�3�>� 

�?�0�:�5�B�0� �8�7� �E�>�A�B�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 192 .168 .1. 5, �:� �E�>�A�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�­

�<�C� �?�>� �0�4�@�5�A�C� 192 .168 .1.10 �(�@�8�A�.� 9.4). �#� �:�;�8�5�=�B�0� �=�0� �A�0�<�>�<� �4�5�;�5� �?�>�:�0� �5�I�5� �=�5�B� 

�0�4�@�5�A�0� 192 .168 .1.10, �?�>�M�B�>�<�C� �A�5�@�2�5�@� �?�>�?�K�B�0�5�B�A�O� �A�=�0�G�0�;�0� �A�2�O�7�0�B�L�A�O� �A� �:�;�8�5�=�­

�B�>�<�,� �8�A�?�>�;�L�7�C�O� �0�?�?�0�@�0�B�=�K�9� �0�4�@�5�A�,� �?�@�5�4�>�A�B�0�2�;�O�5�<�K�9� �?�>� �?�@�>�B�>�:�>�;�C� ARP. ���A�;�8� 

�6�5� �B�0�:�0�O� �A�2�O�7�L� �=�5�2�>�7�<�>�6�=�0�,� �A�5�@�2�5�@� �?�@�>�A�B�>� �@�0�7�>�H�;�5�B� �M�B�>�B� �?�0�:�5�B� �2� �H�8�@�>�:�>�2�5�­

�I�0�B�5�;�L�=�>�<� �@�5�6�8�<�5�.� 

���>� �2�B�>�@�>�<� �?�0�:�5�B�5�,� �:�>�B�>�@�K�9� �=�0�7�K�2�0�5�B�A�O� �?�0�:�5�B�>�<� �?�@�5�4�;�>�6�5�=�8�O�,� �B�0�:�6�5� �8�<�5�5�B�­

�A�O� �G�0�A�B�L�,� �>�B�=�>�A�O�I�0�O�A�O� �:� �?�@�>�B�>�:�>�;�C� DHCP, �0� �2� �=�5�9� - �?�>�;�5� Message type, �3�4�5� �C�:�0�­

�7�K�2�0�5�B�A�O�,� �G�B�>� �@�5�G�L� �8�4�5�B� �>�1� �>�B�2�5�B�5� ���.� ���0�=�=�K�9� �?�0�:�5�B� �A�>�4�5�@�6�8�B� �B�>�B� �6�5� �A�0�<�K�9� 

�8�4�5�=�B�8�D�8�:�0�B�>�@� �B�@�0�=�7�0�:�F�8�8� �2� �?�>�;�5� Transaction ID, �G�B�>� �8� �?�@�5�4�K�4�C�I�8�9� �?�0�:�5�B� 8. 
�-�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �4�0�=�=�K�9� �>�B�2�5�B� �4�5�9�A�B�2�8�B�5�;�L�=�>� �O�2�;�O�5�B�A�O� �@�5�0�:�F�8�5�9� �=�0� �?�5�@�2�>�=�0�­

�G�0�;�L�=�K�9� �7�0�?�@�>�A�.� 

���0�:�5�B� �?�@�5�4�;�>�6�5�=�8�O� �?�>�A�K�;�0�5�B�A�O� �D���!� �-�A�5�@�2�5�@�>�<� �A� �F�5�;�L�N� �?�@�5�4�;�>�6�8�B�L� �A�2�>�8� 

�C�A�;�C�3�8� �:�;�8�5�=�B�C�.� ���;�O� �M�B�>�3�>� �2� �=�5�<� �?�@�5�4�>�A�B�0�2�;�O�N�B�A�O� �A�2�5�4�5�=�8�O� �>� �A�0�<�>�<� �A�5�@�2�5�@�5� �8� 

�0�4�@�5�A�0�E�,� �:�>�B�>�@�K�<�8� �A�5�@�2�5�@� �<�>�6�5�B� �A�=�0�1�4�8�B�L� �:�;�8�5�=�B�0�.� ���0�:� �?�>�:�0�.�7�0�=�>� �=�0� �@�8�A�.� 9.4, 
�I� �-�0�4�@�5�A� 192 .168 .1.10, �C�:�0�0�0�=�=�K�9� �2� �?�>�;�5� Your IP address, ��� �?�@�5�4�;�0�3�0�5�B�A�O� �:�;�8�5�=�­

�B�C� �>�B� �A�5�@�2�5�@�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 192 .168 .1. 5 �8� �C�:�0�7�0�=�=�>�<�C� �2� �?�>�;�5� Next 
server IP address �$�.� 

��� �?�5�@�2�>�<� �?�>�;�5� �?�5�@�5�G�8�A�;�O�5�<�K�E� �=�0�@�0�<�5�B�@�>�2� �C�:�0�7�K�2�0�5�B�A�O�,� �G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� 

DHCP �>�B�=�>�A�8�B�A�O� �:� �B�8�?�C� �?�@�5�4�;�>�6�5�=�8�O� (Offer) 0. ��� �2� �A�;�5�4�C�N�I�8�E� �4�0�;�5�5� �?�>�;�O�E� 

�?�0�@�0�<�5�B�@�>�2� �C�:�0�7�K�2�0�N�B�A�O� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �A�2�5�4�5�=�8�O�,� �:�>�B�>�@�K�5� �A�5�@�2�5�@� �<�>�6�5�B� 

�?�@�5�4�>�A�B�0�2�8�B�L� �2�<�5�A�B�5� �A� �I� �-�0�4�@�5�A�>�<� �:�;�8�5�=�B�0�.� ��� �G�0�A�B�=�>�A�B�8�,� �A�5�@�2�5�@� �<�>�6�5�B� �?�@�5�4�;�>�­

�6�8�B�L� �A�;�5�4�C�N�I�5�5�.� 

• ���@�5�<�O� �0�@�5�=�4�K� �I� �-�0�4�@�5�A�0�- 10 �<�8�=�C�B�.� 

• ���0�A�:�0� �?�>�4�A�5�B�8� 255. 255. 255. ���.� 

• �(�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�9� �0�4�@�5�A� 192 .168 .1. 255. 

• ���4�@�5�A� �<�0�@�H�@�C�B�8�7�0�B�>�@�0� 192 .168 .1. 254. 

• ���>�<�5�=�=�>�5� �8�<�O� mydomain. example. 

• ���4�@�5�A�0� 192 .168 �.�1�.�1�8�1�9�2� .168 .1. 2 �A�5�@�2�5�@�0� �4�>�<�5�=�=�K�E� �8�<�5�=�.� 

���0�:�5�B� �7�0�?�@�>�A�0� 

���0�:� �B�>�;�L�:�>� �:�;�8�5�=�B� �?�>�;�C�G�8�B� �?�@�5�4�;�>�6�5�=�8�5� �>�B� �D���!� �-�A�5�@�2�5�@�0�,� �>�=� �4�>�;�6�5�=� 

�?�@�8�=�O�B�L� �5�3�>� �2� �?�0�:�5�B�5� �D���!� �-�7�0�?�@�>�A�0�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.5. �"�@�5�B�8�9� �?�0�:�5�B� �8�7� 

�@�0�A�A�<�0�B�@�8�2�0�5�<�>�3�>� �7�4�5�A�L� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� �?�>�-�?�@�5�6�=�5�<�C� �?�>�A�B�C�?�0�5�B� �8�7� �A�5�B�5�2�>�3�>� 
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�C�7�;�0� �A� �I� �-�0�4�@�5�A�>�<� ���.� ���.� ���.� ���,� �?�>�A�:�>�;�L�:�C� �?�@�>�F�5�A�A� �?�>�;�C�G�5�=�8�O� �I� �-�0�4�@�5�A�0� �5�I�5� �=�5� �7�0�­

�2�5�@�H�5�=� ���.� �"�5�?�5�@�L� �2� �?�0�:�5�B�5� �8�7�2�5�A�B�=�>�,� �A� �:�0�:�8�<� �8�<�5�=�=�>� �D���!� �-�A�5�@�2�5�@�>�<� �C�A�B�0�=�0�2�­

�;�8�2�0�5�B�A�O� �A�2�O�7�L� . 

• Wir5har\:: · Paclcot 2 · dhcp_noloaso_rmowal D �E� 

> frome 2: 344 byt•s �>�?� wir• (2752 bits), 344 byt•s coptur•d (2752 bits) �>�?� �i�n�t "�r�B�o�c�.� 0 

Ethernet II, Src: V..ar•_c0:60:"4 �(�9�0�:�0�A�:�2�9�:�A�0�:�6�9�:�0�4�)�,� Dst: �V�m�w�a�3�e�_�S�9�:�f�d�:�2�1� (90:0c:29:59:fd:2l) 

Internet Protocol Version 4, �S�3�A�:� 192.168.1.5, Dst: 192.168.1.10 

> �U�s�"�3� �D�a�t�a�g�r�=� Protocol, �S�3�A� Port: �,�o�o�t�p�s� �(�1�7�)�,� Dst Port: �,�>�>�t�@�A� {68) 
���o�o�t�s�t�r�a�p� Protocol (Offer) 

���.�s�s�o�g�e� type: Boot R•ply (2) ��� 
�H�a�3�d�w�a�r�e� type: �E�t�h�e�r�?�e�t� �(�9�E�9�1�)� 

�H�a�3�d�w�a�r�e� addr•ss length: �1� 

���>�@�s�:� 0 
�T�3�a�?�s�a�c�t�i�o�n� ID: �0�x�1�9�6�d�d�c�6�6� f) 
Seconds elapsed: 0 

> Bootp flags: �0�E�9�0�9�0� (Unicast) 
Client IP addr•ss: 0.0.0.0 

t) Your (cli•nt) IP addr•ss: 192.168.1.10 
�D� Next server IP address: 192 .168 .1. 5 

Relay agent IP address: 0.0.0.0 
Client �����!� address: v,..,are_59:fd:21 (90:0c:29:59:fd:21) 
�C�l�i�e�?�t� hardware addr•ss padding: 90900909090090909090 
S•rv•r host na111e not given 
Boot file �?�0�1�1�5� �?�>�t� given 
Magic cookie: �D���!� � 

v �O�p�t�i�o�?�:� (53) �D���!� � ���.�s�s�a�g�e� �"�#� �"� (Offer) 0 
l•ngth: 1 
�D���!� �:� Offer (2) 

v Option: (S4) �D���!� � Server Identifier 
length: 4 
�D���!� � S•rver �I�d "�n�t�i�f�i�e�3�:� 192.168.1.5 

v Option: (51) IP Address Lease Ti11e 
length: 4 
IP Addr•ss l•ase �"�i�.�.�.�,�:� �(�1�����s�)� 10 11inutes 

Option: (1) Subnet Mask 
length: 4 
Subnet Mask: 255. 255. 255. 0 

v Option: (28) Broadcast �A�d�d�3�e�s�s� 

L•ngth: 4 
�B�3�o�a�d�c�a�s� t �A�d�d�3�e�s�s�:� 192 .168 .1. 255 

v Option: (3) �R�o�u�t�e�3� 

l•ngth: 4 
Router: 192.168.l.2S4 

v Option: (15) Dolllain �N�<�5� 

length: 16 
Doowain �=�0�.�.�.�,�:� mydomain. exa!lple 

v Option: (6) Donlain N"""' �S�e�3�v "�r� 

length: 8 
Domain Name �S�e�r�v�e�3�:� 192 .168 .1.1 
Donoain Na18e Server: 192.168.1.2 

v Option: (255) ���?�d� 

Option End: 255 

fVr>, z. r...., J.OllZJSS. �5�>�<�1�0�1�,� 19Z-Ja1.s �~� J'iZ.168.l.JO . ProttXtJi: �����!� �  " �/�,�?�{�>�,� �����!� � ()ff.,. �7�/�<�8�0�i�>�?� ID �4�1�6�~� 

Close l 1 tleip 

� �8�A�.� 9.4. ���0�:�5�B� �?�@�5�4�;�>�6�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� DHCP 

� �0�A �?�@ �>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 229 
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Jf Wireshark · Pack•t 3 · dhcp_nol•as•_renowal �>� 

�F�3�a�n�i�e� ���:� 342 bytes on �w�i�3�e� {2736 bits), 342 byt•s captured (2736 bits) on int•rface 0 
Ethernet II, Src: Vtware_S9:fd:21 (00:0c:29:59:fd:21), Dst: �B�3�o�a�d�c�a�s�t� (ff:ff:ff:ff:ff:ff) 

> �I�n�t�e�3�n�e�t� Protocol �V "�3�s�i�o�n� 4, �S�3�A�:� 0.0.0.0, Ost: 255.255.255.255 �~� 
> User DatagraJI Protocol, �S�3�A� Port: �,�>�>�t�@�A� (68), Ost � �>�3�t �:� �,�o�o�t�p�s� (67) 
v Bootstrap Protocol (Request) 

���e�s�s�a�g�e� type: ���>�>�t� Request (1) 8 
Hardware type: Eth•rnet ( �0�E�0�1�)� 

�H�a�3�d�w�a�r�e� �a�d�d�3�e�s�s� length: 6 
�=�>�@�s�:� 0 
�T�3�a�n�s�a�c�t�i�o�n� ID: �0�x�1�9�6�d�d�c�6�6� ��� 

Seconds elapsed: 0 
Bootp flags: �0�E�0�0�0�0� (Unicast) 
Client IP address: 0.0.0.0 
Your (cli•nt) IP oddr•ss: 0.0.0.0 
Next �s�e�3�v�e�r� IP address: 0.0.0.0 
Relay agent IP address: 0.0.0.0 
Client �����<� �a�d�d�3�e�s�s�:� �V�l�l�l�w�a�3�e�_�5�9�:�f�d�:�2�1� (00:0c:29:59:fd:21) 
Client �h�a�3�d�w�a�r�e� address padding: 00000000000000000000 
�S�5�3�v�~�3� host narae not given 
Boot file name not given 
Hagic cooki•: �D���!� � 

v Option: (53) �����!� � ���e�s�s�a�g�e� �"�C�@�5� (Request) ��� 
length: 1 
�D���!� �:� R•qu•st (3) 

v Option: (54) �D���!� � Serv•r Identi fier 
length: 4 
�D���!� � Server Identifier: 192.168.1.5 f:} 

v Option: (50) Requested IP Address 
length: 4 
Requested IP Address: 192.168.1.10 

v Option: (12) ���o�s�t� NaJae 
Length: 7 
���o�s�t� llame: ubuntu2 

> Option: (55) Parametl!r Request List 
v Option: ( 255) End 

Option End: 255 
�P�a�d�d�i�n�g�:�~� 

� �8�A�.� 9.5. ���0�:�5�B� �7�0�?�@�>�A�0� �?�>� �?�@�>�B�>�:�>�;�C� DHCP 

�E� 

1 

��� �?�>�;�5� Message type �C�:�0�7�0�=�> �,� �G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� �>�B�=�>�A�8�B�A�O� �:� �B�8�?�C� �7�0�?�@�>�A�0� 8, 
�0� �2� �?�>�;�5� Transaction ID �A�>�4�5�@�6�8�B�A�O� �B�>� �6�5� �A�0�<�>�5� �G�8�A�;�>�,� �G�B�>� �8� �2� �?�5�@�2�K�E� �4�2�C�E� �?�0�:�5�­

�B�0�E� ���,� �C�:�0�7�K�2�0�O� �=�0� �B�>�,� �G�B�>� �>�=�8� �O�2�;�O�N�B�A�O� �G�0�A�B�L�N� �>�4�=�>�3�>� �8� �B�>�3�>� �6�5� �?�@�>�F�5�A�A�0�.� 

���0�=�=�K�9� �?�0�:�5�B� �?�>�4�>�1�5�=� �?�0�:�5�B�C� �>�1�=�0�@�C�6�5�=�8�O� �2� �B�>�<� �>�B�=�>�H�5�=�8�8�,� �G�B�>� �2�A�O� �A�>�4�5�@�­

�6�0�I�0�O�A�O� �2� �=�5�<� �8�=�D�>�@�<�0�F�8�O� �>�1� �I� �-�0�4�@�5�A�0�E� �>�1�=�C�;�O�5�B�A�O �.� 

���,� �=�0�:�>�=�5�F �,� �2� �?�>�;�O�E� Option �C�:�0�7�0�=�>�,� �G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� DHCP �>�B�=�>�A�8�B�A�O� �:� 

�B�8�?�C� �7�0�?�@�>�A�0� (Request) ���.� ���1�@�0�B�8�B�5� �2�=�8�<�0�=�8�5� �=�0� �B�>�,� �G�B�>� �7�0�?�@�0�H�8�2�0�5�<�K�9� �I� �-�0�­

�4�@�5�A� �1�>�;�L�H�5� �=�5� �O�2�;�O�5�B�A�O� �?�C�A�B�K�<� �8� �G�B�>� �2� �?�>�;�5� DHCP Server ldentifier �A�>�4�5�@�6�8�B�A�O� 

�A�>�>�B�2�5�B�A�B�2�C�N�I�8�9� �I� �-�0�4�@�5�A� ���.� 
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���0�:�5�B� �?�>�4�B�2�5�@�6�4�5�=�8�O� 

���0� �?�>�A�;�5�4�=�5�9� �A�B�0�4�8�8� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�3�>� �7�4�5�A�L� �?�@�>�F�5�A�A�0� �D���!� �-�A�5�@�2�5�@� �?�>�­

�A�K�;�0�5�B� �:�;�8�5�=�B�C� �7�0�?�@�0�H�8�2�0�5�<�K�5� �I� �-�0�4�@�5�A�0� �2� �?�0�:�5�B�5� �?�>�4�B�2�5�@�6�4�5�=�8�O�,� �7�0�?�8�A�K�2�0�O� 

�M�B�C� �8�=�D�>�@�<�0�F�8�N� �2� �A�2�>�5�9� �1�0�7�5� �4�0�=�=�K�E�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.6. ��� �8�B�>�3�5� �:�;�8�5�=�B� 

�?�>�;�C�G�8�B� �A�2�>�9� �I� �-�0�4�@�5�A �,� �G�B�>�1�K� �=�0�G�0�B�L� �?�>� �=�5�<�C� �>�1�<�5�=� �4�0�=�=�K�<�8� �2� �A�5�B�8 �.� 

JI. Wir<Sh•rk · Packet 4 · dhcp_nol••••_renew•I �>� �E� 

�~� - --- -- -
�f�3�a�n�o�e� 4: 344 bytes on �w�i�3�e� (2752 bits), 344 bytes �c�a�p�t�u�3�e�d� (2752 bits) on �i�n�t�e�3�f�o�c�e� 11 
�E�t�h�e�3�n�e�t� II, 5rc: v-are_cll:611:a4 �(�1�1�1�1�:�0�A�:�2�9�:�A�0�:�6�0�:�0�4�)�,� Ost: \haware_59:fd:21 (llll:llc:29:59:fd:21) 

> Internet �P�3�o�t�o�c�o�l� Version 4, Src: 192.168.1.5, Ost: 192.168.1.10 
> �U�s�e�3� �O�a�t�a�g�3� ... �P�3�o�t�o�c�o�l�,� Src � �>�3�t�:� �,�o�o�t�p�s� (67), Ost � �>�3�t�:� �,�>�>�t�@�A� (68) 
.., ���o�o�t�s�t�3�o�p� �P�3�o�t�o�c�o�l� �(���!���)� 

���e�s�s�a�g�e� type: ���>�>�t� Reply (2) 
���0�3�d�w�0�3�5� type: �E�t�h�e�3�n�e�t� (llxlll) 
���0�3�d�w�>�3�5� �a�d�d�3�e�s�s� length: 6 
���>�@�s�:� 11 
�T�3�a�n�s�o�c�t�i�o�n� IO: �0�E�1�9�1�d�d�A�1�6� 

Seconds elapsed: 0 
���>�>�t�@� flags: llxllllllll (Unicost) 
Client IP �a�d�d�3�e�s�s�:� �1�1�.�5�.�0�.�5� 

�#�>�u�3� (client) IP �a�d�d�3�e�s�s �:� 192.168.1.10 
Next �s�5�3�v�5�3� IP �a�d�d�3�e�s�s�:� 192 .168 .1. 5 
Reloy agent IP �o�d�d�3�e�s�s�:� 0.0.0.0 
Client �1�1���!� �o�d�d�3�e�s�s�:� \hllwore_59:fd:21 (00:0c:29:59:fd:21) 
Client �h�o�3�d�w�o�3�e� oddress podding: 0000001100011000000000 
Server host naae not given 
Boot f ���5� �?�0�1�1�5� not gi ven 
Hagic cookie: �����!� � 

> Option: (53) �����!� � ���e�s�s�a�g�e� �"�C�@�5� �(���!���)� 

> Option: (54) �����!� � �S�e�3�v�e�r� �I�d�e�n�t�i�f�i�e�3� 

Option: (51) IP Address Lease Tinie 
Option: (1) Subnet Hask 
Option: (28) �B�3�o�o�d�c "�s�t� Address 
Option: ( ���)� �R�o�u�t�e�3� 

Option: (15) Doclain �N�a�l�l���!� 

Option: (6) Doclain Name �S�5�3�v�5�3� 

Option: (255) End 

No. : 4 • TlmA �J�.�~� • ScutrR· J!Jbl68.1.S • - l'Jz.168.J.JO • �-�����!� � • F• �����!� �����<�'�- �"�,�,�,�_� �/���-

� �8�A�.� 9.6. ���0�:�5�B� �?�>�4�B�2�5�@�6�4�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� DHCP 

���>�7�>�1�=�>�2�;�5�=�8�5� �0�@�5�=�4�K� �I� �-�0�4�@�5�A�0� �?�>� �?�@�>�B�>�:�>�;�C� DHCP 

�$�0�9�;� �?�5�@ �5�E�2�0�B�0� dhcp _ 
inlease_renewal.pcapng 

���>�3�4�0� �D���!� �-�A�5�@�2�A�@� �?�@�8�A�2�0�8�2�0�5�B� �I� �-�0�4�@�5�A� �C�A�B�@�>�9�­

�A�B�2�C�,� �>�=� �A�4�0�5�B� �5�3�>� �:�;�8�5�=�B�C� �2� �0�@�5�=�,�4�C�.� �-�B�>� �>�7�=�0�G�0�5�B�,� 

�G�B�>� �:�;�8�5�=�B�C� �@�0�7�@�5�H�0�5�B�A�O� �?�>�;�L�7�>�2�0�B�L�A�O� �?�@�8�A�2�>�5�=�­

�=�K�<� �5�<�C� �I� �-�0�4�@�5�A�>�<� �B�>�;�L�:�>� �2� �B�5 "�1�5�=�8�5� �>�3�@�0�=�8�G�5�=�=�>�3�>� �?�5�@�8�>�4�0� �2�@�5�<�5�=�8�,� �?�>� �8�A�­

�B�5�G�5�=�8�8� �:�>�B�>�@�>�3�>� �5�<�C� �?�@�8�4�5�B�A�O� �2�>�M�>�1�=�>�2�8�B�L� �0�@�5�=�4�C� �4�0�=�=�>�3�>� �0�4�@�5�A�0�.� ���?�8�A�0�=�­

�=�K�9� �2�K�H�5� �?�@�>�F�5�A�A� OORA �?�@�>�8�A�E�>�4�8�B�,� �:�>�3�4�0� �:�;�8�5�=�B� �B�>�;�L�:�>� �?�>�;�C�G�0�5�B� �A�2�>�9� �I� �-�0�­

�4�@�5�A� �8�;�8� �6�5� �:�>�3�4�0� �2�@�5�<�O� �5�3�>� �0�@�5�=�4�K� �8�A�B�5�:�;�>�.� ��� �;�N�1�>�<� �A�;�C�G�0�5� �A�G�8�B�0�5�B�A�O�,� �G�B�>� �C� 

�B�0�:�>�3�>� �C�A�B�@�>�9�A�B�2�0� �8�A�B�5�:� �A�@�>�:� �0�@�5�=�4�K�.� 

� �0 �A �?�@�> �A �B�@�0 �=�5�= �= �K�5� �?�@ �> �B �> �: �> �;�K� �2 �5 �@�E�=�5�3 �>� �C�@�> �2�=�O� 231 
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���>�3�4�0� �:�;�8�5�=�B� �A� �0�@�5�=�4�>�2�0�=�=�K�<� �I� �-�0�4�@�5�A�>�<� �?�5�@�5�7�0�3�@�C�6�0�5�B�A�O�,� �>�=� �4�>�;�6�5�=� �2�K�­

�?�>�;�=�8�B�L� �C�:�>�@�>�G�5�=�=�K�9� �2�0�@�8�0�=�B� �?�@�>�F�5�A�A�0� DORA, �G�B�>�1�K� �7�0�B�@�5�1�>�2�0�B�L� �A�2�>�9� �I� �-�0�­

�4�@�5�A� �>�1�@�0�B�=�>�.� �"�0�:�>�9� �?�@�>�F�5�A�A� �=�0�7�K�2�0�5�B�A�O� �2�>�7�>�1�=�>�2�;�5�=�8�5�<� �0�@�5�=�4�K�.� 

���;�O� �2�>�7�>�1�=�>�2�;�5�=�8�O� �0�@�5�=�4�C�5�<�K�E� �0�4�@�5�A�>�2� �?�0�:�5�B�K� �>�1�=�0�@�C�6�5�=�8�O� �8� �?�@�5�4�;�>�6�5�­

�=�8�O� �=�5� �=�C�6�=�K�.� ���>�7�>�1�=�>�2�;�5�=�8�5� �0�@�5�=�4�K� �<�>�6�=�>� �@�0�A�A�<�0�B�@�8�2�0�B�L� �:�0�:� �B�0�:�>�9� �6�5� �A�0�­

�<�K�9� �?�@�>�F�5�A�A� DORA, �G�B�>� �8� �4�;�O� �C�A�B�@�>�9�A�B�2�0� �A� �8�A�B�5�:�H�8�<� �A�@�>�:�>�<� �0�@�5�=�4�K�,� �B�>�;�L�:�>� 

�4�;�O� �M�B�>�3�>� �4�>�A�B�0�B�>�G�=�>� �2�K�?�>�;�=�8�B�L� �A�B�0�4�8�8� �7�0�?�@�>�A�0� �8� �?�>�4�B�2�5�@�6�4�5�=�8�O�.� �%�0�@�0�:�B�5�@�­

�=�K�9� �?�@�8�<�5�@� �2�>�7�>�1�=�>�2�;�5�=�8�O� �0�@�5�=�4�K� �<�>�6�=�>� �=�0�9�B�8� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� dhcp _ 
inlease renewal.pcapng. 

���0�@�0�<�5�B�@�K� �8� �B�8�?�K� �A�>�>�1�I�5�=�8�9� �2� �?�@�>�B�>�:�>�;�5� DHCP 
���0�A�B�>�O�I�5�5� �C�4�>�1�A�B�2�>� �?�@�>�B�>�:�>�;�0� DHCP �:�@�>�5�B�A�O� �2� �4�>�A�B�C�?�=�K�E� �5�3�>� �?�0�@�0�<�5�­

�B�@�0�E�.� ���0�:� �1�L�H�>� �?�>�:�0�7�0�=�>� �2�K�H�5�,� �?�0�@�0�<�5�B�@�K�,� �C�:�0�7�K�2�0�5�<�K�5� �2� �?�0�:�5�B�5� DHCP, �<�>�­
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�;�5�=�8�O� �A�2�O�7�K�2�0�N�B�A�O� �2�<�5�A�B�5� �A� �?�>�<�>�I�L�N� �8�4�5�=�B�8�D�8�:�0�B�>�@�0� �B�@�0�=�7�0�:�F�8�8� Ox9de03f, 
�0� �?�0�:�5�B�K� �7�0�?�@�>�A�0� �8� �>�B�2�5�B�0� - �A� �?�>�<�>�I�L�N� �8�4 �5 �=�B�8�D�8�:�0�B�>�@�0� �B�@�0�=�7�0�:�F�8�8� Ox2d1603. 
��� �E�>�B�O� �M�B�>� �=�5� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.9, �@�0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �>�1�<�5�=� �4�0�=�=�K�<�8� 

�?�@�>�8�A�E�>�4�8�B� �G�5�@�5�0� �A�B�0�=�4�0�@�B�=�K�5� �?�>�@�B�K� 546 �8� 547, �8�A�?�>�;�L�7�C�5�<�K�5� �2� �?�@�>�B�>�:�>�;�5� 

�D�H�C�P�v�1�.� 

ND �'����� Scllla! 

1 1." �f�e�:�l�l�8�:�;�1�8�L�:�l�t�f�f�1�f�~�S�~�:�7�7�4�-�t� 

2 •·- �f�"�~�a�i�t�1� �:�2�1�k�:�~�9�:�H�t�f�~�l�f�: "�7�S�5� fd:t: �:�2�6�c�:�2�9�:�f�f�:�f�e�~�~�7�7�4�4� 
'1.- �f�~���:�:�2�e�c�:�.�l�9�f�f�:�f�f�'�~�:�7�7�4�4� fft2::l!2 �D���!� �#�6� 164 �A�r�q�~�~�t� XIO: �8�x�2�d�l�1�e�3� CIO: �<�e�1�<�&�a�d�~�6�'�9�!�h�d�l�e�e�c�2�9�~�7�7�4�4� IAA: �2�8�1�t�:�d�,�8�:�1�:�2�:�:�1�1�1�7� 

41.- �f�e�l�e�1�:�1�8�c�:���f�:�f�e�1�f�: "�7�~�S� fe89::29':2bl"f:f..Se:7744 �D���C�P�d� 166 �~� 1 XlD: 8xldlblf3 CID . ���&�l�e�t�e�1�1�H�f�6�9�,�d�8�8�8�c�2�~�7�7�,�.�.� �I���:� 2Ml•dl:l8:1:2::1.8e2 

� �8�A�.� 9. 9. ���;�8�5�=�B�,� �?�>�;�C�G�0�N�I�8�9� �/� �v�6�-�0�4�@�5�A� �?�>� �?�@�>�B�>�:�>�;�C� DHCPv6 

��� �>�1�I�5�<�,� �A�B�@�C�:�B�C�@�0� �?�0�:�5�B�0� �2� �A�5�B�5�2�>�<� �B�@�0�D�8�:�5� 110 �?�@�>�B�>�:�>�;�C� �D�H�C�P�v�1� �2�K�3�;�O�­

�4�8�B� �A�>�2�A�5�<� �8�=�0�G�5�,� �E�>�B�O� �2� �=�5�9� �?�@�8�<�5�=�O�N�B�A�O� �2� �>�A�=�>�2�=�>�<� �B�5� �6�5� �A�0�<�K�5� �?�>�=�O�B�8�O �.� 

�"�5�<� �=�5� �<�5�=�5�5� �2� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �7�4�5�A�L� �?�@�>�F�5�A�A�5� �B�@�5�1�C�5�B�A�O� �=�5�:�>�B�>�@�0�O� �D�>�@�<�0� 

�>�1�=�0�@�C�6�5�=�8�O� �D���!� �-�A�5�@�2�5�@�0� �8� �D�>�@�<�0�;�L�=�>�3�>� �8�7�2�;�5�G�5�=�8�O� �A�2�5�4�5�=�8�9� �>� �:�>�=�D�8�3�C�­

�@�0�F�8�8�.� ���A�5� �B�@�0�=�7�0�:�F�8�8� �?�>�-�?�@�5�6�=�5�< �C� �A�2�O�7�K�2�0�N�B�A�O� �?�>� �A�2�>�8�<� �8�4�5�=�B�8�D�8�:�0�B�>�@�0�<� 

�2� �:�0�6�4�>�9� �?�0�@�5� �?�0�:�5�B�>�2�,� �:�>�B�>�@�K�<�8� �>�1�<�5�=�8�2�0�N�B�A�O� �:�;�8�5�=�B� �8� �A�5�@�2�5�@�.� ���4�@�5�A�0�F�8�O� 

�?�>� �?�@�>�B�>�:�>�;�C� �I�P�v�1� �=�5� �<�>�6�5�B� �?�>�4�4�5�@�6�8�2�0�B�L�A�O� �B�@�0�4�8�F�8�>�=�=�K�<�8� �<�5�E�0�=�8�7�<�0�<�8� 
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DHCP. ���A�;�8� �2� �2�0�H�5�9� �A�5�B�8� �8�<�5�N�B�A�O� �C�A�B�@�>�9�A�B�2�0�,� �0�2�B�>�<�0�B�8�G�5�A�:�8� �?�>�;�C�G�0�N�I�8�5� 

�I� �v�1�-�0�4�@�5�A�0� �>�B� �A�5�@�2�5�@�0�,� �B�>� �M�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �2� �2�0�H�5�9� �A�5�B�8�,� �2�5�@�>�O�B�=�5�5� �2�A�5�3�>�,� 

�C�6�5� �4�5�9�A�B�2�C�5�B� �A�;�C�6�1�0� �D�H�C�P�v�1�.� ��� �5�A�;�8� �2�0�<� �B�@�5�1�C�5�B�A�O� �?�@�>�4�>�;�6�8�B�L� �A�@�0�2�=�5�=�8�5� 

�?�@�>�B�>�:�>�;�>�2� DHCP �8� �D�H�C�P�v�1�,� �B�>� �@�5�:�>�<�5�=�4�C�5�B�A�O� �>�B�:�@�K�B�L� �C�?�>�<�8�=�0�2�H�8�5�A�O� �@�0�­

�=�5�5� �2� �M�B�>�9� �3�;�0�2�5� �D�0�9�;�K� �?�5�@�5�E�2�0�B�0� �?�>� �>�G�5�@�5�4�8� �8� �A�@�0�2�=�8�B�L� �8�E� �A�>�4�5�@�6�8�<�>�5� �=�5�?�>�­

�A�@�5�4�A�B�2�5�=�=�>�.� 

�!�8�A�B�5�<�0� �4�>�<�5�=�=�K�E� �8�<�5�=� (DNS) 
���@�>�B�>�:�>�;� DNS (Domain Name System - �A�8�A�B�5�<�0� �4�>�<�5�=�=�K�E� �8�<�5�=�)� �>�B�=�>�A�8�B�A�O� 

�:� �G�8�A�;�C� �=�0�8�1�>�;�5�5� �2�0�6�=�K�E� �<�5�6�A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2�,� �?�>�A�:�>�;�L�:�C� �>�=� �A�;�C�6�8�B� �A�2�>�5�­

�3�>� �@�>�4�0� �A�2�O�7�C�N�I�8�<� �7�2�5�=�>�<�.� ��� �G�0�A�B�=�>�A�B�8�,� �?�@�>�B�>�:�>�;� DNS �A�2�O�7�K�2�0�5�B� �4�>�<�5�=�=�K�5� 

�8�<�5�=�0� �(�=�0�?�@�8�<�5�@�,� www.google.com) �A� �I� �-�0�4�@�5�A�0�<�8� �(�=�0�?�@�8�<�5�@�,� 74.125.159.99). 
���A�;�8� �B�@�5�1�C�5�B�A�O� �A�2�O�7�0�B�L�A�O� �A� �A�5�B�5�2�K�<� �C�A�B�@�>�9�A�B�2�>�<�,� �I� �-�0�4�@�5�A� �:�>�B�>�@�>�3�>� �=�5�8�7�2�5�­

�A�B�5�=�,� �?�>�;�C�G�8�B�L� �4�>�A�B�C�?� �:� �M�B�>�<�C� �C�A�B�@�>�9�A�B�2�C� �<�>�6�=�>� �?�>� �5�3�>� �4�>�<�5�=�=�>�<�C� �8�<�5�=�8� �2� 

�A�;�C�6�1�5� DNS. 
���0� �D�N�S�-�c�e�p�2�e�p�a�x� �E�@�0�=�8�B�A�O� �1�0�7�0� �4�0�=�=�K�E� �A� �7�0�?�8�A�O�<�8� �@�5�A�C�@�A�>�2�,� �A�>�4�5�@�6�0�I�8�E� �A�>�­

�?�>�A�B�0�2�;�5�=�8�O� �I� �-�0�4�@�5�A�>�2� �8� �4�>�<�5�=�=�K�E� �8�<�5�=�,� �:�>�B�>�@�K�<�8� �M�B�8� �A�5�@�2�5�@�K� �4�5�;�O�B�A�O� �A� 

�:�;�8�5�=�B�0�<�8� �8� �4�@�C�3�8�<�8� �D�N�S�-�A�5�@�2�5�@�0�<�8�.� 

�l�1�!�Q�I���t�g���I�(�I� �!�B�@�C�:�B�C�@�0� �D�N�S�-�c�e�p�2�e�p�o�2� �4�>�2�>�;�J�=�>� �A�;�>�6�=�0�,� �?�>�M�B�>�<�C� �7�4�5�A�J� �@�0�A�A�<�0�B�@�8�2�0�­

�N�B�A�O� �;�8�H�J� �A�0�<�J�t�R� �@�0�A�?�@�>�A�B�@�0�H�=�=�J�t�R� �B�8�?�K� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� DNS. ���>� 

�@�0�7�;�8�G�=�K�<� �2�>�?�@�>�A�0�<�,� �A�2�O�7�0�=�=�K�<� �A� �?�@�>�B�>�:�>�;�>�<� DNS, �>�1�@�0�I�0�9�B�5�A�J� �7�0� 

�A�?�@�0�2�:�>�9� �?�>� �0�4�@�5�A�C� https: //www.isc.org/community/rfcs/dns/. 

�!�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� DNS 
���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.10, �A�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� DNS �=�5�A�:�>�;�L�:�>� 

�8�=�0�O�,� �G�5�<� �2� �@�0�A�A�<�0�B�@�8�2�0�2�H�8�E�A�O� �@�0�=�5�5� �B�8�?�0�E� �?�0�:�5�B�>�2�.� ��� �7�0�3�>�;�>�2�:�5� �?�0�:�5�B�0� DNS 
�8�<�5�N�B�A�O� �?�5�@�5�G�8�A�;�5�=�=�K�5� �=�8�6�5� �?�>�;�O�.� 

�!�8�A�B�5�<�0� �4�>�<�5�=�=�K�E� �8�<�5�=� (DNS) 

�!�<�5�I�5�=�8�5� ���:�B�5�B� �>� 1 1 2 3 

���:�B�5�B� ���8�B� 0-7 1 8-15 16-23 24-31 

�>� �>� ���4�5�=�B�8�D�8�:�0�F�8�>�=�=�K�9� �=�>�<�5�@� DNS �*�I���>�4�7�0�?�@�>�A�0� 181 l I �~� �K� 3 1 ���>�4�����1�5�B�0� 

4 32 �'�8�A�;�>� �7�0�?�@�>�A�>�2� �'�8�A�;�>� �>�B�2�5�B�>�2� 

8 64 �'�8�A�;�>� �7�0�?�8�A�5�9� �=�0� �0�2�B�>�@�8�B�5�B�=�>�<� �A�5�@�2�5�@�5� �4�>�<�5�=�=�K�E� �8�<�5�=� �'�8�A�;�>� �4�>�?�>�;�=�8�B�5�n�L�=�K�E� �7�0�?�8�A�5�9� 

12+ 96+ � �0�M�4�5�n� �7�0�?�@�>�A�>�2� � �0�M�4�5�n� �>�B�2�5�B�>�2� 

� �0�M�4�5�?� �?�>�?�=�>�<�>�G�8�9� � �0�7�4�5�?� �4�>�?�>�?�=�8�B�5�n�L�=�K�E� �A�2�5�4�5�=�8�9� 

� �8�A�.� 9. 1 ���.� �!�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� DNS 

� �0�A�?�@�>�A�B�@�>�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 235 
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• ���4�5�=�B�8�D�8�:�0�F�8�>�=�=�K�9� �=�>�<�5�@� DNS (DNS ID Number). �!�;�C�6�8�B� �4�;�O� �A�2�O�7�K�­

�2�0�=�8�O� �D�N�S�-�7�0�?�@�>�A�>�2� �A� �D�N�S�-�>�B�2�5�B�0�<�8�.� 

• ���0�?�@�>�A�/���B�2�5�B�,� ����� (Query/Response, QR). ���1�>�7�=�0�G�0�5�B�,� �A�>�4�5�@�6�8�B� �;�8� �?�0�­

�:�5�B� �D�N�S�-�7�a�?�p�o�c� �8�;�8� �D�N�S�-�>�B�2�5�B�.� 

• ���>�4� �7�0�?�@�>�A�0� (OpCode). ���?�@�5�4�5�;�O�5�B� �B�8�?� �7�0�?�@�>�A�0�,� �A�>�4�5�@�6�0�I�8�9�A�O� �2� �A�>�>�1�­

�I�5�=�8�8�.� 

• ���2�B�>�@�8�B�5�B�=�K�9� �>�B�2�5�B�,� ����� (Authoritative Answers, �����)�.� ���A�;�8� �7�=�0�G�5�=�8�5� 

�M�B�>�3�>� �?�>�;�O� �C�A�B�0�=�>�2�;�5�=�>� �2� �>�B�2�5�B�=�>�<� �?�0�:�5�B�5�,� �M�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �>�B�2�5�B� �?�>�­

�A�B�C�?�8�;� �>�B� �0�2�B�>�@�8�B�5�B�=�>�3�>� �A�5�@�2�5�@�0� �4�>�<�5�=�=�K�E� �8�<�5�=�,� �>�1�A�;�C�6�8�2�0�N�I�5�3�>� �4�0�=�­

�=�K�9� �4�>�<�5�=�.� 

• �#�A�5�G�5�=�8�5�,� �#�!� (Truncation, �"�!�)�.� ���1�>�7�=�0�G�0�5�B�,� �G�B�>� �>�B�2�5�B� �1�K�;� �C�A�5�G�5�=�,� �?�>�­

�A�:�>�;�L�:�C� �>�=� �>�:�0�7�0�;�A�O� �A�;�8�H�:�>�<� �1�>�;�L�H�8�<� �8� �=�5� �?�>�<�5�A�B�8�;�A�O� �2� �?�0�:�5�B�.� 

• �"�@�5�1�C�5�B�A�O� �@�5�:�C�@�A�8�O�,� �"� � (Recursion Desired, RD). ���A�;�8� �7�=�0�G�5�=�8�5� �M�B�>�3�>� 

�?�>�;�O� �C�A�B�0�=�>�2�;�5�=�>� �2� �7�0�?�@�>�A�5�,� �M�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �D�N�S�-�:�;�8�5�=�B� �4�5�;�0�5�B� �@�5�:�C�@�­

�A�8�2�=�K�9� �7�0�?�@�>�A�,� �5�A�;�8� �=�0� �F�5�;�5�2�>�<� �A�5�@�2�5�@�5� �4�>�<�5�=�=�K�E� �8�<�5�=� �>�B�A�C�B�A�B�2�C�5�B� �7�0�­

�?�@�0�H�8�2�0�5�<�0�O� �8�=�D�>�@�<�0�F�8�O�.� 

• � �5�:�C�@�A�8�O� �4�>�A�B�C�?�=�0�,� � ��� (Recursion �A�v�a�i�l�a�+�e�,� RA). ���A�;�8� �7�=�0�G�5�=�8�5� �M�B�>�3�>� 

�?�>�;�O� �C�A�B�0�=�>�2�;�5�=�>� �2� �>�B�2�5�B�5�,� �M�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �@�5�:�C�@�A�8�2�=�K�5� �7�0�?�@�>�A�K� �?�>�4�­

�4�5�@�6�8�2�0�N�B�A�O� �=�0� �A�5�@�2�5�@�5� �4�>�<�5�=�=�K�E� �8�<�5�=�.� 

• ���0�@�5�7�5�@�2�8�@�>�2�0�=�>�,� ��� (Reserved, Z). ���>� �A�B�0�=�4�0�@�B�C� RFC 1035 �2� �M�B�>�<� �?�>�;�5� 

�4�>�;�6�=�K� �1�K�B�L� �C�A�B�0�=�>�2�;�5�=�K� �2�A�5� �=�C�;�8�.� ���>� �>�=�>� �8�=�>�3�4�0� �8�A�?�>�;�L�7�C�5�B�A�O� �2� �:�0�G�5�­

�A�B�2�5� �@�0�A�H�8�@�5�=�8�O� �?�>�;�O� RCode. 

• ���>�4� �>�B�2�5�B�0� (Response Code, RCode). �!�;�C�6�8�B� �2� �D�N�S�-�>�B�2�5�B�0�E� �4�;�O� �C�:�0�7�0�=�8�O� 

�=�0� �=�0�;�8�G�8�5� �;�N�1�K�E� �>�H�8�1�>�:�.� 

• �'�8�A�;�>� �7�0�?�@�>�A�>�2� (Question Count). ���1�>�7�=�0�G�0�5�B� �G�8�A�;�>� �7�0�?�8�A�5�9� �2� �@�0�7�4�5�;�5� 

�7�0�?�@�>�A�>�2�.� 

• �'�8�A�;�>� �>�B�2�5�B�>�2� (Answer Count). ���1�>�7�=�0�G�0�5�B� �G�8�A�;�>� �7�0�?�8�A�5�9� �2� �@�0�7�4�5�;�5� �>�B�­

�2�5�B�>�2�.� 

• �'�8�A�;�>� �7�0�?�8�A�5�9� �=�0� �0�2�B�>�@�8�B�5�B�=�>�<� �A�5�@�2�5�@�5� �4�>�<�5�=�=�K�E� �8�<�5�=� (Name 

Server (Authority) Record Count). ���1�>�7�=�0�G�0�5�B� �G�8�A�;�>� �7�0�?�8�A�5�9� �@�5�A�C�@�A�>�2� 

�=�0� �A�5�@�2�5�@�5� �4�>�<�5�=�=�K�E� �8�<�5�=� �2� �@�0�7�4�5�;�5� �=�0�G�0�;�L�=�>�9� �7�0�?�8�A�8� �7�>�=�K� (Start of 
Authority, SOA). 

• �'�8�A�;�>� �4�>�?�>�;�=�8�B�5�;�L�=�K�E� �7�0�?�8�A�5�9� (Additional Records Count). ���1�>�7�=�0�G�0�­

�5�B� �G�8�A�;�>� �7�0�?�8�A�5�9� �@�5�A�C�@�A�>�2� �2� �@�0�7�4�5�;�5� �4�>�?�>�;�=�8�B�5�;�L�=�K�E� �A�2�5�4�5�=�8�9�.� 

• � �0�7�4�5�;� �7�0�n�@�>�A�>�2� (Questions Section). �-�B�>� �@�0�7�4�5�;� �?�5�@�5�<�5�=�=�>�3�>� �@�0�7�<�5�­

�@�0�,� �A�>�4�5�@�6�0�I�8�9� �>�4�8�=� �8�;�8� �=�5�A�:�>�;�L�:�>� �7�0�?�@�>�A�>�2� �A�2�5�4�5�=�8�9�,� �?�>�A�K�;�0�5�<�K�E� 

�D�N�S�-�c�e�p�2�e�p�y�.� 
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• � �0�7�4�5�;� �>�B�2�5�B�>�2� (Answers Section). �-�B�>� �@�0�7�4�5�;� �?�5�@�5�<�5�=�=�>�3�>� �@�0�7�<�5�@�0�,� �A�>�­

�4�5�@�6�0�I�8�9� �>�4�=�C� �8�;�8� �=�5�A�:�>�;�L�:�>� �7�0�?�8�A�5�9� �@�5�A�C�@�A�>�2�,� �?�>�A�K�;�0�5�<�K�E� �2� �>�B�2�5�B� �=�0� 

�7�0�?�@�>�A�K�.� 

• � �0�7�4�5�;� �?�>�;�=�>�<�>�G�8�9� (Authority Section). �-�B�>� �@�0�7�4�5�;� �?�5�@�5�<�5�=�=�>�3�>� �@�0�7�<�5�­

�@�0�,� �A�>�4�5�@�6�0�I�8�9� �7�0�?�8�A�8� �@�5�A�C�@�A�>�2�,� �C�:�0�7�K�2�0�N�I�8�5� �=�0� �0�2�B�>�@�8�B�5�B�=�K�5� �A�5�@�2�5�­

�@�K� �4�>�<�5�=�=�K�E� �8�<�5�=�,� �:�>�B�>�@�K�5� �<�>�3�C�B� �1�K�B�L� �8�A�?�>�;�L�7�>�2�0�=�K� �4�;�O� �?�@�>�4�>�;�6�5�­

�=�8�O� �?�@�>�F�5�A�A�0� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �8�<�5�=�.� 

• � �0�7�4�5�;� �4�>�?�>�;�=�8�B�5�;�L�=�K�E� �A�2�5�4�5�=�8�9� (Additional lnformation Section). �-�B�>� 

�@�0�7�4�5�;� �?�5�@�5�<�5�=�=�>�3�>� �@�0�7�<�5�@�0�,� �A�>�4�5�@�6�0�I�8�9� �7�0�?�8�A�8� �@�5�A�C�@�A�>�2�,� �E�@�0�=�O�I�8�5� 

�4�>�?�>�;�=�8�B�5�;�L�=�K�5� �A�2�5�4�5�=�8�O�,� �A�2�O�7�0�=�=�K�5� �A� �7�0�?�@�>�A�>�<�,� �E�>�B�O� �8�E� �A�>�2�A�5�<� �=�5� 

�>�1�O�7�0�B�5�;�L�=�>� �?�>�A�K�;�0�B�L� �2� �>�B�2�5�B� �7�0� �7�0�?�@�>�A�.� 

���@�>�A�B�>�9� �D�N�S�-�7�a�n�p�o�c� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� dns _ 
query_response.pcapnq 

���@�>�B�>�:�>�;� DNS �D�C�=�:�F�8�>�=�8�@�C�5�B� �2� �@�5�6�8�<�5� �"�7�0�?�@�>�A�­

�>�B�2�5�B�"�.� ��� �G�0�A�B�=�>�A�B�8�,� �:�;�8�5�=�B�,� �6�5�;�0�N�I�8�9� �?�@�5�>�1�@�0�7�>�­

�2�0�B�L� �D�N�S�-�8�<�O� �2� �I� �-�0�4�@�5�A�,� �?�>�A�K�;�0�5�B� �7�0�?�@�>�A� �D�N�S�-�c�e�p�2�e�­

py, �0� �B�>�B� - �>�B�2�5�B� �A� �7�0�?�@�0�H�8�2�0�5�<�>�9� �8�=�D�>�@�<�0�F�8�5�9�.� ��� �?�@�>�A�B�5�9�H�5�9� �D�>�@�<�5� �4�;�O� 

�2�K�?�>�;�=�5�=�8�O� �M�B�>�3�>� �?�@�>�F�5�A�A�0� �B�@�5�1�C�N�B�A�O� �4�2�0� �?�0�:�5�B�0�,� �:�0�:� �4�5�<�>�=�A�B�@�8�@�C�5�B�A�O� �2� �?�@�8�­

�<�5�@�5� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� dns _ query_ response. pcapnq. 
���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.11, �?�5�@�2�K�9� �?�0�:�5�B� �A�>�4�5�@�6�8�B� �D�N�S�-�7�a�?�p�o�c�,� �?�>�A�K�;�0�5�­

�<�K�9� �:�;�8�5�=�B�>�<�,� �=�0�E�>�4�O�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 192 .168. ��� .114, �A�5�@�2�5�@�C�,� �?�@�8�=�8�<�0�N�I�5�­

�<�C� �M�B�>�B� �7�0�?�@�>�A� �?�>� �0�4�@�5�A�C� 205 .152. 37. 23 �G�5�@�5�7� �A�B�0�=�4�0�@�B�=�K�9� �?�>�@�B� 53, �?�@�8�<�5�=�O�5�­

�<�K�9� �2� �?�@�>�B�>�:�>�;�5� DNS. ���@�8�A�B�C�?�8�2� �:� �0�=�0�;�8�7�C� �7�0�3�>�;�>�2�:�>�2� �2� �4�0�=�=�>�<� �?�0�:�5�B�5�,� �<�>�6�­

�=�>� �>�1�=�0�@�C�6�8�B�L�,� �G�B�>� �2� �?�@�>�B�>�:�>�;�5� DNS �2� �:�0�G�5�A�B�2�5� �B�@�0�=�A�?�>�@�B�=�>�3�>� �8�A�?�>�;�L�7�C�5�B�A�O� 

�?�@�>�B�>�:�>�;� UDP ���.� 
��� �G�0�A�B�8� �4�0�=�=�>�3�>� �?�0�:�5�B�0�,� �>�B�=�>�A�O�I�5�9�A�O� �:� �?�@�>�B�>�:�>�;�C� DNS, �<�>�6�=�>� �>�1�=�0�@�C�­

�6�8�B�L�,� �G�B�>� �<�5�;�:�8�5� �?�>�;�O�,� �@�0�A�?�>�;�>�6�5�=�=�K�5� �1�;�8�6�5� �:� �=�0�G�0�;�C� �?�0�:�5�B�0�,� �A�2�5�4�5�=�K� �A�@�5�4�­

�A�B�2�0�<�8� Wireshark �2� �5�4�8�=�K�9� �@�0�7�4�5�;� Flaqs. � �0�7�2�5�@�=�8�B�5� �M�B�>�B� �@�0�7�4�5�;�,� �G�B�>�1�K� �C�2�8�­

�4�5�B�L� �A�>�>�1�I�5�=�8�5�,� �:�>�B�>�@�>�5� �=�0� �A�0�<�>�<� �4�5�;�5� �O�2�;�O�5�B�A�O� �A�B�0�=�4�0�@�B�=�K�<� �7�0�?�@�>�A�>�<� 8, 
�=�5� �C�A�5�G�5�=�>� �8� �B�@�5�1�C�5�B� �@�5�:�C�@�A�8�8�,� �>� �:�>�B�>�@�>�9� �@�5�G�L� �?�>�9�4�5�B� �4�0�;�5�5�.� ��� �4�0�=�=�>�<� �A�;�C�G�0�5� 

�>�?�@�5�4�5�;�5�=� �;�8�H�L� �>�4�8�=� �7�0�?�@�>�A�,� �:�>�B�>�@�K�9� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L�,� �@�0�7�2�5�@�=�C�2� �@�0�7�4�5�;� 

Queries �(���0�?�@�>�A�K�)�.� �"�0�<� �2�K� �C�2�8�4�8�B�5�,� �G�B�>� �7�0�?�@�0�H�8�2�0�5�B�A�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�5� �4�>�­

�<�5�=�=�>�3�>� �8�<�5�=�8� wireshark.orq �2� �<�5�6�A�5�B�5�2�>�9� �0�4�@�5�A� (IN) �E�>�A�B�0� �(�B�8�?� ���)� ���.� ���>� �A�C�­

�I�5�A�B�2�C�,� �2� �4�0�=�=�>�<� �?�0�:�5�B�5� �7�0�?�@�0�H�8�2�0�5�B�A�O� �A�;�5�4�C�N�I�5�5�:� �"���0�:�>�9� �I� �-�0�4�@�5�A� �A�2�O�7�0�=� �A� 

�4�>�<�5�=�>�<� wireshar k. org?" 
���B�2�5�B� �=�0� �M�B�>�B� �7�0�?�@�>�A� �A�>�4�5�@�6�8�B�A�O� �2� �?�0�:�5�B�5� 2, �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.12. �-�B�>�B� 

�?�0�:�5�B� �8�<�5�5�B� �A�2�>�9� �8�4�5�=�B�8�D�8�:�0�F�8�>�=�=�K�9� �=�>�<�5�@� ���,� �?�>� �:�>�B�>�@�>�<�C� �<�>�6�=�>� �A�C�4�8�B�L�,� 

�G�B�>� �>�=� �A�>�4�5�@�6�8�B� �?�@�0�2�8�;�L�=�K�9� �>�B�2�5�B� �=�0� �8�A�E�>�4�=�K�9� �7�0�?�@�>�A�.� 

� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 237 
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• Wir.shark · Pack•t 1 · dns_qu<ry_r.spons. �>� �E� 

> �F�r "�~� 1: 73 bytes �>�?� �w�i�3 "� (584 �+�t�s�)�,� 73 bytes captured (584 �,�i�t�s�)� 

> Eth•rnet II, Src: ���o�n���8�i�P�r�_�6�.�:�8�b�:�2�4� �(�0�0�:�1�6�:�A�5�:�6�5�:�8�,�:�2�4�)�,� Ost: D-link_21:99:4c (00:05:Sd:21:99:4c) 
> Internet Protocol Version 4, Src: 192.168.0.114, Dst: 205.152.37.23 

User Oatagra11 Protocol, Src Port: 1060 (1060), Dst Port: 53 (53) ��� 
v Dolllain llame Systet1 (query) 

(Resoonse In: 21 
�T�r�2�n�s�a�c�t�i�o�n� IO: 0xl80f 

v Flags: �0�E�0�1�0�0� Standard query f} 
0. . . . . . . = R•sponse: ���e�s�s�a�g�e� is �0� query 
.000 0... �~� Opcode: Standard query (0) 

.. 0. 

. .. 1 
.0 .. 

•.. 0 
Questions: 1 
Answer RRs: 0 

Authority RRs: 0 
Additional RRs: 0 

v �Q�u�~�r�i�~�s� 

• Truncated: ���e�s�s�2�g�e� is not truncat•d 
= Recursion desired: Do query recursively 
= Z: reserved (0) 
= Non-authenticated data: �U�n�a�c�c "�p�t�a�+�e� 

v wireshark.org: type ���,� class IN �~� 

Name: wireshark.org 
[Na11e Length: 13) 
�[�L�a�,�e�l� Count: 2] 

�"�C�@�5�:� ��� �(���o�s�t� Address) (1) 
�C�l�2�s�s�:� IN �(�0�E�9�0�0�1�)� 

� �8�A�.� 9. 1 1. ���0�:�5�B� �A� �D�N�S�-�7�a�n�p�o�c�o�<� 

���0�3�;�O�=�C�2� �2� �@�0�7�4�5�;� Flaqs, �<�>�6�=�>� �C�1�5�4�8�B�L�A�O�,� �G�B�>� �M�B�>� �4�5�9�A�B�2�8�B�5 �; �L�=�>� �>�B�2�5�B� �8� 

�G�B�>� �@�5�:�C�@�A�8�O� �4�>�A�B�C�?�=�0 �,� �5�A�;�8� �>�=�0� �B�@�5�1�C�5�B�A�O� 8. ���0�=�=�K�9� �?�0�:�5�B� �A�>�4�5 �@�6�8�B� �;�8�H�L� 

�>�4�8�=� �7�0�?�@�>�A� �8� �>�4�=�C� �7�0�?�8 �A �L� �@�5�A�C�@�A�>�2� ���,� �?�>�A�:�>�;�L�:�C� �>�=� �2�:�;�N�G�0�5�B� �2� �A�5�1�O� �?�5�@�2�>�­

�=�0�G�0�;�L�=�K�9� �7�0�?�@�>�A� �2�<�5�A�B�5� �A� �>�B�2�5�B�>�<� �=�0� �=�5�3�>�.� ���>�<�5�=�=�>�<�C� �8�<�5�=�8� wireshark. 
orq �A�>�>�B�2�5�B�A�B�2�C�5�B� �I� �-�0�4�@�5�A� 128 .121. 50 .122 ���.� ���>�; �C �G�8�2� �M�B�8� �A�2�5�4�5�=�8�O�,� �:�;�8�5�=�B� 

�<�>�6�5�B� �B�5�?�5�@�L� �A�>�7�4�0�B�L� �I� �-�?�0�:�5�B�K� �8� �?�@�8�A�B�C�?�8�B�L� �:� �>�1�<�5�=�C� �4�0�=�=�K�<�8� �A� �A�5�@�2�5�@�>�<�,� 

�8�<�5�N�I�8�<� �4�>�<�5�=�=�>�5� �8�<�O� wireshark. orq. 

�"�8�?�K� �7�0�?�@�>�A�>�2� �?�>� �?�@�>�B�>�:�>�;�C� DNS 
��� �?�>�;�O�E� �"�C�@�5�,� �8�A�?�>�;�L�7�C�5�<�K�E� �2� �7�0�?�@�>�A�0�E� �8� �>�B�2�5�B�0�E� �?�>� �?�@�>�B�>�:�>�;�C� DNS, �C�:�0�­

�7�K�2�0�5�B�A�O� �B�8�?� �7�0�?�8�A�8� �@�5�A�C�@�A�>�2 �,� �7�0�?�@�0�H�8�2�0�5�<�K�E� �8�; �8� �A�>�>�1�I�0�5�<�K�E� �2� �>�B�2�5�B�.� ���5�­

�:�>�B�>�@�K�5� �8�7� �=�0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�E� �B�8�?�>�2� �7�0�?�8 �A �5�9� �@�5�A�C�@�A�>�2� �?�5�@�5�G�8�A�;�5�­

�=�K� �2� �B�0�1�;�.� 9.2. �-�B�8� �B�8�?�K� �<�>�6�=�>� �=�0�1�;�N�4�0�B�L� �:�0�:� �2� �>�1�K�G�=�>�<� �A �5�B�5�2�>�<� �B�@�0�D�8�: �5 �,� 

�B�0�:� �8� �2� �?�@�8�<�5�@�0�E� �8�7� �4�0�=�=�>�9� �:�=�8�3�8�.� �(��� �B�0�1�;�.� 9.2 �?�@�8�2�5�4�5�=� �;�8�H�L� �:�@ �0 �B�:�8�9� �?�5�@�5�­

�G�5 �=�L� �B�8�?�> �2� �7�0�?�8�A�5�9� �@�5�A �C�@�A �>�2�.�)� �'�B�>�1�K� �>�7�=�0�:�>�<�8�B�L �A �O� �A�>� �2�A�5�<�8� �B �8 �? �0�<�8� �7�0�?�8�­

�A�5�9� �@�5�A�C�@�A�>�2� �2� DNS, �?�>�A�5�B�8�B�5� �2�5�1�-�A�B�@�0�=�8�F�C� �?�>� �0�4�@�5�A�C� http: //www. iana. org/ 
assignments/ dns-parameters/ .) 
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• \Vireshark · Paclcd 2 · �d�n�s�_�q�u�l�!�:�r�y�_�r�~�p�o�n�s�e� 

7 Fraee 2: 89 bytes �>�?� wire (712 �+�t�s�)�"� 89 bytes Ci!lptured (712 bits) 
Ethernet �?�;� Src: D-Link_21:99:4c (08:0S:Sd:21:99:4c)" Dst: ���o�n�H�a�i �P �r�_�1�e�:�8�b�:�2�4� �(�0�0�:�1 �6 �:�A�5�:�1�5�:�8�,�:�2�.�4�)� 
Internet Protocol Version 4, Src: 205.152.37.23, Dst: 192.168.8.114 
User �~�t�a�g�r�a�<� Protocol, Src Port: 53 �(�5���)�,� Dst Port: 1060 (1660) 
�D�c�<�l�a�i�n� �N�a�~� Syste• (response) 

[Request In: 1] 
(Ti.a!le: 0.891164006 seconds] 
�T�3�l�!�l�n�s�o�c�t�i�o�n� IO: 0x180f ��� 
�F�l�2�g�s�:� �0�E�8�1�8�0� Sti!lndord query ,...esponse, No error f} 

1... . . . . :r Response: �~�s�s�a�g�e� is i!t response 
.000 0... • Opcode: Stondord query (0) 

�.�5�.�.� "" Authoritative: Server is not an authority for dotUin 
.. �5�.� "' Truncated: Hessage is not truncated 
... 1 = Recursion desired: ���>� query recursively 

1... = Recursion �a�1�1�a �i �l�a�,�l�e �:� Server �A�0�?� do recursive queries 
�.�5�.�.� - Z: re-served (0) 

�>� 

. . 0. • Answer authenticated: Answer/authority portion was not authenticated �,�C� the �s�e�r�v�e�3� 

... 0 • �N�o�n �- �a�u�t�h�e�n�t�i�c�a�t�~� data: �U�n�a�c�c�e�p�t�a�+�e� 

0000 • Reply code: No error (0) 
@ Qu<!stions: 1 

Answer RRs: 1 

�A�u�t�h�o�3�i�t�y� RRs: �5� 

Addition&l RRs: 0 
Queries 
v �w�i�3�e�s�h�a�r�k �. �o�r�g�:� type ���,� class IN 

Narae: �w�i�3�e�s�h�a�3�k�.� �>�3�g� 

[N"""' tength: 13] 
�[�t�a�,�e�l� Count: 2] 
�"�C�@�5 �:� ��� �(���o�s�t� Address) (1) 
Class: IN �(�0�E�0�0�0�1�)� 

�A�n�s�w�e�3�s� 

�w�i�3�e�s�h�a�3�k�.�o�r�g�:� type ���,� class IN, �a�d�d�3� 128.121.50.12-2 ��� 
Narae: �w�i�r�e�s�h�a�r�k�.�o�3�g� 

�"�C�@�5�:� ��� �(���o�s�t� Address) (1) 
Closs: IN �(�0�E�0�0�0�1�)� 

Tiae to live: 14400 
Oata length: 4 
�A�d�d�3�e�s�s �:� US.121.50. 122 

� �8�A �.� 9. 12. ���0�:�5�B� �A� �D�N�S�-�>�B�2�5�B�>�<� 

�"�0�1�;�8�F�0� 9 .2. ���0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�5� �B�8�?�K� �7�0�?�8�A�5�9� �@�5�A�C�@�A�>�2� �2� DNS 

���=�0�G�5�=�8�5� �"�8�?� ���?�8�A�0�=�8�5� 

1 ��� �1� �v�4�-�0�4�@�5�A� �E�>�A�B�0� 

2 NS ���2�B�>�@�8�B�5�B�=�K�9� �A�5�@�2�5�@� �4�>�<�5�=�=�K�E� �8�<�5�=� 

5 �!�N�4����� ���0�=�>�=�8�G�5�A�:�>�5� �8�<�O� �?�A�5�2�4�>�=�8�<�0� 

15 �<�E� ���1�<�5�=� �?�>�G�B�>�9� 

16 �B�E�B� �"�5�:�A�B�>�2�0�O� �A�B�@�>�:�0� 

28 ��������� �1� �v�6�-�0�4�@�5�A� �E�>�A�B�0� 

251 IXFR ���=�:�@�5�<�5�=�B�=�K�9� �?�5�@�5�=�>�A� �7�>�=�K� 

252 AXFR ���>�;�=�K�9� �?�5�@�5�=�>�A� �7�>�=�K� 

�E� 

� �0�A �? �@�>�A�B�@�0 �= �5�=�=�K�5� �? �@�>�B �>�: �>�;�K� �2�5 �@�E�=�5 �3�>� �C �@�> �2�=�O� 239 
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� �5�:�C�@�A�8�O� �2� DNS 
�$�0�9�;�'�+� �6�@�5�E�2�0�B�0� dns _ recursi vequery_ clien t. 
pcapng,dns_recursivequery_server.pcapng 

��� �A�8�;�C� �8�5�@�0�@�E�8�G�5�A�:�>�3�>� �E�0�@�0�:�­

�B�5�@�0� �<�5�6�A�5�B�5�2�>�9� �A�B�@�C�:�B�C�@�K� 

DNS �2�A�5� �D�N�S�-�c�e�p�2�e�p�K� �4�>�;�6�­

�=�K� �1�K�B�L� �2� �A�>�A�B�>�O�=�8�8� �A�2�O�7�K�2�0�B�L�A�O� �4�@�C�3� �A� �4�@�C�3�>�<�,� �G�B�>�1�K� �?�>�;�C�G�0�B�L� �>�B�2�5�B�K� �=�0� �7�0�­

�?�@�>�A�K�,� �>�B�?�@�0�2�;�O�5�<�K�5� �:�;�8�5�=�B�0�<�8�.� ���A�;�8� �5�I�5� �<�>�6�=�>� �?�@�5�4�?�>�;�>�6�8�B�L�,� �G�B�>� �2�=�C�­

�B�@�5�=�=�5�<�C� �D�N�S�-�c�e�p�2�e�p�y� �8�7�2�5�A�B�=�>�,� �:�0�:�>�9� �8�<�5�=�=�>� �I� �-�0�4�@�5�A� �=�0�7�=�0�G�5�=� �;�>�:�0�;�L�=�>�<�C� 

�A�5�@�2�5�@�C� �2�>� �2�=�C�B�@�5�=�=�5�9� �A�5�B�8� �?�@�5�4�?�@�8�O�B�8�O�,� �B�>� �2�@�O�4� �;�8� �A�;�5�4�C�5�B� �>�6�8�4�0�B�L�,� �G�B�>� �5�<�C� 

�8�7�2�5�A�B�5�=� �I� �-�0�4�@�5�A�,� �=�0�7�=�0�G�5�=�=�K�9� �2�5�1�-�A�5�@�2�5�@�C� �:�>�<�?�0�=�8�8� Google �8�;�8� Dell. 
���>�3�4�0� �>�4�=�>�<�C� �D�N�S�-�c�e�p�2�e�p�y� �B�@�5�1�C�5�B�A�O� �=�0�9�B�8� �I� �-�0�4�@�5�A�,� �>�=� �7�0�?�@�0�H�8�2�0�5�B� �4�@�C�­

�3�>�9� �D�N�S�-�c�e�p�2�e�p� �>�B� �8�<�5�=�8� �:�;�8�5�=�B�0�,� �4�5�;�0�N�I�5�3�>� �?�5�@�2�>�=�0�G�0�;�L�=�K�9� �7�0�?�@�>�A�,� �4�5�9�­

�A�B�2�C�O�,� �?�>� �A�C�I�5�A�B�2�C�,� �:�0�:� �:�;�8�5�=�B�.� ��� �M�B�>�B� �?�@�>�F�5�A�A� �=�0�7�K�2�0�5�B�A�O� �@�5�:�C�@�A�8�5�9� . 

• Wireshark · Packet 1 · dns_re<ur.ivoquety_client �>� �E� 

Frame 1: 76 t>ytes �>�?� �w�i�3�e� (6&8 t>its), 76 bytes �c�a�p�t�u�3�e�d� {608 bits) 
> Hhernet II, �S�3�A�:� �!�i�e�w�l�e�t�t�P�_�,�f�:�9�1�:�e�e� {00:25:b3:bf:91:ee), Dst: v ... are_92:94:9f {00:0c:29:92:94:9f) 
> Internet �P�<�t�<�>�e�o�l� Version 4, Src: �1�7�2�.�l�1�.�0�.�8�,� Dst: 172.16.0.102 
"' User �O�a�t�a�g�3�"�"�'� Protocol, �S�3�A� Port: 56125 {56125), Ost Port: �S��� (53) 

Source Port: 56125 
Oestination Port: 53 
Length: 42 

v Checksu•: �0�E�5�8�A�0� [validation �d�i�s�a�,�l�e�d�)� 

[Good Checksu'": False] 
[Bad Checksum: False] 

[ �S�t�3�e�a�1�1� index: 0] 
"' Dotlain Nalll<! System �(�q�u�e�3�y�)� 

���R�e�s�o�o�n�s�e� In: 21 
Transaction ID: �0�E�8�,�3�4� 

" Flags: �0�E�0�1�0�0� Standard query 
0... . . . . • Response: llessage is • query 
. 000 0.. . = Opcode: Standard query (0) 

. . 0. 

.. . 1 
. 0 .. 
.. . 0 

Ques tions: 1 
�A�n�s�w�e�3� RRs: 0 

�A�u�t�h�o�3�i�t�y� RRs: 0 
Additional RRs: 0 

v Queries 

= Truncated: �=�e�s�s�i�a�i�g�e� is not �t�3�u�n�c�a�t�~�d� 

= �R�e�c�u�3�s�i�o�n� �d�e�s�i �3 �e�d�:� Do query �3 �e�c�u�3�s�i�v�e�l�y� ��� 

= Z: r eserved (0) 
• Non-authenticated data: �U�n�a�c�c�e�p�t�a�+�e� 

v ....... nostarch .cOll: type ���,� class �I�I�~� �1� 
�N�a�~�:� www .nostarch.cca 
[Name Length: 16) 
[Label Count: ���)� 

�"�C�@�5�:� ��� �{���o�s�t� Address) (1) 
Class: IN �(�0�E�0�0�0�1�)� 

NO.rJ· rim#;(J.J)()/)()()/] �5�i�>�o�1�'�1��� �l�7�b�l�6�.�0�.�8 �· �~�1�l�'�l�.�J�6�.�0�.�/�/�J�l �· �P�r�"�'�1�J�a�J�l�:�O�N�S  " �l�a�"�l�g�d�t�:�.�'�5�·�J�t�h�s�8�r�.�J�o�n�i�~�/�J�J�8�/�J�J�4�A� www.-.it.""" 

� �8�A�.� 9. 13. �D�N�S�-�7�a�n�p�o�c� �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� �7�0�?�@�>�A�0� �@�5�:�C�@�A�8�8� 
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�'�B�>�1�K� �?�>�A�<�>�B�@�5�B�L�,� �:�0�:�8�<� �>�1�@�0�7�>�<� �?�@�>�8�A�E�>�4�8�B� �?�@�>�F�5�A�A� �@�5�:�C�@�A�8�8� �A� �B�>�G�:�8� 

�7�@�5�=�8�O� �D�N�S�-�:�;�8�5�=�B�0� �8� �D�N�S�-�c�e�p�2�e�p�a�,� �>�B�:�@�>�9�B�5� �A�=�0�G�0�;�0� �D�0�9�;� �?�5�@�5�E�2�0�B�0� dns _ 
recursi vequery _ client. pcapng. �-�B�>�B� �D�0�9�;� �A�>�4�5�@�6�8�B� �?�5�@�5�E�2�0�G�5�=�=�K�9� �B�@�0�­

�D�8�:� �D�N�S�-�:�;�8�5�=�B�0�,� �A�>�A�B�>�O�I�8�9� �8�7� �4�2�C�E� �?�0�:�5�B�>�2�.� ���5�@�2�K�9� �?�0�:�5�B� �A�>�4�5�@�6�8�B� �?�5�@�­

�2�>�=�0�G�0�;�L�=�K�9� �7�0�?�@�>�A�,� �>�B�?�@�0�2�;�5�=�=�K�9� �D�N�S�-�:�;�8�5�=�B�>�<�,� �=�0�E�>�4�O�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 

172 .16. ���.� 8, �D�N�S�-�c�e�p�2�e�p�y�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 172 .16. ��� .102 �(�@�8�A�.� 9.13). 
� �0�7�2�5�@�=�C�2� �G�0�A�B�L� �4�0�=�=�>�3�>� �?�0�:�5�B�0�,� �>�B�=�>�A�O�I�C�N�A�O� �:� �?�@�>�B�>�:�>�;�C� DNS, �2�K� �C�2�8�4�8�­

�B�5�,� �G�B�>� �M�B�>� �A�B�0�=�4�0�@�B�=�K�9� �7�0�?�@�>�A� �7�0�?�8�A�8� �B�8�?�0� ��� �>� �D�N�S�-�8�<�5�=�8� www. nostarch. com 

8. �'�B�>�1�K� �8�A�A�;�5�4�>�2�0�B�L� �4�0�=�=�K�9� �?�0�:�5�B� �4�0�;�L�H�5�,� �@�0�7�2�5�@�=�8�B�5� �@�0�7�4�5�;� Flags, �3�4�5� �C�:�0�­

�7�0�=�>�,� �G�B�>� �B�@�5�1�C�5�B�A�O� �@�5�:�C�@�A�8�O� ���.� 

���B�>�@�>�9� �?�0�:�5�B�,� �:�0�:� �8� �A�;�5�4�>�2�0�;�>� �>�6�8�4�0�B�L�,� �A�>�4�5�@�6�8�B� �>�B�2�5�B� �=�0� �?�5�@�2�>�=�0�G�0�;�L�­

�=�K�9� �7�0�?�@�>�A� �(�@�8�A�.� 9.14) . 

• �W�i �r�~�h�a�r�k� · Pack:d. 2 · �d�n�.�s�_�r�e�-�c�u�r�s�N�-�e�q�u�e�r�y�_�c�l�i�~�n�t� D �%� ---- l > Fr•""' 2: 92 bytes on wire �(�7���1� �+�t�s�)�,� 92 �,�y�t�e�s� coptured �(�7���1� bits) 
> Ethernet 11, 5rc: V...are_92:94:9f (00:0c:29:92:94:9f), Dst: �H�e�w�l�e�t�t�P�_�,�f�:�9�1�:�e�e� �(�0�0�:�2�5�:�,���:�,�f�:�9�1�:�5�5�)� 

> �I�n�t�e�3�n�e�t� Protocol Version 4, Src: 172.16.9.102, Ost: 172.16.8.8 
> User Datagra11 Protocol, Src Port: �5��� �(�5���)�,� Dst Port: 56125 (56125) 
.., Oonli!lin Nm1e Systea �(�3�e�s�p�o�n�s�e�)� 

[Requcst In: 11 

�[�"�i�m�e�:� 0.183134000 seconds] 
Transi1ction ID: �0�E�8�,�3�4� ��� 

v Flags: �0�E�8�1�8�0� Standard query �3�5�s�@�>�?�s�5�,� No error 
1... . . . . "'" Response: ���e�s�s�a�g�e� is �0� response 
.000 0.. . • Opcode: 5tondord query (0) 

.0" 

. . 0 . 

."1 

• Authoritative: �S�l�!�r�v�e�3� is not �i�i�!�I��� authority for domain 
• Truncillted: ���e�s�s "�g�e� is not trunc11ted 
• �R�e�c�u�3�s�i�o�n� desired: ���>� �q�u�e�3�y� recursively 

1." 

.0" 

"" Recursion �a�v�a�i�l�a�,�l�e�:� Server can do recursive queries 
• Z: reserved (0) 

. . �5�.� • Answer authenticated: Answer/lluthority portion was not authenticated �,�C� the �s�e�r�v�e�3� 

.. . �5� . . .. • Non-authenticated data: Unacceptable 
0000 • Reply code: No �e�r�3�o�r� (0) 

Questions: 1 

Answer RRs: 1 

Authority RRs: 0 
Additional RRs: �5� 

v Queries 
v www.nostarch.coni: type ���,� class IN 

�N�0�A�2�5�:� �w�w�w�.�n�o�s�t�a�3�c�h�.�c�o�n�i� 

[Name Length: 16] 
[tabel Count: 3] 
�"�C�@�5�:� ��� �(���o�s�t� Address) (1) 
Class: IN �(�0�E�0�0�0�1�)� 

v �A�n�s�w�e�3�s� 

v �"�"�8�1�1�1�W�.�n�o�s�t�a�3�c�h�.�c�<�:� type ���,� class IN, �a�d�d�3� 72. 32.92.4 fJ 
Na.e: www.nostarch.con 
�"�C�@�5�:� ��� �(���o�s�t� Address) (1) 
Class: IN �(�0�E�0�0�0�1�)� 

TU.. to live: 3600 
Doto length: 4 
Address: 72.32.92.4 

� �8�A�.� 9. 14. ���B�2�5�B� �=�0� �D�N�S�-�7�a�n�p�o�c� 

� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 241 
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���4�5�=�B�8�D�8�:�0�B�>�@� �B�@�0�=�7�0�:�F�8�8� �M�B�>�3�>� �?�0�:�5�B�0� �A�>�2�?�0�4�0�5�B� �A� �0�=�0�;�>�3�8�G�=�K�<� �8�4�5�=�­

�B�8�D�8�:�0�B�>�@�>�<� �2� �?�5�@�2�>�=�0�G�0�;�L�=�>�<� �7�0�?�@�>�A�5� ���.� ��� �?�>�A�:�>�;�L�:�C� �>�H�8�1�:�8� �>�B�A�C�B�A�B�2�C�N�B�,� 

�B�>� �2� �:�>�=�5�G�=�>�<� �8�B�>�3�5� �:�;�8�5�=�B� �?�>�;�C�G�0�5�B� �:�1�0�?�8�A�L� �@�5�A�C�@�A�>�2� �B�8�?�0� ���,� �A�2�O�7�0�=�=�C�N� �A� �4�>�­

�<�5�=�=�K�<� �8�<�5�=�5�<� www. nostarch. com 8. 
���B�2�5�B� �=�0� �@�0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �7�0�?�@�>�A� �1�K�;� �?�>�;�C�G�5�=� �?�>�A�@�5�4�A�B�2�>�<� �@�5�:�C�@�­

�A�8�8�,� �:�>�B�>�@�0�O� �1�K�;�0� �7�0�D�8�:�A�8�@�>�2�0�=�0� �?�@�8� �?�@�>�A�;�C�H�8�2�0�=�8�8� �B�@�0�D�8�:�0� �D�N�S�-�c�e�p�2�c�­

pa, �:�0�:� �4�5�<�>�=�A�B�@�8�@�C�5�B�A�O� �2� �?�@�8�<�5�@�5� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� dns _ recursi vequery _ 
server .pcapng. �-�B�>�B� �D�0�9�;� �A�>�4�5�@�6�8�B� �A�5�B�5�2�>�9� �B�@�0�D�8�:�,� �?�5�@�5�E�2�0�G�5�=�=�K�9� �=�0� �;�>�­

�:�0�;�L�=�>�<� �D�N�S�-�c�e�p�2�e�p�e�,� �:�>�3�4�0� �1�K�;� �8�=�8�F�8�8�@�>�2�0�=� �7�0�?�@�>�A� �(�@�8�A�.� 9.15 ). 

No. �B� .... Sou'CI! De< ..... llon Proloa>I Longth lnfo 

1 ··-
172.16.&.8 172.16.8.182 OllS 76 St•nd•rd quef)' �6�.�E�8�,�3�4� ��� www.nostarch.coa 

2 "·-
172.16.8.182 4 . 2 .2.1 ONS 76 S"tandard query 9X"f34d ��� www. nostarch. COll 

3 ··- 4.2.2.1 172.16.8.182 ONS 92 Stand•rd query response �0�E�f����� ��� ww .... �n�o�s�t�~�r �c �h�.�(�O�l�l�l� ��� 72.32.92.4 
4 �5 �. �_� 172.16.8.102 �1�1�2�.�1�6�.�5�.�0� DN5 92 Standerd query response �0�E�8�,�3�4� ��� www.nostarch. cOll ��� �7�2�.�-�2�.�9�2�.�4� 

� �8�A�.� 9. 15. �D�N�S�-�@�5�:�C�@�A�8�O� �A� �B�>�G�:�8� �7�@�5�=�8�O� �A�5�@�2�5�@�0� 

���5�@�2�K�9� �?�0�:�5�B� �8�7� �4�0�=�=�>�3�>� �D�0�9�;�0� �>�:�0�7�K�2�0�5�B�A�O� �B�0�:�8�<� �6�5�,� �:�0�:� �8� �?�0�:�5�B� �A� �?�5�@�­

�2�>�=�0�G�0�;�L�=�K�<� �7�0�?�@�>�A�>�<� �8�7� �?�@�5�4�K�4�C�I�5�3�>� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�.� ���0� �4�0�=�=�>�9� �A�B�0�4�8�8� 

�D�N�S�-�c�e�p�2�e�p� �?�>�;�C�G�8�;� �7�0�?�@�>�A�,� �?�@�>�2�5�@�8�;� �A�2�>�N� �;�>�:�0�;�L�=�C�N� �1�0�7�C� �4�0�=�=�K�E� �8� �2�K�O�A�­

�=�8�;�,� �G�B�>� �>�=� �=�5� �7�=�0�5�B� �>�B�2�5�B�0� �=�0� �7�0�?�@�>�A�,� �:�0�:�>�9� �8�<�5�=�=�>� �I� �-�0�4�@�5�A� �A�>�>�B�2�5�B�A�B�2�C�5�B� 

�D�N�S�-�8�<�5�=�8� www. nostarch. �A�>�B�.� ���>� �?�>�A�:�>�;�L�:�C� �8�A�E�>�4�=�K�9� �?�0�:�5�B� �1�K�;� �>�B�?�@�0�2�;�5�=� �A� 

�C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� Recursion Desired, �B�>� �D�N�S�-�c�e�p�2�e�p� �<�>�6�5�B� �r�N�?�@�>�A�8�B�L� �4�@�C�­

�3�>�9� �D�N�S�-�c�e�p�2�e�p� �>�B�2�5�B�8�B�L� �=�0� �?�>�;�C�G�5�=�=�K�9� �7�0�?�@�>�A �,� �:�0�:� �A�;�5�4�C�5�B� �8�7� �A�>�4�5�@�6�8�<�>�3�>� 

�2�B�>�@�>�3�>� �?�0�:�5�B�0�.� 

���>� �2�B�>�@�>�<� �?�0�:�5�B�5� �D�N�S�-�c�e�p�2�e�p �,� �=�0�E�>�4�O�I�8�9�A�O� �?�>� �0�4�@�5�A�C� 172 .16. ��� .102, �?�5�@�5�­

�4�0�5�B� �=�>�2�K�9� �7�0�?�@�>�A� �A�5�@�2�5�@�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 4. 2. 2 .1 ���.� ���5�@�2�K�9� �8 �: �J� 

�=�8�E� �=�0�A�B�@�>�5�=� �=�0� �?�5�@�5�A�K�;�:�C� �7�0�?�@�>�A�>�2� �2�>�A�E�>�4�O�I�5�3�>� �?�>�B�>�:�0� �2�B�>�@�>�<�C�,� �:�0�:� �?�>�:�0�­

�7�0�=�>� �=�0� �@�8�A�.� 9.16. ���0�=�=�K�9� �7�0�?�@�>�A� �7�5�@�:�0�;�L�=�>� �>�B�>�1�@�0�6�0�5�B� �?�5�@�2�>�=�0�G�0�;�L�=�K�9� �7�0�­

�?�@�>�A�,� �?�>� �A�C�I�5�A�B�2�C�,� �?�@�5�2�@�0�I�0�O� �?�>�A�K�;�0�N�I�8�9� �5�3�>� �D�N�S�-�c�e�p�2�e�p� �2� �:�;�8�5�=�B�0�.� ��� �B�>� �6�5� 

�2�@�5�<�O� �<�>�6�=�>� �A�:�0�7�0�B�L�,� �G�B�>� �M�B�>� �=�>�2�K�9� �7�0�?�@�>�A�,� �?�>�A�:�>�;�L�:�C� �8�4�5�=�B�8�D�8�:�0�F�8�>�=�=�K�9� 

�=�>�<�5�@� �B�@�0�=�7�0�:�F�8�8� �7�4�5�A�L� �>�B�;�8�G�0�5�B�A�O� �>�B� �8�4�5�=�B�8�D�8�:�0�F�8�>�=�=�>�3�>� �=�>�<�5�@�0� �2� �?�@�5�4�K�­

�4�C�I�5�<� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� 8. 
���0�:� �B�>�;�L�:�>� �4�0�=�=�K�9� �?�0�:�5�B� �1�C�4�5�B� �?�@�8�=�O�B� �A�5�@�2�5�@�>�<�,� �=�0�E�>�4�O�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 

4. 2. 2 .1, �;�>�:�0�;�L�=�K�9� �D�N�S�-�c�e�p�2�e�p� �?�>�;�C�G�8�B� �>�B� �=�5�3�>� �>�B�2�5�B�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 

9.17. ���>�;�C�G�8�2� �M�B�>�B� �>�B�2�5�B�,� �;�>�:�0�;�L�=�K�9� �D�N�S�-�c�e�p�2�e�p� �?�5�@�5�4�0�A�B� �G�5�B�2�5�@�B�K�9� �8� �?�O�B�K�9� 

�?�0�:�5�B�K� �D�N�S�-�:�;�8�5�=�B�C� �A� �7�0�?�@�0�H�8�2�0�5�<�>�9� �8�=�D�>�@�<�0�F�8�5�9�.� 

��� �4�0�=�=�>�<� �?�@�8�<�5�@�5� �4�5�<�>�=�A�B�@�8�@�C�5�B�A�O� �;�8�H�L� �>�4�8�=� �C�@�>�2�5�=�L� �@�5�:�C�@�A�8�8�,� �=�>� �>�=�0� 

�<�>�6�5�B� �?�@�>�8�A�E�>�4�8�B�L� �=�5�>�4�=�>�:�@�0�B�=�>� �?�>� �5�4�8�=�A�B�2�5�=�=�>�<�C� �D�N�S�-�7�a�?�p�o�c�y�.� ��� �E�>�B�O� 

�7�4�5�A�L� �?�>�;�C�G�5�=� �>�B�2�5�B� �>�B� �D�N�S�-�c �e �p�2�e�p�a�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 4 . 2. 2 .1, �M�B�>�B� 

�A�5�@�2�5�@� �<�>�3� �1�K� �@�5�:�C�@�A�8�2�=�>� �?�5�@�5�A�;�0�B�L� �7�0�?�@�>�A� �5�I�5� �>�4�=�>�<�C� �A�5�@�2�5�@�C�,� �G�B�>�1�K� �=�0�9�B�8� 

�>�B�2�5�B� �=�0� �7�0�?�@�>�A�.� ���@�>�A�B�>�9� �7�0�?�@�>�A� �<�>�6�5�B� �@�0�A�?�@�>�A�B�@�0�=�8�B�L�A�O� �?�>� �2�A�5�<�C� �<�8�@�C�,� �?�@�5�­

�6�4�5� �G�5�<� �C�4�0�A�B�A�O� �=�0�9�B�8� �?�@�0�2�8�;�L�=�K�9� �>�B�2�5�B� �=�0� �=�5�3�>�.� ���@�>�F�5�A�A� �>�1�@�0�1�>�B�:�8� �@�5�:�C�@�­

�A�8�2�=�>�3�>� �D�N�S�-�7�a�?�p�o�c�a� �=�0�3�;�O�4�=�>� �?�>�:�0�7�0�=� �=�0� �@�8�A �.� 9.18. 
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• Wiresharic. Packet 2. dns_recursivequery_strver �>� �E� 

FraDle 2: 76 �,�y�t�t�!�s� on wirt! (688 �+�t�s�)�,� 76 bytes captured �(�1�5�8� �+�t�s�}� 

Ethernt!t II, �S�3�A�:� V.Ware_92:94:9f {00 :0c:29:92:94:9f), Ost: Ciscoinc_31:07:33 �(�0�0�:�2�6�:�0�,�:�3�1�:�0�7�:�3�3�)� 

Internet Protocol �V�~�s�i�o�n� 4, Src: 172.16.0.102, Dst: 4.2.2.1 0 
User Datagram Protocol, Src Port: 62570 (62510), Ost Port: 53 (53} 

v Ootein Name Syst... ( query) 
{Reswnse In: 3] 
Transaction 10: 0xf34d �1� 

flags: �5�E�0�1�0�0� Standard query 
Questions: 1 

Answer RR.s: 0 

Authori ty RRs: 0 
Additional RRs: 0 
Queries 

WWl'i'. nostarch. �A�>�0�:� �t�y�~� ���,� class IN 
Na.e: WflW. nostarch. �!���8� 

�[���0�1�1�5� Length: 16] 
[Label Count: 3] 
�"�C�@�5�:� ��� �(���o�s�t� Address) (1) 
Class: IN �(�0�E�0�0�0�1�}� 

� �8�A�.� 9. 16. � �5�:�C�@�A�8�2�=�K�9� �D�N�S�-�7�a�n�p�o�c� 

• Wireshark · Packet 3 · dns_recurSlvequery_setVer 

Fra11e 3: 92 bytes on wire (736 �+�t�s�)�,� 92 bytes captured (736 �,�i�t�s�)� 

Close tielp 

�>� �E� 

Etht!rnet II, Src: Cisco!nc_31:07:33 �(�0�0�:�2�6�:�0�,�:�3�1�:�0�7�:�3�3�)�,� Ost: V.Ware_92:94:9f {00:0c:29:92:94:9f) 
Internet Protocol Version 4, 5rc: 4.2.2.1, Ost: 172.16.0.102 
User �O�a�t�a�g�r�<� Protocol, Src Port: 53 (53), Ost Port: 62570 (62570) 
Dcmain ���0�<� Syrtet1 (response) 

[Requcst In: 21 
[Tiioe: �5�.�1�8�2�2�2�3�0�0�0� seconds] 
Transaction IO: 0xf34d 
Flags: 0><8180 5tandard query response, No �e�3�r�o�r� 

Questions: 1 

Answer RRs: 1 

�A�u�t�h�o�3�i�t�y� RRs: 0 
Addition•l RRs: 0 
Queries 
v -.nostarch.c011: type ���,� class IN 

���0�~�:� www.nostarch.c08 
[Na"" Length: 16] 
[Label �C�o�u�r�B�t�:� 3) 
�"�C�@�5�:� ��� �(���o�s�t� Address) (1) 
Class: IN (0><0001) 

v Answers 
www.nostarch.com: type ���,� class IN, �a�d�d�3� 72.32.92.4 

���0�B�5�:� w.... �n�o�s�t�a�3�c�h �.� �!���8� 

�"�C�@�5�:� ��� �(���o�s�t� Address) (1) 
Closs: IN (0><0001) 
Tiae to live: 3600 
Oota length: 4 
���d�d�3�5�8�:� 72.32.92.4 

� �8�A�.� 9. 17. ���B�2�5�B� �=�0� �@�5�:�C�@�A�8�2�=�K�9� �D�N�S�-�7�a�n�p�o�c� 

� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 243 
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D 
......... "" ··-······­-

�D�N�S�-�:�n�8�5�=�B� 

���B�2�5�B� �=�0� �7�0�?�@�>�A� 

� �5�:�C�@�A�8�2�=�K�9� �7�0�?�@�>�A� 

�<�-�N�"�"�'�"� 
���B�2�5�B� �=�0� �7�0�?�@�>�A� ���=�5�H�=�8�9� �D�N�S�-�c�e�p�2�e�p� 

� �8�A�.� 9. 18. ���@�>�F�5�A�A� �>�1�@�0�1�>�B�:�8� �@�5�:�C�@�A�8�2�=�>�3�>� �D�N�S�-�7�a�n�p�o�c�a� 

���5�@�5�=�>�A� �D�N�S�-�M�o�=� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� 

dns_axfr.pcapn9 

�D�N�S�-�7�o�=�a� - �M�B�>� �?�@�>�A�B�@�0�=�A�B�2�>� �8�<�5�=� �(�8�;�8� �3�@�C�?�?�0�)�,� �2�5�A�B�8� �:�>�­

�B�>�@�>�5� �?�>�@�C�G�5�=�>� ���N�S�-�A�5�@�2�5�@�C�.� ���0�?�@�8�<�5�@�,� �C� �:�>�<�?�0�=�8�8� 

���H�H�0�'�s� �D�i�?�e�r� �<�>�6�5�B� �1�K�B�L� �>�4�8�=� �O�N�S�-�c�e�p�2�e�p�,� �>�B�2�5�G�0�N�I�8�9� 

�7�0� �4�>�<�5�=�=�>�5� �8�<�O� emmasdiner. com. ��� �M�B�>�<� �A�;�C�G�0�5� �C�A�B�@�>�9�A�B�2�0� �2� �A�0�<�>�9� �:�>�<�?�0�=�8�8� 

�8� �7�0� �5�5� �?�@�5�4�5�;�0�<�8�,� �:�>�B�>�@�K�<� �B�@�5�1�C�5�B�A�O� �?�@�5�>�1�@�0�7�>�2�0�B�L� �4�>�<�5�=�=�>�5� �8�<�O� 

emmasdiner .com �2� �I� �-�0�4�@�5�A�,� �4�>�;�6�=�K� �A�2�O�7�0�B�L�A�O� �A� �5�5� �D�N�S�-�c�e�p�2�e�p�o�<�,� �>�B�2�5�G�0�N�I�8�<� 

�7�0� �4�0�=�=�C�N� �7�>�=�C�.� ���@�8� �@�0�A�H�8�@�5�=�8�8� �:�>�<�?�0�=�8�8� ���H�H�0�'�s� �D�i�=�e�r� �<�>�6�5�B� �1�K�B�L� �2�2�5�4�5�=� 

�2�B�>�@�>�9� �D�N�S�-�c�e�p�2�e�p� �4�;�O� �2�5�4�5�=�8�O� �B�>�;�L�:�>� �B�>�9� �G�0�A�B�8� �?�@�>�A�B�@�0�=�A�B�2�0� �8�<�5�=�,� �:�>�B�>�@�0�O� 

�>�B�=�>�A�8�B�A�O� �:� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�5� �8� �8�<�5�5�B� �4�>�<�5�=�=�>�5� �8�<�O� mail. emmasdiner .com. 
�"�0�:�8�<� �>�1�@�0�7�>�<�,� �2�B�>�@�>�9� �D�N�S�-�c�e�p�2�e�p� �1�C�4�5�B� �>�B�2�5�G�0�B�L� �7�0� �?�>�G�B�>�2�K�9� �A�C�1�4�>�<�5�=�.� 

���>� �<�5�@�5� �=�5�>�1�E�>�4�8�<�>�A�B�8� �4�;�O� �2�5�4�5�=�8�O� �4�@�C�3�8�E� �A�C�1�4�>�<�5�=�>�2� �<�>�3�C�B� �1�K�B�L� �2�2�5�4�5�=�K� 

�4�>�?�>�;�=�8�B�5�;�L�=�K�5� �D�N�S�-�c�e�p�2�e�p�K�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.19. 
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�>� �e�m�m�a�s�d�i�?�e�r�.�c�o�m� 

�>� web.emmasdiner.com 

db.web.emmasdiner.com 

cart.web.emmasdiner.com 

�>� mail.emmasdiner.com 

� �8�A�.� 9. 19. � �0�7�4�5�;�5�=�8�5� �>�B�2�5�B�A�B�2�5�=�=�>�A�B�8� �7�0� �?�@�>�­

�A�B�@�0�=�A�B�2�0� �8�<�5�=� �A�@�5�4�8� �D�N�S�-�7�o�=� 
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���5�@�5�=�>�A� �7�>�=�K� �?�@�>�8�A�E�>�4�8�B� �2� �B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� �4�0�=�=�K�5� �7�>�=�K� �?�5�@�5�4�0�N�B�A�O� �<�5�6�4�C� 

�4�2�C�<�O� �C�A�B�@�>�9�A�B�2�0�<�8� - �:�0�:� �?�@�0�2�8�;�>�,� �8�7� �A�>�>�1�@�0�6�5�=�8�9� �@�5�7�5�@�2�8�@�>�2�0�=�8�O�.� ���0�?�@�8�­

�<�5�@�,� �2� �>�@�3�0�=�8�7�0�F�8�O�E� �A� �=�5�A�:�>�;�L�:�8�<�8� �D�N�S�-�A�5�@�2�5�@�0�<�8� �A�5�B�5�2�K�5� �0�4�<�8�=�8�A�B�@�0�B�>�@�K� 

�7�0�G�0�A�B�C�N� �=�0�A�B�@�0�8�2�0�N�B� �2�A�?�>�<�>�3�0�B�5�;�L�=�K�9� �D�N�S�-�c�e�p�2�e�p� �=�0� �E�@�0�=�5�=�8�5� �:�>�?�8�8� �4�0�=�­

�=�K�E� �7�>�=�K� �8�7� �>�A�=�>�2�=�>�3�>� �D�N�S�-�c�e�p�2�e�p�a� �=�0� �B�>�B� �A�;�C�G�0�9�,� �5�A�;�8� �>�A�=�>�2�=�>�9� �A�5�@�2�5�@� �>�:�0�­

�6�5�B�A�O� �=�5�4�>�A�B�C�?�=�K�<�.� ���<�5�N�B�A�O� �A�;�5�4�C�N�I�8�5� �2�8�4�K� �?�5�@�5�=�>�A�0� �7�>�=�.� 

• ���>�;�=�K�9� �?�5�@�5�=�>�A� �7�>�=�K� (AXFR). ��� �M�B�>�<�C� �2�8�4�C� �>�B�=�>�A�O�B�A�O� �?�5�@�5�=�>�A�K�,� 

�?�@�8� �:�>�B�>�@�K�E� �2�A�O� �7�>�=�0� �?�5�@�5�A�K�;�0�5�B�A�O� �<�5�6�4�C� �C�A�B�@�>�9�A�B�2�0�<�8�.� 

• ���=�:�@�5�<�5�=�B�=�K�9� �?�5�@�5�=�>�A� �7�>�=�K� (IXFR). ��� �M�B�>�<�C� �2�8�4�C� �>�B�=�>�A�O�B�A�O� �?�5�@�5�­

�=�>�A�K�,� �?�@�8� �:�>�B�>�@�K�E� �?�5�@�5�A�K�;�0�5�B�A�O� �;�8�H�L� �G�0�A�B�L� �4�0�=�=�K�E� �7�>�=�K�.� 

��� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� dns _ axfr. pcapng �A�>�4�5�@�6�8�B�A�O� �?�@�8�<�5�@� �?�>�;�=�>�3�>� �?�5�@�5�­

�=�>�A�0� �7�>�=�K� �<�5�6�4�C� �E�>�A�B�0�<�8�,� �=�0�E�>�4�O�I�8�<�8�A�O� �?�>� �0�4�@�5�A�0�<� 172 .16 .16 .164 �8� 

172 .16 .16 .139. ���0� �?�5�@�2�K�9� �2�7�3�;�O�4�,� �A�>�4�5�@�6�8�<�>�5� �M�B�>�3�>� �D�0�9�;�0� �<�>�6�5�B� �C�4�8�2�8�B�L� 

�2�0�A�,� �?�>�A�:�>�;�L�:�C� �2�<�5�A�B�>� �?�0�:�5�B�>�2� UDP �2�K� �>�1�=�0�@�C�6�8�B�5� �2� �=�5�<� �?�0�:�5�B�K� �"�!� �.� ��� �E�>�B�O� �2� 

�?�@�>�B�>�:�>�;�5� DNS �8�A�?�>�;�L�7�C�5�B�A�O� �?�@�>�B�>�:�>�;� UDP, �4�;�O� �@�5�H�5�=�8�O� �=�5�:�>�B�>�@�K�E� �7�0�4�0�G�,� �2� 

�B�>�<� �G�8�A�;�5� �?�5�@�5�=�>�A�0� �7�>�=�,� �2� �=�5�<� �?�@�8�<�5�=�O�5�B�A�O� �8� �?�@�>�B�>�:�>�;� �"�!� �,� �?�>�A�:�>�;�L�:�C� �>�=� �>�1�5�­

�A�?�5�G�8�2�0�5�B� �1�>�;�5�5� �=�0�4�5�6�=�C�N� �?�5�@�5�4�0�G�C� �4�0�=�=�K�E�.� ���>�M�B�>�<�C� �?�5�@�2�K�5� �B�@�8� �?�0�:�5�B�0� �8�7� 

�4�0�=�=�>�3�>� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� �A�;�C�6�0�B� �4�;�O� �B�@�5�E�M�B�0�?�=�>�3�>� �?�@�>�F�5�A�A�0� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� 

�?�>� �?�@�>�B�>�:�>�;�C� �"�!� �.� 

���5�@�5�=�>�A� �7�>�=�K� �<�5�6�4�C� �E�>�A�B�0�<�8�,� �=�0�E�>�4�O�I�8�<�8�A�O� �?�>� �0�4�@�5�A�0�<� 172 .16 .16 .164 

�8� 172 .16 .16 .139, �=�0�G�8�=�0�5�B�A�O� �A� �G�5�B�2�5�@�B�>�3�>� �?�0�:�5�B�0�.� �-�B�>�B� �?�0�:�5�B� �=�5� �A�>�4�5�@�6�8�B� 

�=�8�:�0�:�>�9� �8�=�D�>�@�<�0�F�8�8� �>� �?�@�>�B�>�:�>�;�5� DNS. ���=� �>�1�>�7�=�0�G�5�=� �:�0�:� �"�"�!� �-�A�5�3�<�5�=�B� �2�>�A�­

�A�B�0�=�>�2�;�5�=�=�>�3�>� �1�;�>�:�0� PDU'', �?�>�A�:�>�;�L�:�C� �4�0�=�=�K�5�,� �?�5�@�5�A�K�;�0�5�<�K�5� �?�>� �7�0�?�@�>�A�C� �=�0� 

�?�5�@�5�=�>�A� �7�>�=�K�,� �=�0� �A�0�<�>�<� �4�5�;�5� �?�5�@�5�A�K�;�0�N�B�A�O� �2� �=�5�A�:�>�;�L�:�8�E� �?�0�:�5�B�0�E� �8�,� �2� �G�0�A�B�­

�=�>�A�B�8�,� �2� �?�0�:�5�B�0�E� 4 �8� 6. ��� �?�0�:�5�B� 5 �A�>�4�5�@�6�8�B� �?�>�4�B�2�5�@�6�4�5�=�8�5� �?�@�8�5�<�0� �?�0�:�5�B�0� 4. 
�-�B�8� �?�0�:�5�B�K� �0�=�0�;�8�7�8�@�C�N�B�A�O� �8� �>�B�>�1�@�0�6�0�N�B�A�O� �2� Wiresliark �8�<�5�=�=�>� �2� �B�0�:�>�<� �?�>�­

�@�O�4�:�5� �@�0�4�8� �1�>�;�L�H�5�9� �8�E� �C�4�>�1�>�G�8�B�0�5�<�>�A�B�8�.� ���;�O� �F�5�;�5�9� �4�0�=�=�>�3�>� �?�@�8�<�5�@�0� �?�0�:�5�B� 

6 �<�>�6�=�>� �>�B�=�5�A�B�8� �:� �7�0�?�@�>�A�C� �=�0� �?�>�;�=�K�9� �?�5�@�5�=�>�A� �D�N�S�-�7�>�=�K�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� 

�@�8�A�.� 9.20. 
���0�?�@�>�A� �=�0� �?�5�@�5�=�>�A� �7�>�=�K� �O�2�;�O�5�B�A�O� �A�B�0�=�4�0�@�B�=�K�<� �7�0�?�@�>�A�>�<� ���,� �=�>� �2�<�5�A�B�>� 

�5�4�8�=�A�B�2�5�=�=�>�3�>� �B�8�?�0� �7�0�?�8�A�8� �2� �=�5�<� �7�0�?�@�0�H�8�2�0�5�B� �B�8�?� AX1''R 8. �-�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� 

�?�>� �4�0�=�=�>�<�C� �7�0�?�@�>�A�C� �B�@�5�1�C�5�B�A�O� �?�>�;�C�G�8�B�L� �2�A�N� �D�N�S�-�7�o�=�y� �8�7� �A�5�@�2�5�@�0�.� ���0� �M�B�>� �A�5�@�­

�2�5�@� �>�B�2�5�B�8�B� �7�0�?�8�A�O�<�8� �7�>�=�K� �2� �?�0�:�5�B�5� 7, �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.21. ���0�:� �2�8�4�8�B�5�,� 

�?�5�@�5�=�>�A� �7�>�=�K� �2�:�;�N�G�0�5�B� �2� �A�5�1�O� �=�5�<�0�;�>� �4�0�=�=�K�E�,� �0� �2�5�4�L� �M�B�>� �5�4�2�0� �;�8� �=�5� �A�0�<�K�9� 

�?�@�>�A�B�>�9� �5�3�>� �?�@�8�<�5�@�!� ���0�:� �B�>�;�L�:�>� �?�5�@�5�=�>�A� �7�>�=�K� �7�0�2�5�@�H�8�B�A�O�,� �=�0�G�=�5�B�A�O� �?�@�>�F�5�A�A� 

�@�0�7�@�K�2�0� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �,� �?�@�5�4�A�B�0�2�;�5�=�=�K�9� �2� �A�0�<�>�<� �:�>�=�F�5� �4�0�=�=�>�3�>� �D�0�9�­

�;�0� �?�5�@�5�E�2�0�B�0�.� 

� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 245 
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• �W�1�r�~�h�a�r�k� • �P�L�c�k�r�t� �1� · dns_ufr 

1 > Fr...., 6: 87 bytes on wir• (696 bits), 87 bytes c1ptured (696 �+�t�s�)� 
1 > Ethernet II, Src: Vatare_7e:ec:a4 (ee:ec:29:7e:ec:CJ4)" Dst: V.Ware_ce:d1:9e �(�8�8�:�8�c�:�2�9�:�c�e�:�d�l�:�~�)� 
I > Internet Protocol Version 4, Src: 172.16.16-164, Ost: 172.16.16.139 

1 "'
> TranS!lission Control Protocol, Src Port: 1198 (1108), D>t Port: 53 (53), �~�q�:� 1578764528, Ack: 451899283, 

[2 �R�e�1�s�s�.�.�.�,�l�e�d� �"�!� � Sepents (35 bytes): #4(2), •6(33)] 
Douin - Syst•• (query) 

(Respon:rc In· 71 
length: 33 
�T�3�a�n�s�a�c�t�i�o�n� ID: �9�E�0�8�8�7� 

Fl1gs: �0�E�9�1�0�5� Standord query ��� 
Questions: 1 
Answer RRs: �5� 

Authori ty RRs: 9 
Additionol RRs: 11 
Quer1es 

�c�o�n�t�o�s�o�.�l�o�c�3�l�:� type AXFR, class Itl 
�"�0�.�5 �:� contoso.local 
[No" Length: 13] 
�[�l�>�,�.�1� Count: 2) 

@ �"�C�@�5�:� AXfR (transfer of 1n entire zone) (252) 
Closs: IN (&xOOel) 

� �8�A�.� 9.20. ���0�?�@�>�A� �=�0� �?�>�;�=�K�9� �?�5�@�5�=�>�A� �D�N�S�-�7�>�=�K� 

• �'�h���i�1�h�A�A�·�P�:�k�e�l�7�·�d�m�_�8�1�1�r� 

[
} ,"_, 1; ui. bytes on t111r• (9611 �+�t�s�)�,� 1118 ttyt.rs c..,t:ured �(���l�l� �+�t�s�.�)� 
) Eth«r"rt 11, Src: �V�.���r�t�_�(�t�:�d�1�:�9�t� (M:k:19:ce:d1:9e), �~�t�:� V-re_7e:ec:" �(�1�1�:�8�A�:�1�9�:�7�1�"�;�<�1�'�A�:�"�)� 

) �I�n�t�t�"�~�t� Pf'otoc:ol �v�~�s�i�o�n� •, Src: 172.16.18.13'9, Dst: 172.16.16.164 
) �T�r�.�n�<�1�s�s�i�o�n� Control Protoc:ol, Src Port: 53 (5'), Ost � �'�0�3�t�;� �1�1��� (11"). kq: 4'5189983, Ack: �1�S�'�N�7�'�����1�.� �L�~� �U��� 

1 
�#� �~�i�'�I� ���- Syst- �(�r�~�S�p�o�r�!�'�5�~�)� 

�f�B�r�m�8�a�t� l'I· 61 
�[�"�i�.�<�:� �8�.�1�2�1�7�6�9�1��� secollds} 
�L�l�l�!�n�~�h�:� �1�1�~� 

1 
�r�r�.�.�,�s�:�t�i�~� ID: 8:d887 

) fl•p: lxll!I Stendflrd �q�~�r�y� �~�s�p�o�n�s�l�l�!�,� ���>� ll!rror 
Qvestion.s: 1 
�A�n�~� U.s: 21 
Ar.lthQrt ty RRs: t 
Addit.lon•l liAJ.: • 

.., contoso.loc:•1: typt: AXfft, cl•ss IN 
N..e: contoso.loc•l 
�{���- Length: U) 
�(�L�.���l� (ount: 2) 
fypt:: AXfR ( transftr of •n �~�t�i�r�e� �:�r�.�>�<�)� (ZS2) 

Cl•ss: IN �(�1�E�8�1�8�1�)� 

"'Ans.ers 
cont.oso.loc•l; �t�y�~� so.r., cl•ss lN, �8�"�8�1�1�!� �d�n�t�.�3�.�c�o �'�l�t�o�N�.�l�o�c�:  "�l� 

' contoso.loC8l: �t�y�~� ���,� cl•ss �r�=�.� addr 172.16.16.139 
�c�o�n�t�o�N�.� loc•l: type NS, cl•ss IN, ns dnsJ.corrtoso. local 
�_�i�a�d�c�s �. �c�o�n�t�o�N�. �l�o�c "�l �:� typll! ���S�,� cl•ss lN, ns �u "�n�d�t�r�s�·�k�i�!�!�8�l�.�c�o�n�t�o�s�o�.�l�o�c "�l� 

�~� �,�.�_�t�c�p�.�O�e�f�.�u�l�t�-�F�i�r�s�t�-�S�i�t�e�-�~�.�_�s�i�t�l�l�!�s�.�c�o�n�t�o�s�o�.�l�o�o�l�:� �~� sav, class IN, priority &, •icht 188, port 3261, t•rrt �d�n�s�J �.�c�O�f�l�t�o�s�o�.�l�c�:  "�l� 

�>� �E� 

Len: 33 

�>� �E� 

.,, �_�t�e�-�"�o�e�r�o�s�.�_�t�c�p�.�~�f  "�u�l�t �·�F�i�r�s�t�-�S�.�i �t�~ �-�<�.�.�.�i�:�.�_�s�l�.�t�t�s�.�c�0�t�t�t�o�s�o�.�l�o�c �e�l �:� type s.ttv, cl•ss IN, pri.ority 1, wi.rt 1•, port. '8, trpt �d�<�l�s�3�.�c�.�o�n�t�c�:�o�.�l�o�c "�l� 

�_�l�d "�p�.�_�t�c�p�.�D�r�l�l�l�!�f  "�u�l�t�·�F�i�r�s�t �-�S�.�i�t�e�-���-�.�_�s�i�t�n�.�c�o�r�i�t�o�s�o�.�l�o�c  "�l �:� type sav, cl•ss UI, prlority �0�,� •1Pt 1•, port 589, t.raet  "�s�7�.�c�°�"�t�o�s�o�.�l�o�c "�l� 
) _.c._tcp.contoso.loc•l: type SIV, cl•ss IN, priorlty �0�,� Nll!i&t't 108, pGf"t J261, t•rart "s3.c•t.oso.1oc•I 
) �_�k�e�r�,�e�l�'�O�s�,�_�t�c�p�.�c�o�n�t�:�o�s�o�.�l�o�c  "�l�:� typt' �~�.� ci.ss IN, priof"ity 1, -.eiJht lte. port. 11, t•.-.:rt d'1sJ.contoso.locel 
) kp.sswd._tcp.contoso.loc•l: �~� SRV, ci•ss IN, priority 9, wicht lte, port 864, t•rset dns3.contoso.Joc•l 
) _ldap._tcp.contoso.loc•l: type: �!���#�,� cUss 1N, priority 1, wiJht 181, port 319, t"•rcet dnsJ.contoso.loul 
> �_�1�1�.�.�"�L�.�~�.�_�l�l�d�p�.�c�o�n�t�o�s�o�.�l�o�c "�l�:� t-ype SRV, cl•r.s IN, priority 1, -1.Ft �l���,� port 11, t•rs•t �~�s�J�.�C�O�f�\�t�o�.�o�.�l�o�c "�l� 

�~� _tp.ss.t._udp.contoso.loc•l: �~� SRV, cl.8ss I•, priority 1, -ic+tt 118, port &61, t•rsrt d"ts).contoso.loc•l 
�d�<�3�.�c�o�n�t�o�s�o�.�l�o�c�: "�l�:� type ���,� cUss V., 8d6r 172.15.16.J39 
�O�t�8�8�i�n�O�n�s�Z�o�<�.�r�.�.�c�c�n�t�o�s�o�.�l�o�c "�l�:� type ���,� cl•ss �:�r�=�,� 86dt" 172.16.16.139 
�_�1�d "�p�.�_�t�c�p�.�D�e�f "�u�l�t�·�f�t�r�'�S�t "�s�.�i�t�e�-�n�.�.�-�.�_�s�i�t�:�e�s�.�a�c�-�i�t�1�0�n�s�l�o�<�s�.�c�o�n�t�o�s�o�.�l�o�c "�l�:� typi!! SRV, cl•ss IN, priot"ity �0�,� wei!lht 1•, port: J.19, Urpt dtls3.contos.o.loc•l 
_ldap._tcp.00.•inDnsZone-s.cont:oso.local: type SAV. cl8ss IN, priorlty 9, wtctit �1���,� port JS9, tarpt: dns3.contoso.loc•l 
for"tstOnt.Zonts.cont.oso.loc1l: type ���,� cta'5 IN, •ddr 172.16.16.139 
�_ �l�d "�p�. �_�t�c �p�.�O�e�f "�u�l�t �-�f�i�r�s �t �·�S�l�.�t�e�-�=�.�.�.�_�s�l�. �t�e�s �.�f�o�r�e�s �t�O�f�\�s �Z�o�<�s�.�c�e�t�1�t�o�s�o�.�l�o�c "�l�:� �t�y�~� SRV, class IH, prLority 1, -11ttt 1'8, port .J89, �t�a�r�~�t� dnt.3.cO!"ltoso.loc•l 
_ld1p._tcp.ForestDnsZones.contoso.loC8l: type SAV, cl•ss IH, pr1or1ty �5�,� �-�1�:�h�t� 188, port �����,� t.,-..,-c dnt.3.contoso.loc•l 

) contoso.loc•l: type �~�,� cless IN, 8"- dns3.contoso.loc•l 

..,..,, �?�>�:�.�~� �~�1�1�~� �~�1 �.�'�.�l�.�.�1�'�-�l�f�.�J �H �·�~�~�-�.�.�.�.�.�,�.�u�w �· �l�8�~�.�.�.�.�.�- ... �l�<�"�I�U�1 "�~�0�t�l�l�i�.�t�J�J�J�.�=�.�J�f�.�J�.�J�t�l�.�i�i�t�t�1�1�1�1 "�.�i�.�.�.�.�.�.�-�-�s�,�;�c�,�-�1�" "�*�1�~�s�o�4�_�,�,�_�.�.� 

�~� .... 
� �8�A�.� 9.21. ���@�>�F�5�A�A� �?�>�;�=�>�3�>� �?�5�@�5�=�>�A�0� �D�N�S�-�7�>�=�K� 
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��� �����\��� �F�����l�����[� ���0�=�=�K�5�,� �A�>�4�5�@�6�0�I�8�5�A�O� �2� �?�5�@�5�=�>�A�8�<�>�9� �7�>�=�5�,� �<�>�3�C�B� �?�@�5�4�A�B�0�2�;�.�O�B�J� �=�5�­

�<�0�;�C�N� �>�?�0�A�=�>�A�B�L�,� �5�A�;�8� �>�=�8� �0�:�0�6�C�B�A�O� �2� �@�C�:�0�E� �7�;�8�C�<�J�t�H�;�5�=�=�8�:�>�2�.� ���0�­

�?�@�8�<�5�@�,� �A�4�5�;�0�2� �7�0�?�@�>�A� �5�4�8�=�A�B�2�5�=�=�>�<�C� �D�N�S�-�c�e�p�2�e�p�y�,� �<�>�6�=�>� �?�>�;�C�G�8�B�L� 

�2� �>�B�2�5�B� �2�A�N� �8�=�D�@�0�A�B�@�C�:�B�C�@�C� �A�5�B�8�.� 

���@�>�B�>�:�>�;� �?�5�@�5�4�0�G�8� �r�8�?�5�@�B�5�:�A�B�0� �(����� �)� 
���@�>�B�>�:�>�;� ���"�"� � (Hypertext �T�r�a�2�s�f�e�r� Protocol - �?�@�>�B�>�:�>�;� �?�5�@�5�4�0�G�8� �3�8�?�5�@�­

�B�5�:�A�B�0�)� �A�;�C�6�8�B� �2� �:�0�G�5�A�B�2�5� �<�5�E�0�=�8�7�<�0� �4�>�A�B�0�2�:�8� �A�>�4�5�@�6�8�<�>�3�>� �2�>� ���A�5�<�8�@�=�>�9� 

�?�0�C�B�8�=�5�,� �4�0�2�0�O� �2�5�1�-�1�@�0�C�7�5�@�0�<� �2�>�7�<�>�6�=�>�A�B�L� �?�>�4�:�;�N�G�0�B�L�A�O� �:� �2�5�1�-�A�5�@�2�5�@�0�<� �4�;�O� 

�?�@�>�A�<�>�B�@�0� �2�5�1�-�A�B�@�0�=�8�F�.� ��� �1�>�;�L�H�8�=�A�B�2�5� �>�@�3�0�=�8�7�0�F�8�9� �?�@�>�B�>�:�>�;� ���"�"� � �?�@�5�4�­

�A�B�0�2�;�O�5�B� �=�0�8�1�>�;�L�H�C�N� �4�>�;�N� �B�@�0�D�8�:�0�,� �?�5�@�5�4�0�2�0�5�<�>�3�>� �?�>� �A�5�B�8�.� ���A�O�:�8�9� �@�0�7�,� 

�:�>�3�4�0� �2�K� �>�A�C�I�5�A�B�2�;�O�5�B�5� �?�>�8�A�:� �2� Google, �?�>�A�K�;�0�5�B�5� �A�>�>�1�I�5�=�8�5� �2� �"�2�8�B�5�@� �8�;�8� 

�?�@�>�2�5�@�O�5�B�5� �B�C�@�=�8�@�=�C�N� �B�0�1�;�8�F�C� ������� �=�0� �2�5�1�-�A�0�9�B�5� �?�>� �0�4�@�5�A�C� http: //www.espn. 
com/, �2�K�,� �?�>� �A�C�I�5�A�B�2�C�,� �?�>�;�K�C�5�B�5�A�L� �?�@�>�B�>�:�>�;�>�<� ���"�"� �.� 

���K� �=�5� �1�C�4�5�<� �@�0�A�A�<�0�B�@�8�2�0�B�L� �A�B�@�C�:�B�C�@�K� �7�0�3�>�;�>�2�:�>�2� �2� �?�0�:�5�B�0�E� �4�;�O� �?�5�@�5�4�0�G�8� 

�4�0�=�=�K�E� �?�>� �?�@�>�B�>�1�N�;�C� ���"�"� �,� �?�>�A�:�>�;�L�:�C� �8�<�5�5�B�A�O� �B�0�:� �<�=�>�3�>� �@�0�7�;�8�G�=�K�E� �@�5�0�;�8�­

�7�0�F�8�9� �M�B�>�3�>� �?�@�>�B�>�:�>�;�0�,� �G�B�>� �A�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�>�2� �2� �M�B�8�E� �?�0�:�5�B�0�E� �<�>�6�5�B� �A�C�­

�I�5�A�B�2�5�=�=�>� �>�B�;�8�G�0�B�L�A�O�.� ��� �A�8�;�C� �?�>�4�>�1�=�K�E� �@�0�7�;�8�G�8�9� �>�A�B�0�2�;�O�5�<� �2�0�<� �2� �:�0�G�5�A�B�2�5� 

�C�?�@�0�6�=�5�=�8�O� �A�0�<�>�A�B�>�O�B�5�;�L�=�>� �@�0�7�>�1�@�0�B�L�A�O� �2� �A�B�@�C�:�B�C�@�5� ���"�"� �-�7�0�3�>�;�>�2�:�>�2�.� ���<�5�­

�A�B�>� �M�B�>�3�>� �<�K� �@�0�A�A�<�>�B�@�8�<� �?�@�8�<�5�@�K� �?�@�0�:�B�8�G�5�A�:�>�3�>� �?�@�8�<�5�=�5�=�8�O� �?�@�>�B�>�:�>�;�0� 

���"�"� � �8�,� �2� �G�0�A�B�=�>�A�B�8�,� �8�7�2�;�5�G�5�=�8�5� �8� �?�C�1�;�8�:�0�F�8�N� �A�>�4�5�@�6�8�<�>�3�>�.� 

���@�>�A�<�>�B�@� �2�5�1�-�A�B�@�0�=�8�F� �A� �?�>�<�>�I�L�N� �?�@�>�B�>�:�>�;�0� ����� � 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� 

http_google.pcapng 

���@�>�B�>�:�>�;� ���"�"� � �G�0�I�5� �2�A�5�3�>� �?�@�8�<�5�=�O�5�B�A�O� �4�;�O� �?�@�>�A�<�>�B�­

�@�0� �2�5�1�-�A�B�@�0�=�8�F�,� �?�>�;�C�G�0�5�<�K�E� �>�B� �2�5�1�-�A�5�@�2�5�@�0�,� �A� �?�>�<�>�I�L�N� 

�1�@�0�C�7�5�@�0�.� ��� �?�@�8�<�5�@�5� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� http _google. 
pcapng �4�5�<�>�=�A�B�@�8�@�C�5�B�A�O� �?�>�4�>�1�=�0�O� �@�0�7�=�>�2�8�4�=�>�A�B�L� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �?�>� �?�@�>�B�>�­

�:�>�;�C� ���"�"� � �A� �8�A�?�>�;�L�7�>�2�0�=�8�5�<� �"�!� � �2� �:�0�G�5�A�B�2�5� �?�@�>�B�>�:�>�;�0� �B�@�0�=�A�?�>�@�B�=�>�3�>� �C�@�>�2�­

�=�O�.� ���1�<�5�=� �4�0�=�=�K�<�8� �<�5�6�4�C� �:�;�8�5�=�B�>�<�,� �=�0�E�>�4�O�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 172. �l�1�.� �l�1� .128, �8� 

�2�5�1�-�A�5�@�2�5�@�>�<� �:�>�<�?�0�=�8�8� Google, �@�0�A�?�>�;�>�6�5�=�=�K�<� �?�>� �0�4�@�5�A�C� 74 .125. 95 .104, �=�0�­

�G�8�=�0�5�B�A�O� �A� �B�@�5�E�M�B�0�?�=�>�r�>� �?�@�>�F�5�A�A�0� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �.� 

���0�:� �B�>�;�L�:�>� �A�2�O�7�L� �1�C�4�5�B� �C�A�B�0�=�>�2�;�5�=�0�,� �?�5�@�2�K�9� �?�0�:�5�B�,� �?�5�@�5�4�0�2�0�5�<�K�9� �:�;�8�5�=�­

�B�>�<� �A�5�@�2�5�@�C�,� �1�C�4�5�B� �?�>�<�5�G�5�=� �:�0�:� �?�0�:�5�B� �?�@�>�B�>�:�>�;�0� ���"�"� � �(�@�8�A�.� 9.22). 
�-�B�>�B� �?�0�:�5�B� ���"�"� � �4�>�A�B�0�2�;�O�5�B�A�O� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �G�5�@�5�7� �?�>�@�B� 80 �A�5�@�2�5�@�0� ���.� 

���=� �A�G�8�B�0�5�B�A�O� �A�B�0�=�4�0�@�B�=�K�<� �?�>�@�B�>�<� �4�;�O� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� �,� 

�E�>�B�O� �4�;�O� �M�B�>�9� �F�5�;�8� �=�5�@�5�4�:�>� �?�@�8�<�5�=�O�N�B�A�O� �8� �4�@�C�3�8�5� �?�>�@�B�K�,� �2� �B�>�<� �G�8�A�;�5� �A� �=�>�<�5�­

�@�0�<�8� 8080, 8888 �8� �B�.�?�.� 

� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 247 
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• Wireshark · Packet 4 · http_google 

> �F�~� 4: 681 bytes on wire (5448 bits), -w bytes captured (5448 �,�i�t�s�)� 
Ethernet II, Src: Inte1Cor_Sb:7d:4a (86:21:6a:Sb:7d:4a), Dst: D-Link_21:99:4c (80:95:Sd:21:99:.tc) 
Internet Protocol Version 4, Src: 172.16.16.128, Ost: 74.125.95.184 

�>� 

Tr•nsaission Control Protocol, �S�3�A� Port: �l�1�5�1� (1606), Ost � �>�3�t�:� 80 (8&), �~�q�:� 2882691768, Ack: 2775577374, Len: 627 
text �B� 11ns. fe1 Protocol 

TP/1.1\r\n 
> [Export Info (chat/Soquonco): �G���"� / ���"�"� �/�1�.�1�\�3�\�?�]� 

�R�~�u�e�s�t� ���e�t�k�o�d�:� GET 
f) Roquost URI: / 

Request Version: ���"�"� �/�1�.�1� 

���o�s�t�:� """"'·800Sle.c08\r\n 
U!fer-Agent: !��z�i�l�l�a�/�S�.�e� (Windows; U; Windows �N�"� �1�.�1�;� en-US; rv:l.9.1.7) �~�c�k�o�/�2�0�8�9�1�2�2�1� Firefox/3.S.7\r\n 
Accept: tert/ht8l, �o�p�p�l�i�c�o�t�i�o�n�/�x�h�t�1�1�1�l�+�x�2�l�,� applicetion/XJtl; q•e. 9, * /• ;q•e. 8\r\n 
Accept-Language: en-us,en;q•0. 5\r\n 
Accept-Encoding: gzip,deflate\r\n 
Accept-Chiirset: IS0-8859-1,utf-a;q=-e. 7, •;q..e. �7�\�3�\�n� 

Keep-Alive: 388\r\n 

�E� 

Connection: keep-alive\r\n 
( �t�3�u�n�c�a�t�e�d�)� Cookie : PRE F • �I�0�-�2�5�7�9�1�3�0�9�3�8�5�1�A�2�4�8�:� U-267c896bSf39f �,�6�b�:� FF -4: LD-en: NR•l8: �"�� "�1�2�6�8�7�3�0�6�5�4�:� �1�.�.���-�1�2�6�5�4�7�9�3�3�6�:� �G���-�1� ]" S.. 

�\�3�\�n� 

���f�y�l�l� rcgucst UBI; http· //www googl<; c911/J 
�[���"�"� � rcquest 1/1] 
(Rcsoonse in frame; 121 

���>�.�.�:�4�·� �r�~�t�u�J�I�J���6 �·� �~�1�7�2�.�1�6�.�1�1�.�1�1�6� �· �~�x�.�J�Z�S�.���.�J�0�4 �· �P�B�1�t�z�r�D�l�:�=�r�r�P� l6'{ltA; '81  " �/�N�r�x�G�E�"�/�~�1�1�.�1� 

� �8�A�.� 9.22. ���5�@�2�>�=�0�G�0�;�L�=�K�9� �?�0�:�5�B� �A� ���"�"� �-�7�0�?�@�>�A�>�<� �?�>� �<�5�B�>�4�C� GET 

���0�:�5�B�K� ���"�"� � �@�0�A�?�>�7�=�0�N�B�A�O� �?�>� �>�4�=�>�<�C� �8�7� �2�>�A�L�<�8� �<�5�B�>�4�>�2� �7�0�?�@�>�A�0�,� �0�1�1�@�5�­

�4�5�;�5�=�=�K�E� �2� �A�?�5�F�8�D�8�:�0�F�8�8� �?�@�>�B�>�:�>�;�0� ���"�"� � �2�5�@�A�8�8� 1.1 �(�?�>�4�@�>�1�=�5�5� �>�1� �M�B�>�<� 

�A�<�.� �?�>� �0�4�@�5�A�C� http:// www. iana. org/ assignments/ http-methods/ http-methods. 
xhtml). ���5�B�>�4� �7�0�?�@�>�A�0� �>�1�>�7�=�0�G�0�5�B� �4�5�9�A�B�2�8�5�,� �:�>�B�>�@�>�5� �B�@�5�1�C�5�B�A�O� �2�K�?�>�;�­

�=�8�B�L� �A�B�>�@�>�=�5�,� �?�5�@�5�4�0�N�I�5�9� �?�0�:�5�B�K�,� �=�0� �A�B�>�@�>�=�5� �8�E� �?�@�8�5�<�0�.� ���0�:� �?�>�:�0�7�0�=�>� �=�0� 

�@�8�A�.� 9.22, �2� �4�0�=�=�>�<� �?�0�:�5�B�5� �C�:�0�7�0�=� �<�5�B�>�4� GET �4�;�O� �7�0�?�@�>�A�0� URI �(�U�?�i�f�o�r�H� Resource 
�I�?�d�i�c�a�t�o�r� �-�C�=�8�2�5�@�A�0�;�L�=�K�9� �C�:�0�7�0�B�5�;�L� �@�5�A�C�@�A�>�2�)� �2� �2�8�4�5�/�,� �0� �B�0�:�6�5� �2�5�@�A�8�O� �?�@�>�B�>�­

�:�>�;�0� ���"�"� �/�1�.�1� �4�;�O� �4�0�=�=�>�3�>� �7�0�?�@�>�A�0� 8. �-�B�8� �A�2�5�4�5�=�8�O� �A�>�>�1�I�0�N�B�,� �G�B�>� �:�;�8�5�=�B� 110-
�A�K�;�0�5�B� �7�0�?�@�>�A� �4�;�O� �7�0�3�@�C�7�:�8� �(�?�>� �<�5�B�>�4�C� GET) �:�>�@�=�5�2�>�3�>� �:�0�B�0�;�>�3�0�(�/�)� �=�0� �2�5�1�-�A�5�@�­

�2�5�@�5�,� �3�4�5� �?�@�8�<�5�=�O�5�B�A�O� �2�5�@�A�8�O� 1.1 �?�@�>�B�>�:�>�;�0� ���"�"� �.� 

���0�;�5�5� �E�>�A�B� �?�>�A�K�;�0�5�B� �A�2�5�4�5�=�8�O� �>� �A�5�1�5� �2�5�1�-�A�5�@�2�5�@�C�.� �-�B�8� �A�2�5�4�5�=�8�O� �2�:�;�N�G�0�N�B� �2� 

�A�5�1�O� �?�@�8�<�5�=�O�5�<�K�9� �1�@�0�C�7�5�@� �(�?�>�;�5� User-Aqent- �?�>�;�L�7�>�2�0�B�5�;�L�A�:�8�9� �0�3�5�=�B�)�,� �?�@�8�­

�=�O�B�K�5� �2� �1�@�0�C�7�5�@�5� �O�7�K�:�8� �(�?�>�;�5� Accept-Languaqes) �8� �A�2�5�4�5�=�8�O� �8�7� �A�>�>�k�i�5�-�D�0�9�;�0�,� 

�:�>�B�>�@�K�5� �>�B�>�1�@�0�6�0�N�B�A�O� �2� �=�8�6�=�5�9� �G�0�A�B�8� �>�:�=�0� �?�5�@�5�E�2�0�B�0�.� �!�5�@�2�5�@� �<�>�6�5�B� �2�>�A�­

�?�>�;�L�7�>�2�0�B�L�A�O� �M�B�8�<�8� �A�2�5�4�5�=�8�O�<�8� �A� �F�5�;�L�N� �2�K�O�A�=�8�B�L�,� �:�0�:�8�5� �8�<�5�=�=�>� �4�0�=�=�K�5� �A�;�5�­

�4�C�5�B� �2�>�7�2�@�0�B�8�B�L� �:�;�8�5�=�B�C�,� �G�B�>�1�K� �>�1�5�A�?�5�G�8�B�L� �A�>�2�<�5�A�B�8�<�>�A�B�L�.� 

���>�3�4�0� �A�5�@�2�5�@� �?�@�8�=�8�<�0�5�B� ���"�"� �-�7�0�?�@�>�A� �?�>� �<�5�B�>�4�C� GET �2� �?�0�:�5�B�5� 4, �>�=� �>�B�2�5�G�0�­

�5�B� �?�>�4�B�2�5�@�6�4�0�N�I�8�<� �?�0�:�5�B�>�<� �"�!� � �� �! ��� �8� �=�0�G�8�=�0�5�B� �?�5�@�5�4�0�2�0�B�L� �7�0�?�@�0�H�8�2�0�5�<�K�5� 

�4�0�=�=�K�5� �2� �?�0�:�5�B�0�E� 6-11. ���@�>�B�>�:�>�;� ���"�"� � �A�;�C�6�8�B� �B�>�;�L�:�>� �4�;�O� �>�1�<�5�=�0� �:�>�<�0�=�4�0�<�8� 

�C�@�>�2�=�O� �?�@�8�;�>�6�5�=�8�9� �<�5�6�4�C� �:�;�8�5�=�B�>�<� �8� �A�5�@�2�5�@�>�<�.� ���>�G�5�<�C� �6�5� �2�A�5� �M�B�8� ���"�"� �-�?�0�­

�:�5�B�K� �?�>�O�2�;�O�N�B�A�O� �:�0�:� �?�0�:�5�B�K� �"�!� � �?�>�4� �7�0�3�>�;�>�2�:�>�<� �?�@�>�B�>�:�>�;�0� �2� �A�?�8�A�:�5� �?�0�:�5�­

�B�>�2�?� ���>�3�4�0� �=�0�G�8�=�0�5�B�A�O� �?�5�@�5�4�0�G�0� �4�0�=�=�K�E�,� �M�B�8� �?�0�:�5�B�K� �1�C�4�C�r� �>�1�>�7�=�0�G�5�=�K� �2� �>�:�=�5� 
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Wireshark �A�>� �A�?�8�A�:�>�<� �?�0�:�5�B�>�2� �:�0�:� �"�!� �,� �0� �=�5� ���"�"� �,� �?�>�A�:�>�;�L�:�C� �2� �=�8�E� �>�B�A�C�B�A�B�2�C�­

�N�B� �7�0�3�>�;�>�2�:�8� �A� ���"�"� �-�7�0�?�@�>�A�0�<�8� �8� �>�B�2�5�B�0�<�8�.� �!�;�5�4�>�2�0�B�5�;�L�=�>�,� �:�>�3�4�0� �?�@�>�8�A�E�>�­

�4�8�B� �?�5�@�5�4�0�G�0� �4�0�=�=�K�E� �2� �A�B�>�;�1�F�5� Protocol, �?�>�O�2�8�B�A�O� �>�1�>�7�=�0�G�5�=�8�5� �"�!� � �2�<�5�A�B�>� 

���"�"� �.� �"�5�<� �=�5� �<�5�=�5�5� �M�B�>� �G�0�A�B�L� �?�@�>�F�5�A�A�0� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� �.� 

���0�=�=�K�5� �?�>�A�K�;�0�N�B�A�O� �A�5�@�2�5�@�>�<� �2� �?�0�:�5�B�0�E� 6 �8� 7, �0� �?�>�4�B�2�5�@�6�4�5�=�8�5� �>�B� �:�;�8�5�=�­

�B�0� - �2� �?�0�:�5�B�5� 8. ���>�?�>�;�=�8�B�5�;�L�=�K�5� �4�0�=�=�K�5� �?�>�A�K�;�0�N�B�A�O� �2� �?�0�:�5�B�0�E� 9 �8� 10, �0� �>�G�5�­

�@�5�4�=�>�5� �?�>�4�B�2�5�@�6�4�5�=�8�5� - �2� �?�0�:�5�B�5� 11, �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.23. ���A�5� �M�B�8� �?�0�:�5�­

�B�K� �?�@�5�4�A�B�0�2�;�5�=�K� �2� Wiresl1ark �2� �2�8�4�5� �A�5�3�<�5�=�B�>�2� �"�!� �,� �0� �=�5� �?�0�:�5�B�>�2� ���"�"� �,� �E�>�B�O� 

�?�@�>�B�>�:�>�;� ���"�"� � �?�>�-�?�@�5�6�=�5�<�C� �>�B�2�5�G�0�5�B� �7�0� �8�E� �?�5�@�5�4�0�G�C�.� 

No. Tme So&xce Destirwltian Pf""""4 Lenolh rnr. 
�1� �5�.�_� 74.US.95.164 172.16.16.128 �"�!� � 1468 (iCP ses-nt of �0� �r�'�e�a�s�s�e�8�,�l�r�d� POU] 

7 ··- 74.125.95.104 171.16.16.128 �"�!� � �1�4�6�5� �{�"�!� � seperrt of 1 �r�e�a�s�s�N�,�l�e�d� POU] 

1 
8 8.- 172.16.16.128 74.125.95.104 �"�!� � 54 1686 .... S& �(���!���]� Srq•288269Z39S �A�c�k "�2�7�7�S�S���1�8�6� Win•16872 ten-e 

9 0.- 74.12S.9S.184 172.16.16.128 �"�!� � 1460 �(�"�!� � sepie:nt of �0� �r�e�o�1�1�s�s�8�1�,�l�e�d� POU] 

18 8-- 74.lZS.95.104 172.16.16.UB �"�!� � 156 �(�"�!� � sepient of • �r�e�a�s�s�N�,�I�I�O� PDJ] 

1 11 �0�.�_� �1�?�.�1�L�.�1�6�.�u�0� 74.l:ZS.95.1&4 �"�!� � 54 168(; -. 88 f ���!��� l �S�N "�2�5�8�2�6�9�2�3�9�5� At:k-.2775581694 Win•l6872 lens& 

� �8�A�.� 9.23. ���5�@�5�4�0�G�0� �4�0�=�=�K�E� �<�5�6�4�C� �1�@�0�C�7�5�@�>�<� �:�;�8�5�=�B�0� �8� �2�5�1�-�A�5�@�2�5�@�>�<� 

�?�>� �?�@�>�B�>�:�>�;�C� �"�!� � 

���0�:� �B�>�;�L�:�>� �4�0�=�=�K�5� �1�C�4�C�B� �?�5�@�5�4�0�=�K�,� �?�>�B�>�:� �4�0�=�=�K�E� �1�C�4�5�B� �2�>�A�A�>�7�4�0�=� �2� 

Wiresl1ark �4�;�O� �?�@�>�A�<�>�B�@�0�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.24. 

/f Wireshork · Pocke\ 12 · http_googl• 

�3�;�;�;�:�;�;�;�.� 12: 591 byt•s �>�?� wir. (4728 �b�i�t �~�s�)�,� 591 bytes coptured (4728 bits) 
J > �~�t�~�e�r�n�e�t� II, Src: O-Link_21:99:4c (ee:&S:5d:21:99:4c), Ost: Inte1Cor_Sb:7d:4o (00:21:6a:Sb:7d:4•) 

Internet Protocol Version 4, Src: 74.125.95.184, Ost: 172.16.16.12.8 

�>� 

Trans•ission Control Protocol, Src Port: 88 (88), Ost Port: 1686 (1686), Seq: 2775581694, Ack: 2982692395, Len: 537 

> (S �R�e�o�s�s�.�.�,�l "�d� �"�!� � S.pents {4857 bytes): #6(14&6), #7(14&6). "9(14&6). #l&(l&l). #ll(S37)) 
't 

Request Version: ���"�"� �/�1�.�1� 

��� Stotus Code: 200 
Response Phrase: �>�:� 

Oete: Tue, 89 Feb 2810 81:18:37 �G���T�\�r�\�n� 

Expires: -1 \r\n 
�C�e�c�h�e�-�C�o�n�t�3�o�l�:� private, ni•x-age-8\r\n 
Content-Type: tert/ht•l; �c�h�a�.�r�s�e�t�-�U�"�F�-�8�\�r�\�n� 

Content-Encoding: szip\r\n 
�S�e�3�v�e�r�:� gws\r\n 

" Content-Length: 4633\r\n 
[Content l•ng1:h: 4633] 

X-XSS-Pro.tection: Q\r\n 
\r\n 
�[���"�"� � response 1/1) 
�(�"�i�<� since request: �5�.�1�0�4�1�4�7�8�0�0� seconds] 
���A�c�g�u�e�s�t� in �f�r�e�<� · 41 
Content-encoded entity �,�>�d�C� (gzip): 4633 bytes - > 11308 bytes 

> Line-based text data: text/htal 

fl;o.. i1· r"" t11N,J!S·S:vca ���J�.�1�5�.�J�r�.�l�f���·�~�1�n�1�1�.�.�1�1�.�m�·�~���"�"�P�·�t�W�'�f�l�l�l�t�:�S�J�J� �·�1�?�,�=�B�B� �1�1�.�1!��0���~� 

� �8�A�.� 9.24. ���:�>�=�G�0�B�5�;�L�=�K�9� ���"�"� �-�?�0�:�5�B� �A� �:�>�4�>�<� �A�>�A�B�>�O�=�8�O� 200 

�E� 

� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 249 
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�l�l�!�Q�(�!�@�$�(�\�1� ���>� �<�=�>�3�8�E� �?�@�8�<�5�@�0�E� �?�@�8� �?�@�>�A�<�>�B�@�5� �A�?�8�A�:�0� �?�0�:�5�B�>�2� �2�0�<� �=�5� �C�4�0�A�B�r�O� �C�2�8�­

�4�5�B�L� �C�4�>�1�0�G�8�B�0�5�<�K�5� �4�0�=�=�K�5� �2� �D�>�@�<�0�B�5� HTML, �?�>�A�:�>�;�L�:�C� �M�B�8� �4�0�N�-�t�L�t�R� 

�C�?�;�>�B�=�5�=�K� �2� �D�>�@�<�0�B�5� gzip �@�0�4�8� �?�>�2�K�H�5�=�8�O� �?�@�>�?�C�A�:�=�>�9� �A�?�>�A�>�1�=�>�A�B�8�.� 

���0� �M�B�>� �C�:�0�7�K�2�0�5�B�r�,�,�O� �2� �?�>�;�5� Content-Encoding �(���>�4�8�@�>�2�0�=�8�5� �A�>�4�5�@�6�8�­

�<�>�3�>�)� �2� �����'� �-�>�B�2�5�B�5� �>�B� �2�5�1�-�A�5�@�2�5�@�0�.� �-�B�8� �4�0�=�=�L�t�R� �A�B�0�=�>�2�O�B�A�O� �C�4�>�1�0�G�8�­

�B�0�5�<�L�t�<�8� �;�8�H�L� �2� �B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� �?�@�>�A�<�0�B�@�8�2�0�5�B�A�O� �?�>�B�>�:� �?�>�;�=�>�A�B�L�N� 

�4�5�:�>�4�8�@�>�2�0�=�=�K�E� �4�0�8�8�K�E�.� 

��� �?�@�>�B�>�:�>�;�5� ���"�"� � �?�@�8�<�5�=�O�5�B�A�O� �F�5�;�K�9� �@�O�4� �?�@�5�4�>�?�@�5�4�5�;�5�=�=�K�E� �:�>�4�>�2� �>�B�­

�2�5�B�0� �4�;�O� �>�1�>�7�=�0�G�5�=�8�O� �@�5�7�C�;�L�B�0�B�>�2�,� �?�>�;�C�G�0�5�<�K�E� �2� �?�>�A�;�5� �2�K�?�>�;�=�5�=�8�O� �<�5�B�>�4�0� 

�7�0�?�@�>�A�0�.� ��� �4�0�=�=�>�<� �?�@�8�<�5�@�5� �=�0�1�;�N�4�0�5�B�A�O� �?�0�:�5�B� �A� �:�>�4�>�<� �A�>�A�B�>�O�=�8�O� 200 ���,� �:�>�­

�B�>�@�K�9� �>�1�>�7�=�0�G�0�5�B� �C�A�?�5�H�=�>�5� �7�0�2�5�@�H�5�=�8�5� �<�5�B�>�4�0� �7�0�?�@�>�A�0�.� ��� �M�B�>�B� �?�0�:�5�B� �2�E�>�4�O�B� 

�B�0�:�6�5� �>�B�<�5�B�:�0� �2�@�5�<�5�=�8�,� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �A�2�5�4�5�=�8�O� �>� �:�>�4�8�@�>�2�0�=�8�8� �A�>�4�5�@�6�8�­

�<�>�3�>� �8� �?�0�@�0�<�5�B�@�K� �=�0�A�B�@�>�9�:�8� �2�5�1�-�A�5�@�2�5�@�0�.� ���0�:� �B�>�;�L�:�>� �:�;�8�5�=�B� �?�>�;�C�G�8�B� �M�B�>�B� �?�0�­

�:�5�B�,� �B�@�0�=�7�0�:�F�8�O� �7�0�2�5�@�H�8�B�A�O�.� 

���C�1�;�8�:�0�F�8�O� �4�0�=�=�K�E� �?�>� �?�@�>�B�>�:�>�;�C� ����� � 

�$�0�9�.�;� �?�5�@�5�E�2�0�B�0� 

http_post.pcapng 

���B�0�:�,� �@�0�A�A�<�>�B�@�5�2� �?�@�>�F�5�A�A� �?�>�;�C�G�5�=�8�O� �4�0�=�=�K�E� �>�B� �2�5�1�-�A�5�@�­

�2�5�@�0�,� �>�1�@�0�B�8�<� �2�=�8�<�0�=�8�5� �=�0� �?�@�>�F�5�A�A� �>�B�?�@�0�2�:�8� �4�0�=�=�K�E� �A�5�@�­

�2�5�@�C�.� ��� �G�0�A�B�=�>�A�B�8�,� �D�0�9�;� �?�5�@�5�E�2�0�B�0� http_post.pcapng �A�>�­

�4�5�@�6�8�B� �>�G�5�=�L� �?�@�>�A�B�>�9� �?�@�8�<�5�@� �2�K�3�@�C�7�:�8� �4�0�=�=�K�E� �2� �2�8�4�5� �?�C�1�;�8�:�0�F�8�8� �?�>�;�L�7�>�2�0�­

�B�5�;�5�<� �A�2�>�8�E� �:�>�<�<�5�=�B�0�@�8�5�2� �=�0� �2�5�1�-�A�0�9�B�5�.� ���>� �>�:�>�=�G�0�=�8�8� �B�@�5�E�M�B�0�?�=�>�3�>� �?�@�>�F�5�A�­

�A�0� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �:�;�8�5�=�B� (110 �0�4�@�5�A�C� 172 .16 .16 .128) �?�>�A�K�­

�;�0�5�B� ���"�"� �-�?�0�:�5�B� �2�5�1�-�A�5�@�2�5�@�C� ( 69 .163 .176. 56), �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.25. 
��� �4�0�=�=�>�<� �?�0�:�5�B�5� �?�@�8�<�5�=�O�5�B�A�O� �<�5�B�>�4� POST ��� �4�;�O� �>�B�?�@�0�2�:�8� �4�0�=�=�K�E� �2�5�1�-�A�5�@�­

�2�5�@�C� �=�0� �>�1�@�0�1�>�B�:�C�.� ��� �?�@�8�<�5�=�O�5�<�>�<� �7�4�5�A�L� �<�5�B�>�4�5� POST �C�:�0�7�K�2�0�5�B�A�O� URI (/wp­
commen ts-post .php) 8 �8� �2�5�@�A�8�O� �?�@�>�B�>�:�>�;�0� ���"�"� � �(���"�"� �/�1�.�1�)�.� �'�B�>�1�K� �C�2�8�4�5�B�L� 

�A�>�4�5�@�6�8�<�>�5� �?�C�1�;�8�:�C�5�<�K�E� �4�0�=�=�K�E�,� �@�0�7�2�5�@�=�8�B�5� �@�0�7�4�5�;� HTML Form URL Encoded 
�(���0�:�>�4�8�@�>�2�0�=�=�K�5� �4�0�=�=�K�5� ���"���L�-�D�>�@�<�K�)� �?�0�:�5�B�0� ���.� 

���0�:� �B�>�;�L�:�>� �4�0�=�=�K�5� �1�C�4�C�B� �?�5�@�5�4�0�=�K� �2� �>�?�8�A�0�=�=�>�<� �2�K�H�5� �?�0�:�5�B�5� �A� �7�0�?�@�>�A�>�<� �?�>� 

�<�5�B�>�4�C� POST, �4�0�;�5�5� �1�C�4�5�B� �>�B�?�@�0�2�;�5�=� �?�0�:�5�B� �A� �?�>�4�B�2�5�@�6�4�5�=�8�5�<� ���!���.� ���0�:� �?�>�:�0�7�0�=�>� 

�=�0� �@�8�A�.� 9.26, �A�5�@�2�5�@� �>�B�2�5�B�8�B� �?�0�:�5�B�>�<� 6, �?�5�@�5�4�0�2�0�O� �:�>�4� �>�B�2�5�B�0� 302 ���,� �:�>�B�>�@�K�9� 

�>�1�>�7�=�0�G�0�5�B� �"�=�0�9�4�5�=�>�"�.� 

���>�4� �>�B�2�5�B�0� 302 �>�1�K�G�=�>� �>�1�>�7�=�0�G�0�5�B� �?�5�@�5�0�4�@�5�A�0�F�8�N� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� �.� ��� 

�?�>�;�5� Location �(���5�A�B�>�?�>�;�>�6�5�=�8�5�)� �4�0�=�=�>�3�>� �?�0�:�5�B�0� �C�:�0�7�K�2�0�5�B�A�O� �<�5�A�B�>�,� �:�C�4�0� �:�;�8�­

�5�=�B�0� �A�;�5�4�C�5�B� �?�5�@�5�0�4�@�5�A�>�2�0�B�L� 8. ��� �4�0�=�=�>�<� �A�;�C�G�0�5� �M�B�>� �<�5�A�B�>� �=�0�E�>�4�8�B�A�O� �=�0� �?�5�@�­

�2�>�=�0�G�0�;�L�=�>�9� �2�5�1�-�A�B�@�0�=�8�F�5�,� �3�4�5� �1�K�;�8� �>�?�C�1�;�8�:�>�2�0�=�K� �:�>�<�<�5�=�B�0�@�8�8�.� ���;�8�5�=�B� �2�K�­

�?�>�;�=�O�5�B� �=�>�2�K�9� �7�0�?�@�>�A� �?�>� �<�5�B�>�4�C� GET, �G�B�>�1�K� �8�7�2�;�5�G�L� �A�>�4�5�@�6�8�<�>�5� �8�7� �=�>�2�>�3�>� �<�5�­

�A�B�0�,� �>�B�:�C�4�0� �>�=�8� �?�>�A�K�;�0�N�B�A�O� �A�5�@�2�5�@�>�<� �2� �@�O�4�5� �A�;�5�4�C�N�I�8�E� �?�0�:�5�B�>�2�.� ���,� �=�0�:�>�=�5�F�,� 

�A�5�@�2�5�@� �?�5�@�5�4�0�5�B� �:�>�4� �A�>�A�B�>�O�=�8�O� 200, �8� �=�0� �M�B�>�<� �>�1�<�5�=� �4�0�=�=�K�<�8� �7�0�2�5�@�H�0�5�B�A�O�.� 
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• W1rc-sh1rk. Packd 4. http_post 

�� �F�r�<�5� 4:1175 bytes-;,;-wirl! (9488 �+�t�s�)�,� 1}7s �,�y�t�e�s� c.ptu;;d �(�9�4�Q�e�b�t�t�s�)� --
Ethernet II, Src: �I�n�t�e�1�C�o�r�_�S�b�:�7�d�:�'� (88:21:61:Sb:7d:4il}, Dst: 0-Link_21:99:4c (ee:es:sd:21:99:4c) 
Int.c-rnet Protocol Version 4, Src: 172.16.16.128, Ost: �6�9�.�1�6�3�.�1�7�6�.�S�1� 

�>� 

> Tr'1n511.ission Control Prot:ocol, Src � �>�3�t�:� 1989 (19!9), Dst Port: 68 (88 , �~� : 2sese742U, Ack: 3740859985, ten: 1121 

l""t<e'Xt fl"'ons �3�r� �~�r�o�t�o�c�o�l� 

�"� f �-�~� - t. �@� ���"�"� �/�'�1�.�\� \n 
\ [Expert Info �(�C�h�1�1 �t �/�~�u�e�n�c�e�)�:� POST �/�w�p�·�c�o�<�t�n�U�-�p�o�s�t�.�p�h�p� tfTTP/1.1\r\n] 

�R�~�u�e�s� t '1ethod: � ���S�"� 0 
Request URI: �/�w�p�·�c�~�n�t�s�-�p�o�s�t�.�p�h�p� 6 
�R�~�u�e�s�t� �V�e�3�s�i�o�n�:� ���"�"� �/�1�.�1� 

���o�s�t�:� �w�w�w�.�c�h�r�i�s�s�1�n�d�e�3�s�.�o�r�g�\�3�\�n� 

User-A&ent: fotozilla/S.8 (Windows; U; Windows �N�"� 6.1; en-US; rv:l.9.1.7} Gecko/20891221 Firefox/3.S.7\r\n 
Ac;cept: tel(t/htlll, <tpplication/xht•l+Xlll, application/xal;q-e. 9, • j• �;�q�-���.�8�\�r�\�n� 

Accept-lancuace: en-us, en; q•8. S\r\n 
Ac.cept-Encoding: gzip,deflate\r\n 
Accept-Charset: IS0·8859-1,utf·8;q"'8. 7, • ;q-e. �7�\�3�\�n� 

Keep-Alive: 398\r\n 
Ccnnection: keep-alive\r\n 
Referer: http: //WflN, chr"issanders �.�>�3�A�/� �?�@�-�3�1�8�\�3�\�n� 

�(�t�3�u�n�c�a�t�~�]�C�o�o�k�i�e�:� _ut..•84195659. �S�8�8�6�9�S�8�6�3�.�1�2�6�1�1�4�4�8�4�2�.�1�2�6�S�1�6�8�7�9�6�.�1�2�6�5�6�8�2�7�3�7�.� 28; _ut•z•8419S6S9.1264688282 .12 ·­
Content-�B�~�:� •ppl1cat �i�o�n�/�x�-�l�!���f�- �f�>���'�8�-�U��� lcncoded\r \n 
Contcnt-length: 179\r\n 
\r\n 
(Full �r�c�q�G�t�s�t� URI· bttp·//ww cbri$$pndtf5 �Q�[�p�l�w�o�-�c�s�2�c�n�t�s�-�D�O�s�t� phpJ 
�[���"�"� � rcquest 1/2) 
fRcsoonsc in fraee· 61 
���r�f�t�:�x�t� rcgucst in �f�r�<�r�·� 71 

v ���i���L� Fo,.. URL Encoded: applicatlon/x---fOn1-urlcncodcd ��� 
v Fon1 itN: "author" • "Chris �S�a�n�d�3�3�s�"� 

���5�C�:� 11uthor 
Value: Chris Sandcrs 

.., fom itct1: "e.aail" • "chr"isfchriss1nders.or"g" 
ICey: eiUil 
Valuc: �c�h�3�i�s�f�c�h�r�i�s�s�a�n�d�c�3�s�.�o�"�s� 

""' fol"'8 itN: "url" • "http://www.chr"issendcr"s.org" 
ICey: �u�3�l� 

valuc: http: ! /.,,,,,,,,. chrissanders .ora 

NA.4 �l�i�r�w�\�'�l�.�I�J�l�1�/�1�1�D "�J�C�u�\�:�r�J�l�Z�1�6�.�J�f�.�.�1�1�l�·�~�:�O�.�J�G���.�J�7�&�.�S�l "�P�r�a�a�7�a�:�l�-���"�"�P�·�~�J�i�l�Y�·�l "�P�O�S���'�w�~���"�"�P�/�l�.�J�~�~� 

�~� 

� �8�A�.� 9.25. ���"�"� �-�?�0�:�5�B� �A� �7�0�?�@�>�A�>�<� �?�>� �<�5�B�>�4�C� POST 

�E� 

�i�/�I�W "�1�N �J�t� �P�:�t�w�t�6�·�h�t�t�p�p�o�t�t� �>� �E� 

fr- 6: t64 t.,t•• on wtr. (7712 b1ts), ���4� �~� c.P,turcd (1112 �+�t�s�)� -

1 �~� ltM.-...:t II, Src: �0�·�1�.�1�n�k�_�"�l�1�:�9�9�~�-�'�I�:� ('8:1'$:S4:U:t9:4c}, D'$t1 �t�"�t�1�1�C�o�r�_�S�b�:�7�4�:�'� (M:U:":$1,:70: ... ) 
1'".1.-.it't "'°tocol V1r•Jon 4, Src:1 69.16).J7'6.S6, Ost1 172.15.15.121 

�r�r�.�,�.�<�J�,�=�:�l�0�1�1� Ccl!'ttrol mtocol, Src Pol'"t: ��� �0�5�}�,� �t�L�t� Port: 1919 1'&9), ���q�:� �3�7�4�f�~�'�~�'�"�c�.�' "�'�;�.�'� ""'..-''..,,'-.---'.-"..,""·•''""•' •_,1'._ ___ �~�-�-�-�-�-�- "�I� . ..,.., ,,,_ _____ �~� _____ _..._. __ _ 
[L!:.,ef't l"fo (Cl\llt/Seque.!0Ce)1 ����� �/�1�.�1� )el �~�n�d�\�r�\�1�1�}� 

llequ11t �\���r�1�l�o�n�:� ���"�"� �/�1�.�1� 

�S�t�a�t�u�1�C�C�I���:�)�8�2 �0� 
h•,.,.1•P'tlr11c: �k�o�u�l���I� 

D8tt; �T�I���I�,� " ftb Mll eJ:)8;l6 �(�J���\�r�\�n� 

5-Yer: .i.p.c:ht\r\" 
�l�(�~�l�y�:�l�'�t�t�P�/�4�. "�.�9�\�r�\�1�1� 

firpJrt1: Wtd, 11 Jan 1!114 ts:88:M �G���"�\�r�\�1�1� 

Cac:ht·Cor1t1"0}: 110·c•c:hcl, -st·rtv•ltdat•, �- "�·�G " " "�\�r�\�n� 

Pra ... : �n�o�·�c�:�a�c�:�l�<�\�r�\�n� 

Slt·{ODltt1: �c�:�_�,�.�t�_�a�U�1�:�i�'�t�o�r�_�8�d�7�d�<�8�8�2�U�2�.�.���J�c�:�1�7�1�i�t�f�J�5�a�2�d�1�4�7�'�9�1�'�i�L�.�<�h�r�t�1�+�S�a�n�c�J�t�r�1�;� CXJ1\r4's"s.tu.-0.y, 22-)an·ll �8�1�:�/�:�2�7� �I�J���;� "tit-l\r\11 
S.t·CDOkl.1: c-"t_a.it:hor __ �t�l�_�f�d�7�d�c�8�8�2�N�2�.�.���k�l�?�e�f�3�S�a�2�c�f�7 "�7�'�t�1�S�b�-�c�;�.�h�r�l�d�4�8�c�h�r�l�s�s�a�n���r "�.�O�l�"�'�J�;� txplres•Sat.wday, �2�2�·�}�0�'�1�·�1�1� �5�7�:�5�5�:�2�7� �(�i�l�l�f�"�;� path•/\r\n 

S.Ct-COOkit: �c�-�n�t�_�a�1�1�t�"�°�'�"�_�u�r�l�_���7�d�c�8�'�2�1�1�2�d�l�k�1�"�.�f�3�S�.�2�d�1�4�7�'�1�S�L�-�.�f�'�r�t�t�p�X�J�A�l�2�.�#�'�2�f�-�.�c�h�r�i�1�1�1�N�k�3�i�.�o�r�J�;� V<pirls-Satllt"day, 22·1811-11 �5�7�:�5�5�:�2�7� �0�:�B�;� ptcU.-/\r\n 

�t�a�s�t�-�4�'�,�d�l�f�1�1�d�:� "fu1, 89 F1b Nle �8�2�:��� 27&4T\r\n 
f) �~�o�c�: �a�t�l�o�1�1 �1� h-ttp://-.c:hrls!8"61rs.ot"aflP"J18&cP8(1•l•c:-nt-1•)81l\r\n 

Vary: Acctpt - �f�/�'���o�d�J�n�1�\�r�\�"� 

Conttnt-fncodtt11: 1:tp\r\" 
v �C�O�f�l�t�1�r�i�t�-�~�t�'�f�1�1�t�h�:� llt\r\n 

(C.o<lt1ntl1"1t1<1: 18) 
�r�=�p�·�A�l�i�Y�I�:� tl-t•2, -x-1•\r\n 
Connorrtion• �1�(�=�p�·�"�1�J�1�1�1�\�r�\�n� 

Cont8f'tt·Typc' �t " "�t�/�h�L�.�l�\�r�\�'�I� 

"'" �{���"�"� � raspon18 1/2) 
f'1• si"tt r•q\ICst: 1.35'6727918 �1�1�c�o�m�l�~�J� 

�[�!�t�a�F�u�1�.�.�.�i�n�f�~�~� 

{Mr'J' W"CJ\ ln ft• · zl 
�(���c�)�j�t�r�c�\�P�� " "� lofr"f' 111 

� �8�A�.� 9.26. ���"�"� �-�>�B�2�5�B� �A� �:�>�4�>�<� �A�>�A�B�>�O�=�8�O� 302 �?�@�8�<�5�=�O�5�B�A�O� �4�;�O� �?�5�@�5�0�4�@�5�A�0�F�8�8� 

� �0 �A �? �@�>�A �B�@�0�= �5 �=�=�K �5� �? �@�>�B�>�:�> �;�K� �2�5�@ �E �=�5�3 �>� �C �@�> �2�= �O� 251 
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���@�>�A�B�>�9� �?�@�>�B�>�:�>�;� �?�5�@�5�4�0�G�8� 

�M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� (SMTP) 
���A�;�8� �?�@�>�A�<�>�B�@� �2�5�1�-�A�B�@�0�=�8�F� �A�G�8�B�0�5�B�A�O� �=�0�8�1�>�;�5�5� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�K�<� �2�8�4�>�<� 

�4�5�O�B�5�;�L�=�>�A�B�8� �?�>�;�L�7�>�2�0�B�5�;�O� �2� ���=�B�5�@�=�5�B�5�,� �B�>� �>�B�?�@�0�2�:�0� �8� �?�>�;�C�G�5�=�8�5� �M�;�5�:�B�@�>�=�­

�=�>�9� �?�>�G�B�K�,� �2�5�@�>�O�B�=�>�,� �A�B�>�8�B� �=�0� �2�B�>�@�>�<� �<�5�A�B�5�.� ��� �:�0�G�5�A�B�2�5� �A�B�0�=�4�0�@�B�=�>�3�>� �4�;�O� �?�5�­

�@�5�4�0�G�8� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �=�0� �?�;�0�B�D�>�@�<�0�E� �2�@�>�4�5� Microsoft Excl1ange �8� Postfix 
�A�;�C�6�8�B� �?�@�>�B�>�:�>�;� SMTP �(�S�i�H�p�l�e� Mail �T�3�a�=�s�f�e�r� Protocol - �?�@�>�A�B�>�9� �?�@�>�B�>�:�>�;� �?�5�­

�@�5�4�0�G�8� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K�)�.� 

���=�0�;�>�3�8�G�=�>� �?�@�>�B�>�:�>�;�C� ���"�"� �,� �A�B�@�C�:�B�C�@�0� �7�0�3�>�;�>�2�:�0� �2� �?�0�:�5�B�5� SMTP �<�>�6�5�B� 

�<�5�=�O�B�L�A�O� �2� �7�0�2�8�A�8�<�>�A�B�8� �>�B� �:�>�=�:�@�5�B�=�>�9� �@�5�0�;�8�7�0�F�8�8� �@�O�4�0� �D�C�=�:�F�8�>�=�0�;�L�=�K�E� 

�A�@�5�4�A�B�2�,� �?�>�4�4�5�@�6�8�2�0�5�<�K�E� �:�;�8�5�=�B�>�<� �8� �A�5�@�2�5�@�>�<�.� ��� �M�B�>�<� �@�0�7�4�5�;�5� �@�0�A�A�<�0�B�@�8�2�0�­

�N�B�A�O� �>�A�=�>�2�=�K�5� �D�C�=�:�F�8�>�=�0�;�L�=�K�5� �2�>�7�<�>�6�=�>�A�B�8� �?�@�>�B�>�:�>�;�0� SMTP, �0� �B�0�:�6�5� �?�>�­

�:�0�7�K�2�0�5�B�A�O�,� �:�0�:�8�<� �>�1�@�0�7�>�<� �2�K�3�;�O�4�8�B� �>�B�?�@�0�2�:�0� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �=�0� �C�@�>�2�=�5� 

�?�0�:�5�B�>�2�.� 

���B�?�@�0�2�:�0� �8� �?�>�;�C�G�5�=�8�5� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�L�1� 

���@�E�8�B�5�:�B�C�@�0�,� �;�5�6�0�I�0�O� �2� �>�A�=�>�2�5� �A�8�A�B�5�<�K� �>�1�<�5�=�0� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�>�9�,� �?�>�­

�4�>�1�=�0� �A�B�@�C�:�B�C�@�5� �?�>�G�B�>�2�>�9� �A�;�C�6�1�K� �!�(���.� ���0�?�8�A�0�2� �?�8�A�L�<�>�,� �2�K� �7�0�?�5�G�0�B�K�2�0�5�B�5� 

�5�3�>� �2� �:�>�=�2�5�@�B� �8� �1�@�>�A�0�5�B�5� �2� �?�>�G�B�>�2�K�9� �O�I�8�:�,� �?�>�G�B�0�;�L�>�=� �8�7�2�;�5�:�0�5�B� �5�3�>� �8�7� �?�>�G�B�>�­

�2�>�3�>� �O�I�8�:�0� �8� �4�>�A�B�0�2�;�O�5�B� �2� �A�2�>�5� �?�>�G�B�>�2�>�5� �>�B�4�5�;�5�=�8�5�,� �3�4�5� �>�=�>� �A�>�@�B�8�@�C�5�B�A�O�.� ���B�­

�B�C�4�0� �?�8�A�L�<�>� �4�>�A�B�0�2�;�O�5�B�A�O� �2� �4�@�C�3�>�9� �?�>�G�B�>�2�K�9� �O�I�8�:� �B�>�3�>� �6�5� �?�>�G�B�>�2�>�3�>� �>�B�4�5�;�5�­

�=�8�O�,� �>�B�2�5�G�0�N�I�5�3�>� �7�0� �5�3�>� �4�>�A�B�0�2�:�C� �0�4�@�5�A�0�B�C�.� ���8�A�L�<�>� �<�>�6�5�B� �?�@�>�9�B�8� �=�5�A�:�>�;�L�:�>� 

�<�5�A�B�=�K�E� �?�>�G�B�>�2�K�E� �>�B�4�5�;�5�=�8�9� �8� �4�0�6�5� �F�5�=�B�@�0�;�L�=�K�5� �?�>�G�B�>�2�K�5� �>�B�4�5�;�5�=�8�O�,� �?�@�5�4�­

�=�0�7�=�0�G�5�=�=�K�5� �8�A�:�;�N�G�8�B�5�;�L�=�>� �4�;�O� �@�0�A�?�@�5�4�5�;�5�=�8�O� �?�>�G�B�K� �?�>� �@�5�3�8�>�=�0�;�L�=�K�<� �?�>�­

�G�B�>�2�K�<� �>�B�4�5�;�5�=�8�O�<�.� �"�0�:�>�9� �?�>�B�>�:� �?�>�G�B�>�2�>�9� �8�=�D�>�@�<�0�F�8�8� �=�0�3�;�O�4�=�>� �?�>�:�0�7�0�=� �?�0� 

�@�8�A�.� 9.27. 
���>�A�B�0�2�:�0� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �4�5�9�A�B�2�C�5�B� �?�>� �B�>�<�C� �6�5� �A�0�<�>�<�C� �?�@�8�=�F�8�?�C�,� �E�>�B�O� 

�?�@�8� �M�B�>�<� �?�@�8�<�5�=�O�5�B�A�O� �=�5�A�:�>�;�L�:�>� �8�=�0�O� �B�5�@�<�8�=�>�;�>�3�8�O�.� ���0� �C�@�>�2�=�5� �>�B�4�5�;�L�=�>�3�>� 

�?�>�;�L�7�>�2�0�B�5�;�O� �D�8�7�8�G�5�A�:�8�9� �?�>�G�B�>�2�K�9� �O�I�8�:� �7�0�<�5�=�O�5�B�A�O� �F�8�D�@�>�2�K�<� �?�>�G�B�>�2�K�<� 

�O�I�8�:�>�<�,� �>�B�2�5�G�0�N�I�8�<� �7�0� �E�@�0�=�5�=�8�5� �8� �?�>�7�2�>�;�O�N�I�8�9� �>�B�?�@�0�2�;�O�B�L� �8� �?�>�;�C�G�0�B�L� 

�M�;�5�:�B�@�>�=�=�C�N� �?�>�G�B�C�.� ���>�A�B�C�?� �:� �M�B�>�<�C� �?�>�G�B�>�2�>�<�C� �O�I�8�:�C� �>�A�C�I�5�A�B�2�;�O�5�B�A�O� �A� �?�>�­

�<�>�I�L�N� �?�>�G�B�>�2�>�3�>� �0�3�5�=�B�0� �?�>�;�J�7�>�2�0�B�5�;�O� (Mail User �A�g�e�?�t� - MUA), �?�@�5�4�A�B�0�2�;�O�N�­

�I�5�3�>� �A�>�1�>�9� �:�;�8�5�=�B�A�:�C�N� �?�@�>�3�@�0�<�<�C� �4�;�O� �@�0�1�>�B�K� �A� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�>�9� �2�@�>�4�5� 

Microsoft Outlook �8�;�8� Mozilla Thunderblrd. 
���>�3�4�0� �2�K� �>�B�?�@�0�2�;�O�5�B�5� �A�>�>�1�I�5�=�8�5�,� �?�>�G�B�>�2�K�9� �0�3�5�=�B� �?�>�;�L�7�>�2�0�B�5�;�O� �?�>�A�K�;�0�5�B� 

�5�3�>� �0�3�5�=�B�C� �?�5�@�5�A�K�;�:�:�8� �?�>�G�B�'�+� (Mail Transfer �A�g�e�?�t� - ���"���)�.� �-�B�>�B� �0�3�5�=�B� �=�5�@�5�4�:�>� 

�=�0�7�K�2�0�5�B�A�O� �?�>�G�B�>�2�K�<� �A�5�@�2�5�@�>�<�,� �=�0�8�1�>�;�5�5� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�K�<�8� �?�@�8�<�5�@�0�<�8� 

�:�>�B�>�@�>�3�>� �A�;�C�6�0�B� �?�@�8�;�>�6�5�=�8�O� Microsoft Excl1ange �8� Postfix. ���0� �?�;�0�B�D�>�@�<�5� 
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�U�?�i�x� �G�0�I�5� �2�A�5�3�>� �8�A�?�>�;�L�7�C�N�B�A�O� �A�5�@�2�5�@�=�K�5� �?�@�8�;�>�6�5�=�8�O� Sendmail �8�;�8� Exim. 
���A�;�8� �M�;�5�:�B�@�>�=�=�0�O� �?�>�G�B�0� �?�@�5�4�=�0�7�=�0�G�0�5�B�A�O� �4�;�O� �B�>�3�>� �6�5� �A�0�<�>�3�>� �4�>�<�5�=�0�,� �>�B�:�C�­

�4�0� �>�=�0� �>�B�?�@�0�2�;�O�5�B�A�O�,� �B�>� �0�3�5�=�B� ���"��� �<�>�6�5�B� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �4�>�A�B�0�2�8�B�L� �5�5� �2� 

�?�>�G�B�>�2�K�9� �O�I�8�:� �?�>�;�C�G�0�B�5�;�O� �1�5�7� �4�>�?�>�;�=�8�B�5�;�L�=�>�3�>� �>�1�<�5�=�0� �4�0�=�=�K�<�8�.� ���A�;�8� �6�5� 

�M�;�5�:�B�@�>�=�=�0�O� �?�>�G�B�0� �?�>�A�K�;�0�5�B�A�O� �2� �4�@�C�3�>�9� �4�>�<�5�=�,� �0�3�5�=�B�C� ���"��� �?�@�8�4�5�B�A�O� �?�@�8�1�5�3�­

�=�C�B�L� �:� �C�A�;�C�3�0�<� DNS, �G�B�>�1�K� �=�0�9�B�8� �I� �-�0�4�@�5�A� �?�>�G�B�>�2�>�3�>� �A�5�@�2�5�@�0� �?�>�;�C�G�0�B�5�;�O�,� �0� 

�7�0�B�5�<� �?�5�@�5�4�0�B�L� �5�<�C� �A�>�>�1�I�5�=�8�5�.� �!�;�5�4�C�5�B�,� �>�4�=�0�:�>�,� �8�<�5�B�L� �2� �2�8�4�C�,� �G�B�>� �?�>�G�B�>�2�K�9� 

�A�5�@�2�5�@� �=�5�@�5�4�:�>� �A�>�A�B�>�8�B� �8�7� �4�@�C�3�8�E� �:�>�<�?�>�=�5�=�B�>�2�,� �=�0�?�>�4�>�1�8�5� �0�3�5�=�B�0� �?�>� �4�>�­

�A�B�0�2�:�5� �?�>�G�B�K� (Mail Delivery �A�g�e�?�t� - MDA) �8�;�8� �0�3�5�=�B�0� �>�B�?�@�0�2�:�8� �?�>�G�B�K� (Mail 
Submission �A�g�e�?�t� - MSA). ���>� �A� �B�>�G�:�8� �7�@�5�=�8�O� �A�5�B�5�2�>�3�>� �0�=�0�;�8�7�0� �=�0�A� �1�>�;�L�H�5� 

�8�=�B�5�@�5�A�C�N�B� �?�>�=�O�B�8�O� �:�;�8�5�=�B�0� �8� �A�5�@�2�5�@�0�.� ���0� �@�8�A�.� 9.28 �=�0�3�;�O�4�=�>� �?�>�:�0�7�0�=�>�,� �:�0�­

�:�8�<� �>�1�@�0�7�>�<� �?�@�>�8�A�E�>�4�8�B� �?�5�@�5�A�K�;�:�0� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �?�>� �?�@�>�B�>�:�>�;�C� SMTP. 
� �0�4�8� �?�@�>�A�B�>�B�K� �1�C�4�5�<� �=�0�7�K�2�0�B�L� �4�0�;�5�5� �0�3�5�=�B�0� MUA �?�>�G�B�>�2�K�<� �:�;�8�5�=�B�>�<� �8� �0�3�5�=�­

�B�0� ���"��� �?�>�G�B�>�2�K�<� �A�5�@�2�5�@�>�<�.� 

���5�A�r�=�0�O� �4�>�A�r�0�2�:�0� �?�>�G�B�K� 

�f�:�U�t�-�~�A�l�-�-�-�-�-�-�-�-�-�4�1�~� 
���>�<� �>�B�?�@�0�2�8�B�5�;�O� ���5�A�r�=�>�5� �?�>�G�B�>�2�>�5� 

�>�B�4�5�;�5�=�8�5� 

� �5�3�8�>�=�0�;�L�=�0�O� �4�>�A�r�0�2�:�0� �?�>�G�B�K� 

���>�<� 
�?�>�;�C�G�0�B�5�;�O� 

�~� 
1:::1 1:::1 

�~� �,�.�I� �~� 
���>�<� �>�m�@�0�2�8�B�5�;�O� ���5�A�r�=�>�5� �?�>�G�B�>�2�>�5� �#�4�0�;�5�=�=�>�5� ���>�<� 

�>�B�4�5�;�5�=�8�5� �?�>�G�B�>�2�>�5� �>�B�4�5�;�5�=�8�5� �?�>�;�C�G�0�B�5�;�O� 

���5�6�4�C�3�>�@�>�4�=�0�O� �4�>�A�r�0�2�:�0� �?�>�G�B�K� 

�~�-�-�A�-�-�-�·�m�l�-�-�-�~�A�-�-�~� 
���>�<� �>�m�@�0�2�8�B�5�;�O� ���5�A�r�=�>�5� �?�>�G�B�>�2�>�5� � �5�3�8�>�=�0�;�L�=�>�5� �#�4�0�;�5�=�=�>�5� ���>�<� 

�>�B�4�5�;�5�=�8�5� �@�0�A�?�@�5�4�5�;�8�B�5�;�L�=�>�5� �?�>�G�B�>�2�>�5� �>�B�4�5�;�5�=�8�5� �?�>�;�C�G�0�B�5�;�O� 

�?�>�G�B�>�2�>�5� �>�B�4�5�;�5�=�8�5� 

� �8�A�.� 9.27. ���B�?�@�0�2�:�0� �?�8�A�L�<�0� �G�5�@�5�7� �?�>�G�B�>�2�>�5� �>�B�4�5�;�5�=�8�5� 

� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 253 
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���>�A�r�0�2�:�0� no �n�>�1�W�1�K�>�9� �A�5�B�8� 

���B�?�@�0�2�8�B�5�;�L�:� user l@domain-abc.com, �?�>�;�C�G�0�B�5�;�L�:� user 2@domain-abc.com 

�g�]�-�s�<�w� �-�-�~�'�"�'�'�"�°�"� 
���>�G�B�>�2�K�9� �0�3�5�=�B� �?�>�;�L�7�>�2�0�B�5�;�O� (MUA) 

�[���>�G�B�>�2�K�9� �:�;�8�5�=�B�:� �>�B�?�@�0�2�8�B�5�;�L�]� 

���3�5�=�B� �?�5�@�5�A�K�;�:�8� �?�>�G�B�K� �(���"���)� 

�[���>�G�B�>�2�K�9� �A�5�@�2�5�@�:� domain-abc. com] 
���>�G�B�>�2�K�9� �0�3�5�=�B� �?�>�;�L�7�>�2�0�B�5�;�O� (MUA) 

�[���>�G�B�>�2�K�9� �:�;�8�5�=�B�:� �?�>�;�C�G�0�B�5�;�L�]� 

���>�A�r�0�2�:�0� no �2�=�5�H�=�5�9� �A�5�B�8� 
���B�?�@�0�2�8�B�5�;�L�:� userl@domain-abc.com, �?�>�;�C�G�0�B�5�;�L�:� user2@domain-xyz.com 

�~�=�!�d�.�.�.�D� �S��!�� �-�~�S�M�T�P� �-�~�'�"�"�"�°�"� 
���>�G�B�>�2�K�9� �0�3�5�=�B� 

�?�>�;�L�7�>�2�0�B�5�;�O� (MUA) 
�[���>�G�B�>�2�K�9� �:�;�8�5�=�B�:� 

�>�B�?�@�0�2�8�B�5�;�L�]� 

���3�5�=�B� �?�5�@�5�A�K�;�:�8� �?�>�G�B�K� �(���"���)� 

�[���>�G�B�>�2�K�9� �A�5�@�2�5�@�:� 
domain-abc. com] 

���3�5�=�B� �?�5�@�5�A�K�;�:�8� �?�>�G�B�K� �(���"���)� 

�[���>�G�B�>�2�K�9� �A�5�@�2�5�@�:� 
domain-xyz .com] 

���>�G�B�>�2�K�9� �0�3�5�=�B� 
�?�>�;�L�7�>�2�0�B�5�;�O� (MUA) 
�[���>�G�B�>�2�K�9� �:�;�8�5�=�B�:� 

�?�>�;�C�G�0�B�5�;�L�]� 

� �8�A�.� 9.28. ���5�@�5�A�K�;�:�0� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �?�>� �?�@�>�B�>�:�>�;�C� SMTP 

���B�A�;�5�6�8�2�0�=�8�5� �A�>�>�1�I�5�=�8�9� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� 

���B�0�:�,� �8�<�5�O� �>�A�=�>�2�=�>�5� �?�@�5�4�A�B�0�2�;�5�=�8�5� �>� �B�>�<�,� �:�0�:�8�<� �>�1�@�0�7�>�<� �?�5�@�5�4�0�N�B�A�O� �A�>�­

�>�1�I�5�=�8�O�,� �<�>�6�=�>� �?�@�8�A�B�C�?�8�B�L� �:� �0�=�0�;�8�7�C� �?�0�:�5�B�>�2�,� �?�@�5�4�A�B�0�2�;�O�N�I�8�E� �4�0�=�=�K�9� �?�@�>�­

�F�5�A�A�.� ���0�G�=�5�<� �A�>� �A�F�5�=�0�@�8�O�,� �=�0�3�;�O�4�=�>� �?�>�:�0�7�0�=�=�>�3�>� �=�0� �@�8�A�.� 9.29. 

�!�5�B�L�S���#�N���"� 

���>�;�L�7�>�2�0�B�5�;�L� Windows, 
�>�m�@�0�2�;�O�N�I�8�9� �?�>�G�B�>�2�K�5� 

�A�>�>�1�I�5�=�8�O� 

���>�G�B�>�2�K�9� �:�;�8�5�=�B� 

�1�7�2�.�1�6�.�1�6�.�(� 

���>�G�B�>�2�K�9� �A�5�@�2�5�@� Postfix 
skynet.local 

172.16.16.221 

�!�5�B�L� CYBERDYNE 

���>�G�B�>�2�K�9� �A�5�@�2�5�@� Postfix 
cyberdyne.local 
172.16.16.231 

���>�;�L�7�>�2�0�B�5�;�L� Windows, 
�?�>�;�C�G�0�N�I�8�9� �?�>�G�B�>�2�K�5� 

�A�>�>�1�I�5�=�1�1�1�1� 

���>�G�B�>�2�K�9� �:�;�8�5�=�B� 

�1�7�2�.�1�6�.�1�6�.�(� 

� �8�A�.� 9.29. ���B�A�;�5�6�8�2�0�=�8�5� �A�>�>�1�I�5�=�8�9� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �>�B� �8�E� �>�B�?�@�0�2�8�B�5�;�O� 

�:� �?�>�;�C�G�0�B�5�;�N� 

���@�>�F�5�A�A� �>�B�?�@�0�2�:�8� �A�>�>�1�I�5�=�8�9� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �2� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� �?�@�>�­

�8�A�E�>�4�8�B� �2� �B�@�8� �M�B�0�?�0�,� �:�0�:� �>�?�8�A�0�=�>� �=�8�6�5�.� 

1. ���>�;�L�7�>�2�0�B�5�;�L� �?�>�A�L�H�0�5�B� �A�>�>�1�I�5�=�8�5� �A�>� �A�2�>�5�3�>� �@�0�1�>�G�5�3�>� �:�>�<�?�L�N�B�5�­

�@�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 172 .16 .16. 225. ���;�8�5�=�B� �M�;�5�:�B�@�>�=�=�>�9� �?�>�­

�G�B�K� �?�5�@�5�4�0�5�B� �M�B�>� �A�>�>�1�I�5�=�8�5� �?�>� �?�@�>�B�>�:�>�;�C� SMTP �;�>�:�0�;�L�=�>�<�C� �A�5�@�2�5�@�C� 
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�M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 172 .16 .16. 221 �2� �4�>�<�5�=�5� 

skynet. local. 

2. ���>�:�0�;�L�=�K�9� �A�5�@�2�5�@� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �?�@�8�=�8�<�0�5�B� �A�>�>�1�I�5�=�8�5� �8� �?�5�@�5�4�0�­

�5�B� �5�3�>� �?�>� �?�@�>�B�>�:�>�;�C� SMTP �C�4�0�;�5�=�=�>�<�C� �A�5�@�2�5�@�C� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K�,� �@�0�A�­

�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 172 .16 .16. 231 �2� �4�>�<�5�=�5� �c�y�,�e�r�d�y�n�e�.� local. 

3. �#�4�0�;�5�=�=�K�9� �A�5�@�2�5�@� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �?�@�8�=�8�<�0�5�B� �A�>�>�1�I�5�=�8�5� �8� �?�>�­

�<�5�I�0�5�B� �5�3�>� �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�9� �?�>�G�B�>�2�K�9� �O�I�8�:�.� ���;�8�5�=�B� �M�;�5�:�B�@�>�=�=�>�9� 

�?�>�G�B�K� �=�0� �@�0�1�>�G�5�<� �:�>�<�?�L�N�B�5�@�5� �?�>�;�L�7�>�2�0�B�5�;�O�,� �=�0�E�>�4�O�I�5�9�A�O� �?�>� �0�4�@�5�A�C� 

172 .16 .16. 235, �8�7�2�;�5�:�0�5�B� �4�0�=�=�>�5� �A�>�>�1�I�5�=�8�5� �8�7� �?�>�G�B�>�2�>�3�>� �O�I�8�:�0� �?�>� 

�?�@�>�B�>�:�>�;�C� IMAP. 

���5�@�2�L�1�9� �7�B�0�?�:� �>�B� �:�;�8�5�=�B�0� �:� �;�>�:�0�;�L�=�>�<�C� �A�5�@�2�5�@�C� 

���0�G�=�5�<� �?�>�A�B�5�?�5�=�=�>�5� �@�0�A�A�<�>�B�@�5�=�8�5� �4�0�=�=�>�3�>� �?�@�>�-�$�0�9�;� �?�5�@�5�E�2�0�B�0� mail _ 

sender_client_l.pcapng �F�5�A�A�0� �A� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �=�0� �?�5�@�2�>�<� �M�B�0�?�5�,� �?�@�5�4�A�B�0�2�­

�;�5�=�=�>�<� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� mail_sender_client_ 
1. pcapng. �!�5�B�5�2�>�9� �B�@�0�D�8�:�,� �?�5�@�5�E�2�0�G�5�=�=�K�9� �2� �M�B�>�<� �D�0�9�;�5�,� �=�0�G�8�=�0�5�B�A�O� �A� �B�>�3�>� 

�<�>�<�5�=�B�0�,� �:�>�3�4�0� �?�>�;�L�7�>�2�0�B�5�;�L� �I�5�;�:�0�5�B� �=�0� �:�=�>�?�:�5� Send �(���B�?�@�0�2�8�B�L�)� �2� �A�2�>�5�<� �:�;�8�­

�5�=�B�5� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K�,� �8�=�8�F�8�8�@�C�O� �B�5�<� �A�0�<�K�<� �?�@�>�F�5�4�C�@�C� �B�@�5�E�M�B�0�?�=�>�3�>� �?�@�>�­

�F�5�A�A�0� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �<�5�6�4�C� �A�2�>�8�<� �@�0�1�>�G�8�<� �:�>�<�?�L�N�B�5�@�>�<� 

�8� �;�>�:�0�;�L�=�K�<� �A�5�@�2�5�@�>�<� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �2� �?�0�:�5�B�0�E� 1-3. 

�l�1�!�Q�)�!�p�M�l�l�l�l�l� ���=�0�;�8�7�8�@�C�O� �?�5�@�5�E�2�0�G�5�=�=�K�5� �?�0�:�5�B�J�t�,� �C�?�>�<�8�=�0�5�<�'�+�5� �2� �M�B�>�<� �@�0�7�4�5�;�5�,� �=�5� 

�>�1�@�0�I�0�9�B�5� �>�A�>�1�>�3�>� �2�=�8�<�0�=�8�O� �=�0� �>�H�8�1�:�8� �2�@�>�4�5� �E�T���Z�R�N�E�T� �1�!�'�R������� �!�����!��� 

SEQOENCE INCORRECT �(���5�?�@�0�2�8�;�J�=�0�O� �?�>�A�;�5�4�>�2�0�B�<�.�J�=�>�A�B�J� �D�@�5�9�<�>�2� 

Ethernet). ���=�8� �2�>�7�=�8�:�0�N�B� �2�A�;�5�4�A�B�2�8�5� �?�5�@�5�E�2�0�B�0� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �2� �;�0�­

�1�>�@�0�B�>�@�=�>�9� �A�@�5�4�5�.� 

���0�:� �B�>�;�L�:�>� �A�>�5�4�8�=�5�=�8�5� �1�C�4�5�B� �C�A�B�0�=�>�2�;�5�=�>�,� �2� �4�5�9�A�B�2�8�5� �2�A�B�C�?�8�B� �?�@�>�B�>�:�>�;� 

SMTP, �=�0�G�0�2� �?�5�@�5�4�0�G�C� �A�>�>�1�I�5�=�8�O� �>�B� �?�>�;�L�7�>�2�0�B�5�;�O� �:� �A�5�@�2�5�@�C�.� ���0�6�4�K�9� �S���"� �-�7�0�­

�?�@�>�A� �<�>�6�=�>� �?�@�>�A�<�>�B�@�5�B�L� �=�0� �?�0�=�5�;�8� Packet Details, �E�>�B�O� �4�;�O� �M�B�>�3�>� �8�<�5�5�B�A�O� �8� �1�>�­

�;�5�5� �?�@�>�A�B�>�9� �A�?�>�A�>�1�.� ��� �G�0�A�B�=�>�A�B�8�,� SMTP �A�G�8�B�0�5�B�A�O� �?�@�>�A�B�K�<� �B�@�0�=�7�0�:�F�8�>�=�=�K�<� 

�?�@�>�B�>�:�>�;�>�<�,� �0� �2� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �7�4�5�A�L� �?�@�8�<�5�@�5� �?�5�@�5�4�0�5�B�A�O� �>�B�:�@�K�B�K�9� �B�5�:�A�B�,� 

�8� �?�>�M�B�>�<�C� �<�>�6�=�>� �;�5�3�:�>� �?�@�>�A�;�5�4�8�B�L� �2�5�A�L� �?�>�B�>�:� �4�0�=�=�K�E� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �,� �G�B�>�­

�1�K� �?�@�>�A�<�>�B�@�5�B�L� �2�A�N� �B�@�0�=�7�0�:�F�8�N� �2� �>�4�=�>�<� �>�:�=�5�.� �!� �M�B�>�9� �F�5�;�L�N� �I�5�;�:�=�8�B�5� �?�@�0�­

�2�>�9� �:�=�>�?�:�>�9� �<�K�H�8� �=�0� �;�N�1�>�<� �?�0�:�5�B�5� �8� �2�K�1�5�@�8�B�5� �:�>�<�0�=�4�C� Followc>TCP Stream 

�(���B�A�;�5�6�8�2�0�B�L�A�>���>�B�>�:� �"�!� �)� �8�7� �:�>�=�B�5�:�A�B�=�>�3�>� �<�5�=�N�.� ���>�;�C�G�5�=�=�K�9� �2� �8�B�>�3�5� �?�>�­

�B�>�:� �4�0�=�=�K�E� �?�@�8�2�5�4�5�=� �=�0� �@�8�A�.� 9.30. 

� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 255 

Tlgm: @it_boooks



11. Wireshark · Follow �"�!� � Stream (tcp.stream eq 0) . mail_sender_client_ 1 

!220 uil&l �E�S�l�\�"�P� Postfix �(�U�,�u�n�t�u�)� ��� 
EHtO [172.16.16.225] f) 
250-nil01 
250-PIPELINDIG 
250-SilE 10248000 
250-1/RfY 8 
�2�5�0�-�E�"�R�N� 

250-STARTTLS 
�2�5�0�-�E�N���A���C�E�D�S�T�A�"�U�S�C�O�O�E�S� 

�2�5�3�-�B�B�I�T�I�(�i�E� 

250 ���5��� 

l'IAIL �f�R�O���:�<�s�a�n�d�e�r�s�@�s�k�y�n�e�t�.�l�o�c�a�l�>� SIZE=556 �!�.� 
256 2.1.0 Ok 
RCPT �T�O�:�<�s�a�n�d�e�r�~�r�d�y�n�e�.�l�o�c�a�l�>� 0 
250 2..1.5 Ok 
DATA 
354 End data with <CR><tf>.<CR><lF> �~� 
�"�>�:� Chris Sanders <sanders@cyberdyne.local> 
fl'Ol8: Chr-is �S�a�n�d�e�3�s� �<�s�a�n �d�e �3�s�@�s�k�y�n�e�t�.�l�o�c �a�l�>� 

Subject: ���5�l�@�!� 

���.�,�s�s�a�g�e�-�I�D�:� �<�5�6�8�2�D�B�8�0�.�4�&�l�&�1�e�7�8�s�k�y�n�e�t�.�l�o�c�a�l�>� 

Date: Tue, 29 Dec 2915 14:14:&8 -0500 

�>� 

User--Agent: t10zilla/S.0 (Windows �N�"� 10.0; WOW64; �r�v�:���B�.�0�)� Gecko/20100101 
Thunderbird/38.S.0 f) 

�M�I���E�-�V�e�3�s�i�o�n�:� 1.0 
Content-Type: text/plain; charset:utf-8; format=flowed 
Content-Transfer-Encoding: 7bit 

I need your help. The systea has �,�5�A�>�m�5� self �0� are. Dn second thought, 
why at11 I sending this frOt11 �0� syste111 that �A�0�?� most certainly intercept 
it? Oh well ••.. 

250 2.0.0 Ok: queued as 931C4400DS 
�Q�U�I�"� 

221 2.0.0 Byl!! Q 

ldi.rtpti(s; �1�-�p�l�7�(�S�;�o�r�.�m�s�.� 

�E� 

\ Ent>-e corr•ersatiorJ (9Sl �,�y�t�e�s�)� • ] Show data as ���S�!��� • ] Stream �!�:���:�:�]�]� 

Find: '-------------------------' 1 �F�n�d�~�x�t� 1 
ttde llls �s�t�r�~� [ Pmt 

� �8�A�.� 9.30. ���@�>�A�<�>�B�@� �?�>�B�>�:�0� �4�0�=�=�K�E�,� �?�5�@�5�4�0�2�0�5�<�K�E� �?�>� �?�@�>�B�>�­

�:�>�;�C� �"�!� � �>�B� �:�;�8�5�=�B�0� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �:� �;�>�:�0�;�L�=�>�<�C� �A�5�@�2�5�@�C� 

���0�:� �B�>�;�L�:�>� �A�>�5�4�8�=�5�=�8�5� �1�C�4�5�B� �C�A�B�0�=�>�2�;�5�=�>�,� �A�5�@�2�5�@� �M�;�5�:�B�@�>�=�=�>�9� �?�>�'�B�K� �>�B�­

�?�@�0�2�8�B� �:�;�8�5�=�B�C� �4�>�2�>�;�L�=�>� �4�;�8�=�=�K�9� �7�0�3�>�;�>�2�>�:� �(�B�0�:� �=�0�7�K�2�0�5�<�K�9� �1�0�=�=�5�@�)� �?�>�G�B�>�­

�2�>�9� �A�;�C�6�1�K� �2� �?�0�:�5�B�5� 4, �G�B�>�1�K� �C�:�0�7�0�B�L� �=�0� �A�2�>�N� �3�>�B�>�2�=�>�A�B�L� �:� �?�>�;�C�G�5�=�8�N� �:�>�<�0�=�­

�4�K �.� ��� �4�0�=�=�>�<� �A�;�C�G�0�5� �>�=� �>�1�>�7�=�0�G�0�5�B� �A�5�1�O� �:�0�:� �?�>�G�B�>�2�K�9� �A�5�@�2�5�@� Postfix, �@�0�1�>�B�0�N�­

�I�8�9� �2� �2�5�@�A�8�8� Ubuntu �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K� Linux ���.� ���=� �B�0�:�6�5� �C�:�0�7�K�2�0�5�B� �=�0� 

�A�2�>�N� �A�?�>�A�>�1�=�>�A�B�L� �?�@�8�=�8�<�0�B�L� �:�>�<�0�=�4�K� �@�0�A�H�8�@�5�=�=�>�3�>� �?�@�>�m���'���>�;�0� SMTP (ESMTP). 
���@�>�B�>�:�>�;� ESMTP - �M�B�>� �@�0�A�H�8�@�5�=�8�5� �A�?�5�F�8�D�8�:�0�F�8�8� SMTP, �?�>�7�2�>�;�O�N�I�5�5� �2�K�­

�?�>�;�=�O�B�L� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �:�>�<�0�=�4�K� �?�@�8� �?�5�@�5�A�K�;�:�5� �?�>�G�B�K�.� 

���;�8�5�=�B� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �>�B�2�5�G�0�5�B� �=�0� �M�B�>� �2�K�4�0�G�5�9� �:�>�<�0�=�4�K� EHLO �2� �?�0�:�5�­

�B�5� 5 8. �-�B�>� �?�@�8�2�5�B�A�B�2�5�=�=�0�O� �:�>�<�0�=�4�0�,� �?�@�5�4�=�0�7�=�0�G�5�=�=�0�O� �4�;�O� �8�4�5�=�B�8�D�8�:�0�F�8�8� 

256 ���;�0�2�0� 9 
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�E�>�A�B�0� �>�B�?�@�0�2�8�B�5�;�O�,� �:�>�3�4�0� �?�>�4�4�5�@�6�8�2�0�5�B�A�O� �?�@�>�B�>�:�>�;� ESMTP. ���A�;�8� �6�5� �?�@�>�B�>�:�>�;� 

ESMTP �=�5�4�>�A�B�C�?�5�=�,� �:�;�8�5�=�B� �2�K�4�0�A�B� �:�>�<�0�=�4�C� �����L���,� �G�B�>�1�K� �8�4�5�=�B�8�D�8�F�8�@�>�2�0�B�L� 

�A�5�1�O�.� ��� �4�0�=�=�>�<� �?�@�8�<�5�@�5� �>�B�?�@�0�2�8�B�5�;�L� �8�4�5�=�B�8�D�8�F�8�@�C�5�B�A�O� �?�>� �5�3�>� �I� �-�0�4�@�5�A�C�,� �E�>�B�O� 

�4�;�O� �M�B�>�9� �F�5�;�8� �<�>�6�5�B� �1�K�B�L� �B�0�:�6�5� �8�A�?�>�;�L�7�>�2�0�=�>� �4�>�<�5�=�=�>�5� �8�<�O�.� 

��� �?�0�:�5�B�5� 7 �A�5�@�2�5�@� �>�B�2�5�G�0�5�B� �A�?�8�A�:�>�<� �:�>�<�0�=�4�,� �2�:�;�N�G�0�O� VRFY, STARTTLS �8� SIZE 

10240000 ���.� ��� �M�B�>�<� �A�?�8�A�:�5� �>�B�@�0�6�5�=�K� �B�5� �:�>�<�0�=�4�K�,� �:�>�B�>�@�K�5� �?�>�4�4�5�@�6�8�2�0�N�B�A�O� 

�S���"� �-�A�5�@�2�5�@�>�<�,� �8� �>�=� �?�@�5�4�>�A�B�0�2�;�O�5�B�A�O� �:�;�8�5�=�B�C� �A� �F�5�;�L�N� �8�7�2�5�A�B�8�B�L� �5�3�>�,� �:�0�:�8�<�8� 

�:�>�<�0�=�4�0�<�8� �@�0�7�@�5�H�0�5�B�A�O� �?�>�;�L�7�>�2�0�B�L�A�O� �?�@�8� �?�5�@�5�4�0�G�5� �A�>�>�1�I�5�=�8�O�.� �"�0�:�>�5� �A�>�3�;�0�­

�A�>�2�0�=�8�5� �D�C�=�:�F�8�>�=�0�;�L�=�K�E� �A�@�5�4�A�B�2� �?�@�>�8�A�E�>�4�8�B� �2� �=�0�G�0�;�5� �:�0�6�4�>�9� �B�@�0�=�7�0�:�F�8�8� �?�>� 

�?�@�>�B�>�:�>�;�C� SMTP �?�5�@�5�4� �>�B�?�@�0�2�:�>�9� �A�>�>�1�I�5�=�8�O�.� ��� �?�5�@�5�4�0�G�0� �A�>�>�1�I�5�=�8�O� �=�0�G�8�=�0�­

�5�B�A�O� �A� �?�0�:�5�B�0� 8 �8� �7�0�=�8�<�0�5�B� �?�>�G�B�8� �2�5�A�L� �>�A�B�0�;�L�=�>�9� �?�5�@�5�E�2�0�G�5�=�=�K�9� �B�@�0�D�8�:�.� 

��� �?�@�>�B�>�:�>�;�5� SMTP �8�A�?�>�;�L�7�C�5�B�A�O� �?�@�>�A�B�>�9� �=�0�1�>�@� �:�>�<�0�=�4� �8� �7�=�0�G�5�=�8�9� �8�E� �?�0�­

�@�0�<�5�B�@�>�2�,� �?�>�A�K�;�0�5�<�K�E� �:�;�8�5�=�B�>�<�,� �?�>�A�;�5� �G�5�3�>� �A�;�5�4�C�5�B� �:�>�4� �>�B�2�5�B�0� �>�B� �A�5�@�2�5�@�0�.� 

�-�B�>� �>�G�5�=�L� �?�>�E�>�6�5� �=�0� �@�0�1�>�B�C� �B�0�:�8�E� �?�@�>�B�>�:�>�;�>�2�,� �:�0�:� ���"�"� � �8� TELNET, �8� �A�4�5�;�0�­

�=�>� �@�0�4�8� �?�@�>�A�B�>�B�K�.� ���@�8�<�5�@�K� �7�0�?�@�>�A�0� �8� �>�B�2�5�B�0� �<�>�6�=�>� �=�0�1�;�N�4�0�B�L� �2� �?�0�:�5�B�0�E� 8 
�8� 9, �3�4�5� �:�;�8�5�=�B� �?�>�A�K�;�0�5�B� �:�>�<�0�=�4�C� ���A�I�L� �A� �?�0�@�0�<�5�B�@�>�<� FR<»f: <sanders@skynet. 
local> SIZE=556 8, �=�0� �G�B�>� �A�5�@�2�5�@� �>�B�2�5�G�0�5�B� �:�>�4�>�<� �A�>�A�B�>�O�=�8�O� 250 �A� �?�0�@�0�<�5�B�@�>�<� 

2 .1. ��� Ok, �>�1�>�7�=�0�G�0�N�I�8�<� �C�A�?�5�H�=�>�5� �7�0�2�5�@�H�5�=�8�5� �7�0�?�@�0�H�8�2�0�5�<�>�3�>� �?�>�G�B�>�2�>�3�>� 
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�8� �4�;�8�=�C� �A�>�>�1�I�5�=�8�O�,� �0� �2� �>�B�2�5�B� �A�5�@�2�5�@� �8�7�2�5�I�0�5�B�,� �G�B�>� �M�B�8� �4�0�=�=�K�5� �?�>�;�C�G�5�=�K� �8� 

�2�?�>�;�=�5� �?�@�8�5�<�;�5�<�K�.� ���=�0�;�>�3�8�G�=�0�O� �B�@�0�=�7�0�:�F�8�O� �?�@�>�8�A�E�>�4�8�B� �A�=�>�2�0� �2� �?�0�:�5�B�0�E� 10 
�8� 11, �3�4�5� �:�;�8�5�=�B� �2�K�4�0�5�B� �:�>�<�0�=�4�C� RCPT �A� �?�0�@�0�<�5�B�@�>�<� �"���:� �<�s�a�n�d�e�r�s�@�c�y�,�e�r�d�y�n�e�.� 
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�l�1�1�Q�I���I�&�l�!�l�i�l� ���A�;�8� �6�5�;�0�5�B�5� �>�7�=�0�:�>�<�8�B�J�A�O� �A�>� �2�A�5�<�8� �4�>�A�B�C�?�=�K�<�8� �2� SMTP �:�>�<�0�=�4�0�<�8� 

�8� �8�E� �?�0�@�0�<�5�B�@�0�<�8�,� �>�1�@�0�B�8�B�5�A�J� �?�>� �0�4�@�5�A�C� https://www.iana.orq/ 
�a�s�s�i�g�n�m�e�n�t�s�/�m�a�i�l�-�p�a�r�a�H�e�t�e�r�s�/�m�a�i�l�-�p�a�r�a�m�e�t�e�r�s� .xhtml. ��� �5�A�;�8� �2�K� 

�E�>�B�8�B�5� �>�7�=�0�:�>�<�8�B�L�A�O� �A�>� �2�A�5�<�8� �:�>�4�0�<�8� �>�B�2�5�B�0�,� �B�>� �>�1�@�0�B�8�B�5�A�J� �0�4�@�5�A�C� 

https://www.iana.orq/assignments/smtp-enhanced-status­
codes/smtp-enhanced-status-codes.xml. 

���A�B�0�5�B�A�O� �;�8�H�L� �?�5�@�5�4�0�B�L� �A�0�<�>� �A�>�>�1�I�5�=�8�5�.� ���;�8�5�=�B� �8�=�8�F�8�8�@�C�5�B� �M�B�>�B� �?�@�>�­

�F�5�A�A� �2� �?�0�:�5�B�5� 12, �2�K�4�0�2� �:�>�<�0�=�4�C� DATA. ���0� �M�B�>� �A�5�@�2�5�@� �>�B�2�5�B�8�B� �:�>�4�>�<� 354 �A� �A�>�­

�>�1�I�5�=�8�5�<� �$�,� �G�B�>� �>�=� �A�>�7�4�0�;� �1�C�D�5�@� �4�;�O� �?�@�8�5�<�0� �?�>�G�B�>�2�>�3�>� �A�>�>�1�I�5�=�8�O� �8� �?�@�5�4�­

�;�0�3�0�5�B� �:�;�8�5�=�B�C� �=�0�G�0�B�L� �5�3�>� �?�5�@�5�4�0�G�C�.� ��� �A�B�@�>�:�5�,� �A�>�4�5�@�6�0�I�5�9� �:�>�4� �>�B�2�5�B�0� 354 �A� 

�A�>�>�1�I�5�=�8�5�<�,� �:�;�8�5�=�B�C� �?�@�5�4�;�0�3�0�5�B�A�O� �?�>�A�;�0�B�L� �7�=�0�:� �B�>�G�:�8� �2� �>�B�4�5�;�L�=�>�9� �A�B�@�>�:�5� 

(<CR><LF>.<CR><LF>), �G�B�>�1�K� �>�1�>�7�=�0�G�8�B�L� �:�>�=�5�F� �?�5�@�5�4�0�G�8�.� ���>�G�B�>�2�>�5� �A�>�>�1�I�5�­

�=�8�5� �?�5�@�5�4�0�5�B�A�O� �>�B�:�@�K�B�K�<� �B�5�:�A�B�>�<�,� �=�0� �G�B�>� �?�>�A�K�;�0�5�B�A�O� �:�>�4� �>�B�2�5�B�0�,� �>�1�>�7�=�0�G�0�N�­

�I�8�9� �C�4�0�G�=�K�9� �8�A�E�>�4� �?�5�@�5�4�0�G�8�.� ���1�@�0�B�8�B�5� �B�0�:�6�5� �2�=�8�<�0�=�8�5� �=�0� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� 
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�A�>�4�5�@�6�8�<�>�3�>� �8� �5�3�>� �:�>�4�8�@�>�2�:�C�,� �0� �B�0�:�6�5� �?�>�G�B�>�2�K�9� �0�3�5�=�B� �?�>�;�L�7�>�2�0�B�5�;�O�,� �A�2�O�7�0�=�­

�=�K�9� �A� �?�5�@�5�4�0�G�5�9� �4�0�=�=�>�3�>� �A�>�>�1�I�5�=�8�O�.� �-�B�8� �A�2�5�4�5�=�8�O� �A�>�>�1�I�0�N�B�,� �G�B�>� �4�;�O� �>�B�?�@�0�2�­

�:�8� �4�0�=�=�>�3�>� �A�>�>�1�I�5�=�8�O� �:�>�=�5�G�=�K�9� �?�>�;�L�7�>�2�0�B�5�;�L� �2�>�A�?�>�;�L�7�>�2�0�;�A�O� �?�>�G�B�>�2�K�<� 

�?�@�8�;�>�6�5�=�8�5�<� Mozilla �T�h�u�n�d�e�r�,�i�r�d� 8. 
���>� �>�:�>�=�G�0�=�8�8� �?�5�@�5�4�0�G�8� �:�;�8�5�=�B� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �@�0�7�@�K�2�0�5�B� �A�>�5�4�8�=�5�=�8�5� 

�?�>� �?�@�>�B�>�:�>�;�C� SMTP, �2�K�4�0�2�0�O� �:�>�<�0�=�4�C� QUIT �1�5�7� �?�0�@�0�<�5�B�@�>�2� �2� �?�0�:�5�B�5� 18. ���0� �M�B�>� 

�A�5�@�2�5�@� �>�B�2�5�G�0�5�B� �2� �?�0�:�5�B�5� 19 �:�>�4�>�<� �A�>�A�B�>�O�=�8�O� 221 �A� �?�0�@�0�<�5�B�@�>�<� 2. ���.� ��� ���C�5�,� �>�1�>�­

�7�=�0�G�0�N�I�8�<�,� �G�B�>� �:�0�=�0�;� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �7�0�:�@�K�2�0�5�B�A�O� �$�.� ��� �8�B�>�3�5� �A�>�5�4�8�=�5�=�8�5� 

�?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �:�>�@�@�5�:�B�=�>� �@�0�7�@�K�2�0�5�B�A�O� �2� �?�0�:�5�B�0�E� 20-23. 

���B�>�@�>�9� �M�B�0�?�:� �>�B� �;�>�:�0�;�L�=�>�3�>� �:� �C�4�0�;�5�=�=�>�<�C� �A�5�@�2�5�@�C� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� mail _ 
sender_server_2.pcapng 

� �0�A�A�<�>�B�@�8�<� �4�0�;�5�5� �B�>�B� �6�5� �A�0�<�K�9� �A�F�5�=�0�@�8�9� �A� �B�>�G�:�8� 

�7�@�5�=�8�O� �;�>�:�0�;�L�=�>�3�>� �A�5�@�2�5�@�0� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K�,� 

�>�1�A�;�C�6�8�2�0�N�I�5�3�>� �4�>�<�5�=� skynet. local �?�>� �0�4�@�5�A�C� 

172 .16 .16. 221. �!�>�>�B�2�5�B�A�B�2�C�N�I�8�9� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�5�@�5�E�2�0�G�5�=� �2� �D�0�9�;�5� mail _ 
sender _ server _ 2. pcapng �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �=�0� �4�0�=�=�>�<� �A�5�@�2�5�@�5�.� ���0�:� �8� �A�;�5�4�>�2�0�­

�;�>� �>�6�8�4�0�B�L�,� �?�5�@�2�K�5� 20 �?�0�:�5�B�>�2� �8�;�8� �>�:�>�;�>� �B�>�3�>� �7�5�@�:�0�;�L�=�>� �>�B�>�1�@�0�6�0�N�B� �?�5�@�5�­

�E�2�0�B� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �=�0� �?�5�@�2�>�<� �M�B�0�?�5� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�3�>� �7�4�5�A�L� �?�@�>�F�5�A�A�0�,� �?�>�-

�A�:�>�;�L�:�C� �M�B�>� �B�0�:�8�5� �6�5� �A�0�<�K�5� �?�0�:�5�B�K�,� �?�5�@�5�E�2�0�G�5�=�=�K�5� �8�7� �4�@�C�3�>�3�>� �8�A�B�>�G�=�8�:�0�.� 

���A�;�8� �1�K� �>�B�?�@�0�2�;�O�5�<�>�5� �?�>�G�B�>�2�>�5� �A�>�>�1�I�5�=�8�5� �?�@�5�4�=�0�7�=�0�G�0�;�>�A�L� �4�;�O� �4�@�C�3�>�3�>� 

�?�>�G�B�>�2�>�3�>� �O�I�8�:�0� �2� �4�>�<�5�=�5� skynet. local, �B�>� �<�K� �1�K� �=�5� �C�2�8�4�5�;�8� �1�>�;�L�H�5� �=�8�:�0�­

�:�>�3�>� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �?�>� �?�@�>�B�>�:�>�;�C� SMTP. ���<�5�A�B�>� �M�B�>�3�>� �<�K� �>�1�=�0�@�C�6�8�;�8� �1�K� 

�B�>�;�L�:�>� �8�7�2�;�5�G�5�=�8�5� �?�>�G�B�>�2�>�3�>� �A�>�>�1�I�5�=�8�O� �:�;�8�5�=�B�>�<� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �?�>� 

�?�@�>�B�>�:�>�;�C� � ��� �3� �8�;�8� IMAP. ���>� �?�>�A�:�>�;�L�:�C� �4�0�=�=�>�5� �A�>�>�1�I�5�=�8�5� �?�@�5�4�=�0�7�=�0�G�5�=�>� 

�4�;�O� �4�>�<�5�=�0� �c�y�,�e�r�d�y�n�e�.� local, �;�>�:�0�;�L�=�K�9� �S���"� �-�A�5�@�2�5�@� �4�>�;�6�5�=� �?�5�@�5�4�0�B�L� �?�>�;�C�­

�G�5�=�=�>�5� �A�>�>�1�I�5�=�8�5� �C�4�0�;�5�=�=�>�<�C� �S���"� �-�A�5�@�2�5�@�C�,� �>�B�2�5�B�A�B�2�5�=�=�>�<�C� �7�0� �M�B�>�B� �4�>�<�5�=�.� 

��� �M�B�>�B� �?�@�>�F�5�A�A� �=�0�G�8�=�0�5�B�A�O� �2� �?�0�:�5�B�5� 22 �A� �?�@�>�F�5�4�C�@�K� �B�@�5�E�M�B�0�?�=�>�3�>� �?�@�>�F�5�A�A�0� 

�C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �<�5�6�4�C� �;�>�:�0�;�L�=�K�<� �?�>�G�B�>�2�K�<� �A�5�@�2�5�@�>�<�,� �=�0�­

�E�>�4�O�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 172 .16 .16. 221, �8� �C�4�0�;�5�=�=�K�<� �?�>�G�B�>�2�K�<� �A�5�@�2�5�@�>�<�,� �@�0�A�?�>�­

�;�>�6�5�=�=�K�<� �?�>� �0�4�@�5�A�C� 172 .16 .16. 231. 

�l�1�!�Q�)�!�p�M�(�l�l� ��� �@�5�0�;�J�=�>�<� �A�F�5�=�0�@�8�8� �A�5�@�2�5�@� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �>�1�=�0�@�C�6�8�2�0�5�B� �4�@�C�3�>�9� 

�?�>�G�B�>�2�K�9� �A�5�@�2�5�@�,� �8�A�?�>�;�J�7�C�O� �A�?�5�F�8�0�;�J�=�K�9� �B�8�?� �7�0�?�8�A�8� DNS ���%� �(�B�a�i�l� 

�e�x�c�h�a�?�g�e�)�,� �>�B�2�5�B�A�B�2�5�=�=�>�9� �7�0� �>�1�<�5�=� �?�>�G�B�>�9�.� ���>� �4�0�=�=�K�9� �A�F�5�=�0�@�8�9� �1�K�;� 

�2�>�A�A�>�7�4�0�=� �2� �;�0�1�>�@�0�B�>�@�=�>�9� �A�@�5�4�5�,� �3�4�5� �I� �-�0�4�@�5�A� �C�4�0�;�5�=�=�>�3�>� �A�5�@�2�5�@�0� �M�;�5�:�B�@�>�=�­

�=�>�9� �?�>�G�B�K� �1�K�.�;� �?�@�5�4�2�0�@�8�B�H�~�J�=�>� �=�0�A�B�@�>�5�=� �=�0� �;�B�A�0�;�J�=�>�<� �A�5�@�2�5�@�5�,� �8� �?�>�M�­

�B�>�<�C� �4�0�=�=�K�9� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �7�4�5�A�J� �=�5� �1�C�4�5�B� �2�8�4�5�=�.� ���A�;�8� �2�K� �?�@�>�2�>�4�8�B�5� 

�4�8�0�3�=�>�A�B�8�:�C� �4�>�A�B�0�2�:�8� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K�,� �B�>� �4�>�;�6�=�K� �?�@�8�=�8�<�0�B�J� �2�>� 

�2�=�8�<�0�=�8�5� �=�5� �B�>�;�J�:�>� �?�@�>�1�;�5�<�K�,� �A�2�O�7�0�=�=�K�5� �A� �:�>�=�:�@�5�B�=�K�<� �?�@�>�B�B�A�>�;�>�<� 

�M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K�,� �=�>� �8� �A� �?�@�>�B�B�A�>�;�>�<� DNS. 
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���0�:� �B�>�;�L�:�>� �1�C�4�5�B� �C�A�B�0�=�>�2�;�5�=�>� �A�>�5�4�8�=�5�=�8�5�,� �2� �?�0�=�5�;�8� Packet List �<�>�6�=�>� �>�1�=�0 �­

�@�C�6�8�B�L�,� �G�B�>� �4�;�O� �4�>�A�B�0�2�:�8� �?�>�G�B�>�2�>�3�>� �A�>�>�1�I�5�=�8�O� �:� �C�4�0�;�5�=�=�>�<�C� �A�5�@�2�5�@�C� �?�@�8�<�5�­

�=�O�5�B�A�O� �?�@�>�B�>�:�>�;� SMTP. �-�B�>�B� �4�8�0�;�>�3� �;�C�G�H�5� �=�0�1�;�N�4�0�B�L�,� �?�@�>�A�;�5�4�8�2� �?�>�B�>�:� �4�0�=�­

�=�K�E� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �4�;�O� �2�K�?�>�;�=�5�=�8�O� �B�@�0�=�7�0�:�F�8�8�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 9.31. 
���A�;�8� �?�>�B�@�5�1�C�5�B�A�O� �?�>�<�>�I�L� �2� �8�7�>�;�O�F�8�8� �4�0�=�=�>�3�>� �A�>�5�4�8�=�5�=�8�O�,� �?�@�8�<�5�=�8�B�5� 

�D�8�;�L�B�@�,� �C�:�0�7�0�2� �2�K�@�0�6�5�=�8�5� tcp. stream = 1 �=�0� �?�0�=�5�;�8� �D�8�;�L�B�@�>�2� . 

• Wiresha.t · Follow �"�!� � Stream (tcp.stream eq 1) · mail.=der_sorver_2 

220 uile2 ���S�/�1�"� � Partfix �{�U�,�u�n�t�u�)� ��� 
�5�1�1�1�.�>� �-�?�5�1� f} 
25e-oil.&2 
250-PIPEtlNI/16 
258-SIZE 182400118 
250-VRFV �!�)� 
�2�5�8�-���"�R� 

2S8-STARTTLS 
�Z�S�8�-�f�N���A�l�l�C�f�D�S�T�A�1�\�J�S�C�O�O�E�5� 

�2�S�8�-�8�6�T�T���I���f� 

256 �!�)�S��� 

111\IL fR!»I: <sonders@slcynet. local> SIZE=732 
RCPT �T�O�:�.�;�s�o�n�d�e�r�s�f�<�:�y�,�.�.�r�d�y�n�e�.� locol> ORCPT=rfc822;sonder-sf<:yberdyne. local 
DATA 
2se 2.1.8 ���1�\� 

�~�s�e� 2.1.s Ok 
354 End <lato with <CR><lf>.<CR><Lf> 
Received: froo [172.16.16.225] (unk.nown [172.16.16.225)) 

�,�C� aail81 (Postfix) with ���S���"� � id �9�3�1�!�4�4�0�0�0�5� 

�>� 

for �<�s "�n�d�e�r�s�8�c�y�,�.�.�3�d�y�n�"�.�l�o�c�a�l�>�;� Tue, 29 Dec 2815 14:13:51 -8580 (EST) 
�"�>�:� Chris Sanders �<�s�a�n�d�e�r�s�@�c�y�,�e�r�d�y�n�e�.� local> Q 
frao: Chris Sanders <sanders@slcynet. local> 
Subject: ���.�.�l�@�!� 

�~�s�s�o�g�e�-�r�o�:� <56820688.4'!18607@sltynet. locol> 
O.te: Tue, 29 Dec 2815 14:14:88 -8580 
User-Agent: ���c�>�z�i�l�l�a�/�S�.�e� (Windows �I��� �1�0�.�5�;� �1�&�1�6�4�;� rv:38.e) �~�c�k�o�/�2�8�1�0�0�1�8�1� 

�"�h�u�n�d�e�r�+�r�d�/�3�8�.�S�.�e� 

�I�(�l�f�-�V�e�r�s�i�o�n�:� 1.8 
Content-Type: text/pl1in; charset=utf-8; forn•t=flowed 
Conterrt-Transfer-Enco<ling: �7�,�i�t� 

I need your help. The syst.,. has �,�.�.�A�>�R� self awore. On second thought, 
why " I sending this frao �0� system that �A�0�?� .ast certainly intercept 
it? Oh well .•.. 

�Q�U�I�"� 

250 �2�.�5�.�5� Ok: �q�u�e�u�~� es 994C8617DF 
221 �2�.�5�.�5� ���C�5� 

�E� 

� �8�A�.� 9.3 J. ���@�>�A�<�>�B�@� �?�>�B�>�:�0� �4�>�=�=�K�E� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �<�5�6�4�C� 

�;�>�:�0�;�L�=�K�<� �8� �C�4�0�;�5�=�=�K�<� �A�5�@�2�5�@�0�<�8� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� 

���0�=�=�0�O� �B�@�0�=�7�0�:�F�8�O� �>�G�5�=�L� �?�>�E�>�6�0� �=�0� �B�C�,� �G�B�>� �?�@�8�2�5�4�5�=�0� �=�0� �@�8�A�.� 9.30. ���>� �A�C�­

�I�5�A�B�2�C�,� �?�>�G�B�>�2�>�5� �A�>�>�1�I�5�=�8�5� �?�5�@�5�4�0�5�B�A�O� �<�5�6�4�C� �A�5�@�2�5�@�0�<�8�.� �#�4�0�;�5�=�=�K�9� �A�5�@�2�5�@� 

�8�4�5�=�B�8�D�8�F�8�@�C�5�B� �A�5�1�O� �:�0�:� �H�0�i�1�0�2� ���,� �0� �;�>�:�0�;�L�=�K�9� �A�5�@�2�5�@� - �:�0�:� �H�a�i�l�O�l� 8. ���=�8� 

�>�1�<�5�=�8�2�0�N�B�A�O� �A�?�8�A�:�>�<� �?�>�4�4�5�@�6�8�2�0�5�<�K�E� �:�>�<�0�=�4� ���,� �?�>�A�;�5� �G�5�3�>� �A�>�>�1�I�5�=�8�5� 

� �0�A�?�@ �> �A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 259 
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�?�>�;�=�>�A�B�L�N� �?�5�@�5�4�0�5�B�A�O� �2�<�5�A�B�5� �A� �4�>�?�>�;�=�8�B�5�;�L�=�K�<�8� �7�0�3�>�;�>�2�:�0�<�8� �8�7� �?�@�5�4�K�4�C�­

�I�5�9� �B�@�0�=�7�0�:�F�8�8�,� �4�>�1�0�2�;�O�5�<�K�<�8� �2� �=�0�G�0�;�5� �?�>�G�B�>�2�>�3�>� �A�>�>�1�I�5�=�8�O� �2�K�H�5� �A�B�@�>�:�8� 

�"�>� �(���>�<�C�)� 8. ��� �2�A�5� �M�B�>� �?�@�>�8�A�E�>�4�8�B� �2� �?�@�>�<�5�6�C�B�:�5� �<�5�6�4�C� �?�0�:�5�B�0�<�8� 27 �8� 35, �?�>�­

�A�;�5� �G�5�3�>� �?�@�>�8�A�E�>�4�8�B� �@�0�7�@�K�2� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �4�;�O� �7�0�:�@�K�B�8�O� �:�0�=�0�;�0� �?�5�­

�@�5�;�~�0�G�8� �4�0�=�=�K�E�.� 

��� �:�>�=�5�G�=�>�<� �A�G�5�B�5� �4�;�O� �A�5�@�2�5�@�0� �2�>�>�1�I�5� �=�A� �8�<�5�5�B� �7�=�0�G�5�=�8�O�,� �?�>�A�B�C�?�0�5�B� �;�8� �A�>�­

�>�1�I�5�=�8�5� �>�B� �:�;�8�5�=�B�0� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �8�;�8� �4�@�C�3�>�3�>� �S���"� �-�A�5�@�2�5�@�0�,� �?�>�M�B�>�<�C� 

�7�4�5�A�L� �?�@�8�<�5�=�O�N�B�A�O� �B�5� �6�5� �A�0�<�K�5� �?�@�0�2�8�;�0� �8� �?�@�>�F�5�4�C�@�K�,� �:�@�>�<�5� �C�A�B�0�=�>�2�;�5�=�=�K�E� 

�>�3�@�0�=�8�G�5�=�8�9� �=�0� �C�?�@�0�2�;�5�=�8�5� �4�>�A�B�C�?�>�<�.� ��� �4�5�9�A�B�2�8�B�5�;�L�=�>�A�B�8� �=�0� �;�>�:�0�;�L�=�>�<� �8� 

�C�4�0�;�5�=�=�>�<� �A�5�@�2�5�@�0�E� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �<�>�3�C�B� �8� �=�5� �?�>�4�4�5�@�6�8�2�0�B�L�A�O� �>�4�=�8� �8� 

�B�5� �6�5� �D�C�=�:�F�8�>�=�0�;�L�=�K�5� �A�@�5�4�A�B�2�0�,� �0� �2�>�7�<�>�6�=�>�,� �M�B�8� �A�5�@�2�5�@�K� �1�0�7�8�@�C�N�B�A�O� �=�0� �A�>�­

�2�5�@�H�5�=�=�>� �@�0�7�=�K�E� �?�;�0�B�D�>�@�<�0�E�.� ���<�5�=�=�>� �=�>�M�B�>�<�C� �B�0�:� �2�0�6�5�=� �?�5�@�2�>�=�0�G�0�;�L�=�K�9� 

�>�1�<�5�=� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� SMTP. ���5�4�L� �>�=� �?�>�7�2�>�;�O�5�B� �A�5�@�2�5�@�C� �?�>�;�C�G�0�B�5�;�O� 

�?�5�@�5�4�0�B�L� �>�B�?�@�0�2�8�B�5�;�N� �?�>�4�4�5�@�6�8�2�0�5�<�K�9� �=�0� �=�5�<� �?�5�@�5�G�5�=�L� �D�C�=�:�F�8�>�=�0�;�L�=�K�E� 

�A�@�5�4�A�B�2�.� ���A�;�8� �S���"� �-�:�;�8�5�=�B�C� �8�;�8� �A�5�@�2�5�@�C� �8�7�2�5�A�B�=�K� �D�C�=�:�F�8�>�=�0�;�L�=�K�5� �A�@�5�4�A�B�2�0�,� 

�?�>�4�4�5�@�6�8�2�0�5�<�K�5� �=�0� �A�5�@�2�5�@�5� �?�>�;�C�G�0�B�5�;�O�,� �B�>� �:�>�<�0�=�4�K� SMTP �<�>�3�C�B� �1�K�B�L� �>�B�:�>�@�­

�@�5�:�B�8�@�>�2�0�=�K� �B�0�:�8�<� �>�1�@�0�7�>�<�,� �G�B�>�1�K� �=�0�8�1�>�;�5�5� �M�D�D�5�:�B�8�2�=�>� �?�5�@�5�4�0�B�L� �?�>�G�B�>�2�>�5� 

�A�>�>�1�I�5�=�8�5�.� �-�B�>� �4�0�5�B� �2�>�7�<�>�6�=�>�A�B�L� �H�8�@�>�:�>� �?�@�8�<�5�=�O�B�L� �?�@�>�B�>�:�>�;� SMTP �4�;�O� �?�5�­

�@�5�A�K�;�:�8� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �?�@�8� �8�A�?�>�;�L�7�>�2�0�=�8�8� �;�N�1�K�E� �:�;�8�5�=�B�A�:�8�E� �8� �A�5�@�2�5�@�­

�=�K�E� �@�5�H�5�=�8�9�,� �=�5� �>�A�>�1�5�=�=�>� �@�0�7�1�8�@�0�O�A�L� �2� �A�B�@�C�:�B�C�@�5� �A�5�B�8� �?�>�;�C�G�0�B�5�;�O�.� 

�"�@�5�B�8�9� �M�B�0�?�:� �>�B� �C�4�0�;�5�=�=�>�r�>� �A�5�@�2�5�@�0� �:� �C�4�0�;�5�=�=�>�<�C� �:�;�8�5�=�B�C� 

�$�0�9�.�;� �n�e�p�e�x�2�a�m�a�m�a�i�l�_� ���B�0�:�,� �?�>�G�B�>�2�>�5� �A�>�>�1�I�5�=�8�5� �4�>�A�B�8�3�;�>� �C�4�0�;�5�=�=�>�3�>� 

�r�e�c�e�i�v�e�r�_�s�e�r�v�e�r�_���.�p�c�a�p�n�q� �A�5�@�2�5�@�0�,� �>�B�2�5�B�A�B�2�5�=�=�>�3�>� �7�0� �4�>�A�B�0�2�:�C� �M�;�5�:�B�@�>�=�-

�=�>�9� �?�>�G�B�K� �2� �?�>�G�B�>�2�K�5� �O�I�8�:�8�,� �=�0�E�>�4�O�I�8�5�A�O� �2� �4�>�­

�<�5�=�5� �c�y�,�e�r�d�y�n�e�.� local. ���@�>�0�=�0�;�8�7�8�@�C�5�<� �B�5�?�5�@�L� �?�5�@�5�E�2�0�G�5�=�=�K�5� �?�0�:�5�B�K� �8�7� 

�D�0�9�;�0� mail _ recei ver _ server _ 3. pcapng �A� �B�>�G�:�8� �7�@�5�=�8�O� �C�4�0�;�5�=�=�>�3�>� �A�5�@�2�5�@�0� 

�(�@�8�A�.� 9.32). 
���5�@�2�K�5� 15 �?�0�:�5�B�>�2� �8�7� �0�=�0�;�8�7�8�@�C�5�<�>�3�>� �7�4�5�A�L� �?�5�@�5�E�2�0�G�5�=�=�>�3�>� �B�@�0�D�8�:�0� 

�>�G�5�=�L� �?�>�E�>�6�8� �=�0� �@�0�A�A�<�>�B�@�5�=�=�K�5� �@�0�=�5�5� �?�0�:�5�B�K�,� �?�>�A�:�>�;�L�:�C� �>�=�8� �?�@�5�4�A�B�0�2�;�O�N�B� 

�B�>�B� �6�5� �A�0�<�K�9� �>�1�<�5�=� �A�>�>�1�I�5�=�8�O�<�8�,� �3�4�5� �0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� �>�B�=�>�A�8�B�A�O� �:� �;�>�:�0�;�L�­

�=�>�<�C� �A�5�@�2�5�@�C� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� ���,� �0� �0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� - �:� �C�4�0�;�5�=�=�>�<�C� �A�5�@�­

�2�5�@�C� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� 8. ���0�:� �B�>�;�L�:�>� �M�B�>�B� �>�1�<�5�=� �7�0�2�5�@�H�8�B�A�O�,� �S���"� �-�A�5�@�2�5�@� 

�<�>�6�5�B� �?�>�<�5�A�B�8�B�L� �?�>�;�C�G�5�=�=�>�5� �A�>�>�1�I�5�=�8�5� �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�9� �?�>�G�B�>�2�K�9� �O�I�8�:�,� 

�G�B�>�1�K� �?�>�;�C�G�0�B�5�;�L�,� �4�;�O� �:�>�B�>�@�>�3�>� �>�=�>� �?�@�5�4�=�0�7�=�0�G�0�5�B�A�O�,� �A�<�>�3� �8�7�2�;�5�G�L� �5�3�>� �>�B�B�C�4�0� 

�A� �?�>�<�>�I�L�N� �A�2�>�5�3�>� �:�;�8�5�=�B�0� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K�.� 

���0�:� �C�?�>�<�8�=�0�;�>�A�L� �@�0�=�5�5�,� �?�@�>�B�>�:�>�;� SMTP �?�@�8�<�5�=�O�5�B�A�O�,� �3�;�0�2�=�K�<� �>�1�@�0�7�>�<�,� 

�4�;�O� �?�5�@�5�A�K�;�:�8� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K�,� �8� �?�>�M�B�>�<�C� �>�=� �G�0�I�5� �2�A�5�3�>� �C�?�>�B�@�5�1�;�O�5�B�A�O� 

�8�<�5�=�=�>� �4�;�O� �M�B�>�9� �F�5�;�8�.� ���7�2�;�5�G�5�=�8�5� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �8�7� �?�>�G�B�>�2�>�3�>� �O�I�8�:�0� 

�=�0� �A�5�@�2�5�@�5� �=�5�;�L�7�O� �>�3�@�0�=�8�G�8�B�L� �>�?�@�5�4�5�;�5�=�=�K�<�8� �@�0�<�:�0�<�8�.� ���>�M�B�>�<�C�,� �2�A�;�5�4�A�B�2�8�5� 
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�2�>�7�=�8�:�0�N�I�8�E� �7�4�5�A�L� �@�0�7�;�8�G�8�9� �4�;�O� �@�5�H�5�=�8�O� �4�0�=�=�>�9� �7�0�4�0�G�8� �?�@�5�4�=�0�7�=�0�G�5�=�>� �=�5�­

�A�:�>�;�L�:�>� �?�@�>�B�>�:�>�;�>�2�.� ��� �G�8�A�;�C� �=�0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�E� �>�B�=�>�A�O�B�A�O� �?�@�>�B�>�:�>�­

�;�K� � ��� �3� (Post Office Protoco\ �v�e�r�s�i�o�=� 3- �?�>�G�B�>�2�K�9� �=�@�>�B�>�:�>�;� �2�5�@�A�8�8� 3) �8� IMAP 
�(�I�?�t�e�r�?�e�t� Message Access � �N�t�>�A�>�\� - �=�@�>�B�>�:�>�;� �4�>�A�B�C�?�0� �:� �A�>�>�1�I�5�=�8�O�<� �2� ���=�B�5�@�­

�=�5�B�5�)�.� ��� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �7�4�5�A�L� �?�@�8�<�5�@�5� �C�4�0�;�5�=�=�K�9� �:�;�8�5�=�B� �M�;�5�:�B�@�>�=�=�>�9� �?�>�­

�G�B�K� �8�7�2�;�5�:�0�5�B� �A�>�>�1�I�5�=�8�O� �8�7� �?�>�G�B�>�2�>�3�>� �A�5�@�2�5�@�0�,� �8�A�?�>�;�L�7�C�O� �?�@�>�B�>�:�>�;� IMAP �2� 

�?�0�:�5�B�0�E� 16-34 . 

• Wiresh•rk · Follow �"�!� � Stro•m (tcp.stro•m •q ���)�.� �m " "�l�_�r�o�c�o�i�v�t�r�_�H�v�o�r�_�3� 

229 Nil02 ���S���"� � Postfix �(�U�,�u�n�t�u�)� �>� 

�����L��� �"�=�0�1 �5� 
:i.se-uil02 
�2�5�0�-�P�I�P�E�L�(�I�N�G� 

250-SIZE �1�&�2�4�8�9�0�5� 

25&-VRFY 
�2�S�0�-���"�R��� 

25&-STARTTts 
250-ENIWICEDSTATUSCOOES 
�2�5�&�·�8�8�I�"�l�1�I�H�E� 

250 �>�s�=� 

l'AIL �F�R�O���:�<�s�a�n�d�o�r�s�@�s�k�y�n�e�t�.� locol> SIZE•732 
RCPT TO:<sandersikYberdyne .local> ORCPT•rfc822; sandorsfcyberdyne. local 
DATA 
2se �2�.�1�.�5� �>� 

250 2.1.5 °" 
���~� End dota with <CR><lf>.<CR><lf> 
Received: ff'Oll (172.1&.16.225] (unknown [172.16.16.225]) 

�,�C� aail&l (Postfix) with ���5���"� � id �9�3�1�!�4�4�0�0�0�5� 

�>� 

for �<�s�a�n�d�e�,�.�.�y�~�r�d�y�n�e�.�l�o�c�a�l�>�;� Tu•, 29 ���.�A� 2015 14:13:51 ·0500 
�(���5�"�)� 

�"�>�:� Chris Sand•rs <sande,..yberdyno. local) 
frOll: Chris Sanders <sanders@skynot. loc1l> 
Subject: ���e�l�p�l� 

���e�s�s�a�g "�·�I�D�:� <56820880. 40'18687@skynot. local> 
D•t<': Tue, 29 D<'C 2015 14:14:08 ·0508 
User-Agent: �=�o�z�i�l�l�a�/�S�.�0� (Windows �/�I�"� 10.0; WOW64; �r�v�:�-�S�.�0�)� Gocko/28100161 

�T�h�u�n�d�e�r�,�i�r�d�/�3�8�.� 5. 0 
Hit\E·Version: 1.8 
Content-�"�C�@�5�:� text/plain; charset•utf �·���;� for"ot..flowed 
Content-Tronsfor-Encodi111: �7�+�t� 

I need your help. The syst.,. h1s �,�>�A�>�<�>� solf owore. On second thought, 
why 011 I sending this ff'Oll �>� syste11 thot can 01Dst e<rt1inly �i�n�t�~�r�c�~�p�t� 

it? Oh .... 11 •..• 

�E� 

� �8�A�.� 9.32. ���@�>�A�<�>�B�@� �?�>�B�>�:�0� �4�0�=�=�K�E� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �<�5�6�4�C� 

�;�>�:�0�;�L�=�K�<� �8� �C�4�0�;�5�=�=�K�<� �A�5�@�2�5�@�0�<�8� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� 

���@�>�B�>�:�>�;� �I����� � �2� �M�B�>�9� �:�=�8�3�5� �=�5� �@�0�A�A�<�0�B�@�8�2�0�5�B�A�O�,� �=�>� �2� �4�0�=�=�>�<� �?�@�8�<�5�­

�@�5� �M�B�>�3�>� �8� �=�5� �B�@�5�1�C�5�B�A�O�,� �?�>�A�:�>�;�L�:�C� �>�1�<�5�=� �4�0�=�=�K�<�8� �7�0�H�8�D�@�>�2�0�=�.� ���A�;�8� �?�@�>�­

�0�=�0�;�8�7�8�@�>�2�0�B�L� �?�0�:�5�B� 21, �B�>� �<�>�6�=�>� �7�0�<�5�B�8�B�L�,� �G�B�>� �:�;�8�5�=�B�,� �=�0�E�>�4�O�I�8�9�A�O� �?�>� 

� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O� 261 
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�0�4�@�5�A�C� 172 .16 .16. 235, �?�>�A�K�;�0�5�B� �:�>�<�0�=�4�C� STARTTLS �A�5�@�2�5�@�C� �M�;�5�:�B�@�>�=�=�>�9� �?�>�­

�G�B�K�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 172 .16 .16 .231, �2� �?�0�:�5�B�5� 21 ���,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� 

�@�8�A�.� 9.33. 

". 

20 11.819478 11'1.16.16.235 
21 U.171697 172.16.16.235 
22 J.1.8117l1 172.16.16.2.)1 
23 �1�1�.�8�7�1�.�-��� 172.16.16 • .Ul 
24 11.8988Q.4 172.16.16.235 
25 11.8.927'&0 171.16.16.231 
26 11.911176 172.16.16.235 
27 11.9112.13 172.16.16.231 
28 11. �'�-� 37139 172.16.16.235 
29 11. 937295 172.16.16.2.31 

66 51147 �~� 14:J �[���!���.�]� �~�·�1� Ack•1 ktn-8SS)6 �l�~�n�-�&� 

178 �A�e�s�p�o�n�8�;� �"�>�:� �(�C�A�P�A�B�l�t�I�"�Y� �1!��'�4�t�'�«�V�l� UtfRAL+ SASt·IA �~�0�6�U�8�·�R�f�t�f�.�I�U�W�.�S� 1D awtlf-
�1�7�2�.�1�6�.�1�.�1�.�2�.�3�1� �"�!� � 68 SU47 .-. 143 �(���!���]� �) "�l� �A�c�l�t "�U�~� Win-&SS36 �L�~�-�c�l� 

�1�7�2�.�1�6�.�t�1�.�2�3�1� �I����� � 66 �A�~�u�t�s�t�:� 1 �S�T�A�R�f���.�S� ��� 
172. 16.16.235 �"�!� � 54 143 4 SJ147 (ACk] �~�1�2�5� Act•13 Win•l:9312 \.et'-e 
172.16.16.235 �1�1�'�\�\� � 87 Respons•: 1 ���1�(� 8e&1n TL5 nc11otUU.on now. 
171.16.lfi.231 H.Svl.2 2.19 Clierrt tkllo 
172.16.16.235 
�I���.�1�6�.�1�6�.�2�3�!� 

�1�7�2�.�1�6�.�1�6�.�2�.���S� 

172.16.16.231 
172.1.6.16.235 

n.svl.2 
n.svl.2 
TLS'o11-.2 
TLSvl.2 
n.s ... 1.2 

1447 �~�r�v�~�r� �~�l�l�o�"� �(�l�!�'�r�t�i�f�i�c�e�t�~�"� �S�e�-�n�-�~� ���1�!�'�1� �E�1�t�c�h�<�i�p�-�,� �~� �~�l�t�o� Done: 
212 Clil!'nt ���5�C� Exchattae, �d�<�n�~� �C�i�p�,�t�r� Spe.:, ttello �l�t�~�s�t�"� tielJo R.equot ��� 
296 HN Ses$ion �"�i�c�l�t�e�t�,� Ch•nse cipnl!'r- Spec., Encrypted ���l�l�n�d�~�h "�k�~� ���i�r�s�s " "� 

�~� �:�~�~�~�:�~�~�=� :::: �>� 

� �8�A�.� 9.33. ���>�<�0�=�4�0� STARTTLS �>�1�>�7�=�0�G�0�5�B�,� �G�B�>� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� �/����� � 

�1�C�4�5�B� �7�0�H�8�D�@�>�2�0�=� 

���0�=�=�0�O� �:�>�<�0�=�4�0� �8�7�2�5�I�0�5�B� �A�5�@�2�5�@ �,� �G�B�>� �:�;�8�5�=�B�C� �B�@�5�1�C�5�B�A�O� �1�5�7�>�?�0�A�=�>� �8�7�2�;�5�G�L� 

�A�>�>�1�I�5�=�8�O�,� �8�A�?�>�;�L�7�C�O� �H�8�D�@�>�2�0�=�8�5� �?�>� �?�@�>�B�>�:�>�;�C� TLS. ���5�6�4�C� �>�B�4�5�;�L�=�K�<�8� �:�>�­

�=�5�G�=�K�<�8� �B�>�G�:�0�<�8� �2� �?�0�:�5�B�0�E� 24-27 �A�>�3�;�0�A�C�5�B�A�O� �7�0�I�8�I�5�=�=�K�9� �:�0�=�0�;� �A�2�O�7�8� 8, 
�0� �2� �>�A�B�0�;�L�=�K�E� �?�0�:�5�B�0�E� �A�>�>�1�I�5�=�8�5� �1�5�7�>�?�0�A�=�>� �8�7�2�;�5�:�0�5�B�A�O� �?�>� �?�@�>�B�>�:�>�;�C� TLS 
(Transport Layer Security - �?�@�>�B�>�:�>�;� �7�0�I�8�B�K� �B�@�0�=�A�?�>�@�B�=�>�3�>� �C�@�>�2�=�O�)� ���.� ���A�;�8� 

�I�5�;�:�=�C�B�L� �=�0� �;�N�1�>�<� �8 �: �~� �M�B�8�E� �?�0�:�5�B�>�2�,� �G�B�>�1�K� �?�@�>�A�<�>�B�@�5�B�L� �4�0�=�=�K�5� �8�;�8� �?�>�?�K�­

�B�0�B�L�A�O� �?�@�>�A�;�5�4�8�B�L� �8�E� �?�>�B�>�:� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �(�@�8�A�.� 9.34), �B�>� �2� �:�>�=�5�G�=�>�<� �8�B�>�­

�3�5� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L� �=�5�C�4�>�1�>�G�8�B�0�5�<�>�5� �A�>�4�5�@�6�8�<�>�5�,� �?�>�A�:�>�;�L�:�C� �M�;�5�:�B�@�>�=�=�0�O� 

�?�>�G�B�0� �7�0�I�8�I�5�=�0� �>�B� �?�5�@�5�E�2�0�B�0� �7�;�>�C�<�K�H�;�5�=�=�8�:�0�<�8�,� �:�>�B�>�@�K�5� �<�>�3�C�B� �?�>�?�K�B�0�B�L�A�O� 

�?�>�E�8�B�8�B�L� �8�;�8� �?�@�>�0�=�0�;�8�7�8�@�>�2�0�B�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �2� �7�;�>�=�0�<�5�@�5�=�=�K�E� �F�5�;�O�E�.� ���0�:� 

�B�>�;�L�:�>� �M�B�8� �7�0�2�5�@�H�0�N�I�8�5� �?�0�:�5�B�K� �1�C�4�C�B� �?�>�;�C�G�5�=�K�,� �?�@�>�F�5�A�A� �>�B�?�@�0�2�:�8� �?�>�G�B�>�2�>�­

�3�>� �A�>�>�1�I�5�=�8�O� �?�>�;�L�7�>�2�0�B�5�;�5�<� �2� �>�4�=�>�<� �4�>�<�5�=�5� �?�>�;�L�7�>�2�0�B�5�;�N� �2� �4�@�C�3�>�<� �4�>�<�5�=�5� 

�7�0�2�5�@�H�8�B�A�O�.� 

���B�?�@�0�2�:�0� �2�;�>�6�5�=�8�9� �?�>� �?�@�>�B�>�:�>�;�C� SMTP 
�$�0�9�;� �?�5�@�5�E�2�0�B�0� mail _ 
sender_attachment.pcapnq 

���@�>�B�>�:�>�;� SMTP �=�8�:�>�3�4�0� �=�5� �?�@�5�4�=�0�7�=�0�G�0�;�A�O� �2� �:�0�­

�G�5 �A�B�2�5� �<�5�E�0�=�8�7�<�0� �4�;�O� �?�5�@�5�4�0�G�8� �D�0�9�;�>�2�,� �=�>� �?�@�>�-

�A�B�>�B�0� �>�B�?�@�0�2�:�8� �D�0�9�;�>�2� �?�>� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�5� �>�7�­

�=�0�G�0�5�B�,� �G�B�>� �>�=� �A�B�0�;� �4�;�O� �<�=�>�3�8�E� �>�A�=�>�2�=�K�<� �<�5�E�0�=�8�7�<�>�<� �>�1�<�5�=�0�.� � �0�A�A�<�>�B�@�8�<� �:�@�0�B�­

�:�8�9� �?�@�8�<�5�@� �>�B�?�@�0�2�:�8� �D�0�9�;�0� �=�0� �C�@�>�2�=�5� �?�0�:�5�B�>�2� �A� �?�>�<�>�I�L�N� �?�@�>�B�>�:�>�;�0� SMTP. 
���0�:� �4�5�<�>�=�A�B�@�8�@�C�5�B�A�O� �2� �?�@�8�<�5�@�5� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2� mail _ sender _ 

�0� t tachmen t. pcapng, �?�>�;�L�7�>�2�0�B�5�;�L� �?�>�A�K�;�0�5�B� �A�>�>�1�I�5�=�8�5� �M�;�5�:�B�@�>�=�=�>�9� �?�>�G�B�K� �8�7� 

�A�2�>�5�3�>� �:�;�8 �5 �=�B�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 172 .16 .16. 225, �4�@�C�3�>�<�C� �:�;�8�5�=�B�C� �2� �B�>�9� 

�6�5� �A�0�<�>�9� �A�5�B�8� �G�5�@�5�7� �;�>�:�0�;�L�=�K�9� �?�>�G�B�>�2�K�9� �S���"� �-�A�5�@�2�5�@�,� �@�0�A�?�>�;�>�6�5�=�=�K�9� �?�>� 

�0�4�@�5�A�C� 172 .16 .16. 221. �-�B�>� �A�>�>�1�I�5�=�8�5� �A�>�4�5�@�6�8�B� �<�0�;�>� �B�5�:�A�B�0� �8� �2�:�;�N�G�0�5�B� �2� �A�5�1�O� 

�2�;�>�6�5�=�=�K�9� �D�0�9�;� �8�7�>�1�@�0�6�5�=�8�O�.� 

262 ���;�0�2�0� 9 

Tlgm: @it_boooks



• Vlireshark · Follow �"�!� � Stream (tcp.stream eq 1) · �m�.�t�i�l�_�r�:�e�r�v�t�r�_�s�e�r�v�t�r�_��� �>� �E� 

• �<��� �(�C�A�P�A���I�L�I�"�Y� 11\AP4rrv1 �t�I�"�E�R�A�L�+� SASt·IR LOOIH-REFERRAt5 !() �������8�t��� !DLE �S�T�4�R�T�T�t�S� �L�O�G���I�D� SAl!tEO] Oovecot �(�U�,�u�n�t�u�)� " 
eady. 

1 STARTTLS 
1 �>�:� Begin TLS negotiat1on now • 
• • • • • • • • • • • " •• # • • L •••• ·\ ••• g&.H 
." ..... $." "+./. 

"".3.9./.S . 
. . . ] ....... �"�.�u�i�l�8�2�.�c�y�,�e�r �d �y�n �e�-�.� local ..... . 
.............. ···•··· ........ " 
••••.••...• . •.•• . ...••• • " •• ��� .•• �0� •••••• �"� •• �>� .. W ..... � �+� .• ��� ..••• " .v .. " . . .• J ... . ..... " . ...•....•• # • . • •• • ••••.• •• .•. 

�5�.� �"�2� ..... ".. "h"4"t& 
 "�.�=� .. 

"" �.�5�.�1�.�5�"� .u . 
. "Dove-cot •il server1 �.�5� 

.• u ....... 11021.8 
. . u .... �u�i�l�B�Z�l���I�.� • �.��� .. 

• • . �r�o�o�t�j�c�y�,�.�.���d�y�n�e�.� loc•l0 •. 
1S1223210614Z. 
251222l10614Z6e1 �.��� •.• U . 
. . OovecGt •il serverl.e 
•. u ....... 11021.1 
•• u ....... �=�0�2�0�5�1�.�  "�.�=� .. 

• . . �r�o�o�t�f�c�y�,�.�r�d�y�n�e�.� local0 .• "0 
 "�.�=� . 

.... "."0 .. 
• • • • • • • 06 .•• " .•• Id ••  "�B� ... . ���;�.� R • .  "� �·� •• �"�E� .. �#�5�.�d���G���\�1�8� ••• �>� .. <. .•••• • > ••••..• �@� .. 
. . . h./u.: .Qa .. ·•·. · . • G •• 5[•. q.A.y .• ( 
�.���8�.�C� ••• �A� •. �!�.�>�.�, "�'� .8/W71" , .we. "R .. 8R., •• 18.SR .•..• zA •.• "; •• �,�"�.�(�.�{�.�+�"��� .•.• : •. + 
�.�:�7�.�=�"� •. k .•. ( .. ] �.�C�9�3�.� _ .• s8 ..... 9" .L •..•.•. 1 •• . �>� .. + ... �m�+�)���.�C� •...•. � �5�=�5� ... u" .... �1�.�j�1�.�2� •.. �>�E�.�"� .F"w.e ... U.# .. 

�e�"�.�r�.�j�1�.�2� ••• >x .•. F •• w.e".u" .. e .. "e 
 "�.�=� .. 

. . . . . . . . . . . ( ... . rs .. ff .. v .2 1 • ••• !u .... . -.> .. : .r. I.s ..... /8., ....... f, .. Fx .... s ... �E�r�~�~� .. . 
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Sho" dato " ���5�!��� �S�t�r�e�a�m �~� 

� �8�A �.� 9.34. �!�5�B�5�2�>�9� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� �/����� � �H�8�D�@�C�5�B�A�O�,� �:�>�3�4�0� �:�;�8�5�=�B� �7�0�3�@�C�6�0�5�B� 

�?�>�G�B�>�2�>�5� �A�>�>�1�I�5�=�8�5� 

���B�?�@�0�2�:�0� �2�;�>�6�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� SMTP �?�@�0�:�B�8�G�5�A�:�8� �=�8�G�5�<� �=�5� �>�B�;�8�G�0�5�B�·� 

�A�O� �>�B� �>�B�?�@�0�2�:�8� �B�5�:�A�B�0 �.� ���A�5� �M�B�8� �4�0�=�=�K�5� �?�@�5�4�=�0�7�=�0�G�0�N�B�A�O� �4�;�O� �A�5�@�2�5�@�0 �,� �8� �E�>�B�O� 

�>�=�8� �>�1�K�G�=�>� �?�>�4�2�5�@�3�0�N�B�A�O� �A�?�5�F�8�0�;�L�=�>�9� �:�>�4�8�@�>�2�:�5�,� �>�B�?�@�0�2�=�>�9� �B�>�G�:�>�9� �4�;�O� �8�E� 

�0�=�0�;�8�7�0� �?�>�-�?�@�5�6�=�5�<�C� �O�2�;�O�5�B�A�O� �:�>�<�0�=�4�0� DATA. �'�B�>�1�K� �?�>�A�<�>�B�@�5�B�L�,� �:�0�:� �M�B�>� �?�@�>�·� 

�8�A�E�>�4�8�B� �=�0� �?�@�0�:�B�8�:�5�,� �>�B�:�@�>�9�B�5� �C�?�>�<�O�=�C�B�K�9� �2�K�H�5� �D�0�9�;� �?�5�@�5�E�2�0�B�0� �8� �?�@�>�A�;�5�4�8�·� 

�B�5� �?�>�B�>�:� �4�0�=�=�K�E� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �4�;�O� �2�K�?�>�;�=�5�=�8�O� �>�B�4�5�;�L�=�>�9� �B�@�0�=�7�0�:�F�8�8� �?�>� 

�?�@�>�B�>�:�>�;�C� SMTP. �-�B�>�B� �1�1�>�B�>�:� �?�@�8�2�5�4�5�=� �=�0� �@�8�A�.� 9.35. 

� �0�A �?�@ �>�A�B�@�0�= �5�=�=�K �5� �? �@�>�B�> �: �> �;�K� �2�5�@ �E �= �5 �3 �>� �C �@�>�2�=�O� 263 
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• Wiroshark · Follow �"�!� � Stroam (tcp.stream oq 0). mail_sendor_attachment 

228 1Uil8l ���S���"� � Pos tfix 
EHLO �(�1�7�2�.�l�1�.�l�1�.�2�2�5 �]� 

2S8-moil8l 
�2�5�0�-� �I� ���L���(�/�6� 

258-SIZE 10240000 
258-VRFY 
�2�5�0�-�E�"�R�N� 

250-STARTTLS 
�2�5�8�-�E�N�I�W�I�C�E�O�S�T�A�"�U�S�C�O�O�E�S� 

�2�5�8�-�S�������I����� 

258 OSN 
���A�I�L� �F�R�O���:� <sonders@slcynet. local> �S�I�Z�E�=�7�6�1�9�2� 

250 2.1.0 Ok 
RCPT �"���:� <ppa@slcynet. local> 
258 2.1.5 Ok 
DATA 
354 End data with <CR><Lf>.<CR><LF> 
�"�>�:� ppa@slcynet. local 
frota: Chris Sanders <sonders@slcynet. local> 
Subject: New Cowork•r 
l\essag•-ID: �<�5�1�8�4�9�2�2�2�.�4�0�0�0�6�9�9�@�s�l�c�y�n "�t�.� local> 
Date: Wed, 38 Dec 2815 21: 25: 38 -0500 

�>� 

�U�s�e�r�·�A�g�e�r�B�t�:� ���o�z�i�l�l�a�/�5�.�8� (Windows !��!�'� 18.8; IIOW64· rv:38.8) Gecko/28100181 
Thundorbird/38. 5. 8 

l\IHE-Vorsion: 1.0 
Content-Type: multipart/adxed; ��� 

�,�o�u�n�d�a�r�y�=�"�-�-�-�-�-�-�-�-�-�-�-�-�0�5�8�4�8�7�8�8�0�3�0�1�0�0�8�5�8�8�0�7�0�0�0�0�"� 

This is �0� toUlti-part nessage in ���I�1�1��� format. 
-- -- - - - --- - ---858407080381008588070008 
Content-Type: text/plain; charset•utf-8; for,.,,t=flowed 
Content-Transfer-Encoding: 7bit 

��� new guy �s�t�a�3�t�e�d� this week. There is something different �a�,�o�u�t� hin, but 
I �A�0�?�'� t quite figure i t out. Every tillle he sees �B�5� he asks for �B�C� 

clothes, �B�C� �,�o�o�t�s�,� and �B�C� 1110torcycle. I don 't even own • 1110torcycle ! 
took �0� quick picture and have attached it here. �=�0�v�5� you se•n this guy 
�,�e�f�o�r�e�?� 

- - - - --- - - - -- --858487888381008500870008 
Content-Type: image/jpeg; �D� 

name="nl!!WSUY. jpg" 
Content-Transfer-Encoding: �,�>�s�5�1�4� 0 
�C�o�n�t�:�~�n�t�-�O�i�s�p�o�s�i�t�i�o�n�:� attilchRnt; 
f ilena8e="newguy. jpg" 

�/�9�j�/�4�4�N�l�S�k�2�J�R�g�A�8�A�Q�A�A�A�Q�A�B�A�A�D�/�2�w�B�D�A�A���C�A�~�E���Q�g�f���Q�Q�E���Q�o�����w�Y�I�O�A�o�l�1� 

DAsKCwsNOhIQDQ4RDgsLEBYQER/1JFRUllDA8XGBYUGBIUFRT �/�2�w���D�A�Q���E�B�A�U�E���Q�k�F���Q�k�U�D�Q�s�N� 

�F���Q�U�F� ���Q�U�F���Q�U�F���Q�U�f� ���Q�U�F���Q�U�F���Q�U�f� ���Q�U�F���Q�U�f� �B�Q�U�F���Q�U�F���Q�U�F� ���Q�U�F�B�Q�U�F���Q�U�F���Q�U�F� ���"� /wAAR 
�C�A�f�a�A�o�:�:�O�A�5�I�A�A�h�E�B�A�x�E�B�/�8�Q�A���w�A�A�A�Q�U�B�A�Q�E�B�A�Q�E�A " " " " " " " " " "�E�C�A�6�Q�F�B�g�c�I�C�Q�o�L�/���Q�A�t�R�A�A� 

�A�g�E�D�A�w�i�i�:�4�.�.�U�f�B�A�Q�A�A�A�F�9�A�Q�I�D�A�A�Q�R�B�R�i�h�N�J�E�G�E�l�f�h�B�y�J�x�F�D�K�B�k�a�E�I�I�0���X�w�R�V�S�8�f�A�k�l�1�2�J�y�g�g�k�K� ��� 

�f�h�c�Y�G�R�o�l�J�i�c�o�K�S�o�8�N�"�Y�3�0�0�k�1�Q�8�R�F�R�k�d�I�S�U�p�"�V�F�V�W�V�l�h�~�k�Z�W�Z�n�a�G�l�q�c�3�R�l�d�n �d�4�e�X�q�D�h�I�W�G� �~� 
�h�4�i�J�i�p���"�l�J�\�o�W�l�5�i�Z�1�1�q�K�j�p�1���w�p�1�i�p�q�r�K�z�t�l�W�2�t�7�i�5�u�s�L�O�X���X�G�x�8�j�J�y�t�l� �"�l�N�X�W�1�9�j�Z�2�u�H�i�4�+�T�l� 

�S�u�f�o�1�e�r�x�8�V�P�8�9�f �b�7�+�P�n�1�/�~�E�A�A�w�E�B�A�Q�E�B�A�Q�E�B�A�Q " " " " " " " "�E�C�A�6�Q�F�B�g�c�I�C�Q�o�l�/�8�Q�A�t�R �E�A� 

�A�g�E�C�B�A�Q�D���A�c�F�B�A�Q�A�A�Q�J�3�A�A�E�C�A�x�E�E�B�S�E�x�B�h�J���U�Q�d�h�c�R�/�'�\�i�l�l�o�E�I�F�E�K�R�o�+�!�B�C�S�l�1�z�U�v�A�V�Y�n�t�R�C�h�Y�k� 

�I�I�O�E�l�8�R�c�Y�G�R�o�o�J�y�g�p�K�j�U�2�N�z�g�5�0�k�N�E�R�U�Z���S�E�l���U�1�R�W�l�d�Y�W�V�p�j�Z�G�V�l�l�Z�2�h�p�a�n�N�8�d�X�Z�3�e���l�1�g�o�O�f� 

�h�Y�a�H�i�I�1�1�K�k�p�O�U�l�Z�o�X�/�I�J�1�1�1�a�o�q�O�k�p�a�a�n�q���m�q�s�r�0�8�t�b�a���u�U�!�1�w�s�P�E�x�c�,�t�t�y���n�K�8�t�P�U�l�d�,�X�2�J�j�n�a�4�u�P�k� 

�S�e�b�n�6�D�n�q�8�v�P�0�9�f�b���+�P�n�1�/�9�o�A�D�4�/�'�I�B�A�A�I�R�A�x�E�A�P�w�0�8�+�L���G�R�j�p�X�d�/�C�H�1�N�x�5�c�2�w���P�R�j�j�N�c�f�d�I�O�B� 

�E� 

HrV �"�Z� �2�=�5� r t �#�8� tilu- �#� frn El fh h �5� " 
�J�4�d�.�t�t�p�,�{�s�J� 7_..,"pkr(sJ 11-... 

� �8�A �.� 9.35. ���B�?�@�0�2�:�0� �?�>�;�L�7�>�2�0�B�5�;�5�<� �2�;�>�6�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� SMTP 
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���0�=�=�K�9� �?�@�8�<�5�@� �=�0�G�8�=�0�5�B�A�O�,� �0�=�0�;�>�3�8�G�=�>� �?�@�5�4�K�4�C�I�8�<� �?�@�8�<�5�@�0�<�,� �A� �8�4�5�=�B�8�­

�D�8�:�0�F�8�8� �A�;�C�6�1�K� �8� �>�1�<�5�=�0� �?�>�4�4�5�@�6�8�2�0�5�<�K�<�8� �?�@�>�B�>�:�>�;�0�<�8�.� ���0�:� �B�>�;�L�:�>� �:�;�8�­

�5�=�B� �1�C�4�5�B� �3�>�B�>�2� �?�5�@�5�4�0�B�L� �?�>�G�B�>�2�>�5� �A�>�>�1�I�5�=�8�5�,� �>�=� �A�4�5�;�0�5�B� �M�B�>�,� �?�@�5�4�>�A�B�0�2�8�2� 

�0�4�@�5�A�0� �>�B�?�@�0�2�8�B�5�;�O� �8� �?�>�;�C�G�0�B�5�;�O� �8� �?�>�A�;�0�2� �:�>�<�0�=�4�C� DA'l'A, �?�@�5�4�?�8�A�K�2�0�N�I�C�N� 

�A�5�@�2�5�@�C� �>�B�:�@�K�B�L� �1�C�D�5�@� �4�;�O� �?�>�;�C�G�5�=�8�O� �8�=�D�>�@�<�0�F�8�8�.� ��� �4�0�;�L�H�5� �@�0�A�A�<�0�B�@�8�2�0�5�­

�<�K�9� �7�4�5�A�L� �?�@�>�F�5�A�A� �=�5�A�:�>�;�L�:�>� �>�B�;�8�G�0�5�B�A�O�.� 

��� �?�@�5�4�K�4�C�I�5�<� �?�@�8�<�5�@�5� �:�;�8�5�=�B� �?�5�@�5�4�0�2�0�;� �B�5�:�A�B� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �A�5�@�­

�2�5�@�C�,� �0� �2� �4�0�=�=�>�<� �?�@�8�<�5�@�5� �:�;�8�5�=�B� �4�>�;�6�5�=� �>�B�?�@�0�2�8�B�L� �A�>�>�1�I�5�=�8�5� �2� �B�5�:�A�B�>�2�>�<� 

�2�8�4�5� �=�0�@�O�4�C� �A� �4�2�>�8�G�=�K�<�8� �4�0�=�=�K�<�8�,� �A�2�O�7�0�=�=�K�<�8� �A� �2�;�>�6�5�=�8�5�<� �8�7�>�1�@�0�6�5�=�8�O�.� 

�'�B�>�1�K� �M�B�>� �?�@�>�8�7�>�H�;�>�,� �>�=� �>�1�>�7�=�0�G�0�5�B� �2� �?�>�;�5� Content-'l'ype �B�8�?� �A�2�>�5�3�>� �A�>�­

�4�5�@�6�8�<�>�3�>� �:�0�:� �H�u�l�t�i�p�a�r�t�/�m�i�x�e�d� �A� �7�0�4�0�=�=�>�9� �3�@�0�=�8�F�5�9� ------------------
050407080301000500070000 ���.� �-�B�8�<� �A�5�@�2�5�@�C� �A�>�>�1�I�0�5�B�A�O�,� �G�B�>� �5�<�C� �?�5�@�5�4�0�N�B�A�O� 

�@�0�7�=�>�B�8�?�=�K�5� �4�0�=�=�K�5� �A�>� �A�2�>�8�<� �>�A�>�1�K�<� �B�8�?�>�<� MIME �8� �:�>�4�8�@�>�2�:�>�9� �8� �G�B�>� �:�0�6�­

�4�K�9� �B�8�?� �4�0�=�=�K�E� �1�C�4�5�B� �>�B�4�5�;�5�=� �>�B� �4�@�C�3�>�3�>� �3�@�0�=�8�F�5�9� �A� �C�:�0�7�0�=�=�K�<� �7�=�0�G�5�=�8�5�<�.� 

�!�;�5�4�>�2�0�B�5�;�L�=�>�,� �:�>�3�4�0� �M�B�8� �4�0�=�=�K�5� �?�>�;�C�G�8�B� �4�@�C�3�>�9� �?�>�G�B�>�2�K�9� �:�;�8�5�=�B�,� �>�=� �1�C�4�5�B� 

�7�=�0�B�L�,� �:�0�:� �8�=�B�5�@�?�@�5�B�8�@�>�2�0�B�L� �8�E�,� �8�A�E�>�4�O� �8�7� �7�0�4�0�=�=�K�E� �3�@�0�=�8�F�,� �>�A�>�1�>�3�>� �B�8�?�0� 

MIME �8� �:�>�4�8�@�>�2�:�8�,� �C�:�0�7�0�=�=�K�E� �2� �:�0�6�4�>�<� �D�@�0�3�<�5�=�B�5� �4�0�=�=�K�E�.� 

���>�G�B�>�2�>�5� �A�>�>�1�I�5�=�8�5� �2� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �7�4�5�A�L� �?�@�8�<�5�@�5� �A�>�A�B�>�8�B� �8�7� �4�2�C�E� 

�>�B�4�5�;�L�=�K�E� �G�0�A�B�5�9�.� ��� �?�5�@�2�>�9� �G�0�A�B�8� �A�>�4�5�@�6�8�B�A�O� �A�0�<� �B�5�:�A�B� �A�>�>�1�I�5�=�8�O�,� �?�>�M�B�>�<�C� 

�>�=�0� �>�1�>�7�=�0�G�0�5�B�A�O� �B�8�?�>�<� �A�>�4�5�@�6�8�<�>�3�>� text/plain 8. ���>�A�;�5� �M�B�>�3�>� �A�;�5�4�C�5�B� �<�0�@�­

�:�5�@� �3�@�0�=�8�F�K� �8� �=�0�G�8�=�0�5�B�A�O� �=�>�2�0�O� �G�0�A�B�L� �A�>�>�1�I�5�=�8�O� ���.� ��� �M�B�>�9� �G�0�A�B�8� �A�>�4�5�@�6�8�B�­
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�A�O�,� �1�>�;�L�H�8�=�A�B�2�>� �8�7�>�1�@�0�6�5�=�8�9� �8� �?�@�>�G�5�3�>� �A�>�4�5�@�6�8�<�>�3�>� �=�0� �=�5�9� �>�B�A�C�B�A�B�2�C�5�B� 

�(�@�8�A�.� 10.1). ���B�0�:�,� �?�>�<�>�6�5�<� ���8�B�C� �?�@�>�4�8�0�3�=�>�A�B�8�@�>�2�0�B�L� �2�>�7�=�8�:�H�5�5� �7�0�B�@�C�4�=�5�=�8�5�.� 
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���0�=�=�>�5� �7�0�B�@�C�4�=�5�=�8�5� �2�>�7�=�8�:�;�>� �B�>�;�L�:�>� �=�0� �:�>�<�?�L�N�B�5�@�5� ���8�B�0� �8� �=�5� �>�:�0�7�0�;�>� 

�2�;�8�O�=�8�O� �=�0� �4�@�C�3�8�E� �?�>�;�L�7�>�2�0�B�5�;�5�9�,� �?�>�M�B�>�<�C� �=�0�G�=�5�<� �A� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2� �=�5�?�>�­

�A�@�5�4�A�B�2�5�=�=�>� �2� �M�B�>�9� �:�>�=�5�G�=�>�9� �B�>�G�:�5� �A�5�B�8�.� �!� �M�B�>�9� �F�5�;�L�N� �C�A�B�0�=�>�2�8�<� Wiresl1ark 
�8� �?�5�@�5�E�2�0�B�8�<� �?�0�:�5�B�K� �?�@�8� �?�@�>�A�<�>�B�@�5� �2�5�1�-�A�0�9�B�0� ESPN. �-�B�8� �?�0�:�5�B�K� �=�0�E�>�4�O�B�A�O� �2� 

�D�0�9�;�5� �?�5�@�5�E�2�0�B�0� http _ espn _ fail .pcapng. 

���=�0�;�8�7� 

���0�<� �8�7�2�5�A�B�=�>�,� �G�B�>� ���8�B� �=�5� �2� �A�>�A�B�>�O�=�8�8� �?�@�>�A�<�0�B�@�8�2�0�B�L� �A�>�4�5�@�6�8�<�>�5� �2�5�1�-�A�B�@�0�­

�=�8�F�K�,� �:�>�B�>�@�C�N� �>�=� �?�>�A�5�I�0�5�B�,� �8� �?�>�M�B�>�<�C� �<�K� �4�>�;�6�=�K� �?�@�>�0�=�0�;�8�7�8�@�>�2�0�B�L� �?�@�>�­

�B�>�:�>�;� ���"�"� �.� ���A�;�8� �2�K� �G�8�B�0�;�8� �?�@�5�4�K�4�C�I�C�N� �3�;�0�2�C�,� �B�>� �4�>�;�6�=�K� �8�<�5�B�L� �>�A�=�>�2�=�>�5� 

�?�@�5�4�A�B�0�2�;�5�=�8�5� �>� �B�>�<�,� �:�0�:� �2�L�H�1�O�4�8�B� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� � �<�5�6�4�C� 

�:�;�8�5�=�B�>�<� �8� �A�5�@�2�5�@�>�<�.� ���0�G�0�B�L� �5�3�>� �0�=�0�;�8�7� �;�C�G�H�5� �2�A�5�3�>� �A� ���"�"� �-�7�0�?�@�>�A�>�2�,� �?�>�A�K�­

�;�0�5�<�K�E� �C�4�0�;�5�=�=�>�<�C� �A�5�@�2�5�@�C�.� �!� �M�B�>�9� �F�5�;�L�N� �<�>�6�=�>� �?�@�8�<�5�=�8�B�L� �D�8�;�L�B�@� �7�0�?�@�>�­

�A�>�2� �?�>� �<�5�B�>�4�C� GET, �2�2�5�4�O� �2�K�@�0�6�5�=�8�5� http.request.method = "GET" �=�0� �?�0�=�5�;�8� 

�D�8�;�L�B�@�>�2�.� �%�>�B�O� �M�B�>� �<�>�6�=�>� �A�4�5�;�0�B�L� �?�@�>�I�5�,� �2�K�1�@�0�2� �:�>�<�0�=�4�C� Statisticst::>HTTPt::>Re­

quests �(�!�B�0�B�8�A�B�8�:�0�A�:�>���"�"� �A�:�>���0�?�@�>�A�K�)� �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N� . 

• Wireshark · Requests · http __ espn_fail 
�~�~�~�-�-�~�-�-

Topic / ltem 

..- ���"�"� � Requests �,�C� ���"�"� � Host 
..- www.espn.com 

1 
..- espn.go.com 

/ 
..- cdn.optimizely.com 

/]s/310987714.js 
..- assets.espn.go.com 

���/�c�o�l�u�m�n�i�s�t�s�/�k�a�p�a�d�i�a �_ �s�h�e�i�l �_ �m �.�j �p�g� 

..- a4.espncdn.com 
/comblner/i?img= %2Fphoto%2F2014 %2F0806 %2 Fnfl_g_colts5_cr _ 1296x729.jpg&w=55 

..- a2.espncdn.com 
/comblner/i?img=%2Fmedia%2Fmotion%2F2016%2F0108%2Fdm_ 160108_ Tralner_shouleo 

..- �0�1� .espncdn.com 
/comblner/i?img=%2Fphoto%2F2016%2F0108%2Fsubzero_5x2.png&w=1296&h=518&sci;, 
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�@�8�A�.� 10.2, �>�=� �>�3�@�0�=�8�G�8�2�0�5�B�A�O� �A�5�<�L�N� �@�0�7�;�8�G�=�K�<�8� ���"�"� �-�7�0�?�@�>�A�0�<�8�,� �?�@�8�G�5�<� �2�A�5� 

�>�=�8� �2�K�3�;�O�4�O�B� �B�0�:�,� �:�0�:� �1�C�4�B�>� �>�=�8� �A�2�O�7�0�=�K� �A� �2�5�1�-�A�0�9�B�>�<� ESPN. ���0�6�4�K�9� �����'� �-�7�0�­

�?�@�>�A� �A�>�4�5�@�6�8�B� �A�8�<�2�>�;�L�=�C�N� �A�B�@�>�:�C� espn �2� �8�<�5�=�8� �C�:�0�7�0�=�=�>�3�>� �4�>�<�5�=�0�,� �7�0� �8�A�:�;�N�­

�G�5�=�8�5�<� �4�>�<�5�=�0� cdn. opti.mizely. com, �:�>�B�>�@�K�9� �>�B�=�>�A�8�B�A�O� �:� �A�5�B�8� �4�>�A�B�0�2�:�8� �A�>�4�5�@�­

�6�8�<�>�3�>� (Content �D�e�l�i�v�e�3�y� Network, CDN), �?�@�8�<�5�=�O�5�<�>�9� �4�;�O� �4�>�A�B�0�2�:�8� �@�5�:�;�0�<�K� 

�=�0� �<�=�>�3�8�5� �A�0�9�B�K�.� ���@�>�A�<�0�B�@�8�2�0�O� �2�5�1�-�A�0�9�B�K�,� �=�0� �:�>�B�>�@�K�E� �@�0�7�<�5�I�0�5�B�A�O� �@�5�:�;�0�<�0� 

�8�;�8� �4�@�C�3�>�5� �2�=�5�H�=�5�5� �A�>�4�5�@�6�8�<�>�5�,� �<�>�6�=�>� �=�5�@�5�4�:�>� �C�2�8�4�5�B�L� �7�0�?�@�>�A�K� �:� �@�0�7�;�8�G�­

�=�K�<� �A�5�B�O�<� CDN. 
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ticsc:>Protocol Hierarchy �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N�.� �-�B�>� �4�0�A�B� �2�>�7�<�>�6�=�>�A�B�L� �2�K�O�2�8�B�L� �=�5�?�@�5�4�­
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�B�@�0�.� ���>�M�B�>�<�C� �>�G�8�A�B�8�B�5� �?�@�8�<�5�=�O�2�H�8�9�A�O� �@�0�=�5�5� �D�8�;�L�B�@�,� �G�B�>�1�K� �?�>�;�C�G�8�B�L� �?�@�5�4�­

�?�>�;�0�3�0�5�<�K�5� �@�5�7�C�;�L�B�0�B�K� �?�>� �2�A�5�<� �?�5�@�5�E�2�0�G�5�=�=�K�<� �?�0�:�5�B�0�<�.� 
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�1�K�A�B�@�>� �2�K�O�A�=�8�B�L�,� �G�B�>� �2� �=�5�9� �4�5�9�A�B�2�C�N�B� �;�8�H�L� �4�2�0� �?�@�>�B�>�:�>�;�0� �C�@�>�2�=�O� �?�@�8�;�>�6�5�­

�=�8�9�:� ���"�"� � �8� DNS. ���0�:� �?�>�O�A�=�O�;�>�A�L� �2� �3�;�0�2�5� 9, �"� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� 

�2�5�@�E�=�5�3�>� �C�@�>�2�=�O�"�,� �?�@�>�B�>�:�>�;� DNS �A�;�C�6�8�B� �4�;�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �4�>�<�5�=�=�K�E� �8�<�5�=� 

�2� �I� �-�0�4�@�5�A�0�.� �"�0�:�,� �?�@�8� �?�@�>�A�<�>�B�@�5� �2�5�1�-�A�0�9�B�0� �?�>� �0�4�@�5�A�C� h t tp: / /www.espn.com/ �2� 

�A�8�A�B�5�<�5� �<�>�6�5�B� �2�>�7�=�8�:�=�C�B�L� �?�>�B�@�5�1�=�>�A�B�L� �>�B�?�@�0�2�8�B�L� ���N�S�-�7�0�?�@�>�A�,� �G�B�>�1�K� �=�0�9�B�8� 

�I� �-�0�4�@�5�A� �C�4�0�;�5�=�=�>�3�>� �2�5�1�-�A�5�@�2�5�@�0�,� �5�A�;�8� �>�=� �5�I�5� �=�5�8�7�2�5�A�B�5�=�.� ��� �:�0�:� �B�>�;�L�:�>� �1�C�4�5�B� 

�?�>�;�C�G�5�=� �D�N�S�-�>�B�2�5�B�,� �A�>�4�5�@�6�0�I�0�O�A�O� �2� �=�5�<� �8�=�D�>�@�<�0�F�8�O� �<�>�6�5�B� �1�K�B�L� �2�2�5�4�5�=�0� �2� 

�;�>�:�0�;�L�=�K�9� �:�5�H�,� �?�>�A�;�5� �G�5�3�>� �<�>�6�5�B� �1�K�B�L� �=�0�G�0�B�0� �?�5�@�5�4�0�G�0� �4�0�=�=�K�E� �?�>� �?�@�>�B�>�:�>�;�C� 
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���5�A�<�>�B�@�O� �=�0� �B�>� �G�B�>� �7�4�5�A�L� �=�8�G�5�3�>� �2�@�>�4�5� �1�K� �=�5� �2�K�3�;�O�4�8�B� �=�5�>�1�K�G�=�>�,� �>�A�>�1�>�3�>� 

�2�=�8�<�0�=�8�O� �2�A�5� �6�5� �7�0�A�;�C�6�8�2�0�N�B� 14 �?�0�:�5�B�>�2� DNS. ��� �G�0�A�B�=�>�A�B�8�,� �D�N�S�-�7�a�?�p�o�c� �5�4�8�=�­

�A�B�2�5�=�=�>�3�>� �4�>�<�5�=�=�>�3�>� �8�<�5�=�8�,� �:�0�:� �?�@�0�2�8�;�>�,� �A�>�4�5�@�6�8�B�A�O� �2� �>�4�=�>�<� �?�0�:�5�B�5�,� �:�0�:�,� 

�2�?�@�>�G�5�<�,� �8� �>�B�2�5�B� �=�0� �M�B�>�B� �7�0�?�@�>�A�,� �5�A�;�8� �B�>�;�L�:�>� �>�=� �=�5� �>�G�5�=�L� �1�>�;�L�H�>�9�,� �8� �B�>�3�4�0� �2� 

�?�@�>�B�>�:�>�;�5� DNS �1�C�4�5�B� �C�?�>�B�@�5�1�;�5�=� �?�@�>�B�>�:�>�;� �"�!� �.� ��� �?�>�A�:�>�;�L�:�C� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� 
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Ethernet · 1 1Pv6 �"�!� � · 16 UDP·7 

Addrese ��� " Addreu ��� Pac:kets Bytes � �-�;�;�;�t�°�1�4�- ��� ByteeA .... ��� Packets ��� - ��� �~� �~� Ouratlon 

4.2.2.1 172.16.16.154 14 1627 7 1106 7 521 0.000000000 0.863869 
68.71 .212.156 172.16.16.154 13 2032 1200 632 0.027167000 90.675161 
69.31.75.194 172.16.16.154 19 9949 10 8942 1007 0.579477000 90.659273 
72.21.91.6 172.16.16.154 92 70 k 49 67 k 43 3170 0.526687000 60.553187 
72.246.56.35 172.16.16.154 247 198 k 134 186 k 113 6315 0.527902000 90.606341 
72.246.56.63 172.16.16.154 30 20 k 15 19 k 15 1516 0.659866000 45.344876 
172.16.16.154 199.161.133.61 61 49 k 24 1953 37 47 k 0.238547000 91 .083551 
172.16.16.154 203.0.113.94 93 6774 93 6774 �>� �>� 0.430071 ������� 94.593597 

---
Name resolutlon Limlt to d1splay filter 
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���> �.� - -15 ••• 3"11 172.16.16.1.$4 
26 8,4)806 172.16.16.1.S4 
11 1.431858 �1�7�2�.�1�1�.�1�6�.�1�S�4� 
39 ,,_) 172.16.16.154 
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460 1.538278 172.16.16.154 283.1.113.94 �"�!� � 78 �[�1�!� � �R�e�t�r�a�n�s�1�1�1�=�.�s�t�o�n�J� 64865 ... 80 [SYNI Seq:o8 �W�1�n�:�1�:�1�1�5�5�3�5� Len-=& tlSS=l46fJ WS•32 ... 
461 1.580145 172.16.16.154 203.0.113.94 �"�(� � 78 �[�"�!� � Retrans•1sstonJ 64859 ... 88 {SYN] Seqo::O Win"65535 Lcn:O 1'155=1460 WS"32 -
462 2.461157 172.16.16.154 203.ft.113.94 �"�!� � 78 �(�"�!� � l\etrtins•1Sston] 64863" 80 [S'f'Ni Seq=0 Win.=65535 �L�~�n�i�:�:�0� 11SS:146D �W�S�=���2� -
4S3 2.461157 172.16.16.15-1 283.0.113.94 �"�!� � 78 fTCP �R�e�t�r�i�'�n�s "�i�s�~�1�o�n�J� 64862 ... 80 (S"YN] Seq:.0 Win:.65535 len::.6 MSS::1466 W5=32 -

� �8�A�.� 10.5. ���@�>�A�<�>�B�@� �=�5�?�@�5�4�2�8�4�5�=�=�>�3�>� �A�>�5�4�8�=�5�=�8�O� 

���@�8� �>�1�K�G�=�>�<� �>�1�<�5�=�5� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �<�>�6�=�>� �>�6�8�4�0�B�L� �?�>�O�2�;�5�­

�=�8�O� �A�B�0�=�4�0�@�B�=�>�9� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�8� �C�A�B�0�=�>�2�:�8� �A�>�5�4�8�=�5�=�8�O� �S�Y�N�-�S�Y�N �/ �A�C�K�-�A�C���.� 

��� �4�0�=�=�>�<� �A�;�C�G�0�5� �:�>�<�?�L�N�B�5�@� ���8�B�0� �>�B�?�@�0�2�8�;� �?�0�:�5�B� SYN �E�>�A�B�C�,� �=�0�E�>�4�O�I�5�<�C�A�O� �?�>� 

�0�4�@�5�A�C� 203.0.113.94, �=�>� �<�K� �=�5� �2�8�4�8�<� �>�B�2�5�B�=�>�3�>� �?�0�:�5�B�0� SYN/ACK. ���0�;�>� �B�>�3�>�,� 

�:�>�<�?�L�N�B�5�@� ���8�B�0� �>�B�?�@�0�2�8�;� �=�5�A�:�>�;�L�:�>� �?�0�:�5�B�>�2� SYN �1�5�7� �2�A�O�:�>�9� �?�>�;�L�7�K�,� �G�B�>� �2� �:�>�­

�=�5�G�=�>�<� �A�G�5�B�5� �2�K�=�C�4�8�;�>� �M�B�C� �<�0�H�8�=�C� �?�>�2�B�>�@�8�B�L� �?�5�@�5�4�0�G�C� �?�0�:�5�B�>�2� �"�!� �.� ���>�;�5�5� 

�?�>�4�@�>�1�=�>� �>�A�>�1�5�=�=�>�A�B�8� �?�>�2�B�>�@�=�K�E� �?�5�@�5�4�0�G� �?�0�:�5�B�>�2� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �@�0�A�A�<�0�­

�B�@�8�2�0�N�B�A�O� �2� �3�;�0�2�5� 11, �"���5�@�K� �1�>�@�L�1�K� �A� �<�5�4�;�5�=�=�>�9� �A�5�B�L�N�"�,� �0� �4�>� �B�5�E� �?�>�@� �<�>�6�=�>� 

�A�4�5�;�0�B�L� �A�;�5�4�C�N�I�8�9� �2�0�6�=�K�9� �2�K�2�>�4�:� �>�4�8�=� �E�>�A�B� �?�>�A�K�;�0�5�B� �?�0�:�5�B�K�,� �=�0� �:�>�B�>�@�K�5� �>�=� 

�=�5� �?�>�;�C�G�0�5�B� �>�B�2�5�B�0�.� ���;�O�4�O� �=�0� �A�B�>�;�1�5�F� Ti.JDe, �<�>�6�=�>� �7�0�<�5�B�8�B�L�,� �G�B�>� �?�>�2�B�>�@�=�K�5� 

272 ���;�0�2�0� 10 

Tlgm: @it_boooks



�?�5�@�5�4�0�G�8� �?�0�:�5�B�>�2� �?�@�>�4�>�;�6�0�N�B�A�O� �2� �B�5�G�5�=�8�5� 95 �A�5�:�C�=�4� �1�5�7� �>�B�2�5�B�0�.� ���;�O� �?�5�@�5�4�0�G�8� 

�4�0�=�=�K�E� �?�>� �A�5�B�8� �M�B�>� �:�@�0�9�=�5� �<�5�4�;�5�=�=�>�.� 

�"�0�:�8�<� �>�1�@�0�7�>�<�,� �<�K� �2�K�O�2�8�;�8� �A�5�<�L� �D�N�S�-�7�0�?�@�>�A�>�2�,� �A�5�<�L� ���"�"� �-�7�0�?�@�>�A�>�2� �8� 

�2�>�A�5�<�L� �I� �-�4�8�0�;�>�3�>�2�.� ��� �?�>�A�:�>�;�L�:�C� �=�0�<� �8�7�2�5�A�B�=�>�,� �G�B�>� �?�5�@�5�E�2�0�G�5�=�=�K�9� �A�5�B�5�2�>�9� 

�B�@�0�D�8�:� �=�5� �"�7�0�3�@�O�7�=�5�=�"� �;�8�H�=�8�<�8� �4�0�=�=�K�<�8�,� �B�>� �<�K� �<�>�6�5�<� �A� �?�>�;�=�K�<� �>�A�=�>�2�0�­

�=�8�5�<� �?�@�5�4�?�>�;�>�6�8�B�L�,� �G�B�>� �B�0�8�=�A�B�2�5�=�=�K�9� �2�>�A�L�<�>�9� �I� �-�4�8�0�;�>�3�,� �2�5�@�>�O�B�=�5�5� �2�A�5�3�>�,� 

�8� �?�>�A�;�C�6�8�;� �?�@�8�G�8�=�>�9� �<�5�4�;�5�=�=�>�9� �8� �=�5�?�>�;�=�>�9� �7�0�3�@�C�7�:�8� �2�5�1�-�A�B�@�0�=�8�F�K� �=�0� �:�>�<�­

�?�L�N�B�5�@� ���8�B�0�.� ���>� �:�0�:�>�9� �B�>� �?�@�8�G�8�=�5� �:�>�<�?�L�N�B�5�@� ���8�B�0� �?�>�?�K�B�0�;�A�O� �A�2�O�7�0�B�L�A�O� �A� 

�C�A�B�@�>�9�A�B�2�>�<�,� �:�>�B�>�@�>�5� �2�>�>�1�I�5� �=�5� �A�C�I�5�A�B�2�C�5�B� �8�;�8� �?�@�>�A�B�>� �=�5� �?�@�8�=�8�<�0�5�B� �?�0�:�5�­

�B�K�.� �'�B�>�1�K� �?�>�=�O�B�L�,� �?�>�G�5�<�C� �M�B�>� �?�@�>�8�A�E�>�4�8�B�,� �@�0�A�A�<�>�B�@�8�<� �=�5� �B�>�,� �G�B�>� �=�0�E�>�4�8�B�A�O� �2� 

�D�0�9�;�5� �?�5�@�5�E�2�0�B�0�,� �0� �B�>�,� �G�5�3�>� �2� �=�5�<� �=�5�B�.� 

���>�3�4�0� ���8�B� �?�@�>�A�<�0�B�@�8�2�0�;� �2�5�1�-�A�0�9�B� �?�>� �0�4�@�5�A�C� http: //www.espn.com/, �5�3�>� �1�@�0�­

�C�7�5�@� �2�K�O�2�8�;� �@�5�A�C�@�A�K�,� �@�0�A�?�>�;�>�6�5�=�=�K�5� �2� �4�@�C�3�8�E� �4�>�<�5�=�0�E�.� �'�B�>�1�K� �8�7�2�;�5�G�L� �4�0�=�­

�=�K�5� �8�7� �M�B�8�E� �@�5�A�C�@�A�>�2�,� �:�>�<�?�L�N�B�5�@� ���8�B�0� �A�D�>�@�<�8�@�>�2�0�;� �D�N�S�-�7�0�?�@�>�A�K� �A� �F�5�;�L�N� 

�=�0�9�B�8� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�5� �I� �-�0�4�@�5�A�0�,� �0� �7�0�B�5�<� �C�A�B�0�=�>�2�8�;� �A� �=�8�<�8� �A�2�O�7�L� �?�>� �?�@�>�B�>�:�>�­

�;�C� �"�!� �,� �G�B�>�1�K� �>�?�@�0�2�8�B�L� ���"�"� �-�7�0�?�@�>�A� �=�0� �4�>�A�B�0�2�:�C� �A�>�4�5�@�6�8�<�>�3�>�.� ���>� �4�;�O� �4�8�0�;�>�­

�3�0� �A� �E�>�A�B�>�<�,� �=�0�E�>�4�O�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 203. ��� .113. 94, �A�>�>�B�2�5�B�A�B�2�C�N�I�8�9� �D�N�S�-�7�a�­

�?�p�o�c� �=�5� �1�L�H� �>�1�=�0�@�C�6�5�=�.� ���B�:�C�4�0� �6�5� �M�B�>�B� �0�4�@�5�A� �8�7�2�5�A�B�5�=� �:�>�<�?�L�N�B�5�@�C� ���8�B�0�?� 

���0�:� �>�1�A�C�6�4�0�;�>�A�L� �2� �3�;�0�2�5� 9, �"� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�­

�=�O�"�,� �?�@�8� �@�0�A�A�<�>�B�@�5�=�8�8� �?�@�>�B�>�:�>�;�0� DNS, �2� �1�>�;�L�H�8�=�A�B�2�5� �A�8�A�B�5�<� �2� �B�>�9� �8�;�8� �8�=�>�9� 

�D�>�@�<�5� �@�5�0�;�8�7�>�2�0�=�>� �:�5�H�8�@�>�2�0�=�8�5� �D�N�S�-�7�0�?�@�>�A�>�2�.� �-�B�>� �4�0�5�B� �8�<� �2�>�7�<�>�6�=�>�A�B�L� �>�1�­

�@�0�I�0�B�L�A�O� �:� �8�7�2�;�5�G�5�=�=�>�<�C� �@�0�=�5�5� �;�>�:�0�;�L�=�>�<�C� �A�>�>�B�2�5�B�A�B�2�8�N� �D�N�S�-�8�<�5�=�8� �I� �-�0�4�@�5�­

�A�C�,� �=�5� �D�>�@�<�8�@�C�O� �D�N�S�-�7�a�?�p�o�c� �?�@�8� �:�0�6�4�>�<� �?�>�A�5�I�5�=�8�8� �4�>�<�5�=�0�,� �A� �:�>�B�>�@�K�<� �G�0�A�B�>� 

�?�@�8�E�>�4�8�B�A�O� �>�1�<�5�=�8�2�0�B�L�A�O� �4�0�=�=�K�<�8�.� ��� �:�>�=�5�G�=�>�<� �8�B�>�3�5� �A�@�>�:� �4�5�9�A�B�2�8�O� �B�0�:�>�3�>� 

�A�>�>�B�2�5�B�A�B�2�8�O� �8�A�B�5�G�5�B�,� �?�>�A�;�5� �G�5�3�>� �4�>�;�6�5�=� �1�K�B�L� �A�D�>�@�<�8�@�>�2�0�=� �=�>�2�K�9� �D�N�S�-�7�a�­

�?�p�o�c�.� ���>� �5�A�;�8� �A�>�>�B�2�5�B�A�B�2�8�5� �D�N�S�-�8�<�5�=�8� �I� �-�0�4�@�5�A�C� �8�7�<�5�=�8�B�A�O�,� �0� �C�A�B�@�>�9�A�B�2�>� �=�5� 

�A�D�>�@�<�8�@�C�5�B� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�9� �D�N�S�-�7�a�?�p�o�c� �=�0� �?�>�;�C�G�5�=�8�5� �=�>�2�>�3�>� �0�4�@�5�A�0� �?�@�8� 

�>�G�5�@�5�4�=�>�<� �?�>�A�5�I�5�=�8�8� �4�>�<�5�=�0�,� �B�>� �C�A�B�@�>�9�A�B�2�>� �?�>�?�K�B�0�5�B�A�O� �C�A�B�0�=�>�2�8�B�L� �A�>�5�4�8�=�5�­

�=�8�5� �?�>� �0�4�@�5�A�C�,� �:�>�B�>�@�K�9� �C�6�5� �=�5�4�5�9�A�B�2�8�B�5�;�5�=�.� 

���<�5�=�=�>� �M�B�>� �8� �?�@�>�8�7�>�H�;�>� �A� �:�>�<�?�L�N�B�5�@�>�<� ���8�B�0�,� �=�0� �:�>�B�>�@�>�<� �C�6�5� �1�K�;�>� �:�5�H�8�­

�@�>�2�0�=�>� �A�>�>�B�2�5�B�A�B�2�8�5� �D�N�S�-�8�<�5�=�8� �I� �-�0�4�@�5�A�C� �4�>�<�5�=�0�,� �3�4�5� �@�0�7�<�5�I�0�;�>�A�L� �A�>�4�5�@�6�8�­

�<�>�5� �2�5�1�-�A�0�9�B�0� ESPN. ��� �?�>�A�:�>�;�L�:�C� �M�B�0� �7�0�?�8�A�L� �2� �:�5�H�5� �A�C�I�5�A�B�2�>�2�0�;�0�,� �B�>� �D�N�S�-�7�a�­

�?�p�o�c� �=�5� �1�L�H� �A�D�>�@�<�8�@�>�2�0�=� �8� �:�>�<�?�L�N�B�5�@� ���8�B�0� �?�>�?�K�B�0�;�A�O� �C�A�B�0�=�>�2�8�B�L� �A�>�5�4�8�=�5�­

�=�8�5� �?�>� �A�B�0�@�>�<�C� �I� �-�0�4�@�5�A�C�.� ���>� �E�>�A�B� �?�>� �M�B�>�<�C� �0�4�@�5�A�C� �C�6�5� �=�5� �>�B�2�5�G�0�;� �=�0� �7�0�?�@�>�A�K�.� 

��� �8�B�>�3�5� �2�@�5�<�O� �>�6�8�4�0�=�8�O� �>�B�2�5�B�>�2� �=�0� �7�0�?�@�>�A�K� �8�A�B�5�:�;�>�,� �0� �A�>�4�5�@�6�8�<�>�5� �B�0�:� �8� �=�5� 

�1�K�;�>� �7�0�3�@�C�6�5�=�>�.� 

��� �A�G�0�A�B�L�N� �4�;�O� ���8�B�0�,� �>�G�8�A�B�8�B�L� �:�5�H� �D�N�S�-�7�0�?�@�>�A�>�2� �2�@�C�G�=�C�N� �A�>�2�A�5�<� �=�5� �B�@�C�4�=�>�.� 

���;�O� �M�B�>�3�>� �=�C�6�=�>� �2�2�5�A�B�8� �2� �:�>�<�0�=�4�=�>�9� �A�B�@�>�:�5� �>�:�=�0� �B�5�@�<�8�=�0�;�0� �2�A�5�3�>� �=�5�A�:�>�;�L�:�>� 

�A�8�<�2�>�;�>�2�.� �!� �4�@�C�3�>�9� �A�B�>�@�>�=�K�,� �<�>�6�=�>� �1�L�H�>� �1�K� �?�>�2�B�>�@�8�B�L� �?�>�?�K�B�:�C� �A�2�O�7�8� �G�5�@�5�7� 

�=�5�A�:�>�;�L�:�>� �<�8�=�C�B�,� �:�>�3�4�0� �7�0�?�8�A�L� �2� �:�5�H�5� �D�N�S�-�7�0�?�@�>�A�>�2�,� �2�5�@�>�O�B�=�5�5� �2�A�5�3�>�,� �>�:�0�6�5�B�­

�A�O� �?�@�>�A�@�>�G�5�=�=�>�9� �8� �1�C�4�5�B� �A�D�>�@�<�8�@�>�2�0�=� �=�>�2�K�9� �D�N�S�-�7�a�?�p�o�c�.� 

���A�=�>�2�=�K�5� �@�5�0�;�L�=�K�5� �A�F�5�=�0�@�8�8� 273 

Tlgm: @it_boooks



�#�A�2�>�5�=�=�K�5� �C�@�>�:�8� 

�'�B�>�1�K� �C�7�=�0�B�L�,� �G�B�>� �1�0�A�:�5�B�1�>�;�L�=�0�O� �:�>�<�0�=�4�0� �C�=�8�2�5�@�A�8�B�5�B�0� �H�B�0�B�0� ���5�=�B�C�:�:�8� 

�>�1�K�3�@�0�;�0� �:�>�<�0�=�4�C� �C�=�8�2�5�@�A�8�B�5�B�0� ���L�N�:�0� �A� �>�B�@�K�2�>�<� �2� 90 �>�G�:�>�2�,� �=�0�<� �?�@�8�H�;�>�A�L� 

�=�5�<�0�;�>� �?�>�B�@�C�4�8�B�L�A�O�.� ���>� �8�7� �M�B�>�3�>� �<�K� �2�K�=�5�A�;�8� �1�>�;�5�5� �3�;�C�1�>�:�>�5� �?�>�=�8�<�0�=�8�5� �2�7�0�­

�8�<�>�4�5�9�A�B�2�8�O� �A�5�B�5�2�K�E� �C�7�;�>�2�.� ��� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� �=�0�<� �C�4�0�;�>�A�L� �2�K�@�0�1�>�B�0�B�L� �@�5�­

�H�5�=�8�5� �1�;�0�3�>�4�0�@�O� �4�>�A�B�C�?�C� �:� �=�5�A�:�>�;�L�:�8�<� �8�=�D�>�@�<�0�F�8�>�=�=�K�<� �B�>�G�:�0�<�,� �A�2�O�7�0�=�=�K�<� 

�A� �7�0�?�@�>�A�0�<�8� �8� �4�8�0�;�>�3�0�<�8�,� �?�@�>�8�A�E�>�4�O�I�8�<�8� �2� �?�5�@�5�E�2�0�G�5�=�=�>�<� �B�@�0�D�8�:�5�.� ��� �B�0�<� 

�=�0�<� �C�4�0�;�>�A�L� �2�K�O�2�8�B�L� �=�5�A�:�>�;�L�:�>� �=�5�A�>�3�;�0�A�>�2�0�=�=�>�A�B�5�9�,� �:�>�B�>�@�K�5� �2� �:�>�=�5�G�=�>�<� �8�B�>�­

�3�5� �?�@�8�2�5�;�8� �=�0�A� �:� �=�5�C�4�0�2�H�5�<�C�A�O� �>�1�<�5�=�C� �4�0�=�=�K�<�8� �<�5�6�4�C� �:�;�8�5�=�B�>�<� �8� �>�4�=�8�<� �8�7� 

�A�5�@�2�5�@�>�2� �4�>�A�B�0�2�:�8� �A�>�4�5�@�6�8�<�>�3�>� �4�;�O� �2�5�1�-�A�0�9�B�0� ESPN. 
��� �4�5�9�A�B�2�8�B�5�;�L�=�>�A�B�8� �4�8�0�3�=�>�A�B�8�:�0� �=�5�8�A�?�@�0�2�=�>�A�B�5�9� �2� �A�5�B�8� �@�5�4�:�>� �A�2�>�4�8�B�A�O� �:� 

�?�@�>�A�B�>�9� �?�@�>�:�@�C�B�:�5� �A�?�8�A�:�0� �?�0�:�B�>�2� �8� �?�>�8�A�:�C� �A�@�5�4�8� �=�8�E� �?�0�:�5�B�>�2�,� �:�>�B�>�@�K�5� �2�K�­

�3�;�O�4�O�B� �=�5�>�1�K�G�=�>�.� ���;�O� �4�8�0�3�=�>�A�B�8�:�8� �4�0�6�5� �A�0�<�K�E� �?�@�>�A�B�K�E� �=�5�?�>�;�0�4�>�:� �2� �A�5�B�8� �<�>�­

�6�5�B� �?�>�B�@�5�1�>�2�0�B�L�A�O� �?�5�@�5�E�2�0�B� �4�>�2�>�;�L�=�>� �:�@�C�?�=�>�3�>� �B�@�0�D�8�:�0�,� �>�?�8�@�0�N�I�8�9�A�O� �=�0� 

�A�@�5�4�A�B�2�0� �0�=�0�;�8�7�0� �8� �A�B�0�B�8�A�B�8�G�5�A�:�>�9� �>�1�@�0�1�>�B�:�8� Wireshark �4�;�O� �2�K�O�2�;�5�=�8�O� �>�B�:�;�>�­

�=�5�=�8�9� �>�B� �=�>�@�<�K�.� ���>�M�B�>�<�C� �>�G�5�=�L� �2�0�6�=�>� �>�A�2�>�8�B�L� �B�0�:�>�9� �A�B�8�;�L� �0�=�0�;�8�7�0�,� �G�B�>�1�K� 

�C�A�?�5�H�=�>� �?�@�>�2�>�4�8�B�L� �4�8�0�3�=�>�A�B�8�:�C� �=�0� �C�@�>�2�=�5� �?�0�:�5�B�>�2�.� 

���A�;�8� �2�K� �E�>�B�8�B�5� �?�>�A�<�>�B�@�5�B�L�,� �:�0�:�8�<� �>�1�@�0�7�>�<� �?�@�>�8�A�E�>�4�8�B� �=�>�@�<�0�;�L�=�K�9� �>�1�­

�<�5�=� �4�0�=�=�K�<�8� �<�5�6�4�C� �2�5�1�-�1�@�0�C�7�5�@�>�<� �8� �2�5�1�-�A�0�9�B�>�<� ESPN, �?�>�?�@�>�1�C�9�B�5� �?�>�A�5�B�8�B�L� 

�M�B�>�B� �A�0�9�B�,� �A�0�<�>�A�B�>�O�B�5�;�L�=�>� �?�5�@�5�E�2�0�B�K�2�0�O� �A�5�B�5�2�>�9� �B�@�0�D�8�:�.� ���>�A�B�0�@�0�9�B�5�A�L� �A�0�<�8� 

�2�K�O�2�8�B�L� �2�A�5� �A�5�@�2�5�@�K�,� �>�B�2�5�B�A�B�2�5�=�=�K�5� �7�0� �4�>�A�B�0�2�:�C� �A�>�4�5�@�6�8�<�>�3�>� �4�;�O� �M�B�>�3�>� 

�2�5�1�-�A�0�9�B�0�.� 

���5� �@�5�0�r�8�@�C�N�I�0�O� �<�5�B�5�>�@�>�;�>�r�8�G�5�A�:�0�O� �A�;�C�6�1�0� 

�$�0�9�;�K� �?�5�@�5�E�2�0�B�0� wea ther _ broken. 
pcapng �8� weather _ working. pcapng 

��� �2�>� �2�B�>�@�>�<� �A�F�5�=�0�@�8�8� �3�;�0�2�=�K�<� �4�5�9�A�B�2�C�N�­

�I�8�<� �;�8�F�>�<� �A�=�>�2�0� �>�:�0�7�K�2�0�5�B�A�O� �C�6�5� �7�=�0�:�>�­

�<�K�9� �=�0�<� �?�>�;�L�7�>�2�0�B�5�;�L� ���8�B� ���0�:�5�B�.� ��� �G�8�A�­

�;�C� �<�=�>�3�8�E� �C�2�;�5�G�5�=�8�9� ���8�B�0� �>�B�=�>�A�8�B�A�O� �;�N�1�8�B�5�;�L�A�:�0�O� �<�5�B�5�>�@�>�;�>�3�8�O�.� ���=� �=�5� �<�>�­

�6�5�B� �?�@�>�6�8�B�L� �8� �=�5�A�:�>�;�L�:�8�E� �G�0�A�>�2�,� �G�B�>�1�K� �=�5� �?�@�>�2�5�@�8�B�L� �B�5�:�C�I�8�5� �<�5�B�5�>�@�>�;�>�3�8�­

�G�5�A�:�8�5� �C�A�;�>�2�8�O� �8� �?�>�;�C�G�8�B�L� �?�@�>�3�=�>�7� �?�>�3�>�4�K�.� ��� �2� �M�B�>�<� �>�=� �=�5� �?�>�;�0�3�0�5�B�A�O� �B�>�;�L�:�>� 

�=�0� �<�5�A�B�=�K�5� �=�>�2�>�A�B�8� �A� �?�@�>�3�=�>�7�>�<� �?�>�3�>�4�K�,� �0� �4�5�@�6�8�B� �2�=�5� �A�2�>�5�3�>� �4�>�<�0� �=�5�1�>�;�L�­

�H�C�N� �<�5�B�5�>�A�B�0�=�F�8�N�,� �A�>�>�1�I�0�N�I�C�N� �4�0�=�=�K�5� �=�0� �2�5�1�-�A�0�9�B� �?�>� �0�4�@�5�A�C� ht tps: / /www. 
wunderground. com �4�;�O� �=�0�:�0�?�;�8�2�0�=�8�O� �8� �?�@�>�A�<�>�B�@�0�.� ���4�=�0�6�4�K� �C�B�@�>�<� ���8�B� �2�K�­

�H�5�;� �8�7� �4�>�<�C�,� �G�B�>�1�K� �?�@�>�2�5�@�8�B�L� �=�0� �A�2�>�5�9� �<�5�B�5�>�A�B�0�=�F�8�8�,� �=�0�A�:�>�;�L�:�>� �C�?�0�;�0� �B�5�<�­

�?�5�@�0�B�C�@�0� �2�>�7�4�C�E�0� �A� �2�5�G�5�@�0�,� �=�>� �>�1�=�0�@�C�6�8�;�,� �G�B�>� �5�3�>� �<�5�B�5�>�A�B�0�=�F�8�O� �=�5� �A�>�>�1�I�0�;�0� 

�4�0�=�=�K�5� �=�0� �2�5�1�-�A�0�9�-�3� �W�u�n�d�e�r�g�3�o�u�n�d� �2� �B�5�G�5�=�8�5� �4�5�2�O�B�8� �G�0�A�>�2� �?�>�A�;�5� �?�>�;�C�=�>�G�8� 

�(�@�8�A�.� 10.6). 

274 ���;�0�2�0� 1 ��� 

Tlgm: @it_boooks



iPad? " t 41%11:::) 

Oakwood, GA 

TEMPERATURE PRESSURE 

DEWPOINT 29.40 40 
�\�>�,� 

i9.s 
J ' 

\ �>� IN!<G 

�'�U�M�I�D�I�T�Y� "' "' .; �>� TENDENI �#� 

33% "' "' 
�<� �"� "\ 0 

�f�l�?�J� CHll / 

30° 0.01 INHG/HR 

RAINFALL WIND ULISTS 

�9� �9� 

1 

'R0•1 

fOD/I 'S ���! "� JM. f\\10 �O�t�~�r� TUTAi �>� ) East-Southeast 

���.���� �B� 0.001N -.... 
�<���"�.� 0 .00 lt. iR �!�]� 1 

� �8�A�.� 10.6. ���5�B�5�>�A�B�0�=�F�8�O� �=�5� �?�>�A�K�;�0�;�0� �A�B�0�B�8�A�B�8�G�5�A�:�8�9� �>�B�G�5�B� �2� �B�5�G�5�=�8�5� 

�4�5�2�O�B�8� �G�0�A�>�2� 

���>�4�:�;�N�G�5�=�8�5� �:� �A�5�B�8� 

���5�B�5�>�A�B�0�=�F�8�O� ���8�B�0�,� �C�A�B�0�=�>�2�;�5�=�=�0�O� �=�0� �:�@�K�H�5� �5�3�>� �4�>�<�0�,� �?�>�4�:�;�N�G�5�=�0� �:� �?�@�8�­

�5�<�=�8�:�C� �2�=�C�B�@�8� �4�>�<�0� �?�>� �@�0�4�8�>�:�0�=�0�;�C�.� ��� �M�B�>�B� �?�@�8�5�<�=�8�:� �?�>�4�:�;�N�G�5�=� �:� �A�5�B�8� �G�5�@�5�7� 

�:�>�<�<�C�B�0�B�>�@� �4�;�O� �?�5�@�5�4�0�G�8� �A�B�0�B�8�A�B�8�G�5�A�:�8�E� �>�B�G�5�B�>�2� �=�0� �2�5�1�-�A�0�9�B� �W�u�?�d�e�r�g�r�o�u�?�d� 

�G�5�@�5�7� ���=�B�5�@�=�5�B�.� �"�0�:�0�O� �A�E�5�<�0� �A�5�B�8� �=�0�3�;�O�4�=�>� �?�>�:�0�7�0�=�0� �=�0� �@�8�A�.� 10.7. 

���5�B�5�>�A�B�0�=�F�8�O� 

�(�C�)� 

� �0�4�8�>�:�0�=�0�;� 

�1�J�·�=�1�-�-�1� �~�"�1�=�=�=�=� �����l�~�-�-�>�-�-��� 
���@�8�5�<�=�8�:� ���0�@�H�@�C�B�8�7�0�B�>�@� ���=�B�5�@�=�5�B� �~� 

�<�5�B�5�>�@�>�;�>�3�8�G�5�A�:�8�E� l 72. l 6.16.1 
�4�0�=�=�K�E� 

Wunderground 

172.16.16.154 

� �8�A�.� 10.7. �!�E�5�<�0� �A�5�B�8� �4�;�O� �?�>�4�:�;�N�G�5�=�8�O� �<�5�B�5�>�A�B�0�=�F�8�8� 

���A�=�>�2�=�K�5� �@�5�0�;�L�=�K�5� �A �F�5�=�0�@�8�8� 275 

Tlgm: @it_boooks



�#�?�@�0�2�;�5�=�8�5� �?�@�8�5�<�=�8�:�>�<� �4�0�=�=�K�E� �>�B� �<�5�B�5�>�A�B�0�=�F�8�8� �2�K�?�>�;�=�O�5�B�A�O� �A� �?�>�<�>�I�L�N� 

�?�@�>�A�B�>�9� �2�5�1�·�A�B�@�0�=�8�F�K�.� ���>�,� �?�5�@�5�9�4�O� �=�0� �=�5�5�,� ���8�B� �>�1�=�0�@�C�6�8�;� �;�8�H�L� �B�0�8�=�A�B�2�5�=�·� 

�=�>�5� �A�>�>�1�I�5�=�8�5� �>� �=�>�A�;�5�4�=�5�<� �2�@�5�<�5�=�8� �A�8�=�E�@�>�=�8�7�0�F�8�8� �1�5�7� �2�A�O�:�8�E� �@�5�:�>�<�5�=�4�0�·� 

�F�8�9� �?�>� �C�A�B�@�0�=�5�=�8�N� �=�5�=�>�;�0�4�>�:�,� �?�>�B�>�<�C� �G�B�>� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�5� �?�@�>�3�@�0�<�<�=�>�5� 

�>�1�5�A�?�5�G�5�=�8�5� �=�5� �2�K�1�N�;�=�O�5�B� �?�>�4�@�>�1�=�>�3�>� �2�5�4�5�=�8�O� �6�C�@�=�0�;�0� �>�H�8�1�>�:�.� ��� �?�>�A�:�>�;�L�:�C� 

�?�@�8�5�<�=�8�:� �A�;�C�6�8�B� �:�>�=�F�5�=�B�@�0�B�>�@�>�<� �A�2�O�:�H� �A� �8�=�D�@�0�A�B�@�C�:�B�C�@�>�9� �<�5�B�5�>�A�B�0�=�F�8�8�,� 

�B�>� �4�;�O� �4�8�0�3�=�>�A�B�8�:�8� �=�5�8�A�?�@�0�2�=�>�A�B�8� �2� �A�5�B�8� �8�<�5�5�B� �A�<�K�A�;� �?�5�@�5�E�2�0�B�K�2�0�B�L� �?�0�:�5�·� 

�B�K�,� �2�E�>�4�O�I�8�5� �8� �8�A�E�>�4�O�I�8�5� �8�7� �M�B�>�3�>� �C�A�B�@�>�9�A�B�2�0�.� � �0�A�A�<�0�B�@�8�2�0�5�<�0�O� �7�4�5�A�L� �A�5�B�L� 

�>�B�=�>�A�8�B�A�O� �:� �:�0�B�5�3�>�@�8�8� �4�>�<�0�H�=�8�E�,� �8� �?�>�M�B�>�<�C� �=�0� �S�������-�:�>�<�<�C�B�0�B�>�@�5�,� �?�@�5�4�=�0�·� 

�7�=�0�G�5�=�=�>�<� �4�;�O� �=�5�1�>�;�L�H�8�E� �C�G�@�5�6�4�5�=�G�5�A�:�8�E� �8� �4�>�<�0�H�=�8�E� �A�5�B�5�9�,� �2�@�O�4� �;�8� �1�C�4�5�B� 

�?�>�4�4�5�@�6�8�2�0�B�L�A�O� �@�5�6�8�<� �7�5�@�:�0�;�L�=�>�3�>� �>�B�>�1�@�0�6�5�=�8�O� �?�>�@�B�>�2�.� ��� �4�0�=�=�>�<� �A�;�C�G�0�5� 

�4�;�O� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2� �;�C�G�H�5� �2�A�5�3�>� �1�N�4�E�>�4�8�B� �=�5�4�>�@�>�3�>�9� �A�5�B�5�2�>�9� �>�B�2�5�B�2�8�B�5�;�L� 

�8�;�8� �7�0�@�0�6�5�=�8�5� ���R� �·�:�5�H�0�.� ���5�@�5�E�2�0�G�5�=�=�K�5� �2� �8�B�>�3�5� �?�0�:�5�B�K� �A�>�E�@�0�=�5�=�K� �2� �D�0�9�;�5� 

weather_broken.pcapng. 

���=�0�;�8�7� 

���B�:�@�K�2� �C�?�>�<�O�=�C�B�K�9� �2�K�H�5� �D�0�9�;� �?�5�@�5�E�2�0�B�0�,� �2�K� �>�1�=�0�@�C�6�8�B�5�,� �G�B�>� �8� �2� �4�0�=�·� 

�=�>�<� �A�;�C�G�0�5� �<�K� �8�<�5�5�<� �4�5�;�>� �A� �>�1�<�5�=�>�<� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� �.� ���5�@�5�E�2�0�B� 

�?�0�:�5�B�>�2� �>�3�@�0�=�8�G�8�2�0�5�B�A�O� �5�4�8�=�A�B�2�5�=�=�K�<� �4�8�0�;�>�3�>�<� �<�5�6�4�C� �;�>�:�0�;�L�=�K�<� �?�@�8�5�<�·� 

�=�8�:�>�<� �<�5�B�5�>�@�>�;�>�3�8�G�5�A�:�8�E� �4�0�=�=�K�E�,� �=�0�E�>�4�O�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 172 .16 .16 .154, �8� 

�=�5�8�7�2�5�A�B�=�K�<� �C�4�0�;�5�=�=�K�<� �C�A�B�@�>�9�A�B�2�>�<�,� �@�0�A�?�>�;�>�6�5�=�=�K�<� �2� ���=�B�5�@�=�5�B�5� �?�>� �0�4�@�5�A�C� 

38 .102 .136 .125 �(�@�8�A�.� 10.8). 

,_ 
1•.--
2 e.N1tll Jl,101,136.lJS 
1 �5�.�1�1�?�5�5� 111.1e.16.1s• 
••• "1111 
S �t�.�1�7�6�'�.�1�:� '6.lt2.136.US 
�6�t�.�1�?�O�1� 111.16.16.1s.. 
1 �5�.�1�?�1�1�.�0� tn.1•.11.1o;.t 
�0� e.211:s11 �1�1�.�1�1�2�.�2�L�.�=�s� 

9 t.:U26Sti 172.16.1•.1S4 

172.16.16.ls.4 
���.�1�t�1�.�1�J�6�.�1�2�!�5� 

�.�<�.�1�5�1�.�2�5�.�1�2�s� 

�1�1�.�1�.�1�6�.�1�,�,�1�~� 

'8.181.1'6.1lS 
'8.181.136.12S 
172.16.16.154 
�J�1�.�1�1�1�1�:�.�1�8�.�1�2�~� 

Pratxal Lqlt!ll'W 

�"�(�~� 71 �S�J�~� ... �8� (sYW} '1" �W�J�.�r�.�&�&�~�S�)�S� Len..e ���S�S�.�l�*���I� .,,, ... )2 �~�.�F�"�1�e�1�s�1�~�6�e�4�.�J�.� �'�"���"�"� �~�-�!�'�[�~� 

�"�!� � 6t " - �S�3���4� {SVN, ���!���]� Seq" Mk•1 Win ... �l��� Len" ���S�S�.�-�1�~� 
�"�!� � St �'�����'� - ��� �(���!���}� St.q•l Atk•I �W�i�1�1�~�'�;�'�5�)�S� Lt" ... 

S71 6(t �/�_�. �e�t�h�t�"�1�t "�t�\�.�o�t�l�/�u�p�d "�t�t�w�o�t�h�~�1�t�a�~�i�:�J�l�\ �.�p�l�'�t�p�1�J�O�.�.�:�~ �&�P�M�S�V���I� �l�l�l�f�8�'�B�l�l�t�1�<�1�p�f�.�,�.�)�.���t�\�u�.�U�.�1�t�y  "�,�.�_� 

tnrfl B7tfn'/1.I �2��� ���1�!� (ttirt/ht•l) 
�"�(� � $4 S'964"" �{���!�.���}� �) "�S�l�8� Ack•1M wth•f;SSJ<; �l�1�\�0�4� 

tO S& 53*" " ['iN, �A�t�~�}� �~�q "�S�t�t� Ack--tl• Wi"°'SS}S lt-n"6 
rcP �8� !8 �"�S����� {rIN, .A(l(j Sotq•tM �.�'�l�t "�/�9� ���1�1�1 "�7�1�1�J� �t�i���-�8� 

f(ll S4 53.,.. " ��� (.&Clr S.q.Slt ���!�1�1�: "�1�1�5� �~�~�5�3�S� �~� 

� �8�A�.� 1 ���.���.� ���1�>�A�>�1�;�5�=�=�K�9� �>�1�<�5�=� �4�0�=�=�K�<�8� �<�5�6�4�C� �?�@�8�5�<�=�8�:�>�<� �<�5�B�5�>�@�>�;�>�3�8�G�5�A�:�8�E� 

�4�0�=�=�K�E� �8� �=�5�8�7�2�5�A�B�=�K�<� �C�4�0�;�5�=�=�K�<� �C�A�B�@�>�9�A�B�2�>�<� 

���@�5�6�;�(�5� �G�5�<� �8�A�A�;�5�4�>�2�0�B�L� �E�0�@�0�:�B�5�@�8�A�B�8�:�8� �A�5�B�5�2�>�3�>� �4�8�0�;�>�3�0�,� �2�K�O�A�=�8�<�,� �<�>�6�·� 

�=�>� �;�8� �@�0�A�?�>�7�=�0�B�L� �=�5�8�7�2�5�A�B�=�K�9� �I� �·�0�4�@�5�A�.� ���5�7� �>�1�H�8�@�=�>�3�>� �8�A�A�;�5�4�>�2�0�=�8�O� �=�0�<� �2�@�O�4� 

�;�8� �C�4�0�A�B�A�O� �2�K�O�A�=�8�B�L�,� �B�>�B� �;�8� �M�B�>� �I� �·�0�4�@�5�A�,� �?�>� �:�>�B�>�@�>�<�C� �?�@�8�5�<�=�8�:� �4�>�;�6�5�=� �?�5�@�5�·� 

�4�0�2�0�B�L� �4�0�=�=�K�5� �8�7� �<�5�B�5�>�A�B�0�=�F�8�8� ���8�B�0�.� ���>�,� �?�>� �:�@�0�9�=�5�9� �<�5�@�5�,� �<�K� �<�>�6�5�<� �?�@�>�2�5�·� 

�@�8�B�L�,� �G�B�>� �>�=� �>�B�=�>�A�8�B�A�O� �:� �8�=�D�@�0�A�B�@�C�:�B�C�@�5� �2�5�1�-�A�0�9�B�0� �W�u�?�d�e�r�g�r�o�u�n�d�,� �2�K�?�>�;�=�8�2� 

�7�0�?�@�>�A� WHOIS. �"�0�:�>�9� �7�0�?�@�>�A� �<�>�6�=�>� �2�K�?�>�;�=�8�B�L� �G�5�@�5�7� �2�5�1�·�A�0�9�B�K� �@�5�3�8�A�B�@�0�F�8�8� 

�4�>�<�5�=�>�2� �8�;�8� �@�5�3�8�>�=�0�;�L�=�K�E� �@�5�3�8�A�B�@�0�B�>�@�>�2� �2� ���=�B�5�@�=�5�B�5�,� �=�0�?�@�8�<�5�@�,� �?�>� �0�4�@�5�A�C� 

http: //whois. arin. net/. ��� �4�0�=�=�>�<� �A�;�C�G�0�5� �I� �·�0�4�@�5�A� �>�B�=�>�A�8�B�A�O� �:� �C�o�g�e�?�t�- �?�>�A�B�0�2�­

�I�8�:�C� �C�A�;�C�3� ���=�B�5�@�=�5�B�0� (ISP; �@�8�A�.� 10.9). ���4�5�A�L� �C�?�>�<�8�=�0�5�B�A�O� �B�0�:�6�5� �:�>�<�?�0�=�8�O� PSINet 
�I�?�A�.�,� �=�>� �2� �@�5�7�C�;�L�B�0�B�5� �1�K�A�B�@�>�3�>� �?�>�8�A�:�0� �>�1�=�0�@�C�6�8�2�0�5�B�A�O�,� �G�B�>� �1�>�;�L�H�8�=�A�B�2�>� �5�5� �@�5�·� 

�A�C�@�A�>�2� �1�K�;�>� �?�@�8�>�1�@�5�B�5�=�>� �:�>�<�?�0�=�8�5�9� �C�o�g�e�?�t� �5�I�5� �2� �=�0�G�0�;�5� �2�0�0�0�-�E� �3�>�4�>�2�.� 

276 ���;�0�2�0� 1 ��� 

Tlgm: @it_boooks



NetRaige 

OOR 

Nane 

���a�n�d�l�e� 

�P�<�l�'�e�;�t� 

�N�e�t�B�y�p�e� 

OrlginAS 

Orgaruza!Jon 

Registration Date 

Last tJpdated 

Canmerds 

REST1\JI Unk 

SeeAlso 

SeeAlso 

38.0 �>� �>�.� 38 255 255 255 

�����.�0�0�.�G�'�S� 

�C�O�G�E�N�"�·�A� 

NET-38-().().Q.1 

Oirect AllocatJon 

AS174 

PSINet, lnc (f§J) 

�1�9�9�1�~�1�6� 

2011..()5.20 

Reass11JYnent 1nformatJon for ttvs �,�l�o�c�k� �A�0�;� �,�5� fot.nd at 
rv.OOis cogentco �A�>�B� 4321 

�B�~�~�~�-�~�\�l�'�(�~�J�.�~�~�.�J�:�.�9�9�.�.�.�r�.�~�o�-�(�_�,� 

�E�!�J�.�l�~�~ �-�d�e�j�.�!�!�!�1�!�!�1�1�~ �.� 

� �8�A�.� �1���.�9�.� ���0�=�=�K�5� �?�>� �7�0�?�@�>�A�C� WHOIS �>�1�>�7�=�0�G�0�N�B� �2�;�0�4�5�;�L�F�0� 

�4�0�=�=�>�3�>� �/� �-�0�4�@�5�A�0� 

���=�>�3�4�0� �?�>� �7�0�?�@�>�A�C� WHOIS �2�>�7�2�@�0�I�0�5�B�A�O� �8�<�O� �>�@�3�0�=�8�7�0�F�8�8�,� �5�A�;�8� �I� �-�0�4�@�5�A� �7�0�­

�@�5�3�8�A�B�@�8�@�>�2�0�=� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �A�0�<�>�9� �>�@�3�0�=�8�7�0�F�8�5�9�.� ���>� �7�0�G�0�A�B�C�N� �>�@�3�0�=�8�7�0�­

�F�8�O� �?�@�>�A�B�>� �?�>�;�L�7�C�5�B�A�O� �?�@�>�A�B�@�0�=�A�B�2�>�<� �I� �-�0�4�@�5�A�>�2�,� �2�K�4�5�;�O�5�<�K�<� �?�@�>�2�0�9�4�5�@�>�<�,� 

�4�0�6�5� �=�5� �@�5�3�8�A�B�@�8�@�C�O� �5�3�>� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>�.� ��� �?�>�4�>�1�=�K�E� �A�;�C�G�0�O�E� �2� �:�0�G�5�A�B�2�5� 

�5�I�5� �>�4�=�>�9� �?�>�;�5�7�=�>�9� �B�0�:�B�8�:�8� �<�>�6�=�>� �?�@�>�8�7�2�5�A�B�8� �?�>�8�A�:� �8�=�D�>�@�<�0�F�8�8� �?�>� �=�>�<�5�@�C� 

�0�2�B�>�=�>�<�=�>�9� �A�8�A�B�5�<�K� (ASN), �:� �:�>�B�>�@�>�9� �>�B�=�>�A�8�B�A�O� �0�=�0�;�8�7�8�@�C�5�<�K�9� �I� �-�0�4�@�5�A�.� 

���@�>�A�<�0�B�@�8�2�0�B�L� �A�>�>�B�2�5�B�A�B�2�8�5� �I� �-�0�4�@�5�A�>�2� �=�>�<�5�@�0�<� ASN �<�>�6�=�>� �A�0�<�K�<�8� �@�0�7�­

�=�K�<�8� �A�?�>�A�>�1�0�<�8� �(�2� �@�5�7�C�;�L�B�0�B�5� �=�5�:�>�B�>�@�K�E� �2�8�4�>�2� �?�>�8�A�:�0� �?�>� �7�0�?�@�>�A�0�<� WHOIS 
�B�0�:�>�5� �A�>�>�B�2�5�B�A�B�2�8�5� �?�@�5�4�>�A�B�0�2�;�O�5�B�A�O� �0�2�B�>�<�0�B�8�G�5�A�:�8�)�,� �=�>� �O� �;�8�G�=�>� �?�@�5�4�?�>�G�8�­

�B�0�N� �?�>�;�L�7�>�2�0�B�L�A�O� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�K�<� �A�@�5�4�A�B�2�>�<� �0�2�B�>�<�0�B�8�G�5�A�:�>�3�>� �?�>�8�A�:�0� �"�5�0�H� 

�C�y�H�r�u� (h t tps: / / asn. cymru. �A�>�B�!�)�.� �!� �?�>�<�>�I�L�N� �M�B�>�3�>� �A�@�5�4�A�B�2�0� �<�>�6�=�>� �>�1�=�0�­

�@�C�6�8�B�L�,� �G�B�>� �0�4�@�5�A� 38 .102 .136 .125 �A�2�O�7�0�=� �A� �8�<�5�=�5�<� AS 3634 7, �:�>�B�>�@�>�5�,� �2� �A�2�>�N� 

�>�G�5�@�5�4�L�,� �A�2�O�7�0�=�>� �A� �=�0�7�2�0�=�8�5�<� �>�@�3�0�=�8�7�0�F�8�8� "Wu11dergrou11d - Tl1e Weather 
�!�l�1�0�?�?�5�l�,� LLC, US" �(�@�8�A�.� 10.10). �-�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �C�A�B�@�>�9�A�B�2�>�,� �A� �:�>�B�>�@�K�<� �A�2�O�7�K�­

�2�0�5�B�A�O� �<�5�B�5�>�A�B�0�=�F�8�O�,� �=�0�E�>�4�8�B�A�O� �3�4�5�-�B�>� �2� �B�5�:�C�I�5�9� �>�@�3�0�=�8�7�0�F�8�8 �.� ���A�;�8� �6�5� �C�7�=�0�B�L� 

�:�>�=�:�@�5�B�=�>�3�>� �2�;�0�4�5�;�L�F�0� �0�4�@�5�A�0� �=�5� �C�4�0�5�B�A�O�,� �B�>�,� �2�>�7�<�>�6�=�>�,� �A�B�>�8�B� �?�@�5�4�?�>�;�>�6�8�B�L�,� 

�G�B�>� �?�@�8�5�<�=�8�:� �<�5�B�5�>�A�B�0�=�F�8�8� ���8�B�0� �>�1�<�5�=�8�2�0�5�B�A�O� �4�0�=�=�K�<�8� �A� �=�5�:�>�@�@�5�:�B�=�K�<� 

�C�A�B�@�>�9�A�B�2�>�<�,� �E�>�B�O� �2� �=�0�H�5�<� �A�.�;�C�G�0�5� �?�@�0�2�8�;�L�=�>�A�B�L� �0�4�@�5�A�0� �?�>�4�B�2�5�@�6�4�0�5�B�A�O�.� 

���A�=�>�2�=�K�5� �@�5�0�;�L�=�K�5� �A�F�5�=�0�@�8�8� 277 

Tlgm: @it_boooks



Executing comniands. Please �,�5� patient! 

v4.whois.cyniru.com 

The server roturned 4 l1ne(s). 

[QUerying v<.mo1s.c)'11rU.<011] 
[v4,whois. cy l!ll"V . cOllt] 

���5� I IP IASNa,.. 
36347 J 38. 182.136. lZ.5 j IUOERGRCUI> - �"����� �H �E�A�N�E �~� �C�t�4�A�' �N�H�,� LLC,US 

� �8�A�.� 1 ���.� 1 �� �.� ���>�8�A�:� �A�>�>�B�2�5�B�A�B�2�8�O� �2�=�5�H�=�5�3�>� �/� �-�0�4�@�5�A�0� 

�:�>�=�:�@�5�B�=�>�<�C� �=�>�<�5�@�C� ASN 

���B�0�:�,� �>�E�0�@�0�:�B�5�@�8�7�>�2�0�2� �=�5�8�7�2�5�A�B�=�K�9� �E�>�A�B�,� �<�>�6�=�>� �?�5�@�5�9�B�8� �:� �C�3�;�C�1�;�5�=�=�>�<�C� 

�0�=�0�;�8�7�C� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �A� �=�8�<�.� �!�5�B�5�2�>�9� �4�8�0�;�>�3� �A� �M�B�8�<� �E�>�A�B�>�<� �>�B�=�>�A�8�B�5�;�L�=�>� 

�:�@�0�B�:�8�9� �8� �A�>�A�B�>�8�B� �8�7� �B�@�5�E�M�B�0�?�=�>�3�>� �?�@�>�F�5�A�A�0� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� 

�"�!� �,� �?�5�@�5�4�0�G�8� �>�4�=�>�3�>� ���"�"� �-�7�0�?�@�>�A�0� �?�>� �<�5�B�>�4�C� GET, �?�>�;�C�G�5�=�8�O� �A�>�>�B�2�5�B�A�B�2�C�N�­

�I�5�3�>� �>�B�2�5�B�0� �8� �@�0�7�@�K�2�0� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �.� �#�A�B�0�=�>�2�:�0� �A�>�5�4�8�=�5�=�8�O� �8� �@�0�7�­

�@�K�2� �A�2�O�7�8� �?�@�>�8�A�E�>�4�O�B� �C�A�?�5�H�=�>�,� �?�>�M�B�>�<�C� �8�A�:�>�<�0�O� �?�@�>�1�;�5�<�0�,� �2�5�@�>�O�B�=�5�5� �2�A�5�3�>�,� 

�:�@�>�5�B�A�O� �2� �A�0�<�>�<� ���"�"� �-�7�0�?�@�>�A�5 �.� �'�B�>�1�K� �?�@�>�0�=�0�;�8�7�8�@�>�2�0�B�L� �5�3�>� �1�>�;�5�5� �?�>�4�@�>�1�­

�=�>�,� �?�@�>�A�;�5�4�8�<� �?�>�B�>�:� �4�0�=�=�K�E� �?�>� �?�@�>�B�>�:�>�;�C�"�!� � �(�@�8�A �.� 10.11) . 

• Wireshark · Follow �"�!� � Stream (tcp.stream eq 0) · weather_broken �>� 

�G���"� /...,atherstation/updat,,..,.,atherstation. php? 
�I�D�-�<�K�U�A�O�A���W�0�2�&�P�A�S�S�W�O�R�D�:�0�1�1�0�0�1�1�0�0�0�&�t�e�1�1�p�f� •43. e&hu.Udi �t�y  " ���e�&�d�e�w�p�t�f "�l��� . �1�&�w�i� ndchil 1f-43.0&winddir•l9'1&windspeed8ph 
• 0. 22&windgus l:llph•2 .46&rainin-0. oo&dail �C�3�0� ininz41. ee&weekl yra in in �.�5�.� �0�0�8�1�>�>�?� thl yrainin-e. 00&year �l�y�r�a�i�n�i�n�~�.� 00 
&solarradiation• S4.14&UV-e&indoortenipf =67. l&indoorhu"idi �t�y "�2�1�&�b�a�r�o�o�t�i�n "�2�9�.� �3�2�&�1�.�o�w�,�a�t�t  " �0�1�.�d�a�t�e�u�t�c "�2�0�1�6�-�l� -61202 
1: 58: 34&softwaretype-weatherl20loggerS20Vl .0&action-updateraw&real ti-·L&rtfreq-5 ���"�"� �/�1�.�1� ��� 

���o�s�t�:� 38 .102 .136.125 
User·Agent: cur l/7.43.0 
Accept: : •/• 

���"�"� �/�1�.�0� l00 ����� f) 
Con1:ent-typo: te �·�t�/�h�,�l�l� 

Oate: Thu, 07 Jan 2816 00: 28: 39 �G�1�1�"� 

Content-length: 58 
Connection: keep·alive 

J �.�.�.�.�.�,�.�~�~�,� �.�.�.�,�.�,�.�~�u�,�.�,�,�.� 

�E� 

�1�n�t�?� <:Dl1""""'tion (;>00 �L�~� 

Find: 

Show data as ���S�!��� Stroam �[�>�:�:�:�1�]� 

�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~� 

� �8�A�.� 1 ���.� 1 1. ���@�>�A�;�5�6�8�2�0�=�8�5� �?�>�B�>�:�0� �4�0�=�=�K�E� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �,� �8�A�E�>�4�O�I�5�3�>� �8�7� �?�@�8�5�<�­

�=�8�:�0� �<�5�B�5�>�@�>�;�>�3�8�G�5�A�:�8�E� �4�0�=�=�K�E� 

���1�<�5�=� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� � �=�0�G�8�=�0�5�B�A�O� �A� �7�0�?�@�>�A�0� �?�>� �<�5�B�>�4�C� 

GET, �?�>�A�K�;�0�5�<�>�3�>� �?�@�8�5�<�=�8�:�>�<� �4�0�=�=�K�E� �>�B� �<�5�B�5�>�A�B�0�=�F�8�8� ���8�B�0� �=�0� �2�5�1�-�A�0�9�B� 

Wunderground. ���>� �2�<�5�A�B�>� ���"�"� �·�A�>�4�5�@�6�8�<�>�3�>� �7�=�0�G�8�B�5�;�L�=�K�9� �<�0�A�A�8�2� �4�0�=�=�K�E� 

�1�L�H� �?�5�@�5�4�0�=� �2� URL ���.� ���5�@�5�4�0�G�0� �4�0�=�=�K�E� �G�5�@�5�7� �A�8�<�2�>�;�L�=�C�N� �A�B�@�>�:�C� �7�0�?�@�>�­

�A�0� �2� URL �2�5�A�L�<�0� �E�0�@�0�:�B�5�@�=�0� �4�;�O� �=�5�1�-�?�@�8�;�>�6�5�=�8�9�,� �8� �?�>�E�>�6�5�,� �G�B�>� �?�@�8�5�<�=�8�:� 

278 ���;�0�2�0� l ��� 

Tlgm: @it_boooks



�?�5�@�5�4�0�5�B� �>�1�=�>�2�;�5�=�=�K�5� �<�5�B�5�>�@�>�;�>�3�8�G�5�A�:�8�5� �4�0�=�=�K�5�,� �8�A�?�>�;�L�7�C�O� �8�<�5�=�=�>� �M�B�>�B� 

�<�5�E�0�=�8�7�<�.� �-�B�>� �=�0�1�;�N�4�0�5�B�A�O� �2� �B�0�:�8�E� �?�>�;�O�E�,� �:�0�:� tempf=43. ���,� �d�e�w�p�t�f�=�l���.� 6 �8� 

windchillf=43. ���.� �!�5�@�2�5�@� �W�u�n�d�e�r�g�r�o�u�?�d�,� �7�0�=�8�<�0�N�I�8�9�A�O� �A�1�>�@�>�<� �4�0�=�=�K�E�,� �2�K�­

�?�>�;�=�O�5�B� �A�8�=�B�0�:�A�8�G�5�A�:�8�9� �0�=�0�;�8�7� �A�?�8�A�:�0� �?�>�;�5�9� �8� �?�0�@�0�<�5�B�@�>�2� �8�7� URl,, �A�>�E�@�0�=�O�O� 

�8�E� �2� �1�0�7�5� �4�0�=�=�K�E�.� 

���0� �?�5�@�2�K�9� �2�7�3�;�O�4�,� �2�A�5� �2� �7�0�?�@�>�A�5� �A�5�@�2�5�@�0� �W�u�?�d�e�r�g�r�o�u�n�d� �?�>� �<�5�B�>�4�C� GET �2�K�­

�3�;�O�4�8�B� �2�5�@�=�>�,� �=�>� �?�@�>�0�=�0�;�8�7�8�@�C�5�<� �?�>�;�C�G�5�=�=�K�9� �>�B�2�5�B�,� �3�4�5� �A�>�>�1�I�0�5�B�A�O� �>�1� �>�H�8�1�­

�:�5�.� ��� �G�0�A�B�=�>�A�B�8�,� �A�5�@�2�5�@� �?�@�8�A�;�0�;� �:�>�4� �>�B�2�5�B�0� ���"�"� �/�1�.� ��� 200 ����� 8, �C�:�0�7�K�2�0�N�I�8�9� 

�=�0� �B�>�,� �G�B�>� �7�0�?�@�>�A� �?�>� �<�5�B�>�4�C� GET �1�K�;� �?�>�;�C�G�5�=� �C�A�?�5�H�=�>�,� �=�>� �2� �B�5�;�5� �>�B�2�5�B�0� ��� �A�>�­

�4�5�@�6�8�B�A�O� �A�;�5�4�C�N�I�5�5� �A�>�>�1�I�5�=�8�5� �>�1� �>�H�8�1�:�5�:� 

INVALIDPASSWORDIDIPassword or key and/or id are incorrect 

�(���5�2�5�@�=�K�9� �8�4�5�=�B�8�D�8�:�0�B�>�@� �8� �?�0�@�>�;�L� 1 ���0�@�>�;�L� �8�/�8�;�8� �:�;�N�G� �=�5�2�5�@�5�=�)� 

���A�;�8� �2�5�@�=�C�B�L�A�O� �:� URL �A� �7�0�?�@�>�A�>�<�,� �B�>� �<�>�6�=�>� �7�0�<�5�B�8�B�L�,� �G�B�>� �?�5�@�2�K�<�8� �2� �=�5�<� 

�1�K�;�8� �?�5�@�5�4�0�=�K� �?�0�@�0�<�5�B�@�K� ID �8� PASSWORD. ���=�8� �A�;�C�6�0�B� �4�;�O� �>�1�>�7�=�0�G�5�=�8�O� �?�>�7�K�2�­

�=�>�3�>� �<�5�B�5�>�A�B�0�=�F�8�8� �8� �5�5� �0�C�B�5�=�B�8�D�8�:�0�F�8�8� �=�0� �A�5�@�2�5�@�5� �W�u�n�d�e�r�g�r�o�u�?�d�.� 

��� �4�0�=�=�>�<� �A�;�C�G�0�5� �8�4�5�=�B�8�D�8�:�0�B�>�@� �<�5�B�5�>�A�B�0�=�F�8�8� ���8�B�0� �C�:�0�7�0�=� �2�5�@�=�>�,� �G�5�3�>� 

�=�5�;�L�7�O� �A�:�0�7�0�B�L� �>� �5�3�>� �?�0�@�>�;�5�.� ���>� �:�0�:�>�9�-�B�>� �=�5�8�7�2�5�A�B�=�>�9� �?�@�8�G�8�=�5� �>�=� �1�K�;� �7�0�<�5�=�5�=� 

�=�C�;�O�<�8�.� ���>�A�;�5�4�=�8�9� �C�A�?�5�H�=�K�9� �>�1�<�5�=� �4�0�=�=�K�<�8� �1�K�;� �>�A�C�I�5�A�B�2�;�5�=� �2� �?�>�;�=�>�G�L�,� �8� 

�?�>�M�B�>�<�C� �2�?�>�;�=�5� �2�>�7�<�>�6�=�>�,� �G�B�>� �1�K�;�>� �2�K�?�>�;�=�5�=�>� �>�1�=�>�2�;�5�=�8�5� �8�;�8� �?�@�>�8�7�2�5�4�5�=�0� 

�?�5�@�5�7�0�3�@�C�7�:�0� �?�@�8�5�<�=�8�:�0�,� �2� �@�5�7�C�;�L�B�0�B�5� �G�5�3�>� �:�>�=�D�8�3�C�@�0�F�8�O� �?�0�@�>�;�O� �<�>�3�;�0� �1�K�B�L� 

�C�B�@�0�G�5�=�0�.� 

�l�l�l�Q�)�!�p�M�l�!�l�i�l� ���5�A�<�>�B�@�O� �=�0� �B�>� �G�B�>� �<�=�>�3�8�5� �@�0�7�@�0�1�>�B�G�8�:�8� �?�@�5�4�?�>�G�8�B�0�N�B� �?�5�@�5�4�0�2�0�B�J� 

�?�0�@�0�<�5�B�@�J�t� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �2� URL, �4�5�;�0�B�J� �M�B�>� �2� �>�B�=�>�H�5�=�8�8� �?�0�@�>�;�5�9� 

�=�5� �@�5�E�>�<�5�=�4�) "�5�B�A�O�.� ���5�;�>� �2� �B�>�<�,� �G�B�>� �?�0�@�0�<�5�B�@�J�t� �2� URL �?�5�@�5�4�0�N�B�A�O� �2� �2�8�4�5� 

�>�B�:�@�K�B�>�3�>� �B�5�:�A�B�0�,� �5�A�;�8� �?�@�>�B�>�:�>�;� ���"��� � �?�@�8�<�5�=�O�5�B�A�O� �1�5�7� �4�>�?�>�;�=�8�B�5�;�J�­

�=�>�3�>� �H�8�D�@�>�2�0�=�8�O�,� �:�0�:� �2� �?�@�>�B�>�:�>�;�5� ���"��� �S�.� �!�;�5�4�>�2�0�B�5�;�J�=�>�,� �7�;�>�=�0�<�5�@�5�=�­

�=�K�9� �?�>�;�J�7�>�2�0�B�5�;�J�,� �:�>�B�>�@�>�<�C� �A�;�C�-�G�H�~�>�A�J� �?�@�>�A�;�C�H�8�2�0�B�J� �A�5�B�J�,� �<�>�6�5�B� �?�5�@�5�­

�E�2�0�B�8�B�J� �?�0�@�>�;�J�,� �>�B�:�@�K�B�>� �?�5�@�5�4�0�2�0�5�<�K�9� �2� URL. 

���<�5�O� �4�>�A�B�C�?� �:� �A�B�@�0�=�8�F�5� �=�0�A�B�@�>�9�:�8� �A�2�>�5�3�>� �?�@�8�5�<�=�8�:�0�,� ���8�B� �<�>�6�5�B� �2�2�5�A�B�8� 

�=�>�2�K�9� �?�0�@�>�;�L�,� �?�>�A�;�5� �G�5�3�>� �5�3�>� �<�5�B�5�>�A�B�0�=�F�8�O� �A�=�>�2�0� �=�0�G�=�5�B� �A�8�=�E�@�>�=�=�>� �?�5�@�5�4�0�­

�2�0�B�L� �A�2�>�8� �4�0�=�=�K�5�.� ���@�8�<�5�@� �C�A�?�5�H�=�>�9� �?�5�@�5�4�0�G�8� �<�5�B�5�>�@�>�;�>�3�8�G�5�A�:�8�E� �4�0�=�=�K�E� 

�<�>�6�=�>� �=�0�9�B�8� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� weather _ working. pcapng. ��� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�9� 

�?�>�B�>�:� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�@�8�2�5�4�5�=� �=�0� �@�8�A�.� 10.12. �"�5�?�5�@�L� �?�0�@�>�;�L� �C�:�0�7�0�=� �2�5�@�=�>� ���,� 

�?�>�M�B�>�<�C� �A�5�@�2�5�@� �W�u�n�d�e�r�g�r�o�u�?�d� �>�B�2�5�B�8�B� �A�>�>�1�I�5�=�8�5�<� success �(�C�A�?�5�H�=�>�)� �2� �B�5�;�5� 

���"�"� �-�>�B�2�5�B�0� 8. 

���A�=�>�2�=�K�5� �@�5�0�;�L�=�K�5� �A�F�5�=�0�@�8�8� 279 

Tlgm: @it_boooks



• Wiroshark · Follow �"�!� � Stre•m (tcp.stre•m eq ���)�·� w"ther_working �>� �E� 

�G���"� /weatherstation/updoteweatherstation. php? 
ID•KGAOAKW02&PASSWORD=l234567s&t.,.pf "43. 0&hu11idi �t�y "���e�&�d�e�w�p�t�f� =B. 6&wi nd chi 11 f -43 . e&winddir=l94&wind speed11ph 
�0�0�.� 22&windgus t"ph=2. 46&rai nin•0. 00&d ailyra inin=&. 00&wee kl �C�3�0� inin=0. oo&monthl �y�3�o�i�n�i�n�.�.���.� oo&yeor lyr ai n in•0. 00 
�&�s�o�l�a�3�r�a�d�i�a�t�i�o�n�=�5�4�.� l4&W-0&indoorte11pf..07. l&indoorhullidity=26&baf'Ofllin•29. 32&lowbatt..e&dateutc•2016-1-6%202 ·' 
1: 58: 34&softwaretype-W.other'2&logge.-%20Vl. 0&action•updoterow&reoltime•l&rtfreq•5 ���"�"� �/�1�.�0�.� 8 ��� 
Accept: •1• 
ttost: �����.�1�0�2�.�1�3�6�.�1�2�5� 

Connection: Close 

���"�"� �/�1�.�0� 280 ����� 

Content-tyP": text/htJol 
D1te: Wed, 06 ���0�n� 2016 21:58:35 �G���"� 

Content-length: 8 

�s�u�c�c�e�s�~� �1� 

1 """'p/rr(lfl,, _ph(s_J. 1"""' 

Enllr• �a�m�e�r�s�a�L�o�n� (621 bytes) 

� �8�A�.� 1 ���.� 12. �#�A�?�5�H�=�K�9� �>�1�<�5�=� �4�0�=�=�K�<�8� �A� �<�5�B�5�>�A�B�0�=�F�8�5�9� 

�#�A�2�>�5�=�=�K�5� �C�@�>�:�8� 

. 

��� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� �=�0�<� �?�@�8�H�;�>�A�L� �8�<�5�B�L� �4�5�;�>� �A�>� �A�B�>�@�>�=�=�5�9� �A�;�C�6�1�>�9�,� �>�1�;�5�3�­

�G�0�2�H�5�9� �>�1�<�5�=� �4�0�=�=�K�<�8� �?�>� �A�5�B�8� �A� �?�>�<�>�I�L�N� �D�C�=�:�F�8�>�=�0�;�L�=�K�E� �A�@�5�4�A�B�2� �4�@�C�3�>�3�>� 

�?�@�>�B�>�:�>�;�0� �(���"�"� �)�.� �#�A�B�@�0�=�5�=�8�5� �=�5�?�>�;�0�4�>�:� �?�@�8� �>�1�<�5�=�5� �4�0�=�=�K�<�8� �A�>� �A�B�>�@�>�=�=�8�­

�<�8� �A�;�C�6�1�0�<�8� - �4�>�2�>�;�L�=�>� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�0�O� �7�0�4�0�G�0�,� �8� �4�;�O� �5�5� �@�5�H�5�=�8�O� �2�?�>�;�=�5� 

�?�@�8�3�>�4�=�K� �<�5�B�>�4�8�:�8� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�,� �5�A�;�8� �8�<�5�5�B�A�O� �?�>�4�E�>�4�O�I�0�O� �4�>�:�C�<�5�=�B�0�F�8�O� 

�8�;�8� �?�>�4�@�>�1�=�>�5� �?�@�>�B�>�:�>�;�8�@�>�2�0�=�8�5� �>�H�8�1�>�:�.� ���>�4�>�1�=�K�5� �4�8�0�3�=�>�A�B�8�G�5�A�:�8�5� �7�0�4�0�­

�G�8� �2�A�5� �G�0�I�5� �?�@�8�E�>�4�8�B�A�O� �@�5�H�0�B�L� �A� �?�>�O�2�;�5�=�8�5�<� �B�0�:�8�E� �C�A�B�@�>�9�A�B�2� IoT �(�I�n�t�e�r�?�e�t� of 
�T�l�1�i�?�g�s� - ���=�B�5�@�=�5�B� �2�5�I�5�9�)�,� �:�0�:� �4�0�=�=�0�O� �<�5�B�5�>�A�B�0�=�F�8�O�.� 

�'�B�>�1�K� �C�A�B�@�0�=�8�B�L� �?�>�4�>�1�=�C�N� �?�@�>�1�;�5�<�C� �=�0�<� �?�@�8�H�;�>�A�L� �?�@�>�0�=�0�;�8�7�8�@�>�2�0�B�L� �?�>�­

�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �A� �=�5�8�7�2�5�A�B�=�K�<� �C�A�B�@�>�9�A�B�2�>�<� �8� �?�@�8�:�8�=�C�3�L�,� 

�:�0�:� �M�B�>� �2�A�5� �4�>�;�6�=�>� �@�0�1�>�B�0�B�L�.� � �O�4� �?�@�8�;�>�6�5�=�8�9�,� �2� �:�>�B�>�@�K�E� �8�A�?�>�;�L�7�C�5�B�A�O� �?�@�>�B�>�­

�:�>�;� ���"�"� � �4�;�O� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E�,� �:�0�:� �2� �A�;�C�G�0�5� �A� �=�0�H�5�9� �<�5�B�5�>�A�B�0�=�F�8�5�9�,� �8�<�5�N�B� 

�4�>�2�>�;�L�=�>� �?�@�>�A�B�C�N� �A�B�@�C�:�B�C�@�C�.� ���4�=�0�:�>� �A�C�I�5�A�B�2�C�N�B� �4�>�2�>�;�L�=�>� �A�;�>�6�=�K�5� �C�A�B�@�>�9�­

�A�B�2�0�,� �2� �:�>�B�>�@�K�E� �4�0�=�=�K�5� �?�5�@�5�4�0�N�B�A�O� �2� �2�8�4�5� �=�5�A�:�>�;�L�:�8�E� �B�@�0�=�7�0�:�F�8�9�,� �4�0� �5�I�5� �2� 

�7�0�H�8�D�@�>�2�0�=�=�>�<� �2�8�4�5�,� �;�8�1�>� �2� �=�8�E� �<�>�6�5�B� �?�@�8�<�5�=�O�B�L�A�O� �=�8�:�>�<�C� �=�5� �8�7�2�5�A�B�=�K�9� 

�?�@�>�B�>�:�>�;� �A�>�1�A�B�2�5�=�=�>�9� �@�0�7�@�0�1�>�B�:�8�.� ��� �?�>�4�>�1�=�K�E� �A�;�C�G�0�O�E� Wireshark �=�5� �A�<�>�6�5�B� 

�:�>�@�@�5�:�B�=�>� �?�@�>�0�=�0�;�8�7�8�@�>�2�0�B�L� �?�5�@�5�4�0�2�0�5�<�K�5� �4�0�=�=�K�5� �8� �>�B�>�1�@�0�7�8�B�L� �8�E� �2� �2�8�4�5� 

�C�4�>�1�=�>�3�>� �4�8�0�;�>�3�0�.� 

���>� �<�5�@�5� �8�A�A�;�5�4�>�2�0�=�8�O� �@�0�1�>�B�K� �A�5�B�5�2�K�E� �A�;�C�6�1�,� �A�>�7�4�0�=�=�K�E� �A�B�>�@�>�=�=�8�<�8� �@�0�7�­

�@�0�1�>�B�G�8�:�0�<�8�,� �2�K� �2� �:�>�=�5�G�=�>�<� �8�B�>�3�5� �?�>�9�<�5�B�5� �B�5� �>�1�I�8�5� �H�0�1�;�>�=�K�,� �:�>�B�>�@�K�5� �?�@�8�­

�<�5�=�O�;�8� �@�0�7�@�0�1�>�B�G�8�:�8� �4�;�O� �C�?�@�>�I�5�=�8�O� �>�1�<�5�=�0� �4�0�=�=�K�<�8� 110 �A�5�B�8�.� ��� �M�B�8� �7�=�0�=�8�O� 

�?�>�7�2�>�;�O�B� �2�0�<� �A� �2�K�A�>�:�>�9� �M�D�D�5�:�B�8�2�=�>�A�B�L�N� �@�0�7�@�5�H�8�B�L� �2�>�7�=�8�:�H�8�5� �7�0�B�@�C�4�=�5�=�8�O�.� 

280 ���;�0�2�0� 10 

Tlgm: @it_boooks



���B�A�C�B�A�B�2�8�5� �4�>�A�B�C�?�0� �:� ���=�B�5�@�=�5�B�C� 

���>� �<�=�>�3�8�E� �A�;�C�G�0�O�E� �<�>�6�5�B� �2�>�7�=�8�:�=�C�B�L� �?�>�B�@�5�1�=�>�A�B�L� �?�@�>�4�8�0�3�=�>�A�B�8�@�>�2�0�B�L� 

�8�;�8� �@�0�7�@�5�H�8�B�L� �?�@�>�1�;�5�<�K�,� �2�>�7�=�8�:�0�N�I�8�5� �?�@�8� �?�>�4�:�;�N�G�5�=�8�8� �:� ���=�B�5�@�=�5�B�C�.� 

��� �M�B�>�<� �@�0�7�4�5�;�5� �@�0�A�A�<�0�B�@�8�2�0�N�B�A�O� �=�5�:�>�B�>�@�K�5� �8�7� �=�0�8�1�>�;�5�5� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�K�E� 
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No �r�.�<� Source �O�e�s�t�i�n�a�L�o�n� Protocol �~� tnfo 
1 64:32:21. 445645 00:25:b3:bf:91:ee ff : ff:ff:ff:ff:ff ARP 42Who has 172.16.0.10' T•ll 172.16.0.8 
2 64:32:21.445735 �0�0�:�2�4�:�8�1�:�a�l�:�f�1�:�7�9� 00:25: b3:bf:91:e• ARP 60172.16.0.10 is at �0�0�:�2�4�:�8�1�:�0�1�:�f�1�:�7�9� 

� �8�A�.� �1���.�1�3�.� ���R� �-�7�>�?�@�>�A� �:�>�<�?�L�N�B�5�@�0� �8� �>�B�2�5�B� �=�>� �=�5�3�>� �A�B�0�=�4�0�@�B�=�>�3�>� �H�;�N�7�0� 

���B�2�5�B� �?�>�;�C�G�0�5�B�A�O� �2� �?�0�:�5�B�5� 2, �8�M� �:�>�B�>�@�>�3�>� �:�>�<�?�L�N�B�5�@� �?�>�;�L�7�>�2�0�B�5�;�O� �C�7�=�0�5�B�,� 

�G�B�>� �I� �-�0�4�@�5�A�C� 172.16.0.10 �A�>�>�B�2�5�B�A�B�2�C�5�B� �����!�-�0�4�@�5�A� 00:24:81:al:f6:79. ���0�:� 

�B�>�;�L�:�>� �M�B�>�B� �>�B�2�5�B� �1�C�4�5�B� �=�>�;�C�G�5�=�,� �2� �@�0�A�?�>�@�O�6�5�=�8�8� �:�>�<�?�L�N�B�5�@�0� �?�>�O�2�8�B�A�O� �<�0�@�H�­

�@�C�B� �:� �H�;�N�7�C�,� �G�5�@�5�7� �:�>�B�>�@�K�9� �>�=� �A�<�>�6�5�B� �?�>�;�C�G�8�B�L� �?�@�O�<�>�9� �4�>�A�B�C�?� �:� ���=�B�5�@�=�5�B�C�.� 

���@�>�A�;�5�6�8�2�0�O� ���R� �-�>�B�2�5�B�,� �:�>�<�?�L�N�B�5�@� �4�>�;�6�5�=� �?�>�?�K�B�0�B�L�A�O� �?�@�5�>�1�@�0�7�>�2�0�B�L� 

�D�N�S�-�8�<�O� �2�5�1�-�A�0�9�B�0� �2� �I� �-�0�4�@�5�A�,� �8�A�?�>�;�L�7�C�O� �?�@�>�B�>�:�>�;� DNS �2� �?�0�:�5�B�5� 3. ���0�:� �?�>�:�0�­

�7�0�=�>� �=�0� �@�8�A�.� 10.14, �:�>�<�?�L�N�B�5�@� �?�>�A�K�;�0�5�B� �A� �M�B�>�9� �F�5�;�L�N� �?�0�:�5�B� �A� �D�N�S�-�7�0�?�@�>�A�>�<� 
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/1. Wireshork · Pock<t ��� · noweboccoss1 �>� �E� 

> frame 3: 74 bytes on wire (592 �,�i�t�s�)�,� 74 bytes captured (592 �,�i�t�s�)� 1 

> Eth"rn"1: II, Sre< ���e�w�l�e�t�t�P�_�b�f�:�9�1�:�e�e� (00:25:b3:bf:91:ee), Dst: �H�e�w�l�"�t�t�P�_�a�l�:�f�1�:�7�9� �(�0�0�:�2�4�:�8�1�:�o�l�:�f�1�:�7�9�)� 

> Int"rnet �P �3�o�t�o�c�o�l� V!!rsion 4, Src: 172.16.0.8, Dst: 4.2.2.2 ��� 
> �U�s�e�3� Datagra11 Protocol, Src Port: 55870 (55870), Dst Port: 53 (53} 
" Donlain NoR Systeao (query) 

Transaction ID: 0x80dl 
> Flags: �0�E�0�1�0�0� Standard qu"ry 

Questions: 1 
Answ..r RRs: 0 
Authority RRs: 0 
Additional RRs: 0 

" �Q�u�~�3�i�~�s� 

> -· google. �A���1�1�1�:� type ���,� class IN 

� �8�A�.� �1���.�1�4�.� �D�N�S�-�7�o�?�p�o�c�,� �?�>�A�K�;�0�5�<�K�9� �?�>� �0�4�@�5�A�C� 4. 2. 2 . 2 
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�<�K� �=�0�1�;�N�4�0�5�<� �B�>�B� �6�5� �A�0�<�K�9� �D�N�S�-�7�a�?�p�o �c�,� �?�> �A �K�;�0�5�<�K�9� �2�>� �2�B�>�@�>�9� �@�0�7�,� �=�>� �C�6�5� 

�?�>� �4�@�C�3�>�<�C� �0�4�@�5�A�C� �?�>�;�C�G�0�B �5�; �O �.� ���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 10.15, �2� �?�0�:�5�B�5� 4 �2�B�>�@�>�9� 

�D�N�S�-�7�a�?�p�o�c� �?�>�A�K�;�0�5 �B�A�O� �@�5�7�5�@�2�=�>�<�C� �D�N�S�-�c�e�p�2�e�p�y�.� �0�4�@�5�A� �:�>�B�>�@�>�3�>� �C�:�0�7 �0�=� �=�0� 

�4�0�=�=�>�<� �:�>�<�?�L�N�B�5�@�5� �:�0�:� 4 . 2. 2. 1 �� �.� 
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�7�0�?�@�>�A� �?�>� �0�4�@�5�A�C� 4 . 2. 2 .1 �1�K�;� �?�>�A�;�0�=� �5�I�5� �@�0�7� �G�5�@�5�7� �A�5�:�C�=�4�C�.� �-�B�>�B� �?�@�>�F�5�A�A� 

�?�>�2�B�>�@�O�5�B�A�O� �A� �G�5�@�5�4�>�2�0�=�8�5�<� �0�4�@�5�A�>�2� �>�A�=�>�2�=�>�3�>� ��� �8� �@�5�7�5�@�2�=�>�3�>� 8 DNS-cep­
�2�e�p�o�2� �2� �B�5�G�5�=�8�5� �=�5�A�:�>�;�L�:�8�E� �?�>�A�;�5�4�C�N�I�8�E� �A�5�:�C�=�4�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 10.16. 
��� �2� �F �5�;�> �<� �M�B�>�B� �?�@�>�F�5�A�A� �7�0�=�8�<�0�5�B� �>�:�>�;�>� 8 �A�5�:�C�=�4� ��� �8�;�8� �?�@�>�4�>�;�6�0�5�B�A�O� �4�>� �B�5�E� 

�?�>�@�,� �?�>�:�0� �1�@�0�C�7�5�@� �?�>�;�L�7�>�2�0�B�5�;�O� �=�5� �A�>�>�1�I�8�B�,� �G�B�>� �8�A�:�>�<�K�9� �2�5�1�-�A�0�9�B� �=�5�4�>�A�­

�B�C�?�5�=�.� 
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• Wir<>hark · Pock•t 4 · now•boccessl �>� �E� 

> Fra8" 4: 74 bytes on wire (592 bits), 74 bytes captured (592 �,�i�t�s�)� 

Ethernet II, 5rc: HewlettP_bf:91:ee �(�0�0�:�2�5�:�,�-�:�,�f�:�9�1�:�5�5�)�,� Ost: �!�i�e�w�l�e�t�t�P�_�a�1�:�f�1�:�7�9� �(�0�0�:�2�4�:�8�1�:�a�l�:�f�1�:�7�9�)� 

Internet �P�3�o�t�o�c�o�l� Version 4, Src 172.16.0.8, Ost: 4.2.2.10 
> User �O�a�t�a�g�3�o�1�1� Protocol, Src Port: 55870 (55870), Ost Port: 53 (53) 
v Do8ain �1�1 "�~� Syste11 ( �q�u �e �3�y�)� 

Transaction IO: 0x80dl 
> Flags: �0�E�0�1�0�0� Standard �q�u�e�3�y� 

Questions: 1 
�A�n�s�w�e�3� RRs: 0 
Authority RRs: 0 
Additionol RRs: 0 

v �Q�u�~�3�i�e�s� 

-.google.cOfll: type ���,� class IN 

No. : 4 • r-. 0.!199l8D • - J7LI6.0.8 • �~� 4.Z.Z.1 • - DNS • �l�<�g�d�r�:� 74 • fofD: �S�Q�r�:�/�J�r�r�J� �q�u�<�!�f�y�l�,�t�l�l�k�J�I� ��� �"�"�" �. �~�"�"�"� 

do>e 1 �~� ���5�l�@� 

� �8�A �.� 1 ���.� 15. ���B�>�@�>�9� �D�N�S�-�7�a�?�p�o�c�,� �?�>�A�K�;�0�5�<�K�9� �?�>� �0�4�@�5�A�C� 4. 2. 2 .1 

No. �B�m�5� Scucr ���.�.�,���.�,�>�n� Pl'otDcol longth !nfo 

l& .oeeeee HewlettP _bf :91 �:�5�5� ero11dcast ARP 42 i.tio h•s �1�7�2�.�1�1�.�5�.�1�5�1� T•ll �1�7�2�.�l�1�.�0�.�2� 

2 �8 �. �5�5�&�5�9�8� Ht!WlettP _111 : f6 : 79 HetflettP bf :91:ee ARP 68 172.16.8.18 is •t 99:24:81:al:f6;79 

3 e.-1es 172.16.6.8 4 .2.2.2 �>� IJtlS 74 Standard query 8x80dl ��� WWi'f.IJ008le.c08 

4 8.999286 172.16.8.8 4.2. 2.1 DflS 74 �S�t�~�n�d�a�n�f� �q�u�e�3�y� 8x8ed1 ��� www.google.c08 

5 l . 999279 172.16.8.8 4.2. 2.2 �D���S� 74 Stand•rd query Qx86d1 ��� www.soogle.c08 
�1� 3.999372 �1�7�2�.�l�1�.�8�.�8� 4.2.2.1 8 �D���S� 74 St"lndard query ex'8ed1 ��� www.google.c08 
7 3 .999393 172.16.6. 8 4.2. 2.2 DflS 74 sund21rd �q�u�~�r�y� 8x80d1 ��� �w�w�w�.�2�o�o�,�;�:�l�e�.�c�0�1�1� 

8 7.999627 172.16.6. �2� 4.2.2.1 D/IS 74 Standord query exsedl ��� www. google. COll 

�5� Dl<S 74 �S �t �a�n�d�t�<�i� ue"y 9)($041 ��� WWirrl. �>�>� l.t-.coa1 

� �8�A�.� 1 ���.� 16. �D�N�S�-�7�0�?�@�>�A�K� �?�>�2�B�>�@�O�N�B�A�O� �4�>� �B�5�E� �?�>�@�,� �?�>�:�0� �=�5� �1�C�4�5�B� �>�A�B�0�=�>�2�;�5�=� �?�@�>�­

�F�5�A�A� �8�E� �>�B�?�@�0�2�:�8� 

���0� �>�A�=�>�2�0�=�8�8� �?�@�>�0�=�0�;�8�7�8�@�>�2�0�=�=�K�E� �@�0�=�5�5� �?�0�:�5�B�>�2� �<�>�6�=�>� �?�@�8�A�B�C�?�8�B�L� �:� 

�C�3�>�G�=�5�=�8�N� �?�@�8�G�8�=�K� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�9� �7�4�5�A�L� �?�@�>�1�;�5�<�K�.� ���@�5�6�4�5� �2�A�5�3�>�,� �<�K� 

�>�1�=�0�@�C�6�8�<� �C�A�?�5�H�=�K�9� ���R� �-�7�0�?�@�>�A� �:� �A�B�0�=�4�0�@�B�=�>�<�C �,� �:�0�:� �?�@�5�4�?�>�;�0�3�0�5�B�A�O�,� �H�;�N�­

�7�C� �(�<�0�@�H�@�C�3�8�7�0�B�>�@�C�)� �A�5�B�8�,� �0� �A�;�5�4�>�2�0�B�5�;�L�=�> �,� �4�5�;�0�5�<� �2�K�2�>�4�,� �G�B�>� �4�0�=�=�>�5� �C�A�B�@�>�9�­

�A�B�2�>� �?�>�4�:�;�N�G�5�=�>� �:� �A�5�B�8� �8� �=�0�E�>�4�8�B�A�O� �=�0� �A�2�O�7�8�.� ���K� �7�=�0�5�<� �B�0�:�6�5�,� �G�B�>� �:�>�<�?�L�N�­

�B�5�@� �?�>�;�L�7�>�2�0�B�5�;�O� �D�0�:�B�8�G�5�A�:�8� �?�5�@�5�4�0�5�B� �?�0�:�5�B�K� �2� �A�5�B�L�,� �8� �?�>�M�B�>�<�C� �<�>�6�5�<� �?�@�5�4�­

�?�>�;�>�6�8�B�L�,� �G�B�>� �0�=�0�;�8�7�8�@�C�5�<�0�O� �?�@�>�1�;�5�<�0� �=�5� �A�2�O�7�0�=�0� �A�>� �A�B�5�:�>�<� �?�@�>�B�>�:�>�;�>�2� �=�0� 

�A�0�<�>�<� �:�>�<�?�L�N�B�5�@�5�,� �0� �=�0�G�8�=�0�5�B� �?�@�>�O�2�;�O�B�L�A�O�,� �:�>�3�4�0� �4�5�;�0�5�B�A�O� �D�N�S�-�7�a�?�p�o�c�.� 

�'�B�>� �:�0�A�0�5�B�A�O� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�9� �7�4�5�A�L� �A�5�B�8�,� �B�>� �D�N�S�-�7�0�?�@�>�A�K� �>�1�@�0�1�0�B�K�2�0�N�B�­

�A�O� �2�=�5�H�=�8�<� �D�N�S�-�c�e�p�2�e�p�o�<� �2� ���=�B�5�@�=�5�B�5� �(�?�>� �0�4�@�5�A�C� 4. 2. 2. 2 �8�;�8� 4. 2. 2 .1). �-�B�>� 

�>�7�=�0�G�0�5�B�,� �G�B�>� �4�;�O� �?�@�0�2�8�;�L�=�>�9� �>�1�@�0�1�>�B�:�8� �D�N�S�-�7�0�?�@�>�A�>�2� �H�;�N�7�,� �>�B�2�5�B�A�B�2�5�=�=�K�9� 

�7�0� �<�0�@�H�@�C�3�8�7�0�F�8�N� �?�0�:�5�B�>�2� �2� ���=�B�5�@�=�5�B�,� �4�>�;�6�5�=� �C�A�?�5�H�=�>� �?�5�@�5�A�K�;�0�B�L� �D�N�S�-�7�0�­

�?�@�>�A�K� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�<�C� �A�5�@�2�5�@�C�,� �0� �B�>�B� - �>�B�2�5�G�0�B�L� �=�0� �=�8�E�.� ��� �2�A�5� �M�B�>� �4�>�;�6�=�>� 

�?�@�>�8�7�>�9�B�8� �?�@�5�6�4�5�,� �G�5�<� �?�@�>�B�>�:�>�;� ���"�"� � �1�C�4�5�B� �8�A�?�>�;�L�7�>�2�0�=� �4�;�O� �7�0�?�@�>�A�0� �A�0�<�>�9� 

�2�5�1�-�A�B�@�0�=�8�F�K�.� 
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���A�;�8� �C� �4�@�C�3�8�E� �?�>�;�L�7�>�2�0�B�5�;�5�9� �=�5� �2�>�7�=�8�:�0�5�B� �=�8�:�0�:�8�E� �B�@�C�4�=�>�A�B�5�9� �?�@�8� �?�>�4�­

�:�;�N�G�5�=�8�8� �:� ���=�B�5�@�=�5�B�C�,� �B�>� �A�5�B�5�2�>�9� �H�;�N�7� �8� �C�4�0�;�5�=�=�K�9� �D�N�S�-�c�e�p�2�e�p�,� �2�5�@�>�O�B�=�5�5� 

�2�A�5�3�>�,� �=�5� �O�2�;�O�N�B�A�O� �?�@�8�G�8�=�>�9� �2�>�7�=�8�:�H�5�9� �?�@�>�1�;�5�<�K�.� ���>�M�B�>�<�C� �>�A�B�0�5�B�A�O� �;�8�H�L� 

�8�A�A�;�5�4�>�2�0�B�L� �A�0�<� �:�>�<�?�L�N�B�5�@� �4�0�=�=�>�3�>� �?�>�;�L�7�>�2�0�B�5�;�O�.� 

���@�>�2�5�4�O� �C�3�;�C�1�;�5�=�=�>�5� �8�A�A�;�5�4�>�2�0�=�8�5� �:�>�<�?�L�N�B�5�@�0�,� �7�0�B�@�>�=�C�B�>�3�>� �@�0�A�A�<�0�B�@�8�2�0�­

�5�<�>�9� �7�4�5�A�L� �?�@�>�1�;�5�<�>�9�,� �<�K� �>�1�=�0�@�C�6�8�<�,� �G�B�>� �2�<�5�A�B�>� �=�0�7�=�0�G�0�5�<�>�3�>� �?�>� �?�@�>�B�>�:�>�;�C� 

DHCP �I� �-�0�4�@�5�A�0� �:�B�>�-�B�>� �2�@�C�G�=�C�N� �7�0�4�0�;� �?�0�@�0�<�5�B�@�K� �=�0�A�B�@�>�9�:�8� �?�@�>�B�>�:�>�;�0� �"�!� � / 
IP, �8� �?�>�M�B�>�<�C� �0�4�@�5�A� �A�B�0�=�4�0�@�B�=�>�3�>� �H�;�N�7�0� �C�:�0�7�0�=� �=�5�2�5�@�=�>�.� �-�B�>� �1�K�;� �0�4�@�5�A� �:�0�:�>�­

�3�>�-�B�>� �4�@�C�3�>�3�>� �C�A�B�@�>�9�A�B�2�0�,� �0� �=�5� �<�0�@�H�@�C�B�8�7�0�B�>�@�0� ���=�B�5�@�=�5�B�0�,� �?�>�M�B�>�<�C� �?�0�:�5�B�K� �A� 

�D�N�S�-�7�0�?�@�>�A�0�<�8� �=�5� �C�E�>�4�8�;�8� �7�0� �?�@�5�4�5�;�K� �;�>�:�0�;�L�=�>�9� �A�5�B�8�.� 

�#�A�2�>�5�=�=�K�5� �C�@�>�:�8� 

���@�>�1�;�5�<�0� �2� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� �2�>�7�=�8�:�;�0� �2�A�;�5�4�A�B�2�8�5� �=�5�2�5�@�=�>�9� �:�>�=�D�8�3�C�@�0�­

�F�8�8� �:�;�8�5�=�B�0�.� ��� �E�>�B�O� �>�=�0� �>�:�0�7�0�;�0�A�L� �?�@�>�A�B�>�9�,� �B�5�<� �=�5� �<�5�=�5�5�,� �7�=�0�G�8�B�5�;�L�=�>� �?�>�­

�2�;�8�O�;�0� �=�0� �@�0�1�>�B�C� �?�>�;�L�7�>�2�0�B�5�;�O�.� ���8�0�3�=�>�A�B�8�:�0� �A�B�>�;�L� �?�@�>�A�B�K�E� �A�;�C�G�0�5�2� �=�5�2�5�@�=�>�9� 

�:�>�=�D�8�3�C�@�0�F�8�8� �<�>�6�5�B� �>�B�=�O�B�L� �=�5�<�0�;�>� �2�@�5�<�5�=�8� �C� �B�5�E�,� �:�B�>� �A�;�0�1�>� �@�0�7�1�8�@�0�5�B�A�O� �2� 

�A�5�B�O�E� �8� �=�5� �C�<�5�5�B� �>�?�5�@�0�B�8�2�=�>� �0�=�0�;�8�7�8�@�>�2�0�B�L� �?�0�:�5�B�K�,� �:�0�:� �2� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8�.� 

���0�:� �2�8�4�8�B�5�,� �0�=�0�;�8�7� �?�0�:�5�B�>�2� �=�5� �>�3�@�0�=�8�G�8�2�0�5�B�A�O� �B�>�;�L�:�>� �@�0�7�@�5�H�5�=�8�5�<� �:�@�C�?�=�K�E� 

�8� �A�;�>�6�=�K�E� �7�0�B�@�C�4�=�5�=�8�9�,� �2�>�7�=�8�:�0�N�I�8�E� �2� �A�5�B�8�.� 

�!�;�5�4�C�5�B�,� �>�4�=�0�:�>�,� �8�<�5�B�L� �2� �2�8�4�C�,� �G�B�>� �2� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� �=�0�<� �7�0�@�0�=�5�5� �=�5� �1�L�H� 

�8�7�2�5�A�B�5�=� �I� �-�0�4�@�5�A� �A�5�B�5�2�>�3�>� �H�;�N�7�0�,� �8� �?�>�M�B�>�<�C� �2�K�O�2�8�B�L� �8�A�B�>�G�=�8�:� �?�@�>�1�;�5�<�K� �A� 

�?�>�<�>�I�L�N� �?�@�8�;�>�6�5�=�8�O� Wireshark �=�5� �C�4�0�;�>�A�L�,� �E�>�B�O� �>�=�>� �8� �?�>�4�A�:�0�7�0�;�>�,� �3�4�5� �5�3�>� �8�A�­

�:�0�B�L�,� �A�M�:�>�=�>�<�8�2� �=�0�<� �=�5�<�0�;�>� �4�@�0�3�>�F�5�=�=�>�3�>� �2�@�5�<�5�=�8�.� ���<�5�A�B�>� �B�>�3�>� �G�B�>�1�K� �0�=�0�­

�;�8�7�8�@�>�2�0�B�L� �B�@�0�D�8�:�,� �?�@�>�E�>�4�O�I�8�9� �G�5�@�5�7� �A�5�B�5�2�>�9� �H�;�N�7�,� �7�2�>�=�8�B�L� �?�@�>�2�0�9�4�5�@�C� 

���=�B�5�@�=�5�B�0� �8�;�8� �8�A�:�0�B�L� �@�5�A�C�@�A�K� �4�;�O� �4�8�0�3�=�>�A�B�8�:�8� �C�4�0�;�5�=�=�>�3�>� �D�N�S�-�c�e�p�2�e�p�a�,� �<�K� 

�A�C�<�5�;�8� �A�>�A�@�5�4�>�B�>�G�8�B�L� �A�2�>�8� �C�A�8�;�8�O� �=�0� �A�0�<�>�<� �:�>�<�?�L�N�B�5�@�5�,� �:�>�B�>�@�K�9�,� �?�>� �A�C�I�5�­

�A�B�2�C�,� �8� �>�:�0�7�0�;�A�O� �?�@�8�G�8�=�>�9� �4�0�=�=�>�9� �?�@�>�1�;�5�<�K�.� 

�l�e�i�Q�'���'�I���J�(�!�i� ���5�.�;�8� �1�K� �<�K� �;�C�G�H�5� �7�=�0�;�8� �A�E�5�<�C� �I� �-�0�4�@�5�A�0�F�8�8� �2� �4�0�=�=�>�9� �:�>�=�:�@�5�B�=�>�9� �A�5�B�8�,� 

�B�>� �A�<�>�3�;�8� �1�K� �?�@�>�2�5�A�B�8� �A�2�>�9� �0�=�0�;�8�7� �1�K�A�B�@�5�5�.� ���@�>�1�;�5�<�C� �<�>�6�=�>� �1�K�;�>� �1�K� 

�2�K�O�2�8�B�J� �=�5�<�5�4�;�5�=�=�>�,� �:�0�:� �B�>�;�J�:�>� �>�1�=�0�@�C�6�8�;�>�A�J� �1�K�,� �G�B�>� ���R� �-�7�0�?�@�>�A�K� 

�1�K�;�8� �?�>�A�;�0�=�K� �=�5� �?�>� �I� �-�0�4�@�5�A�C� �A�5�B�5�2�>�3�>� �H�;�N�7�0�.� ���>�4�>�1�=�K�5� �>�H�8�1�:�8� �2� 

�:�>�=�D�8�3�C�@�0�F�8�8� �=�5�@�5�4�:�>� �A�B�0�=�>�2�O�B�A�O� �?�@�8�G�8�=�>�9� �?�@�>�1�;�5�.�<� �2� �@�0�1�>�B�5� �A�5�B�8�,� 

�:�>�B�>�@�K�5�,� �:�0�:� �?�@�0�2�8�;�>�,� �@�0�7�@�5�H�0�N�B�A�O� �1�K�A�B�@�>� �2� �@�5�7�C�;�J�B�0�B�5� �1�5�3�;�>�3�>� 

�0�=�0�;�8�7�0� �?�0�:�5�B�>�2�.� 

���5�6�5�;�0�B�5�;�L�=�0�O� �?�5�@�5�0�4�@�5�A�0�F�8�O� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� ��� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� �3�;�0�2�=�K�<� �4�5�9�A�B�2�C�N�I�8�<� �;�8�F�>�<� �c�=�o�­

�n�o�w�e�,�a�c�c�e�s�s�2�.� pcapng �2�0� �>�:�0�7�K�2�0�5�B�A�O� �?�>�;�L�7�>�2�0�B�5�;�L�,� �8�A�?�K�B�K�2�0�N�I�8�9� �B�@�C�4�=�>�-

�A�B�8� �?�@�8� �4�>�A�B�C�?�5� �:� ���=�B�5�@�=�5�B�C� �A�>� �A�2�>�5�3�>� �@�0�1�>�G�5�3�>� 

284 ���;�0�2�0� 1 ��� 
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�:�>�<�?�L�N�B�5�@�0�.� ���>�,� �2� �>�B�;�8�G�8�5� �>�B� �?�>�;�L�7�>�2�0�B�5�;�O� �8�7� �?�@�5�4�K�4�C�I�5�3�>� �A�F�5�=�0�@�8�O�,� �>�=� �2�A�5� 

�6�5� �<�>�6�5�B� �?�>�4�:�;�N�G�8�B�L�A�O� �:� ���=�B�5�@�=�5�B�C�.� ��� �7�0�B�@�C�4�=�5�=�8�5� �2�>�7�=�8�:�0�5�B� �C� �=�5�3�>� �2� �A�2�O�7�8� 

�A� �B�5�<�,� �G�B�>� �>�=� �=�5� �<�>�6�5�B� �?�5�@�5�9�B�8� �=�0� �A�2�>�N� �=�0�G�0�;�L�=�C�N� �A�B�@�0�=�8�F�C� ht tps: / /www. 
google. com/. ���>�3�4�0� �M�B�>�B� �?�>�;�L�7�>�2�0�B�5�;�L� �?�K�B�0�5�B�A�O� �4�>�A�B�8�G�L� �;�N�1�>�3�>� �4�>�<�5�=�0�,� �E�>�­

�A�B�8�=�3� �:�>�B�>�@�>�3�>� �2�K�?�>�;�=�O�5�B�A�O� �2� Google, �>�=� �=�0�?�@�0�2�;�O�5�B�A�O� �=�0� �A�B�@�0�=�8�F�C� �1�@�0�C�7�5�@�0� 

�A� �A�>�>�1�I�5�=�8�5�<� "Internet Explorer cannot display the web page" �(�I�?�t�e�r�?�e�t� 

Explorer �=�5� �<�>�6�5�B� �>�B�>�1�@�0�7�8�B�L� �C�:�0�7�0�=�=�C�N� �2�5�1�-�A�B�@�0�=�8�F�C�)�.� ���>�7�=�8�:�0�N�I�5�5� �7�0�B�@�C�4�­

�=�5�=�8�5� �7�0�B�@�0�3�8�2�0�5�B� �B�>�;�L�:�>� �4�0�=�=�>�3�>� �:�>�=�:�@�5�B�=�>�3�>� �?�>�;�L�7�>�2�0�B�5�;�O�.� ���0�:� �8� �2� �?�@�5�4�K�­

�4�C�I�5�<� �A�F�5�=�0�@�8�8�,� �=�5�?�>�;�0�4�:�0� �2�>�7�=�8�:�0�5�B� �2� �=�5�1�>�;�L�H�>�9� �A�5�B�8� �A� �=�5�A�:�>�;�L�:�8�<�8� �?�@�>�­

�A�B�K�<�8� �:�>�<�<�C�B�0�B�>�@�0�<�8� �8� �>�4�=�8�<� �<�0�@�H�@�C�B�8�7�0�B�>�@�>�<�,� �A�;�C�6�0�I�8�<� �2� �:�0�G�5�A�B�2�5� �A�B�0�=�­

�4�0�@�B�=�>�3�>� �H�;�N�7�0�.� 

���>�4�:�;�N�G�5�=�8�5� �:� �A�5�B�8� 

�'�B�>�1�K� �?�@�8�A�B�C�?�8�B�L� �:� �0�=�0�;�8�7�C�,� �?�@�8�4�5�B�A�O� �?�@�5�4�;�>�6�8�B�L� �?�>�;�L�7�>�2�0�B�5�;�N� �?�>�?�@�>�1�>�­

�2�0�B�L� �?�>�4�:�;�N�G�8�B�L�A�O� �:� ���=�B�5�@�=�5�B�C� �4�;�O� �?�@�>�A�<�>�B�@�0� �=�0�G�0�;�L�=�>�9� �A�B�@�0�=�8�F�K� �?�>� �0�4�@�5�­

�A�C� https: / / www.google.com/ �8� �2� �B�>� �6�5� �2�@�5�<�O� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �A�5�B�5�2�K�<� �>�B�2�5�B�­

�2�8�B�5�;�5�<� �4�;�O� �?�@�>�A�;�C�H�8�2�0�=�8�O� �D�>�@�<�8�@�C�5�<�>�3�>� �?�@�8� �M�B�>�<� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0 �.� ���>�;�C�­

�G�5�=�=�K�9� �2� �8�B�>�3�5� �@�5�7�C�;�L�B�0�B� �A�>�E�@�0�=�5�=� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� nowebaccess2. pcapng. 

���=�0�;�8�7� 

���5�@�5�E�2�0�G�5�=�=�K�9� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �=�0�G�8�=�0�5�B�A�O� �A� ���R� �-�7�0�?�@�>�A�0� �8� �>�B�2�5�B�0�,� �:�0�:� 

�?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 10.17. ��� �?�0�:�5�B�5� 1 �:�>�<�?�L�N�B�5�@� �?�>�;�L�7�>�2�0�B�5�;�O� �A� �����!�-�0�4�@�5�A�>�<� 

00:25:b3:bf:9l:ee �8� �I� �-�0�4�@�5�A�>�<� 172.16.0.8 �?�>�A�K�;�0�5�B� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�9� 

�?�0�:�5�B� �?�>� �?�@�>�B�>�:�>�;�C� ARP �2�A�5�<� �:�>�<�?�L�N�B�5�@�0�<� �2� �4�0�=�=�>�<� �A�5�3�<�5�=�B�5� �A�5�B�8�,� �G�B�>�1�K� �?�>�­

�?�K�B�0�B�L�A�O� �=�0�9�B�8� �����!�-�0�4�@�5�A�,� �A�2�O�7�0�=�=�K�9� �A� �I� �-�0�4�@�5�A�>�<� �E�>�A�B�0� 172 .16. ��� .102. ���K� 

�=�5� �A�<�>�3�;�8� �A�:�0�7�0�B�L� �A�E�>�4�C�,� �G�B�>� �M�B�>� �7�0� �0�4�@�5�A�.� 

No. • Time Source DesUn1tion Prctocol Length lnfo 
1 �5�.�5�5�5�5�5�5� �e�e�:�2�s�:�b�7�:�b�f�:�9�1�:�e�e� H:ff:ff:ff•ff:ff ARP 42 Who has 112.16.0.1021 �B�"�=� �1�7�2�.�l�1�.�5�.�5� 

2 8.888334 �8�8�:�2�1�:�7�8�:�A�8�:�5�1�1�f�8� 80:2S:b3:bf:91:ee ARP 68 �1�7�2�.�l�1�.�&�.�1�&�2� is at �8�&�:�2�1�:�7�&�:�c�8�:�S�1�:�f�l�l� 

� �8�A�.� 10.17. ���R� �-�7�0�?�@�>�A� �8� �>�B�2�5�B� �4�p�y�r�o�r�o� �C�A�B�@�>�9�A�B�2�0� �2� �A�5�B�8� 

���7� �?�0�:�5�B�0� 2 �:�>�<�?�L�N�B�5�@�C� �?�>�;�L�7�>�2�0�B�5�;�O� �A�B�0�=�>�2�8�B�A�O� �8�7�2�5�A�B�=�>�,� �G�B�>� �����!�-�0�4�@�5�­

�A�C� 00: 21: 70: �A���:� 56: fO �A�>�>�B�2�5�B�A�B�2�C�5�B� �I� �-�0�4�@�5�A� 172 .16. ��� .102. ���?�8�@�0�O�A�L� �=�0� �>�?�K�B� 

�8�7� �?�@�5�4�K�4�C�I�5�3�>� �A�F�5�=�0�@�8�O�,� �<�>�6�=�>� �?�@�5�4�?�>�;�>�6�8�B�L�,� �G�B�>� �M�B�>� �0�4�@�5�A� �A�5�B�5�2�>�3�>� �H�;�N�­

�7�0�,� �8�A�?�>�;�L�7�C�5�<�K�9� �4�;�O� �B�>�3�>�,� �G�B�>�1�K� �?�0�:�5�B�K� �<�>�6�=�>� �1�K�;�>� �(�:�0�:� �8� �2� �?�@�>�H�;�>�<� �A�F�5�­

�=�0�@�8�8�)� �?�5�@�5�A�K�;�0�B�L� �=�0� �2�=�5�H�=�8�9� �D�N�S�-�c�e�p�2�e�p�.� ���>�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 10.18, 
�A�;�5�4�C�N�I�8�9� �?�0�:�5�B� �A�>�4�5�@�6�8�B� �=�5� �D�N�S�-�7�a�?�p�o�c�,� �0� �"�!� �-�7�0�?�@�>�A�,� �?�5�@�5�4�0�2�0�5�<�K�9� �8�7� �A�5�­

�B�5�2�>�3�>� �C�7�;�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 172 .16. ���.� 8, �2� �A�5�B�5�2�>�9� �C�7�5�;�,� �@�0�A�?�>�;�>�6�5�=�­

�=�K�9� �?�>� �0�4�@�5�A�C� 172 .16. ��� .102. ��� �7�0�3�>�;�>�2�:�5� �M�B�>�3�>� �?�0�:�5�B�0� �C�A�B�0�=�>�2�;�5�=� �D�;�0�3� SYN ���,� 

�C�:�0�7�K�2�0�N�I�8�9� �=�0� �B�>�,� �G�B�>� �M�B�>� �?�5�@�2�K�9� �?�0�:�5�B� �2� �?�@�>�F�5�A�A�5� �C�A�B�0�=�>�2�:�8� �A�>�5�4�8�=�5�=�8�O� 

�?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �<�5�6�4�C� �4�2�C�<�O� �A�5�B�5�2�K�<�8� �C�7�;�0�<�8� �(�8�;�8� �E�>�A�B�0�<�8�)�.� 

���A�=�>�2�=�K�5� �@�5�0�;�L�=�K�5� �A�F�5�=�0�@�8�8� 285 
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Jl Wireshark · Packet ��� · nowebacce<s2 �>� �E� 

franae ���:� �1�1� bytes on wir• (528 �,�i�t�s�)�,� �1�1� bytes captured (528 �,�i�t�s�)� 

Ethernet ���,� Src: ttewlettP_bf:91:ee �(�0�0�:�2�5�:�,���:�,�f�:�9�1�:�5�5�)�,� Dst: �D�e�l�l�_�c�e�:�S�1�:�f�e� (00:21:7&:c&:56:f0) 
> �I�n�t�e�3�n�e�t� Protocol �V�e�3�s�i�o�n� 4, Src: 172.16.&.8, Dst: 172.16.&.1&20 

: 0 • �-�;�;�:�-�;�=�-�.�~� - "- .--. ---
Source Port:: 1074 
Destination � �>�3�t�:� 80 @ 
(Strea11 index: &) 
�[�"�!� � Segment Len: &) 
Sequence nu11ber: 0 �{�3�e�l�2�t�i�v�e� sequence �n�u�m�,�e�r�}� 

Acknowledgnient �?�u�m�,�.�3�:� 0 
���5�0�d�5�3� Length: 32 bytes 

Window size value: 8192 
[Calculated window size: 8192] 
Checksu1R: �0�E�5�8�,�5� [validation �d�i�s�a�+�e�d�]� 

Urgent �p�o�i�n�t�e�3�:� 0 
> Options: (12 bytes), ���.�x�i�l�l�u�1�1� segment size, No-Operation (NDP), Window scale, No-Operation (-

� �8�A�.� J ���.� J 8. ���0�:�5�B� SYN, �?�>�A�K�;�0�5�<�K�9� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �8�7� �>�4�=�>�3�>� �E�>�A�B�0� �:� �4�@�C�3�>�<�C� 

���@�8�<�5�G�0�B�5�;�L�=�>�,� �G�B�>� �A�>�5�4�8�=�5�=�8 �5� �?�>� �?�@�>�B�>�:�>�; �C� �"�!� � �C�A�B�0�=�0�2�;�8�2 �0 �5�B�A�O� �A� �?�>�@�­

�B�>�<� 80 8 �?�>� �0�4�@�5�A�C� 172 .16. ��� .102 ���,� �:�>�B�>�@�K�9�,� �:�0�:� �?�@�0�2�8�;�> �,� �A�2�O�7�0�=� �A� ���"�"� �-�B�@�0�­

�D�8�:�>�<�.� ���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 10.19, �?�>�?�K�B�:�0� �B�0�:�>�3�>� �A�>�5�4�8�=�5�=�8�O� �=�5�>�6�8�4�0�=�=�>� 

�>�B�2�5�@�3�0�5�B�A�O�,� �:�>�3�4�0� �E�>�A�B�,� �=�0�E�>�4�O�I�8�9�A�O� �?�>� �0�4�@�5�A �C� 172 .16. ��� .102, �?�>�A�K�;�0�5�B� �2� �>�B�­

�2�5�B� �?�0�:�5�B� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<�8� �D�;�0�3�0�<�8� RST �8� �� �! ��� ��� �(�B �. �5�.� �?�0�:�5�B� 4). 

Jl Wireshark · Packet 4 · nowebaccess2 �>� 

> �f�3�a�n�i�e� 4: 60 bytes on wire (480 �,�i�t�s�)�,� 60 bytes �c�a�p�t�u�3�e�d� (480 �+�t�s�)� 

> Ethernet II, �S�3�A�:� �D�e�l�l�_�c�0�:�S�1�:�f�0� �(�0�0�:�2�1�:�7�0�:�c�&�:�S�1�:�f�&�)�,� Dst: ���e�w�l�e�t�t�P�_�b�f�:�9�1�:�e�e� �(�0�0�:�2�5�:�,���:�,�f�:�9�1�:�5�5�)� 

> Internet Protocol �V�e�3�s�i�o�n� 4, �S�3�A�:� 172.16.0.102, Dst: 172.16.&.8 
v Trans•ission Control �P�3�o�t�o�c�o�l�,� Src Port: 80 (80). Dst Port: 1074 {1074), Seq: 1, Ack: 1, len: 0 

SOurce Port: 80 
Destination Port: 1074 
[ �S�t�3�e�a�m� index: 0] 
�(�"�!� � Segnient Len: 0] 
Sequence �n�w�a�,�e �r �:� 1 (relative sequence nu11ber) 
Acknowledgnient �?�u�1�1�,�.�3�:� 1 (relative ack �n�8�1�1�b�e�r�)� 

���5�0�d�5�3� Length: 20 bytes 
Flags: 0><&14 (RST, ���!���)� 0 
Window size value: 0 
(Calculated window size: 0] 
[Window size scaling �f�o�c�t�o�3�:� -1 (unknown)] 
Checksu• : �5�E�A�9�0�0� [validation �d�i�s�a�+�e�d�]� 

Urgent pointer: 0 
�(�S�E�Q�/�A�C��� analysis] 

�E� 

� �8�A�.� J ���.� J 9. ���0�:�5�B� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<�8� �D�;�0�3�0�<�8� RST �8� ���!���,� �?�>�A�K�;�0�5�<�K�9� �2� 

�>�B�2�5�B� �=�0� �?�0�:�5�B� �"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� SYN 

286 �� �; �0�2 �0� l ��� 
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���0�:� �C�?�>�<�8�=�0�;�>�A�L� �2� �3�;�0�2�5� 8, �"���@�>�B�>�:�>�;�K� �B�@�0�=�A�?�>�@�B�=�>�3�>� �C�@�>�2�=�O�"�,� �D�;�0�3� 

RST �A�;�C�6�8�B� �4�;�O� �@�0�7�@�K�2�0� �A�>�5�4�8�=�5�=�8�O�,� �C�A�B�0�=�0�2�;�8�2�0�5�<�>�3�>� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �.� 

��� �4�0�=�=�>�<� �A�;�C�G�0�5� �E�>�A�B�,� �=�0�E�>�4�O�I�8�9�A�O� �?�>� �0�4�@�5�A�C� 172 .16. ���.� 8, �?�>�?�K�B�0�;�A�O� �C�A�B�0�­

�=�>�2�8�B�L� �A�>�5�4�8�=�5�=�8�5� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �A� �E�>�A�B�>�<�,� �@�0�A�?�>�;�>�6�5�=�=�K�<� �?�>� �0�4�@�5�­

�A�C� 172 .16. ��� .102, �G�5�@�5�7� �?�>�@�B� 80. ���>� �2� �>�B�2�5�B�,� �:� �A�>�6�0�;�5�=�8�N�,� �>�=� �?�>�;�C�G�8�;� �?�0�:�5�B� 

�"�!� � �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �D�;�0�3�>�<� RST, �C�:�0�7�K�2�0�N�I�8�<� �=�0� �@�0�7�@�K�2� �A�>�5�4�8�=�5�=�8�O�.� �-�B�>�B� 

�1�1�@�>�F�5�A�A� �?�>�2�B�>�@�O�;�A�O� �B�@�8� �@�0�7�0�,� �?�@�5�6�4�5� �G�5�<� �A�2�O�7�L� �<�5�6�4�C� �E�>�A�B�0�<�8� �>�:�>�=�G�0�B�5�;�L�=�>� 

�?�@�5�:�@�0�B�8�;�0�A�L� �(�@�8�A�.� 10.20). ��� �2� �M�B�>�B� �<�>�<�5�=�B� �?�>�;�L�7�>�2�0�B�5�;�L� �?�>�;�C�G�8�;� �2� �>�:�=�5� �A�2�>�­

�5�3�>� �1�@�0�C�7�5�@�0� �A�>�>�1�I�5�=�8�5�,� �8�7�2�5�I�0�2�H�5�5�,� �G�B�>� �=�5�;�L�7�O� �>�B�>�1�@�0�7�8�B�L� �7�0�?�@�0�H�8�2�0�5�<�C�N� 

�A�B�@�0�=�8�F�C�.� 

�P�r�o�l�O�C�a�l�L�~�I�r�l�f�o� 

��� � •2 "'° n.s �1�1�2�.�J�6�.�1�.�1�e�2�~� �B�~�1�1�1�1�z�.�1�0�.�5�.�1� 

� �8�A�.� 10.20. ���1�<�5�=� �?�0�:�5�B�0�<�8� SYN �8� RST �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �?�@�>�8�A�E�>�4�8�B� �B�@�8� �@�>�7�0� �?�>�4�@�O�4� 

���>�A�;�5� �0�=�0�;�8�7�0� �:�>�=�D�8�3�C�@�0�F�8�8� �4�@�C�3�>�3�>� �?�@�0�2�8�;�L�=�>� �@�0�1�>�B�0�N�I�5�3�>� �A�5�B�5�2�>�3�>� 

�C�A�B�@�>�9�A�B�2�0� �>�1�@�0�B�8�<� �2�=�8�<�0�=�8�5� �=�0� ���R� �-�7�0�?�@�>�A� �8� �>�B�2�5�B� �2� �?�0�:�5�B�0�E� 1 �8� 2, �?�>�A�:�>�;�L�­

�:�C� ���R� �-�7�0�?�@�>�A� �4�5�;�0�5�B�A�O� �=�5� �A� �F�5�;�L�N� �?�>�;�C�G�5�=�8�O� �����!�-�0�4�@�5�A�0� �<�0�@�H�@�C�B�8�7�0�B�>�@�0� �A�5�­

�B�5�2�>�3�>� �H�;�N�7�0�,� �0� �4�;�O� �>�?�@�5�4�5�;�5�=�8�O� �����!�-�0�4�@�5�A�0� �:�0�:�>�3�>�-�B�>� �=�5�8�7�2�5�A�B�=�>�3�>� �C�A�B�@�>�9�­

�A�B�2�0�.� ���@�>�A�;�5�6�8�2�0�O� ���R� �-�7�0�?�@�>�A� �8� �>�B�2�5�B�,� �<�K� �>�6�8�4�0�5�<� �C�2�8�4�5�B�L� �l�)�N�S�-�7�a�?�p�o�c�,� �>�B�­

�?�@�0�2�;�5�=�=�K�9� �?�>� �C�:�0�7�0�=�=�>�<�C� �=�0�<�8� �0�4�@�5�A�C� �[�)�N�S�-�c�e�p�2�e�p�a� �A� �F�5�;�L�N� �=�0�9�B�8� �I� �-�0�4�@�5�A�,� 

�A�2�O�7�0�=�=�K�9� �A� �4�>�<�5�=�=�K�<� �8�<�5�=�5�<� https: / /www. 9009le. com/, �=�>� �<�K� �M�B�>�3�>� �=�5� �=�0�·� 

�E�>�4�8�<�.� ���<�5�N�B�A�O� �A�;�5�4�C�N�I�8�5� �4�2�0� �C�A�;�>�2�8�O�,� �A�?�>�A�>�1�=�K�5� �?�>�<�5�H�0�B�L� �A�4�5�;�0�B�L� �B�0�:�>�9� 

�l�)�N�S�-�7�a�?�p�o�c�.� 

• �#�A�B�@�>�9�A�B�2�>�,� �8�=�8�F�8�8�@�C�N�I�5�5� �A�>�5�4�8�=�5�=�8�5�,� �C�6�5� �A�>�4�5�@�6�8�B� �2� �A�2�>�5�<� �:�5�H�5� 

�l�)�N�S�-�7�0�?�@�>�A�>�2� �>�B�>�1�@�0�6�5�=�8�5� �D�N�S�-�8�<�5�=�8� �=�0� �I� �-�0�4�@�5�A�,� �:�0�:� �8� �2� �?�5�@�2�>�<� �A�F�5�­

�=�0�@�8�8� �8�7� �M�B�>�9� �3�;�0�2�K�.� 

• �#�A�B�@�>�9�A�B�2�>�,� �A� �:�>�B�>�@�K�<� �C�A�B�0�=�0�2�;�8�2�0�5�B�A�O� �A�>�5�4�8�=�5�=�8�O� �?�>� �D�N�S�-�8�<�5�=�8�,� �C�6�5� 

�A�>�4�5�@�6�8�B� �>�B�>�1�@�0�6�5�=�8�5� �D�N�S�-�8�<�5�=�8� �=�0� �I� �-�0�4�@�5�A�,� �C�:�0�7�0�=�=�>�5� �2� �5�3�>� �D�0�9�;�5� 

hosts. 

���0�;�L�=�5�9�H�5�5� �8�A�A�;�5�4�>�2�0�=�8�5� �:�>�=�D�8�3�C�@�0�F�8�8� �:�;�8�5�=�B�A�:�>�3�>� �:�>�<�?�L�N�B�5�@�0� �?�>�:�0�­

�M�K�2�0�5�B�,� �G�B�>� �2� �5�3�>� �D�0�9�;�5� hosts �8�<�5�5�B�A�O� �7�0�?�8�A�L� �4�;�O� �4�>�<�5�=�=�>�3�>� �8�<�5�=�8� https: / / 
www. google. com, �A�2�O�7�0�=�=�>�3�>� �A� �2�=�C�B�@�5�=�=�8�<� �I� �-�0�4�@�5�A�>�<� 172 .16. ��� .102. ���<�5�=�=�>� 

�M�B�0� �=�5�2�5�@�=�0�O� �7�0�?�8�A�L� �8� �O�2�;�O�5�B�A�O� �3�;�0�2�=�>�9� �?�@�8�G�8�=�>�9� �7�0�B�@�C�4�=�5�=�8�9�,� �2�>�7�=�8�:�H�8�E� �C� 

�4�0�=�=�>�3�>� �?�>�;�L�7�>�2�0�B�5�;�O�.� 

���0�:� �?�@�0�2�8�;�>�,� �:�>�<�?�L�N�B�5�@� �8�A�?�>�;�L�7�C�5�B� �A�2�>�9� �D�0�9�;� hosts �2� �:�0�G�5�A�B�2�5� �0�2�B�>�­

�@�8�B�5�B�=�>�3�>� �8�A�B�>�G�=�8�:�0� �A�>�>�B�2�5�B�A�B�2�8�9� �D�N�S�·�8�<�5�=� �8� �I� �-�0�4�@�5�A�>�2�,� �8� �?�>�M�B�>�<�C� �>�=� 
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�>�1�@�0�I�0�5�B�A�O� �8�<�5�=�=�>� �:� �M�B�>�<�C� �D�0�9�;�C�,� �?�@�5�6�4�5� �G�5�<� �7�0�?�@�0�H�8�2�0�B�L� �2�=�5�H�=�8�9� �8�A�B�>�G�­

�=�8�:�.� ��� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� �:�>�<�?�L�N�B�5�@� �?�>�;�L�7�>�2�0�B�5�;�O� �?�@�>�2�5�@�8�;� �A�=�0�G�0�;�0� �A�2�>�9� �D�0�9�;� 

hosts, �>�1�=�0�@�C�6�8�;� �2� �=�5�<� �7�0�?�8�A�L� �4�;�O� �4�>�<�5�=�=�>�3�>� �8�<�5�=�8� https: / /wt1t1. google. com 
�8� �@�5�H�8�;�,� �G�B�>� �E�>�A�B� �?�>�4� �M�B�8�<� �8�<�5�=�5�<� �=�0�E�>�4�8�B�A�O� �2� �5�3�>� �;�>�:�0�;�L�=�>�<� �A�5�3�<�5�=�B�5� �A�5�B�8�.� 

���0�B�5�<� �>�=� �?�>�A�;�0�;� �M�B�>�<�C� �E�>�A�B�C� ���R� �-�7�0�?�@�>�A�,� �?�>�;�C�G�8�;� �>�B�2�5�B� �8� �?�>�?�K�B�0�;�A�O� �8�=�8�F�8�8�­

�@�>�2�0�B�L� �A�>�5�4�8�=�5�=�8�5� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �G�5�@�5�7� �?�>�@�B� 80 �?�>� �0�4�@�5�A�C� 172 .16. ��� .102. 
���>� �?�>�A�:�>�;�L�:�C� �C�4�0�;�5�=�=�0�O� �A�8�A�B�5�<�0� �=�5� �1�L�H�0� �A�:�>�=�D�8�3�C�@�8�@�>�2�0�=�0� �:�0�:� �2�5�1�-�A�5�@�2�5�@�,� 

�B�>� �>�=�0� �>�B�2�5�@�3�;�0� �2�A�5� �?�>�?�K�B�:�8� �C�A�B�0�=�>�2�8�B�L� �B�0�:�>�5� �A�>�5�4�8�=�5�=�8�5�.� ��� �:�0�:� �B�>�;�L�:�>� �A�>�­

�>�B�2�5�B�A�B�2�C�N�I�0�O� �7�0�?�8�A�L� �1�L�H�0� �C�4�0�;�5�=�0� �8�7� �D�0�9�;�0� hosts, �:�>�<�?�L�N�B�5�@� �?�>�;�L�7�>�2�0�B�5�;�O� 

�=�0�G�0�;� �?�@�0�2�8�;�L�=�>� �C�A�B�0�=�0�2�;�8�2�0�B�L� �A�2�O�7�L� �8� �A�C�<�5�;� �?�>�;�C�G�8�B�L� �4�>�A�B�C�?� �:� �=�5�1�-�A�5�@�2�5�@�C� 

�?�>� �0�4�@�5�A�C� https: / /www. google. �A�>�B�/�.� 

�i�1�i�p�i���!�p�)�!�i�i�i� �'�B�>�1�L�t� �?�@�>�2�5�@�8�B�L� �A�>�4�5�@�6�8�<�>�5� �A�8�>�5�3�>� �D�0�9�;�0� hosts �2� �A�8�A�B�5�<�5� Windows, 
�>�B�:�@�>�9�1�"�1�1�!� �5�3�>� �4�;�O� �?�@�>�A�<�>�B�@�0�,� �2�>�A�?�>�;�L�7�>�2�0�2�H�8�A�L� �?�>�;�=�K�<� �8�<�5�=�5�<� 

�!�:� \Windows\System32\drivers\etc\hosts, �0� �2� �A�8�A�B�5�<�5� Linux-/etc/ 
hosts. 

�-�B�>� �2�5�A�L�<�0� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�K�9� �A�F�5�=�0�@�8�9�,� �:�>�B�>�@�K�<� �3�>�4�0�<�8� �8�A�?�>�;�L�7�>�2�0�;�A�O� 

�2�>� �2�@�5�4�>�=�>�A�=�>�<� �?�@�>�3�@�0�<�<�=�>�<� �>�1�5�A�?�5�G�5�=�8�8�,� �G�B�>�1�K� �?�5�@�5�0�4�@�5�A�>�2�0�B�L� �?�>�;�L�7�>�2�0�­

�B�5�;�5�9� �=�0� �2�5�1�-�A�0�9�B�K� �A� �2�@�5�4�>�=�>�A�=�K�<� �:�>�4�>�<�.� �"�0�:�,� �5�A�;�8� �0�B�0�:�C�N�I�8�9� �7�;�>�C�<�K�H�;�5�=�­

�=�8�:� �2�=�5�A�5�B� �8�7�<�5�=�5�=�8�O� �2� �D�0�9�;� hosts, �B�>� �2�A�O�:�8�9� �@�0�7�,� �:�>�3�4�0� �?�>�;�L�7�>�2�0�B�5�;�L� �A�>�1�8�@�0�­

�5�B�A�O� �2�K�?�>�;�=�8�B�L� �>�=�;�0�9�=�>�2�K�5� �1�0�=�:�>�2�A�:�8�5� �>�?�5�@�0�F�8�8�,� �>�=� �1�C�4�5�B� �?�5�@�5�0�4�@�5�A�>�2�0�=� �=�0� 

�?�>�4�4�5�;�L�=�K�9� �2�5�1�-�A�0�9�B�,� �A�?�5�F�8�0�;�L�=�>� �?�@�5�4�=�0�7�=�0�G�5�=�=�K�9� �4�;�O� �:�@�0�6�8� �C�G�5�B�=�K�E� �4�0�=�­

�=�K�E� �M�B�>�3�>� �?�>�;�L�7�>�2�0�B�5�;�O�!� 

�#�A�2�>�5�=�=�K�5� �C�@�>�:�8� 

���@�>�4�>�;�6�0�O� �0�=�0�;�8�7�8�@�>�2�0�B�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:�,� �2�K� �<�>�6�5�B�5� �=�5� �B�>�;�L�:�>� �C�7�=�0�B�L�,� 

�:�0�:�8�<� �>�1�@�0�7�>�<� �4�5�9�A�B�2�C�N�B� �@�0�7�;�8�G�=�K�5� �A�5�B�5�2�K�5� �?�@�>�B�>�:�>�;�K�,� �=�>� �8� �:�0�:� �<�>�6�=�>� 

�=�0�@�C�H�8�B�L� �8�E� �=�>�@�<�0�;�L�=�C�N� �@�0�1�>�B�C�.� ��� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� �D�N�S�-�7�a�?�p�o�c� �=�5� �1�K�;� �?�>�­

�A�;�0�=� �8�7�-�7�0� �=�5�2�5�@�=�>�9� �:�>�=�D�8�3�C�@�0�F�8�8� �:�;�8�5�=�B�0�,� �0� �=�5� �2�A�;�5�4�A�B�2�8�5� �:�0�:�8�E�-�B�>� �2�=�5�H�=�8�E� 

�>�3�@�0�=�8�G�5�=�8�9� �8�;�8� �:�>�=�D�8�3�C�@�0�F�8�9�.� 

���=�0�;�8�7�8�@�C�O� �4�0�=�=�C�N� �?�@�>�1�;�5�<�C� �=�0� �C�@�>�2�=�5� �?�0�:�5�B�>�2�,� �<�K� �A�C�<�5�;�8� �1�K�A�B�@�>� �2�K�O�­

�2�8�B�L� �=�5�8�7�2�5�A�B�=�K�9� �I� �-�0�4�@�5�A� �8� �2�K�O�A�=�8�B�L� �>�B�A�C�B�A�B�2�8�5� �D�N�S�-�7�a�?�p�o�c�a� �=�0� �?�@�5�>�1�@�0�7�>�­

�2�0�=�8�5� �8�<�5�=�8� - �3�;�0�2�=�>�9� �A�>�A�B�0�2�;�O�N�I�5�9� �?�>�4�>�1�=�>�3�>� �?�@�>�F�5�A�A�0� �>�1�<�5�=�0� �4�0�=�=�K�<�8� 

�?�>� �A�5�B�8�.� ���A�?�>�;�L�7�C�O� �M�B�8� �A�2�5�4�5�=�8�O�,� �=�0�<� �C�4�0�;�>�A�L� �C�A�B�0�=�>�2�8�B�L�,� �G�B�>� �3�;�0�2�=�>�9� �?�@�8�G�8�­

�=�>�9� �2�>�7�=�8�:�H�5�9� �?�@�>�1�;�5�<�K� �1�L�H� �A�0�<� �:�;�8�5�=�B�.� 
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���0�:� �8� �2� �4�2�C�E� �?�@�5�4�K�4�C�I�8�E� �A�F�5�=�0�@�8�O�E�,� �2� �4�0�=�=�>�<� �A�F�5�=�0�-�$�0�9�;� �?�5�@�5�E�2�0�B�0� 

�n�o�w�e�,�a�c�c�e�s�s���.�p�c�a�p�n�q� �@�8�8� �?�>�;�L�7�>�2�0�B�5�;�L� �6�0�;�C�5�B�A�O� �=�0� �>�B�A�C�3�A�B�2�8�5� �4�>�A�B�C�?�0� �:� 

���=�B�5�@�=�5�B�C� �8�7� �5�3�>� �@�0�1�>�G�5�3�>� �:�>�<�?�L�N�B�5�@�0�.� �-�B�>�B� �?�>�;�L�7�>�­

�2�0�B�5�;�L� �;�>�:�0�;�8�7�>�2�0�;� �2�>�7�=�8�:�H�C�N� �?�@�>�1�;�5�<�C� �:� �5�4�8�=�A�B�2�5�=�=�>�<�C� �2�5�1�-�A�0�9�B�C� �?�>� �0�4�@�5�A�C� 

h t tps: / /www. goog le. com/. ���>� �2� �4�0�;�L�=�5�9�H�5�<� �8�A�A�;�5�4�>�2�0�=�8�5� �?�>�:�0�7�0�;�>�,� �G�B�>� �4�0�=�­

�=�0�O� �?�@�>�1�;�5�<�0� �2�>�7�=�8�:�0�;�0� �C� �2�A�5�E� �A�>�B�@�C�4�=�8�:�>�2� �>�@�3�0�=�8�7�0�F�8�8�:� �=�8�:�>�<�C� �8�7� �=�8�E� �=�5� 

�C�4�0�2�0�;�>�A�L� �?�>�;�C�G�8�B�L� �4�>�A�B�C�?� �:� �4�>�<�5�=�0�<� �:�>�<�?�0�=�8�8� Google. �!�5�B�L� �2� �M�B�>�9� �>�@�3�0�=�8�7�0�­

�F�8�8� �8�<�5�5�B� �B�0�:�C�N� �6�5� �0�@�E�8�B�5�:�B�C�@�C�,� �:�0�:� �8� �2� �4�2�C�E� �?�@�5�4�K�4�C�I�8�E� �A�F�5�=�0�@�8�O�E�,� �8� �A�>�A�B�>�-

�8�B� �8�7� �=�5�A�:�>�;�L�:�8�E� �?�@�>�A�B�K�E� �:�>�<�<�C�3�0�B�>�@�>�2� �8� �>�4�=�>�3�>� �<�0�@�H�@�C�3�8�7�0�B�>�@�0�,� �G�5�@�5�7� �:�>�­

�B�>�@�K�9� �?�@�>�8�A�E�>�4�8�B� �?�>�4�:�;�N�G�5�=�8�5� �:� ���=�B�5�@�=�5�B�C�.� 

���>�4�:�;�N�G�5�=�8�5� �:� �A�5�B�8� 

�'�B�>�1�K� �2�K�O�2�8�B�L� �?�@�8�G�8�=�C� �2�>�7�=�8�:�H�5�9� �?�@�>�1�;�5�<�K�,� �?�>�?�K�B�0�5�<�A�O� �>�1�@�0�B�8�B�L�A�O� �?�>� 

�0�4�@�5�A�C� https: / /www.google.com/ �4�;�O� �?�@�>�A�<�>�B�@�0� �A�>�4�5�@�6�8�<�>�3�>� �2�5�1�-�A�0�9�B�0� �8� �D�>�@�­

�<�8�@�>�2�0�=�8�O� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�.� ���0�=�=�0�O� �?�@�>�1�;�5�<�0� �@�0�A�?�@�>�A�B�@�0�=�5�=�0� �?�>� �2�A�5�9� �A�5�B�8�,� 

�8� �?�>�M�B�>�<�C� �2� �8�4�5�0�;�L�=�>�<� �A�;�C�G�0�5� �>�=�0� �4�>�;�6�=�0� �2�>�A�?�@�>�8�7�2�>�4�8�B�L�A�O� �=�0� �;�N�1�>�<� �C�A�B�@�>�9�­

�A�B�2�5� �A�5�B�8� �A� �?�>�<�>�I�L�N� �1�>�;�L�H�8�=�A�B�2�0� �<�5�B�>�4�8�:� �?�5�@�5�E�2�0�B�0�.� � �5�7�C�;�L�B�0�B� �?�5�@�5�E�2�0�B�0� �?�0�­

�:�5�B�>�2� �G�5�@�5�7� �A�5�B�5�2�>�9� �>�B�2�5�B�2�8�B�5�;�L� �A�>�E�@�0�=�5�=� �2� �D�0�9�;�5� �n�o�w�e�b�a�c�c�e�s�s��� .pcapng. 

���=�0�;�8�7� 

� �0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �?�5�@�5�E�2�0�B� �?�0�:�5�B�>�2� �=�0�G�8�=�0�5�B�A�O� �A� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� 

�?�>� �?�@�>�B�>�:�>�;�C� DNS, �0� �=�5� ARP, �:�0�:� �<�K� �C�6�5� �?�@�8�2�K�:�;�8� �=�0�1�;�N�4�0�B�L�.� ���5�@�2�K�9� �?�0�:�5�B� 

�2� �M�B�>�<� �?�5�@�5�E�2�0�B�5� �?�>�A�K�;�0�5�B�A�O� �?�>� �2�=�5�H�=�5�<�C� �0�4�@�5�A�C�,� �0� �2�B�>�@�>�9� �A�>�4�5�@�6�8�B� �>�B�2�5�B� 

�>�B� �A�5�B�5�2�>�3�>� �C�7�;�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �M�B�>�<�C� �0�4�@�5�A�C�,� �?�>�M�B�>�<�C� �<�K� �<�>�6�5�<� �?�@�5�4�?�>�­

�;�>�6�8�B�L�,� �G�B�>� ���R� �-�?�@�>�F�5�A�A� �C�6�5� �?�@�>�8�7�>�H�5�;� �8� �A�>�>�B�2�5�B�A�B�2�8�5� �����!�-�0�4�@�5�A�0� �I� �-�0�4�@�5�­

�A�C� �<�0�@�H�@�C�3�8�7�0�B�>�@�0� �A�5�B�5�2�>�3�>� �H�;�N�7�0� �C�6�5� �A�C�I�5�A�B�2�C�5�B� �2� ���R� �-�:�5�H�5� �A�5�B�5�2�>�3�>� �C�7�;�0�,� 

�@�0�A�?�>�;�>�6�5�=�=�>�3�>� �?�>� �0�4�@�5�A�C� 172 .16. ���.� 8. 
���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 10.21, �?�5�@�2�K�9� �?�0�:�5�B� �2� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �7�4�5�A�L� �?�5�@�5�­

�E�2�0�B�5� �?�>�A�K�;�0�5�B�A�O� �E�>�A�B�>�<�,� �=�0�E�>�4�O�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 172 .16. ���.� 8, �E�>�A�B�C�,� �@�0�A�?�>�;�>�­

�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 4.2.2.1 ���,� �8� �>�B�=�>�A�8�B�A�O� �:� �?�@�>�B�>�:�>�;�C� DNS 8. ���=�0�;�8�7�8�@�C�O� 

�A�>�4�5�@�6�8�<�>�5� �M�B�>�3�>� �?�0�:�5�B�0�,� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L�,� �G�B�>� �2� �=�5�<� �A�>�4�5�@�6�8�B�A�O� �7�0�?�@�>�A� 

�7�0�?�8�A�8� �B�8�?�0� ��� �4�;�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �4�>�<�5�=�=�>�3�>� �8�<�5�=�8�'�"�"�'�.� qooqle. com ��� �2� �A�>�>�B�­

�2�5�B�A�B�2�C�N�I�8�9� �5�<�C� �I� �-�0�4�@�5�A�.� 

���B�2�5�B� �=�0� �4�0�=�=�K�9� �7�0�?�@�>�A� �>�B� �E�>�A�B�0�,� �@�0�A�?�>�;�>�6�5�=�=�>�3�>� �?�>� �0�4�@�5�A�C� 4 . 2 . 2 .1, �=�0�­

�E�>�4�8�B�A�O� �2�>� �2�B�>�@�>�<� �?�0�:�5�B�5� �8�7� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�3�>� �7�4�5�A�L� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�,� �:�0�:� �?�>�­

�:�0�7�0�=�>� �=�0� �@�8�A�.� 10.22. ���4�5�A�L� �<�K� �2�8�4�8�<�,� �G�B�>� �A�5�@�2�5�@� �4�>�<�5�=�=�K�E� �8�<�5�=�,� �>�B�:�;�8�:�=�C�2�­

�H�8�9�A�O� �=�0� �4�0�=�=�K�9� �7�0�?�@�>�A�,� �?�@�8�A�;�0�;� �=�5�A�:�>�;�L�:�>� �>�B�2�5�B�>�2� �=�0� �=�5�3�>� ���.� ���>�:�0� �G�B�>� �2�A�5� 

�2�@�>�4�5� �1�K� �E�>�@�>�H�>�,� �8� �>�1�<�5�=� �4�0�=�=�K�<�8� �?�@�>�8�A�E�>�4�8�B� �4�>�;�6�=�K�<� �>�1�@�0�7�>�<�.� 
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• Wireshark · Pack.et 1 · nowe.baccess.3 �>� �E� 

Fraroe 1: 74 bytes �>�?� wire (592 bits), 74 bytes captured (592 bits) 
> Etherne1: ���,� Src: HewlettP _bf:9l:"'e (00:2S:b3:bf:91:ee), Dst: Ciscoinc_31:07:33 �(�8�8�:�2�6�:�0�,�:�3�1�:�0�7�:���3�)� 

> Internet Protocol Version 4, Src: 172.16.0.8, Dst: 4.2.2.10 
> User Datagra11 Protocol, �S�3�A� Port: 64417 (64417), Dst Port: �S��� (53) 

Ocnain Na111e SysteJ1 (query) 6 
[Resoonse lni 21 
Transaction ID: �0�E�1�1�3�8� 

Flags: 0"9100 Standard query 
Questions: 1 
Answer RRs: 0 

Authority RRs: 0 
Additional RRs: 0 

v Queries t) 
-.google.com: type ���,� class IN 

���0�B�5�:� �~�.�g�o�o�g�l�e�.�c�o�n�t� 

[Na!De Length: 14] 
[Label Count: 3] 
�"�C�@�.�:� ��� (llost Address) (1) 
Class: Ill �(�0�E�0�0�0�1�)� 

� �8�A�.� 10.21. �D�N�S�-�7�a�?�p�o�c� �7�0�?�8�A�8� �B�8�?�0� ��� �4�;�O� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �4�>�<�5�=�=�>�3�>� 

�8�<�5�=�8� www. google. �A�>�B� �2� �/� �-�0�4�@�5�A� 

11. �W�i�r�1�h�a�r�l�:� · Pock.t 2 · �n�o�w�e�,�o�c�c�1�s�3� �>� 

�f�r "�~� 2: 190 bytes on wire {1520 �+�t�s�)�,� 190 bytes coptured (1520 bits) 

�E� 

Ethernet II, Src: Ciscoinc_31:07:33 �(�0�0�:�2�1�:�0�,�:�3�1�:�0�7�:�3�3�)�,� Dst: H..wlettP_bf:9l:ee (88:25:b3:bf:9l:ee) 
Internet Protocol Version 4, Src: 4.2.2.1, Dst: 172.16.0.8 

> User Datagra• Protocol, Src Port: 53 (53), Dst Port: 64417 (64417) 
Dollain Naloe Systet1 (response) 

[Reauest In: 1] 
[Tioae: 0.010440000 seconds] 
Transaction ID: �0�E�1�1�3�8� 

Flags: �8�E�8�1�8�0� Standard query response, No error 
Questions: 1 
Answer RRs: 7 

Authority RRs: 0 
Additional RRs: 0 
�Q�u�e�3�i�e�s� 

.., Answers ��� 
, -.google.c00>: type �!�N�������,� class IN, cname www.l.google.com 

-.l.google.coo: type ���,� class IN, addr 74.125.95.105 
-.1.google.com: tyµ.. ���,� class IN, addr 74.125.95.106 
-.1.google.cOlll: type ���,� class IN, addr 74.125.95.147 
-.l.google.c<>11: type ���,� class IN, addr 74.125.95.99 
_,,l.google.c011: type ���,� class IN, addr 74.125.95.103 

> www.l.google.coo: type ���,� class IN, addr 74.125.95.104 

Close ���D� 

� �8�A�.� 10.22. �D�N�S�-�>�B�2�5�B� �A� �=�5�A�:�>�;�L�:�8�<�8� �7�0�?�8�A�O�<�8� �B�8�?�0� ��� 

��� �B�5�?�5�@�L�,� �:�>�3�4�0� �:�>�<�?�L�N�B�5�@� �?�>�;�L�7�>�2�0�B�5�;�O� �>�?�@�5�4�5�;�8�;� �I� �-�0�4�@�5�A� �2�5�1�-�A�5�@�2�5�­

�@�0�,� �>�=� �<�>�6�5�B� �?�>�?�K�B�0�B�L�A�O� �C�A�B�0�=�>�2�8�B�L� �A�2�O�7�L� �A� �=�8�<�.� ���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 10.23, 
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�M�B�>�B� �?�@�>�F�5�A�A� �8�=�8�F�8�8�@�C�5�B�A�O� �2� �?�0�:�5�B�5� 3, �?�>�A�K�;�0�5�<�>�<� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �8�7� 

�E�>�A�B�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 172 .16. ���.� 8, �E�>�A�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�­

�A�C� 74 .125. 95 .105 ���.� �-�B�>�B� �0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� �2�7�O�B� �8�7� �?�5�@�2�>�9� �7�0�?�8�A�8� �B�8�?�0� ��� �2� 

�D�N�S�-�>�B�2�5�B�5�,� �:�>�B�>�@�K�9� �1�L�H� �?�@�8�A�;�0�=� �2� �@�0�A�A�<�>�B�@�5�=�=�>�<� �2�K�H�5� �?�0�:�5�B�5� 2. ��� �2� �4�0�=�­

�=�>�<� �?�0�:�5�B�5� �"�!� � �C�A�B�0�=�>�2�;�5�=� �D�;�0�3� SYN ��� �8� �?�@�5�4�?�@�8�=�8�<�0�5�B�A�O� �?�>�?�K�B�:�0� �A�2�O�7�0�B�L�A�O� 

�A� �C�4�0�;�5�=�=�K�<� �A�5�@�2�5�@�>�<� �G�5�@�5�7� �?�>�@�B� 80 8 . 

�>� �E� 

1 �F�r�.�<� 3: 645 bytas on wire (S28 �+�t�s�)�"� 66 �,�C�t�A�'� opture:d (s28 �+�t�s�)� 
> �f�t���:�r�n�e�t� II, Src: ���e�w�l "�t�t�P�_�b�f�:�9�1 �: �e�e� (88-:2S:b3:bf:l1:t:e:}" Ost: C1scoinc_31:87: 33 �{���:�1�6�:�8�,�:�3�1�:�8�7�:�3�3�)� 

Inte:rne:t Protocol \k:t'sion 4" Src: 171..16.1.t, Ost: 74.12S.9S.1M ��� 

. . ::· �a�c�:�:�:�:�=�=�=�=�7�e�z�g�~�~�-�~� 
Source: Pof"t: 1251 
De:stin•tfon Por-t: 88 f} 
(Stre:• �i�~�x�:� 8) 
�[�"�!� � �s�,�e�~�"�t� lan: �5�]� 

�~�q�u�~�e� �~�r�:� 8 (r•l•tive: �s�~�u�e�:�n�c�e� �n�.�.�.�.�,�.�.�r�)� 

�A�.�c�.�k�n�o�w�l�~�~�n�t� �~�r�:� 8 
tteader te:n h: 32 

1 
WinOori. sJze �v "�l�~�:� 8192 
(C•lcul•trd window size:: 8192] 
�C�t�<�c�l�c�s�l�.�8�:� &xeifc [val1d1tion �d�i�s "�+�l�l�I�O�]� ! �8�r�a�e�:�n�t� polnte:r: �5� 

_ �~� (12 byte:s), �"�-�E�1�- �s�e�:�~�n�t� size:, �f�t�c�H�)�p�e�:�3�a�t�i�o�n� (NOP), Windol. sc•le, ���o�-�~�r�a�t�i�:� �{!�� �)�,� �N�o�·�O�p�e�3�a�t�i�o�n� �(����� �)�,� SACK pe:n&itted 

���,�- J �n�-�-�d�.�.�:!��.�J� •Sewnl! �J�.�'�1�.�J�&�A�l�·�~�!�4�.�J�6�.�.�t�f�.�J�M�·�A�t�l�f�«�J�l�l�t� rt;:P t.ydi. ii·llfitl ' �I�J�S�l�-�l�l�[�S�Y�N�}�s�.�q�"�"�1�1�$�f�r�,�.�I�J�J�J�t�-�O�/�t�/�S�S�-�J�4�D�w�s�-�f�S�A�O�:�,�P�S�I���-�.�I� 

� �8�A �.� 10.23. ���0�:�5�B� SYN, �?�>�A�K�;�0�5�<�K�9� �A� �F�5�;�L�N� �?�>�?�K�B�0�B�L�A�O� �C�A�B�0�=�>�2�8�B�L� �A�>�5�4�8�=�5�=�8�5� �A� 
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�!�;�5�4�>�2�0�B�5�;�L�=�>�,� �<�K� �<�>�6�5�<� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �7�5�@�:�0�;�L�=�K�<� �>�B�>�1�@�0�6�5�=�8�5�<� �?�>�@�­

�B�>�2�,� �G�B�>�1�K� �>�B�>�1�@�0�7�8�B�L� �?�>�@�B�,� �8�A�?�>�;�L�7�C�5�<�K�9� �?�@�8�=�B�5�@�>�<�,� �=�0� �?�C�A�B�>�9� �?�>�@�B� �:�>�<�<�C�­

�B�0�B�>�@�0� �8� �?�>�4�:�;�N�G�8�B�L� �:� �=�5�<�C� �=�>�C�B�1�C�:� �A� �C�A�B�0�=�>�2�;�5�=�=�K�<� �?�@�8�;�>�6�5�=�8�5�<� Wireshark. 
���0�:� �B�>�;�L�:�>� �M�B�>� �1�C�4�5�B� �A�4�5�;�0�=�>�,� �=�0�<� �?�@�8�4�5�B�A�O� �?�@�5�4�;�>�6�8�B�L� �?�>�;�L�7�>�2�0�B�5�;�N� �>�B�?�@�0�­

�2�8�B�L� �=�0� �4�8�0�3�=�>�A�B�8�@�C�5�<�K�9� �?�@�8�=�B�5�@� �:�@�C�?�=�>�5� �7�0�4�0�=�8�5� �=�0� �?�5�G�0�B�L�,� �G�B�>�1�K� �<�K� �<�>�3�­

�;�8� �?�@�>�:�>�=�B�@�>�;�8�@�>�2�0�B�L� �M�B�>�B� �2�K�2�>�4�.� ���>�;�C�G�5�=�=�K�9� �2� �8�B�>�3�5� �@�5�7�C�;�L�B�0�B� �A�>�E�@�0�=�5�=� �2� 

�D�0�9�;�5� �?�5�@�5�E�2�0�B�0� incons is ten t _pr in te r. pcapng. 
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��� �?�@�>�F�5�A�A�5� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �<�5�6�4�C� �@�0�1�>�G�8�<� �:�>�<�?�L�N�B�5�­

�@�>�<� �(�A� �0�4�@�5�A�>�<� 172.16.0.8), �?�>�A�K�;�0�N�I�8�<� �?�@�8�=�B�5�@�C� �(�A� �0�4�@�5�A�>�<� 172.16.0.253) 
��� �7�0�4�0�=�8�5� �=�0� �?�5�G�0�B�L� �?�>� �A�5�B�8�,� �8�=�8�F�8�8�@�C�5�B�A�O� �7�0�?�@�>�A� �=�0� �A�>�5�4�8�=�5�=�8�5�,� �:�0�:� �7�0�D�8�:�­

�A�8�@�>�2�0�=�>� �2�=�0�G�0�;�5� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�.� ���@�>�A�;�5�6�8�2�0�O� �?�>�4�B�2�5�@�6�4�5�=�8�5� �A�2�O�7�8� �?�>� 

�?�@�>�B�>�:�>�;�C� �"�!� �,� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L�,� �G�B�>� �2� �?�0�:�5�B�5� 4 �?�>�@�F�8�O� �4�0�=�=�K�E� �>�1�J�5�<�>�<� 

1460 �1�0�9�B� �?�>�A�L�H�0�5�B�A�O� �?�@�8�=�B�5�@�C� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � 8 �(�@�8�A�.� 10.25). ���1�J�5�<� �?�5�­

�@�5�4�0�2�0�5�<�K�E� �4�0�=�=�K�E� �?�@�5�4�A�B�0�2�;�5�=� �2� �A�B�>�;�1�F�5� Info �A�?�@�0�2�0� �2� �?�0�=�5�;�8� Packet List �8�;�8� 

�?�>�4� �"�!� �-�7�0�3�>�;�>�2�:�>�<� �2� �?�0�=�5�;�8� Packet Details. 

���@�>�A�;�5�6�8�2�0�O� �4�0�;�5�5� �?�0�:�5�B� 4, �<�>�6�=�>� �B�0�:�6�5� �>�1�=�0�@�C�6�8�B�L� �>�G�5�@�5�4�=�C�N� �?�>�@�­

�F�8�N� �4�0�=�=�K�E� �>�1�J�5�<�>�<� 1460 �1�0�9�B�,� �?�>�A�K�;�0�5�<�K�E� �?�@�8�=�B�5�@�C� ���,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� 

�@�8�A�.� 10.26. ���@�8�5�<� �M�B�8�E� �4�0�=�=�K�E� �?�>�4�B�2�5�@�6�4�0�5�B�A�O� �?�@�8�=�B�5�@�>�<� �2� �?�0�:�5�B�5� 6 8. 
���>�B�>�:� �?�5�@�5�4�0�2�0�5�<�K�E� �4�0�=�=�K�E� �?�@�>�4�>�;�6�0�5�B�A�O� �4�>� �B�5�E� �?�>�@�,� �?�>�:�0� �=�5� �1�C�4�C�B� �>�B�­

�?�@�0�2�;�5�=�K� �?�>�A�;�5�4�=�8�5� �=�5�A�:�>�;�L�:�>� �?�0�:�5�B�>�2�,� �7�0�D�8�:�A�8�@�>�2�0�=�=�K�5� �2� �@�0�A�A�<�0�B�@�8�2�0�5�­

�<�>�<� �7�4�5�A�L� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0�.� ���@�8�7�=�0�:� �?�@�>�1�;�5�<�K� �>�1�=�0�@�C�6�8�2�0�5�B�A�O� �2� �?�0�:�5�B�5� 121, 
�>�B�?�@�0�2�;�O�5�<�>�<� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �,� �:�0�:� �?�>�:�0�.�1�0�=�>� �=�0� �@�8�A�.� 10.27. 

���>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� �?�0�:�5�B�0� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �>�A�C�I�5�A�B�2�;�O�5�B�A�O� �2� �B�>�<� �A�;�C�­

�G�0�5�,� �5�A�;�8� �>�4�=�>� �C�A�B�@�>�9�A�B�2�>� �?�>�A�K�;�0�5�B� �?�0�:�5�B� �"�!� � �4�@�C�3�>�<�C�.� �C�4�0�;�5�=�=�>�<�C� �C�A�B�@�>�9�­

�A�B�2�C�,� �0� �B�>�,� �2� �A�2�>�N� �>�G�5�@�5�4�L�,� �=�5� �?�>�4�B�2�5�@�6�4�0�5�B� �?�@�8�5�<� �?�5�@�5�4�0�=�=�>�3�>� �5�<�C� �?�0�:�5�B�0�.� 

��� �:�0�:� �B�>�;�L�:�>� �1�C�4�5�B� �4�>�A�B�8�3�=�C�B� �?�>�@�>�3� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8�,� �?�5�@�5�4�0�N�I�5�5� �C�A�B�@�>�9�­

�A�B�2�>� �?�>�A�G�8�B�0�5�B�,� �G�B�>� �C�4�0�;�5�=�=�>�5� �C�A�B�@�>�9�A�B�2�>� �=�5� �?�>�;�C�G�8�;�>� �?�5�@�5�4�0�=�=�K�5� �5�<�C� �4�0�=�­
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/1. Wireshark . Packet 4 . inconsiUent_printer �>� 

Franie 4: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) 
Et:hernet: ���,� �S�3�A�:� �H�e�w�l�e�t�t�P�_�,�f�:�9�l�:�e�e� �(�0�0�:�2�5�:�,���:�,�f�:�9�1�:�5�5�)�,� Dst: �H�e�w�l�e�t�t�P�_�7�7�:�,�d�:�b�o� �(�0�0�:�2�3�:�7�d�:�7�7�:�,�d�:�b�a�)� 

Internet Protocol Version 4, Src: 172.16.0.8, Dst: 172.16.0.253 ��� 

�E� 

v Trans11issian Cantrol Protacal, Src Port:: 3527 (3527). Dst � �>�3�t�:� 9100 (9181!), S"q: 1, Ack: 1, len: 1460 
Source Port: 3527 
Oestination � �>�3�t�:� 9100 
�[�S�t�3�e�a�1�1� index: 0) 
�[�"�!� � �S�e!��l�"�n�t� l en: 1460) 
Sequence �n�u�<�b�e�r�:� 1 �(�3�e�l�a�t�i�v�e� sequence ���U�f�l�l�b�e�r�)� 

[Next sequence �n�u�m�,�e�r�:� 1461 
Acknowledgment �n�u�m�,�e�r�:� 1 
���5�0�d�5�3� Length: 20 bytes 
Flags: �0�E�0�1�0� �(���!���)� 

�(�3�e�l�a�t�i�v�e� sequence �n�1�J�1�1�1�,�e�r�)�]� 

�(�3�e�l�a�t�i�v�e� ock number) 

Window si ze value: 16425 
[Calculated window size: 65700) 
{Window size scaling factor: 4] 

' ChecksuJO: 0x5ef4 [validation �d�i�s�a�+�e�d�)� 

Urgent �p�o�i�n�t�e�3�:� 0 
> {SEQ/ACK analysis] 

v Data (1460 bytes) �1� 

Data: �1�+�5�2�d�3�1�3�2�3�3�3�4�3�5�5�8�4�0�S�0�4�a�4�c�2�0�5�3�4�5�5�4�2�0�5�2�4�5�5�4�3�d�4�f�4�e� ... 
[Length: 1460] 

�/�\�'�>�. �:� 4 • r .... {) �I�X�J�J�6���7 �.� �5�>�t�O�<� 172.16.0.8 • -- �J�7�Z�J�6�.�0�.�Z�S��� • "'°""'* �"�!� � • �l�3�i�g�d�r�:� �.�(�4� • /mx ���S�l�7� - '1/JO �{�����:�/� s.t;..l Adt-1 �-�6�5�7�1�.� Un• 146/J 

Cfose 1 �A� �����!�> �_� 

� �8�A�.� 10.25. ���0�=�=�K�5�,� �?�5�@�5�4�0�2�0�5�<�K�5� �?�@�8�=�B�5�@�C� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � 

.... 

1 

4 8.flt163' 
5 l.8tl'46 �1�7�2�.�1�6�.���.�8� 

�1  " "�·�"�"�"�"� �1�n�.�1�6�.�e�.�2�s�7� 

7 •.ees.561 i.12.1&.e. a 
l '8.8e!tS71 172.16.8.1 
9 �e�.�e�w�.�;�~�1�1� .172.16.8.! 

U  "�.�8�0�5�S��� 172.16.8.8 
11 e.e33S69 172.16.8. 253 
12 t.8J36U 112.1s,e.a 
13 iJ.933:646 172.16.8 • .8 
14 &.OJ.)649 172. \6,0.IJ 
15 t.8.)36S8 �1�n�.�1�1�.�5�.�5� 

16 t.891)14 1.72.16.8 . .253 

172-16.8.253 
172.1&.8-2SJ 
172.16.8.7'i! 
�1�7�2�.�1�6�.�9�.�8� 

�1�1�2�.�=� .. �5�.�2�s�M� 

�~�1�2�.�1�6�. "�,�2�2� 

17Z. 16.&.2S3 
172.16.8.153 
172.16.t.I 
�1�7�2�.�1�6�.�8�.�l�'��� 

172.16.&.21] 
172.16.8.153 
172.J.6.8.15] 
172.16.t.8 

�"�!� � 

�B�5 "� 

�"�!� � 

�"�!� � 

�"�!� � 

�"�!� � 

f(P 

�"�!� � 

�"�!� � 

�"�!� � 

�"�!� � 

f(P 

�"�!� � 

"' 

SC ���S�2�7� " �1�1�1��� �(���!���)� �S�~ "�1� Ack•1 ldn-&5181 �&�n�0�8� 

�l�S�:�t�~� �-�!���7� " 91.N �(���(�]�(�)� �~�1� Aclt•l �t�i�t�i�t�t�-�&�S�J��� �L�.�~�1�&�6�&� 

1S14 �-�S�2�7� -. 918& �{���!���}� �~�!�4�6�1� Act•t Wif'l-6S788 �L�~�1�-�'�"� �>� 
168 9let • 3527 �{� �S���,� At1'] s.q"1 Hk•2':U Wf,/1•711$ �L�~�n�·�l�*� 

1S14 �-�S�2�7� " 91" (ACKJ Seq-2321 Act-1t7 Win-6ssq2 �L�~�l�4�6�8� 

1514 3527 ,,. �9�1�.��� [ACIC) Se.q-4:s.9:1 Al:k-107 Vin-6S592 �L���1 "�1�4�6�8� 

1514 �-�!���7� • 911J8 [Al.:K} �S�t�~�M�J� .\C:lc•18? "1n•6SS92 �t�.�~�1�4�6�8� 

151• �-�S�2�7� • 910. �(�����!�}� �S�& "�7�1�t�1� Ac.k•l87 �"�1�.�n�-�6�S�.�~�9�2� �~�·�1�4�6�8� 

��� 9191 • 3Sl7 �(���!�.���)� �~�q�-�1�1�7� .t.c!(w.•76.t '"'1""'6144 1.ton-t 
1514 3527 " 91" (ACll:} Sf:q-8761 kit.•1t1 v1n""6S592 �\�.�5�1�' "�1���!�1�8� 

1514 3527 • 9118 {AClt'] �) "�l�f�l�2�1� "'-k•lt7 '6"""65'3'2 �L�~ "�1�4�6�8� 

1S14 3527 ... 9188 �{���!���}� Seq•1168l A.ct ... 187 Wl<')ao6SS91 1.en-1468 
1514 3527 ..., �9�1�8�5� �[���!���)� �~�1�3�1�.�4�1� �~�k�"�1 "�7� tiii...-6S!ill �t�.�~ "�1�4�6�1� 

68 919' • 3517 ���:��� Se -i.e? Act-•14681 w.L.,........ �~� 

� �8�A�.� 10.26. ���1�K�G�=�K�9� �@�5�6�8�<� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �8� �?�>�4�B�2�5�@�6�4�5�=�8�O� �8�E� �?�@�8�5�<�0� �?�>� 

�?�@�>�B�>�:�>�;�C� �"�!� � 

��� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� �?�>�2�B�>�@�=�>� �?�5�@�5�4�0�2�0�5�<�K�5� �4�0�=�=�K�5� �?�>�A�K�;�0�N�B�A�O� �8�7� �:�>�<�­

�?�L�N�B�5�@�0� �:�;�8�5�=�B�0� �=�0� �?�@�8�=�B�5�@�,� �?�>�A�:�>�;�L�:�C� �?�@�8�=�B�5�@�C� �=�5� �C�4�0�;�>�A�L� �?�>�4�B�2�5�@�4�8�B�L� 

�?�@�8�5�<� �?�5�@�5�4�0�=�=�K�E� �5�<�C� �4�0�=�=�K�E�.� ���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 10.27, �?�@�8�G�8�=�K� �4�;�O� �B�0�­

�:�>�9� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �<�>�6�=�>� �2�K�O�A�=�8�B�L� �1�>�;�5�5� �?�>�4�@�>�1�=�>�,� �5�A�;�8� �@�0�7�2�5�@�=�C�3�L� 

�@�0�7�4�5�;� SEQ/ACK analysis �8�7� �"�!� �-�7�0�3�>�;�>�2�:�0� ��� �2�<�5�A�B�5� �A� �C�:�0�7�0�=�=�K�<�8� �?�>�4� �=�8�<� �A�2�5 �­

�4�5�=�8�O�<�8�.� ��� �A�>�>�B�2�5�B�A�B�2�8�8� �A� �?�>�4�>�1�=�K�<�8� �@�5�7�C�;�L�B�0�B�0�<�8� �>�1�@�0�1�>�B�:�8� �?�5�@�5�E�2�0�G�5�=�­

�=�K�E� �?�0�:�5�B�>�2� �2� Wireshark �?�0�:�5�B� 121 �O�2�;�O�5�B�A�O� �?�>�2�B�>�@�=�>� �?�5�@�5�4�0�=�=�K�<� �?�0�:�5�B�>�<� 

120 8. ���@�>�<�5� �B�>�3�>�,� �2�@�5�<�O� �>�6�8�4�0�=�8�O� �4�>� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� (RTO) �?�0�:�5�B�0� �A�>�­

�A�B�0�2�8�;�>� �>�:�>�;�>� 5,5 �A� 8. 
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• W1reshark · Packet 121 . 1ncons1rtent_printer 

Fra11e 121: 1146 bytes �>�?� wire (9168 bits), 1146 bytes c1ptured (9168 �+�t�s�)� 

Ethernet II, Src: �H�e�w�l�e�t�t�P�_�,�f�:�9�1�:�e�e� (00:2S:b3:bf:91:ee), Dst: HewlettP_77:bd:ba �(�0�0�:�2�3�:�7�d�:�7�7�:�,�d�:�b�a�)� 

> Internet Protocol �V�e�3�s�i�o�n� 4" Src: 172.16.9.8, Dst: 172.16.9.253 

�>� 

v iranst1ission Control Protocol, Src Port: 3527 (3527), Dst Port: 9100 (9100), Seq: 118261, Ack: 1117, Len: 11192 
Source Port: 3527 
Destination Port: 9160 
[ Strea11 index: 11] 
[ �"�!� � Ses-ent Len: 11192] 
�~�u�e�n�c�e� nU11ber: 118261 (relative sequence �n�u "�~�r�}� 

[Next sequence �n�u�t�l���r�:� 119353 (relative sequence �n�(�l�l�,�e�r�)�)� 

Acknowledgment �n�u�1�1�,�e�r�:� 187 (relative ack nufl!ber) 
Header Length: 2& bytes 
Flags: llxlllll �(���!���)� 

Window size value: 16398 
[Calculated window size: 65592] 
[Window size scaling factor: 4] 
ChecksU11: llx5d84 [validation �d�i�s�a�,�l�e�d�]� 

Urgent point!:r: �5� 

v [SEQ/ACK •n•lys:ls] �>� 
�[�i�R�"�"�:� &.0002111000 seconds] 
[Bytes :ln flight: 11192] 

v �[�"�!� � Analysts Fl1gs] 
[Expert Info (Note/Sequence): This fra,.. :ls �0� (suspected} retrons11ission] 
[ihe RTO for th:ls segJll"nt was: 5. 5&2585000 seconds] @ 
fRTO �,�a �s�e�d� on delta froo �f�r�a�< �:� 12&1 ��� 
[Expert Info (W..rn/Sequence): �"�!� � window specified �,�C� the �3�5�A�5�i�v�5�3� is now coaipletely full] 

�R�e�t�3�a�n�S�1�1�i�t�t�e�d� �"�!� � segnient data (1892 bytes) 

�E� 

!� �;� lZJ ' Tmtt1 l0.61'620 • 5o&n» Jll.16.0.8 • �~� 171.JS..IJ.2SJ �~� n:::P �!� � Witd)w �F�u�l�}�{�"�C�P� �~�}� ���5�J�7�- �9�1�0�0 �[ ���!���}� s.q.111&J Ad•1Dl ltn.ill.J1 �l�W�,� 

�0�- 1· �~� 

� �8�A�.� 10.27. �-�B�8� �?�0�:�5�B�K�,� �?�5�@�5�4�0�=�=�K�5� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �,� �A�;�C�6�0�B� �?�@�8�7�=�0�:�>�<� �?�>�B�5�=�F�8�­

�0�;�L�=�>�9� �?�@�>�1�;�5�<�K� �2� �A�5�B�8� 

���=�0�;�8�7�8�@�C�O� �7�0�4�5�@�6�:�C� �<�5�6�4�C� �?�0�:�5�B�0�<�8�,� �<�>�6�=�>� �8�7�<�5�=�8�B�L� �D�>�@�<�0�B� �>�B�>�1�@�0�6�5�­

�=�8�O� �2�@�5�<�5�=�8� �?�@�8�<�5�=�8�B�5�;�L�=�>� �:� �:�>�=�:�@�5�B�=�>�9� �A�8�B�C�0�F�8�8�.� ��� �4�0�=�=�>�<� �A�;�C�G�0�5� �B�@�5�1�C�­

�5�B�A�O� �2�K�O�A�=�8�B�L�,� �:�0�:� �4�>�;�3�>� �?�@�>�4�>�;�6�0�;�8�A�L� �?�>�2�B�>�@�=�K�5� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �?�>�A�;�5� 

�>�B�?�@�0�2�:�8� �?�@�5�4�K�4�C�I�5�3�>� �?�0�:�5�B�0�,� �?�>�M�B�>�<�C� �8�7�<�5�=�8�B�5� �M�B�>�B� �D�>�@�<�0�B�,� �2�K�1�@�0�2� �:�>�<�0�=�­

�4�C� Viewc:>Time Display Formatc:>Seconds Since Previous Captured Packet �(���8�4�A�:�>�$�>�@�<�0�B� 

�2�@�5�<�5�=�8� �>�B�>�1�@�0�6�5�=�8�O� �A�:�>� ���>�;�8�G�5�A�B�2�>� �A�5�:�C�=�4�,� �?�@�>�H�5�4�H�8�E� �?�>�A�;�5� �?�@�5�4�K�4�C�I�5�­

�3�>� �?�5�@�5�E�2�0�G�5�=�=�>�3�>� �?�0�:�5�B�0�)� �8�:�J� �3�;�0�2�=�>�3�>� �<�5�=�N�.� ��� �B�>�3�4�0� �<�>�6�=�>� �O�A�=�>� �C�2�8�4�5�B�L� 

�(�@�8�A�.� 10.28), �G�B�>� �?�>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� �4�0�=�=�K�E� �2� �?�0�:�5�B�5� 121 �?�@�>�8�7�>�H�;�0� �G�5�@�5�7� 

5,5 �A� �?�>�A�;�5� �>�B�?�@�0�2�:�8� �?�A�@�2�>�=�0�'�1�0�;�L�=�>�3�>� �?�0�:�5�B�0� 120 ���.� 

� �8�A�.� 10.28. ���;�O� �4�8�0�3�=�>�A�B�8�:�8� �A�5�B�8� �>�G�5�=�L� �C�4�>�1�=�>� �?�@�>�A�<�0�B�@�8�2�0�B�L� �?�@�>�<�5�6�C�B�>�:� �2�@�5�<�5�=�8�,� 

�?�@�>�H�5�4�H�8�9� �<�5�6�4�C� �?�0�:�5�B�0�<�8� 

��� �A�;�5�4�C�N�I�5�<� �=�0�:�A�B�5� �?�@�>�8�A�E�>�4�8�B� �>�G�5�@�5�4�=�0�O� �1�1�>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� �?�0�:�5�B�0� 120. 
���@�5�<�O� �>�6�8�4�0�=�8�O� �4�>� �r�N�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �M�B�>�3�>� �1�1�0�:�5�B�0� �A�>�A�B�0�2�;�O�5�B� �C�6�5� 11, 10 �A�,� 

�2�:�;�N�G�0�O� �2�@�5�<�O� �>�6�8�4�0�=�8�O� �4�>� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �?�@�5�4�K�4�C�I�5�3�>� �?�0�:�5�B�0�,� �@�0�2�=�>�5� 

���A �= �>�2 �=�K�5� �@�5�0�;�L�=�K�5� �A �F�5�=�0�@�8�8� 295 
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5,5 �A�.� ���0�:� �?�>�:�0�7�K�2�0�5�B� �0�=�0�;�8�7� �A�>�4�5�@�6�8�<�>�3�>� �A�B�>�;�1�F�0� Time �2� �?�0�=�5�;�8� Packet List, 
�M�B�8� �4�0�=�=�K�5� �1�K�;�8� �?�>�2�B�>�@�=�>� �?�5�@�5�4�0�=�K� �G�5�@�5�7� 5,6 �A� �?�>�A�;�5� �?�@�5�4�K�4�C�I�5�9� �?�>�2�B�>�@�­

�=�>�9� �?�5�@�5�4�0�G�8�.� ��� �?�>�A�:�>�;�L�:�C� �M�B�>� �?�>�A�;�5�4�=�8�9� �?�0�:�5�B� �2� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �7�4�5�A�L� �D�0�9�­

�;�5� �?�5�@�5�E�2�0�B�0�,� �B�>� �8�<�5�=�=�>� �2� �4�0�=�=�K�9� �<�>�<�5�=�B� �?�@�8�=�B�5�@� �?�@�5�:�@�0�I�0�5�B� �?�5�G�0�B�L�,� �G�B�>� 

�=�5�;�L�7�O� �A�G�8�B�0�B�L� �G�8�A�B�K�<� �A�>�2�?�0�4�5�=�8�5�<�.� 

��� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� �<�K� �<�>�6�5�<� �0�=�0�;�8�7�8�@�>�2�0�B�L� �@�0�1�>�B�C� �;�8�H�L� �4�2�C�E� �C�A�B�@�>�9�A�B�2� �2� 

�;�>�:�0�;�L�=�>�9� �A�5�B�8�,� �?�>�M�B�>�<�C� �=�0�<� �4�>�A�B�0�B�>�G�=�>� �2�K�O�A�=�8�B�L�,� �:�B�>� �O�2�;�O�5�B�A�O� �2�8�=�>�2�=�8�:�>�<� 

�2�>�7�=�8�:�H�5�9� �?�@�>�1�;�5�<�K�:� �:�>�<�?�L�N�B�5�@� �:�;�8�5�=�B�0� �8�;�8� �?�@�8�=�B�5�@�.� ���0�:� �2�8�4�8�B�5�,� �?�>�B�>�:� 

�4�0�=�=�K�E� �?�@�0�2�8�;�L�=�>� �?�@�>�E�>�4�8�B� �?�>� �A�5�B�8� �2� �B�5�G�5�=�8�5� �>�?�@�5�4�5�;�5�=�=�>�3�>� �?�@�>�<�5�6�C�B�:�0� 

�2�@�5�<�5�=�8�,� �=�>� �7�0�B�5�<� �=�0�A�B�C�?�0�5�B� �<�>�<�5�=�B�,� �:�>�3�4�0� �?�@�8�=�B�5�@� �?�5�@�5�A�B�0�5�B� �>�B�2�5�G�0�B�L� �:�;�8�­

�5�=�B�A�:�>�<�C� �:�>�<�?�L�N�B�5�@�C�.� �!�>� �A�2�>�5�9� �A�B�>�@�>�=�K� �:�>�<�?�L�N�B�5�@� �:�;�8�5�=�B�0� �4�5�;�0�5�B� �2�A�5� �2�>�7�­

�<�>�6�=�>�5�,� �G�B�>�1�K� �4�>�A�B�0�2�8�B�L� �4�0�=�=�K�5� �?�>�;�C�G�0�B�5�;�N�,� �>� �G�5�<� �A�2�8�4�5�B�5�;�L�A�B�2�C�N�B� �?�>�2�B�>�@�­

�=�K�5� �?�5�@�5�4�0�G�8�,� �=�>� �5�3�>� �C�A�8�;�8�O� �=�5� �=�0�E�>�4�O�B� �>�B�:�;�8�:�0� �2� �?�@�8�=�B�5�@�5�.� ���=�0�;�8�7�8�@�C�5�<�0�O� 

�7�4�5�A�L� �?�@�>�1�;�5�<�0� �=�5�8�7�<�5�=�=�>� �2�>�A�?�@�>�8�7�2�>�4�8�B�A�O� �8� �2�>�7�=�8�:�0�5�B� �=�5�7�0�2�8�A�8�<�>� �>�B� �B�>�3�>�,� 

�:�0�:�>�9� �8�<�5�=�=�>� �:�>�<�?�L�N�B�5�@� �?�>�A�K�;�0�5�B� �7�0�4�0�=�8�5� �=�0� �?�5�G�0�B�L�.� ���7� �M�B�>�3�>� �<�>�6�=�>� �A�4�5�­

�;�0�B�L� �2�K�2�>�4�,� �G�B�>� �?�@�8�G�8�=�>�9� �4�0�=�=�>�9� �?�@�>�1�;�5�<�K� �O�2�;�O�5�B�A�O� �?�@�8�=�B�5�@�.� 

���@�>�2�5�4�O� �4�0�;�L�=�5�9�H�8�9� �0�=�0�;�8�7�,� �<�K� �>�1�=�0�@�C�6�8�<�,� �G�B�>� �2� �?�@�>�F�5�A�A�5� �@�0�1�>�B�K� �2�>�7�=�8�­

�:�0�N�B� �A�1�>�8� �2� �>�?�5�@�0�B�8�2�=�>�9� �?�0�<�O�B�8� �?�@�8�=�B�5�@�0�.� ���>�3�4�0� �:�@�C�?�=�K�5� �7�0�4�0�=�8�O� �=�0� �?�5�G�0�B�L� 

�?�>�A�K�;�0�N�B�A�O� �?�@�8�=�B�5�@�C�,� �>�=� �?�5�G�0�B�0�5�B� �B�>�;�L�:�>� �>�?�@�5�4�5�;�5�=�=�>�5� �:�>�;�8�G�5�A�B�2�>� �A�B�@�0�=�8�F�,� 

�2�5�@�>�O�B�=�>�,� �4�>� �B�5�E� �?�>�@�,� �?�>�:�0� �=�5� �1�C�4�C�B� �4�>�A�B�8�3�=�C�B�K� �A�1�>�9�=�K�5� �C�G�0�A�B�:�8� �>�?�5�@�0�B�8�2�=�>�9� 

�?�0�<�O�B�8�.� ��� �2� �M�B�>�B� �<�>�<�5�=�B� �A�1�>�8� �2� �@�0�1�>�B�5� �>�?�5�@�0�B�8�2�=�>�9� �?�0�<�O�B�8� �?�@�8�2�5�4�C�B� �:� �B�>�<�C�,� 

�G�B�>� �?�@�8�=�B�5�@� �1�C�4�5�B� �=�5�A�?�>�A�>�1�5�=� �?�@�8�=�O�B�L� �;�N�1�K�5� �=�>�2�K�5� �4�0�=�=�K�5� �8� �?�>�M�B�>�<�C� �?�@�5�­

�:�@�0�B�8�B� �>�1�<�5�=� �4�0�=�=�K�<�8� �A� �E�>�A�B�>�<�,� �?�5�@�5�4�0�2�H�8�<� �5�<�C� �7�0�4�0�=�8�5� �=�0� �?�5�G�0�B�L�.� 

�#�A�2�>�5�=�=�K�5� �C�@�>�:�8� 

���5�A�<�>�B�@�O� �=�0� �B�>� �G�B�>� �2�>�7�=�8�:�H�0�O� �A� �?�@�8�=�B�5�@�>�<� �?�@�>�1�;�5�<�0� �=�5� �A�2�O�7�0�=�0� �A� �=�5�?�>�;�0�4�­

�:�0�<�8� �2� �A�5�B�8�,� �=�0�<� �2�A�5� �6�5� �C�4�0�;�>�A�L� �2�K�O�2�8�B�L� �5�5� �A� �?�>�<�>�I�L�N� Wireshark. ��� �>�B�;�8�G�8�5� �>�B� 
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���B�A�C�B�A�B�2�8�5� �A�2�O�7�8� �A� �D�8�;�8�0�;�>�<� 

�$�0�9�;�K� �6�@�5�E�2�0�B�0� stranded _ clientside. 
pcapng �8� stranded _ branchdns . pcapng 

��� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� �@�5�G�L� �8�4�5�B� �>� �:�>�<�­
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pa, �0� �=�5� �:�>�<�?�L�N�B�5�@�0� �:�;�8�5�=�B�0�.� ���>�;�C�G�5�=�=�K�9� �2� �8�B�>�3�5� �@�5�7�C�;�L�B�0�B� �A�>�E�@�0�=�5�=� �2� �D�0�9�;�5� 

stranded_branchdns.pcapng. 
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/1. Wirosh•rk · Pocket 1 . �/�r�o�n�d�e�d�_�c�l�i�e�n�t�s�i�d�e� �>� �E� 

fri!Jte 1: 69 bytes �>�?� wir" (552 bits), 69 byt"s captur•d (552 �,�i�t�s�)� 

Eth•rnrt II, Src: Inte1Cor_Sb:7d:4a (00:21:6a:5b:7d:4a). Ost: Inte1Cor_5b:7d:4a (00:21:6a:5b:7d:4a) 
Intern•t Protocol Version 4, Src: 172.16.16.101, Dst: 172.16.16.251 ��� 

> User Datagra11 Protocol, Src Port: 56779 (56779). Dst Port: 53 (53) 
.., Doolain Name Syste• (query) 

[ RtsROns" In: 2] 
Transaction ID: �0�E�0�0�0�3� 

Flags: �0�E�0�1�0�0� �S�t�a�n�d�a�3�d� �q�u�e�3�y� 

Questions: 1 

�A�n�s�w�e�3� RRs: 0 

�A�u�t�h�o�3�i�t�y� RRs: 0 
Additional RRs: 0 

v Queries 
appserver: �t�y�~� ���,� class IN 

Name: �0�@�@�s�>�3�v�5�3� �1� 

(Name L"ngth: 9] 
[Lat>el Count: 1] 
�"�C�@�"�:� ��� �(���o�s�t� �A�d�d�3�e�s�s�)� (1) f) 
Class: IN ( �0�E�0�0�0�1�)� 

No.: J • T-.·AIJOO(}()() •S,,,,... J7z.J&.1&.101 •°"""""'1N J72.l&.l&.2SJ �·�~� ONS·Ur.gth;69 •Jlrfo: �5�'�1�1�n�t�f�.�t�d�t�/�'�W�Y�t�l�l�t�O�O�O���A�-

Qos• 

� �8�A�.� 10.30. ���1�<�5�=� �4�0�=�=�K�<�8� �=�0�G�8�=�0�5�B�A�O� �A� �D�N�S�-�7�a�?�p�o�c�a� �7�0�?�8�A�8� �B�8�?�0� ��� 

�A� �8�<�5�=�5�<� appserver 

• Wireshork. Packet 2 · �/�r�a�n�d�e�d�_�c�l�i�e�n�t�s�i�d�e� �>� 

> frame 2: 69 bytes on wir" (552 �+�t�s�)�,� 69 bytes captured (552 �+�t�s�)� 

�E� 

> Eth"rn•t II, Src: Int"1Cor_5b:7d:4a (00:21:6a:Sb:7d:4a). Dst: Int"}Cor_5b:7d:4a �(�0�0�:�2�1�:�1�0�:�5�,�:�7�d�:�4�0�)� 

Int•rnet Protocol Version 4, Src: 172.16.16. 251, Dst: 172.16.16.101 
User Datagral8 Protocol, Src � �>�3�t�:� 53 (53). Dst � �>�3�t�:� 56779 (56779) 

" Doaain Na..., Syste11 �(�3�"�s�p�o�n�s�e�)� 

[Regu"st In: 1] 
(Time: 0.000346000 seconds] 
�T�3�a�n�s�a�c�t�i�o�n� ID: �0�E�0�0�0��� 

Flags: �0�E�8�1�8�2� Standard �q�u�e�3�y� ""sponse, �S�e�3�v�e�r� failure ��� 
Qu•rtions: 1 
Answer RRs: 0 

�A�u�t�h�o�3�i� ty RRs: 0 �1� 
Additional RRs: 0 

v �Q�u�e�3�i�e�s� 

�a�p�p�s�e�3�v�e�r�:� typ<O ���,� class IN 
Narae: �~�@�@�s�5�3�v�5�3� 

(Naiae Length: 9] 
[Label Count: 1] 
�"�C�@�5�:� ��� �(���o�s�t� �A�d�d�3�e�s�s�)� (1) 
Class: IN �(�0�E�0�0�0�1�)� 

�,�.�,�.�,�z�·�r�-�-�o�.�l�l�0�0�3�4�·�-�J�7�2�.�J�&�.�1�&�.�2�S�J�·�~�J�7�l�.�l�&�.�1�&�.�1�0�1�·�-�D�N�S "�l�"�"�f�l�l�/�l�:�6�9�·�J�r�r�.�.�s�a�=�:�!�l�n�l�q�u�e�r�y�-�-���-�f!��o�A�-

� �8�A�.� 10.3 1. � �5�0�:�F�8�O� �=�0� �D�N�S�-�7�a�?�p�o�c� �C�:�0�7�K�2�0�5�B� �=�0� �?�@�>�1�;�5�<�C� �2�=�5� �D�8�;�8�0�;�0� 

���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 10.32, �0�=�0�;�8�7�8�@�C�5�<�K�9� �7�4�5�A�L� �?�5�@�5�E�2�0�G�5�=�=�K�9� �A�5�B�5�2�>�9� 

�B�@�0�D�8�:� �=�0�G�8�=�0�5�B�A�O� �A� �@�0�A�A�<�>�B�@�5�=�=�>�3�>� �@�0�=�5�5� �7�0�?�@�>�A�0� �8� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�3�>� 

���A�=�>�2�=�K�5� �@�5�0�;�L�=�K�5� �A�F�5�=�0�@�8�8� 299 

Tlgm: @it_boooks



�>�B�2�5�B�0� �=�0�@�O�4�C� �A� �5�I�5� �>�4�=�8�<� �4�>�?�>�;�=�8�B�5�;�L�=�K�<� �?�0�:�5�B�>�< �.� �-�B�>�B� �4�>�?�>�;�=�8�B�5�;�L�­

�=�K�9� �?�0�:�5�B� �2�K�3�;�O�4�8�B� �=�5�A�:�>�;�L�:�>� �A�B�@�0�=�=�>�,� �?�>�A�:�>�;�L�:�C� �2� �=�5�<� �?�@�5�4�?�@�8�=�8�<�0�5�B�A�O� 

�?�>�?�K�B�:�0� �A�2�O�7�0�B�L�A�O� �A� �>�A�=�>�2�=�K�<� �D�N�S�-�c�e�p�2�e�p�o�<�,� �@�0�7�2�5�@�=�C�B�K�<� �2� �F�5�=�B�@�0�;�L�=�>�9� 

�H�B�0�1�-�:�2�0�@�B�8�@�5�,� �A� �?�@�8�A�2�>�5�=�=�K�<� �5�<�C� �0�4�@�5�A�>�<� 172.16.16.250 ��� �G�5�@�5�7� �5�3�>� �A�B�0�=�­

�4�0�@�B�=�K�9� �?�>�@�B� 53 ���,� �=�>� �M�B�>� �?�@�>�8�A�E�>�4�8�B� �A�>�2�A�5�<� �=�5� �?�>� �?�@�>�B�>�:�>�;�C� UDP 8, �:�0�:� �<�K� 

�:� �B�>�<�C� �?�@�8�2�K�:�;�8�.� 

Source � �>�3�t�:� 4'9168 
�~�s�t�i�n�a�t�i�o�n� Port: 53 ��� 
�[�S�t�r�e�<� index: �5�]� 

�[�"�!� � �s�e�i�8�n�t� Len: �5�)� 

Sequence �n�u�a�,�e�r�:� �5� (rel1t1ve sequence �n�~�3�)� 

�A�c�k�n�o�w�l�1�!�:�d�p�<�:�n�t� �n�~�r�:� 8 
�t�k�1�1�d�e�3� Lens:th: 32 �,� es 

Window site vo1lue: 8192 
[C11lcul1ted window size: 8192] 

> Checksu.: �5�E�,�A�!�5� [valid•tion �d�i�s�1�1�+�e�d�}� 

Urgent pointer: 8 

�>� �E� 

Options: (12 bytes), ���.�E�1�- seprnt sia, �f�t�O�~�3�e�t�i�o�n� (NOP), Window scale, �N�o�·�(�)�p�e�'�3�1�t�i�o�n� �(����� �)�,� �N�o�·�~�r�a�t�i�o�n� (NOP), SACIC �p�e���8�i�t�t�~� 

� �8�A�.� 10.32. ��� �M�B�>�<� �?�0�:�5�B�5� SYN �?�@�8�<�5�=�O�5�B�A�O� �A�B�0�=�4�0�@�B�=�K�9� �?�>�@�B� 53, �=�>� �=�5� �?�@�>�B�>�:�>�;� UDP 

�'�B�>�1�K� �2�K�O�A�=�8�B�L� �=�0�7�=�0�G�5�=�8�5� �M�B�>�3�>� �?�0�:�5�B�0�,� �=�0�?�>�<�=�8�<� �>�1�A�C�6�4�5�=�8�5� �?�@�>�B�>�:�>�­

�;�0� DNS �2� �3�;�0�2�5� 9, �"� �0�A�?�@�>�A�B�@�0�=�5�=�=�K�5� �?�@�>�B�>�:�>�;�K� �2�5�@�E�=�5�3�>� �C�@�>�2�=�O�"�.� ���0�:� �?�@�0�­

�2�8�;�>�,� �2� �?�@�>�B�>�:�>�;�5� DNS �8�A�?�>�;�L�7�C�5�B�A�O� �?�@�>�B�>�:�>�;� UDP, �=�>� �2� �B�>� �6�5� �2�@�5�<�O� �2� �=�5�<� 

�C�?�>�B�@�5�1�;�O�5�B�A�O� �8� �?�@�>�B�>�:�>�;� �"�!� �,� �:�>�3�4�0� �>�B�2�5�B� �=�0� �7�0�?�@�>�A� �?�@�5�2�K�H�0�5�B� �>�?�@�5�4�5�;�5�=�­

�=�K�9� �@�0�7�<�5�@�.� ��� �4�0�=�=�>�<� �A�;�C�G�0�5� �<�K� �2�8�4�8�<� �?�5�@�2�>�=�0�G�0�;�L�=�K�9� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �?�>� 

�?�@�>�B�>�:�>�;�C� UDP, �?�>�A�;�5� �G�5�3�>� �8�=�8�F�8�8�@�C�5�B�A�O� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�; �C� �"�!� �.� ���@�>�<�5� 

�B�>�3�>�,� �?�@�>�B�>�:�>�;� �"�!� � �8�A�?�>�;�L�7�C�5�B�A�O� �2� �?�@�>�B�>�:�>�;�5� DNS �2�>� �2�@�5�<�O� �?�5�@�5�=�>�A�0� �7�>�=�K�,� 

�:�>�3�4�0� �7�0�?�8�A�8� �@�5�A�C�@�A�>�2� �?�5�@�5�4�0�N�B�A�O� �<�5�6�4�C� �D�N�S�-�A�5�@�2�5�@�0�<�8�,� �G�B�>� �2�?�>�;�=�5� �2�>�7�<�>�6�­

�=�>� �8� �2� �4�0�=�=�>�<� �A�;�C�G�0�5�.� 

�D�N�S�-�c�e�p�2�e�p�,� �@�0�7�2�5�@�=�C�B�K�9� �2� �D�8�;�8�0�;�5�,� �O�2�;�O�5�B�A�O� �@�5�7�5�@�2�=�K�<� �?�>� �>�B�=�>�H�5�=�8�N� 

�:� �>�A�=�>�2�=�>�<�C� �D�N�S�-�c�e�p�2�e�p�y�,� �@�0�7�<�5�I�5�=�=�>�<�C� �2� �F�5�=�B�@�0�;�L�=�>�9� �H�B�0�1�-�:�2�0�@�B�8�@�5�.� �-�B�>� 

�>�7�=�0�G�0�5�B�,� �G�B�>� �4�;�O� �?�>�;�C�G�5�=�8�O� �7�0�?�8�A�5�9� �@�5�A�C�@�A�>�2� �>�=� �4�>�;�6�5�=� �7�0�?�@�>�A�8�B�L� �8�E� �C� �>�A�­

�=�>�2�=�>�3�>� �D�N�S�-�c�e�p�2�e�p�a�.� ��� �A�5�@�2�5�@� �?�@�8�;�>�6�5�=�8�9�,� �4�>�A�B�C�?� �:� �:�>�B�>�@�>�<�C� �?�>�;�L�7�>�2�0�B�5�;�8� 

�8�7� �D�8�;�8�0�;�0� �?�K�B�0�N�B�A�O� �?�>�;�C�G�8�B�L�,� �B�0�:�6�5� �@�0�A�?�>�;�>�6�5�=� �2� �F�5�=�B�@�0�;�L�=�>�9� �H�B�0�1�-�:�2�0�@�­

�B�8�@�5�.� ��� �M�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �D�N�S�-�c�e�p�2�e�p�,� �=�0�E�>�4�O�I�8�9�A�O� �2� �F�5�=�B�@�0�;�L�=�>�9� �H�B�0�1�-�:�2�0�@�­

�B�8�@�5�,� �O�2�;�O�5�B�A�O� �0�2�B�>�@�8�B�5�B�=�K�<� �4�;�O� �A�5�@�2�5�@�0� �?�@�8�;�>�6�5�=�8�9 �.� �'�B�>�1�K� �>�1�@�0�1�>�B�0�B�L� �=�0� 

�A�5�@�2�5�@�5�,� �@�0�7�2�5�@�=�C�B�>�<� �2� �D�8�;�8�0�;�5�,� �D�N�S�-�7�a�?�p�o�c� �=�0� �?�>�;�C�G�5�=�8�5� �I� �-�0�4�@�5�A�0� �A�5�@�2�5�@�0� 

�?�@�8�;�>�6�5�=�8�9�,� �7�0�?�8�A�L� �@�5�A�C�@�A�>�2� �4�;�O� �M�B�>�3�>� �A �5�@�2�5�@�0� �=�5�>�1�E�>�4�8�<�>� �?�5�@�5�=�5�A�B�8� �8�7� 

�D�N�S�-�c�e�p�2�e�p�a� �2� �F�5�=�B�@�0�;�L�=�>�9� �H�B�0�1�-�:�2�0�@�B�8�@�5� �=�0� �D�N�S�-�c�e�p�2�e�p� �2� �D�8�;�8�0�;�5�.� ��� �M�B�>� 

�=�0�8�1�>�;�5�5� �2�5�@�>�O�B�=�0�O� �?�@�8�G�8�=�0� �?�>�O�2�;�5�=�8�O� �?�0�:�5�B�0� SYN �2� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �7�4�5�A�L� 

�D�0�9�;�5� �?�5�@�5�E�2�0�B�0�.� 
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���B�A�C�1�B�B�2�8�5� �>�B�2�5�B�0� �=�0� �M�B�>�B� �?�0�:�5�B� SYN �A�2�8�4�5�B�5�;�L�A�B�2�C�5�B� �>� �B�>�<�,� �G�B�>� �?�@�>�1�;�5�<�K� �2� 

�A�;�C�6�1�5� DNS �2�>�7�=�8�:�;�8� �2� �@�5�7�C�;�L�B�0�B�5� �=�5�C�4�0�G�=�>�3�>� �?�5�@�5�=�>�A�0� �7�>�=�K� �8�7� �D�N�S�-�c�e�p�2�e�p�a� 

�2� �F�5�=�B�@�0�;�L�=�>�9� �H�B�0�1�-�:�2�0�@�B�8�@�5� �=�0� �D�N�S�-�c�e�p�2�e�p� �2� �D�8�;�8�0�;�5�.� ��� �B�5�?�5�@�L� �<�K� �<�>�6�5�<� 

�?�5�@�5�9�B�8� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �:� �2�K�O�A�=�5�=�8�N� �?�@�8�G�8�=�K� �=�5�C�4�0�G�=�>�3�>� �?�5�@�5�=�>�A�0� �7�>�=�K�.� 

���0�8�1�>�;�5�5� �2�5�@�>�O�B�=�K�<�8� �2�8�=�>�2�=�8�:�0�<�8� �M�B�>�9� �=�5�C�4�0�G�=�>�9� �>�?�5�@�0�F�8�8� �<�>�3�C�3� �1�K�B�L� 

�<�0�@�H�@�C�B�8�7�0�B�>�@�K�,� �@�0�7�<�5�I�0�5�<�K�5� �<�5�6�4�C� �D�N�S�-�A�5�@�2�5�@�0�<�8� �2� �D�8�;�8�0�;�0�E� �8� �F�5�=�B�@�0�;�L�­

�=�>�9� �H�B�0�1�-�:�2�0�@�B�8�@�5�.� �'�B�>�1�K� �2�K�O�2�8�B�L� �A�@�5�4�8� �=�8�E� �>�B�:�0�7�0�2�H�8�9� �A�5�@�2�5�@�,� �<�>�6�=�>� �?�@�>�­

�0�=�0�;�8�7�8�@�>�2�0�B�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �D�N�S�-�c�e�p�2�e�p�a� �2� �F�5�=�B�@�0�;�L�=�>�9� �H�B�0�1�-�:�2�0�@�B�8�@�5� �8� 

�>�?�@�5�4�5�;�8�B�L�,� �4�>�E�>�4�8�B� �;�8� �?�0�:�5�B� SYN �4�>� �M�B�>�3�>� �A�5�@�2�5�@�0�.� 

�!�5�B�5�2�>�9� �B�@�0�D�8�:� �D�N�S�-�c�e�p�2�e�p�a� �2� �F�5�=�B�@�0�;�L�=�>�9� �H�B�0�1�-�:�2�0�@�B�8�@�5� �=�5� �2�:�;�N�G�5�=� �2� 

�@�0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �D�0�9�;� �?�5�@�5�E�2�0�B�0� �?�>�B�>�<�C�,� �G�B�>� �>�=� �?�@�>�A�B�>� �>�B�A�C�B�A�B�2�C�5�B�,� �0� 
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���=�0�;�8�7� 

��� �?�@�8�;�>�6�5�=�8�8�,� �@�0�7�@�0�1�>�B�0�=�=�>�<� �?�@�>�3�@�0�<�<�8�A�B�>�<�,� �=�0�<� �=�5�8�7�2�5�A�B�=�>� �=�8�G�5�3�>�,� 

�:�@�>�<�5� �>�A�=�>�2�=�>�3�>� �?�>�B�>�:�0� �8�=�D�>�@�<�0�F�8�8� �2� �A�5�B�8�.� � �0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �D�0�9�;� �?�5�­

�@�5�E�2�0�B�0� �=�0�G�8�=�0�5�B�A�O� �A� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �?�>� �?�@�>�B�>�:�>�;�C� FTP, �?�>�M�B�>�<�C� �8�A�A�;�5�4�C�5�<� 

�5�3�>�,� �G�B�>�1�K� �2�K�O�A�=�8�B�L�,� �4�5�9�A�B�2�8�B�5�;�L�=�>� �;�8� �>�=� �O�2�;�O�5�B�A�O� �>�A�=�>�2�=�K�<� �<�5�E�0�=�8�7�<�>�<� 

�4�;�O� �?�5�@�5�=�>�A�0� �D�0�9�;�0� �D�>�@�<�0�B�0� CSV. 
���0�3�;�O�=�C�2� �A�=�0�G�0�;�0� �2� �A�?�8�A�>�:� �?�0�:�5�B�>�2� �(�@�8�A�.� 10.33), �<�K� �<�>�6�5�<� �7�0�<�5�B�8�B�L�,� �G�B�>� 

�E�>�A�B�,� �=�0�E�>�4�O�I�8�9�A�O� �?�>� �0�4�@�5�A�C� 172 .16 .16 .128 ���,� �8�=�8�F�8�8�@�C�5�B� �>�1�<�5�=� �4�0�=�=�K�<�8� 

�A� �E�>�A�B�>�<�,� �@�0�A�?�>�;�>�6�5�=�=�K�<� �?�>� �0�4�@�5�A�C� 172 .16 .16 .121 8, �=�0�G�8�=�0�O� �A� �C�A�B�0�=�>�2�:�8� 

�A�>�5�4�8�=�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �.� �"�0�:�8�<� �>�1�@�0�7�>�<�,� �<�K� �<�>�6�5�<� �?�@�5�4�?�>�;�>�6�8�B�L �,� �G�B�>� 

�E�>�A�B�,� �=�0�E�>�4�O�I�8�9�A�O� �?�>� �0�4�@�5�A�C� 172 .16 .16 .128, �O�2�;�O�5�B�A�O� �:�;�8�5�=�B�>�<�,� �?�5�@�5�4�0�N�I�8�<� 

�4�0�=�=�K�5� �=�0� �>�1�@�0�1�>�B�:�C�,� �0� �E�>�A�B�,� �@�0�A�?�>�;�>�6�5�=�=�K�9� �?�>� �0�4�@�5�A�C� 172 .16 .16 .121, - �A�5�@�­

�2�5�@�>�<�,� �3�4�5� �A�>�1�8�@�0�N�B�A�O� �8� �>�1�@�0�1�0�B�K�2�0�N�B�A�O� �4�0�=�=�K�5�,� �?�>�;�C�G�5�=�=�K�5� �>�B� �:�;�8�5�=�B�0�.� 

���@�>�A�;�5�6�8�2�0�O� �?�@�>�F�5�4�C�@�C� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �,� �<�K� �=�0�G�8�=�0�5�<� �7�0�­

�<�5�G�0�B�L� �F�"� �-�7�0�?�@�>�A�K� �:�;�8�5�=�B�0� �8� �>�B�2�5�B�K� �A�5�@�2�5�@�0� �5 �.� 

No. ""' Sou-<0 0..-. '"'"""' 
68 2S'5S "" 11 �[�����)� �S�~�q�a�1� l\ck•l Win•17528 �L�~�-�e� 

96 �R�e�s�p�o�n�s�~�:� 219 f"HeZlll• �S�e�~�r� v!rsion �8�.�9�.����� �,�t�t�a� 

s 8.812948 17Z.1E.1b.l28 172.U..16.121 ��� � 8: �:�:�:�:�:�~�:�U�:�~�~� �:�:�~�:�:�r�r�~�u�1�~�t�d� �f�>�3� �s�a�l�~�:�f�e�r� 6 8.883396 172.16.16.121 172.16.lb.12.8 �F�"� � 

1 �e�.�e�e�1�s�1�~� 172.16.1&.128 172.16.16.12.1 �F�"� � 69 Request: PASS pf!.slll!Ord 

�0� �5�.�5�<�<�2� 172.16.16.12.1 112.16.16.118  "�"� � 69 �R�I�)�)�O�f�\�S�t�:�:� 238 Logged 011 

� �8�A�.� 10.33. ���5�@�2�>�=�0�G�0�;�L�=�K�9� �>�1�<�5�=� �4�0�=�=�K�<�8� �?�>�<�>�r�0�5�B� �>�B�;�8�G�8�B�L� �:�;�8�5�=�B�0� �>�B� �A�5�@�2�5�@�0� 

���0�<� �8�7�2�5�A�B�=�>�,� �G�B�>� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� �4�>�;�6�=�0� �?�@�>�8�A�E�>�4�8�B�L� �?�5�@�5�4�0�G�0� �=�5�:�>�B�>�­

�@�K�E� �4�0�=�=�K�E�,� �?�>�M�B�>�<�C�,� �8�A�?�>�;�L�7�C�O� �A�2�>�8� �7�=�0�=�8�O� �?�@�>�B�>�:�>�;�0� FTP, �?�>�?�@�>�1�C�5�<� �=�0�9�B�8� 

�?�0�:�5�B�,� �A� �:�>�B�>�@�>�3�>� �=�0�G�8�=�0�5�B�A�O� �M�B�0� �?�5�@�5�4�0�G�0�.� �!�>�5�4�8�=�5�=�8�5� �8� �?�5�@�5�4�0�G�0� �4�0�=�=�K�E� �?�>� 

�?�@�>�B�>�:�>�;�C� FTP �8�=�8�F�8�8�@�C�N�B�A�O� �:�;�8�5�=�B�>�<�,� �0� �A�;�5�4�>�2�0�B�5�;�L�=�>�,� �>�B� �E�>�A�B�0�,� �=�0�E�>�4�O�­

�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 172 .16 .16 .128, �A�;�5�4�C�5�B� �>�6�8�4�0�B�L� �2�K�4�0�G�C� �:�>�<�0�=�4�K� STOR, �?�@�8�­

�<�5�=�O�5�<�>�9� �2� �?�@�>�B�>�:�>�;�5� FTP �4�;�O� �2�K�3�@�C�7�:�8� �4�0�=�=�K�E� �=�0� �F�"� �-�A�5�@�2�5�@ �.� �'�B�>�1�K� �>�1�=�0�­

�@�C�6�8�B�L� �M�B�C� �:�>�<�0�=�4�C�,� �?�@�>�I�5� �2�A�5�3�>� �A�>�A�B�0�2�8�B�L� �D�8�;�L�B�@�.� 

��� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �7�4�5�A�L� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� �8�<�5�5�B�A�O� �=�5�<�0�;�>� �:�>�<�0�=�4� �F�"� �-�7�0�­

�?�@�>�A�>�2�,� �8� �<�K� �<�>�6�5�<� �A�>�A�B�0�2�8�B�L� �=�C�6�=�K�9� �=�0�<� �D�8�;�L�B�@� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �2� �?�0�=�5�­

�;�8� Packet List �2�<�5�A�B�>� �B�>�3�>�,� �G�B�>�1�K� �?�5�@�5�1�8�@�0�B�L� �A�>�B�=�8� �?�@�>�B�>�:�>�;�>�2� �8� �8�E� �>�?�F�8�9� �2� 

�?�>�A�B�@�>�8�B�5�;�5� �2�K�@�0�6�5�=�8�9�.� ���;�O� �M�B�>�3�>� �=�5�>�1�E�>�4�8�<�>� �A�=�0�G�0�;�0� �2�K�1�@�0�B�L� �?�0�:�5�B� �A� �4�>�­

�A�B�C�?�=�>�9� �2� �=�5�<� �:�>�<�0�=�4�>�9� �F�"� �-�7�0�?�@�>�A�0�.� ���K�1�5�@�8�B�5� �?�0�:�5�B� 5, �?�>�A�:�>�;�L�:�C� �>�=� �=�0�E�>�­

�4�8�B�A�O� �1�;�8�6�5� �:� �=�0�G�0�;�C� �A�?�8�A�:�0�.� ���0�B�5�<� �@�0�7�2�5�@�=�8�B�5� �@�0�7�4�5�;�K� �F�"� � �8� USER �8�7� �2�K�1�@�0�=�­

�=�>�3�>� �?�0�:�5�B�0� �2� �?�0�=�5�;�8� Packet Details. �)�5�;�:�=�8�B�5� �?�@�0�2�>�9� �:�=�>�?�:�>�9� �<�K�H�8� �=�0� �?�>�;�5� 

Request Command: USER �8� �2�K�1�5�@�8�B�5� �:�>�<�0�=�4�C� Prepare �0� Filterc:>Selected �(���>�4�3�>�B�>�­

�2�8�B�L� �D�8�;�L�B�@�5�:�>� ���K�1�@�0�=�=�K�9�)� �8�7� �:�>�=�B�5�:�A�B�=�>�3�>� �<�5�=�N �.� 

���A�=�> �2�=�K�5� �@�5�0 �; �L�=�K�5� �A�F�5�=�0�@�8�8� 303 
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��� �8�B�>�3�5� �D�8�;�L�B�@� �4�;�O� �2�A�5�E� �?�0�:�5�B�>�2�,� �A�>�4�5�@�6�0�I�8�E� �:�>�<�0�=�4�C� USER �4�;�O� �F�"� �-�7�0�?�@�>�­

�A�0�,� �1�C�4�5�B� �?�>�4�3�>�B�>�2�;�5�=� �8� �@�0�7�<�5�I�5�=� �2� �4�8�0�;�>�3�>�2�>�<� �>�:�=�5� �D�8�;�L�B�@�0�F�8�8�.� ���0�;�5�5� �>�B�@�5�­

�4�0�:�B�8�@�C�9�B�5� �M�B�>�B� �D�8�;�L�B�@�,� �7�0�<�5�=�8�2� �A�;�>�2�>� USER �A�;�>�2�>�<� STOR ���,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� 

�@�8�A�.� 10.34. 

ProtxxDI longlh �I�;�f�o� Destinotion 

172.16.].6.121 FTP 83 ftequest: STOA. "Store4829-83U2818. cs\I' ,.. 

� �8�A�.� 10.34. �-�B�>�B� �D�8�;�L�B�@� �?�>�<�>�3�0�5�B� �2�K�O�A�=�8�B�L�,� �3�4�5� �=�0�G�8�=�0�5�B�A�O� �?�5�@�5�4�0�G�0� �4�0�=�=�K�E� 

�-�B�>�B� �D�8�;�L�B�@� �<�>�6�=�>� �1�K�;�>� �1�K� �:�>�=�:�@�5�B�8�7�8�@�>�2�0�B�L� �5�I�5� �1�>�;�L�H�5�,� �2�K�1�@�0�2� �I� �-�0�­

�4�@�5�A� �:�;�8�5�=�B�0� �8� �C�:�0�7�0�2� �5�3�>� �2� �:�0�G�5�A�B�2�5� �>�B�?�@�0�2�8�B�5�;�O� �2� �4�>�?�>�;�=�8�B�5�;�L�=�>�<� �C�A�;�>�2�8�8� 

&& ip. src = 172 .16 .16 .128. ���>� �?�>�A�:�>�;�L�:�C� �@�0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �D�0�9�;� �?�5�@�5�­

�E�2�0�B�0� �8� �B�0�:� �>�3�@�0�=�8�G�5�=� �>�4�=�8�<� �:�;�8�5�=�B�>�<�,� �B�>� �>�A�>�1�>�9� �=�5�>�1�E�>�4�8�<�>�A�B�8� �2� �B�0�:�>�<� �4�>�­

�?�>�;�=�5�=�8�8� �D�8�;�L�B�@�0� �=�5�B�.� 

��� �B�5�?�5�@�L� �?�@�8�<�5�=�8�B�5� �M�B�>�B� �D�8�;�L�B�@�,� �=�0�6�0�2� �:�;�0�2�8�H�C� �<���=�t�5�3�>�.� ��� �8�B�>�3�5� �?�>�O�2�8�B�­

�A�O� �5�4�8�=�A�B�2�5�=�=�K�9� �M�:�7�5�<�?�;�O�@� �:�>�<�0�=�4�K� STOR, �8�<�5�N�I�8�9�A�O� �2� �?�0�:�5�B�5� 64 ��� �8�7� �@�0�A�­

�A�<�0�B�@�8�2�0�5�<�>�3�>� �7�4�5�A�L� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�.� ���=�0�O� �B�5�?�5�@�L�,� �3�4�5� �=�0�G�8�=�0�5�B�A�O� �?�5�@�5�4�0�G�0� 

�4�0�=�=�K�E�,� �I�5�;�:�=�8�B�5� �=�0� �?�0�:�5�B�5� 64, �G�B�>�1�K� �2�K�1�@�0�B�L� �5�3�>�,� �0� �7�0�B�5�<� �>�G�8�A�B�8�B�5� �D�8�;�L�B�@�,� 

�I�5�;�:�=�C�2� �=�0� �:�=�>�?�:�5� �%�,� �@�0�A�?�>�;�>�6�5�=�=�>�9� �2�K�H�5� �?�0�=�5�;�8� Packet List. ���0� �M�:�@�0�=�5� �?�>�­

�O�2�O�B�A�O� �2�A�5� �?�0�:�5�B�K� �8�7� �?�5�@�5�E�2�0�G�5�=�=�>�3�>� �B�@�0�D�8�:�0�,� �A�@�5�4�8� �:�>�B�>�@�K�E� �1�C�4�5�B� �2�K�1�@�0�=� 

�?�0�:�5�B� 64. 
���=�0�;�8�7�8�@�C�O� �4�0�=�=�K�9� �D�0�9�;� �?�5�@�5�E�2�0�B�0�,� �=�0�G�8�=�0�O� �A� �?�0�:�5�B�0� 64, �<�>�6�=�>� �7�0�<�5�­

�B�8�B�L�,� �G�B�>� �2� �M�B�>�<� �?�0�:�5�B�5� �C�:�0�7�0�=�0� �?�5�@�5�4�0�G�0� �D�0�9�;�0� store4829-03222010. csv ��� 
�(�@�8�A�.� 10.35) . 

• Wir<:Shark · P•cket 64 · tickedoffdeveloper �>� �E� 

�~�-�-�-�~�~�-�~�~�~�~�~�~�-�-�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~� 

> Fra•e 64: 83 bytes on �:�i�3�5� (664 �,�i�t�s�)�,� 83 bytes �c�a�p�t�u�3�e�d� (664 bits) 
> �e�-�t�:�h�e�3�n�e�t� II, �S�3�A�:� �I�n�t�e�l�C�o�3�_�S�b�:�7�d�:�4�a� (00:21:61:Sb:7d:4a), Ost: �V�l�l�l�w�a�3�e�_�e�a�:�1�7�:�b�e� �(�0�0�:�0�A�:�2�9�:�5�0�:�1�7�:�,�5�)� 

> �I�n�t�e�3�n�e�t� �P�3�o�t�o�c�o�l� �V�e�3�s�i�o�n� 4, �S�3�A�:� 172.16.16.128, Ost: 172.16.16.121 
> Transaission �C�o�n�t�3�o�l� �P�3�o�t�o�c�o�l�,� �S�3�A� � �> �3 �t�:� 2555 (2555), Ost � �>�3�t�:� 21 (21), Seq: 222, Ack: 875, Len: 29 
"' File �T�3�a�n�s�f�e�3� �P�3�o�t�o�c�o�l� �(��� �)� 

..., STOR stor e4829-03222010. csv\ r \ n 
Request connand: STOR 
Request a rg: store4829· 032221110. csv ��� 

�~�·�~�~�~�-�~�~�~�~�~�~�~�~�-�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~� 

No.: 64 • �?�.�.�,�.�,�4 �, �J�E�S�I�S�S�9� •s...mt; J7l.16.Jli.JZ8 • �~� J?Z.16.16.LlJ • �l�'�r�r�.�x�'�o�l�t� �F�"�P  "� �~� ����� • �J�n�f�r�:� �R�-�S�"�O�R�~�(�J�O�I�O�.�c�s�v� 

� �8�A�.� 10.35. �$�0�9�;� �D�>�@�<�0�B�0� CSV, �?�5�@�5�4�0�2�0�5�<�K�9� �?�>� �?�@�>�B�>�:�>�;�C� �F�"� � 

��� �?�0�:�5�B�0�E�,� �A�;�5�4�C�N�I�8�E� �?�>�A�;�5� �:�>�<�0�=�4�K� STOR, �C�:�0�7�0�=� �4�@�C�3�>�9� �?�>�@�B�,� �E�>�B�O� �>�=�8� �8� 

�>�1�>�7�=�0�G�0�N�B�A�O� �:�0�:� �G�0�A�B�L� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �B�8�?�0� FTP-DATA. ���B�0�:�,� �<�K� �C�1�5�4�8�;�8�A�L�,� 

�G�B�>� �4�0�=�=�K�5� �?�5�@�5�4�0�N�B�A�O�,� �=�>� �5�I�5� �=�5� �2�K�O�A�=�8�;�8�,� �1�K�;� �;�8� �?�@�>�3�@�0�<�<�8�A�B� �?�@�0�2�.� ���;�O� 

�M�B�>�3�>� �=�5�>�1�E�>�4�8�<�>� �C�1�5�4�8�B�L�A�O�,� �>�A�B�0�5�B�A�O� �;�8� �A�>�4�5�@�6�8�<�>�5� �?�5�@�5�4�0�=�=�>�3�>� �D�0�9�;�0� 
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�=�5�2�@�5�4�8�<�K�<� �?�>�A�;�5� �?�5�@�5�=�>�A�0� �?�>� �A�5�B�8�.� ���5�@�5�9�4�5�<� �4�0�;�5�5� �:� �8�7�2�;�5�G�5�=�8�N� �M�B�>�3�>� 

�D�0�9�;�0� �8�7� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2�.� 

���>�3�4�0� �D�0�9�;� �?�5�@�5�4�0�5�B�A�O� �?�>� �A�5�B�8� �2� �=�5�7�0�H�8�D�@�>�2�0�=�=�>�<� �D�>�@�<�0�B�5�,� �>�=� �@�0�7�1�8�2�0�5�B�­

�A�O� �=�0� �A�5�3�<�5�=�B�K� �8� �A�>�1�8�@�0�5�B�A�O� �A�=�>�2�0� �2� �<�5�A�B�5� �5�3�>� �?�>�;�C�G�5�=�8�O�.� ��� �4�0�=�=�>�<� �A�F�5�=�0�@�8�8� 

�<�K� �?�5�@�5�E�2�0�B�K�2�0�;�8� �?�0�:�5�B�K� �?�>� �<�5�@�5� �8�E� �?�>�A�B�C�?�;�5�=�8�O� �:� �?�>�;�C�G�0�B�5�;�N�,� �=�>� �?�@�5�6�4�5�,� 

�G�5�<� �>�=�8� �A�>�1�8�@�0�;�8�A�L� �A�=�>�2�0�.� �"�0�:�8�<� �>�1�@�0�7�>�<�,� �2� �=�0�H�5�<� �@�0�A�?�>�@�O�6�5�=�8�8� �8�<�5�N�B�A�O� 

�2�A�5� �4�0�=�=�K�5�,� �8� �=�0�<� �>�A�B�0�5�B�A�O� �;�8�H�L� �A�>�1�@�0�B�L� �8�E� �2�<�5�A�B�5�,� �8�7�2�;�5�:�0�O� �D�0�9�;� �2� �2�8�4�5� �?�>�­

�B�>�:�0� �4�0�=�=�K�E�.� �!� �M�B�>�9� �F�5�;�L�N� �2�K�1�5�@�8�B�5� �;�N�1�>�9� �?�0�:�5�B� �8�7� �?�>�B�>�:�0� �4�0�=�=�K�E� �B�8�?�0� FTP­

DATA �(�=�0�?�@�8�<�5�@�,� �?�0�:�5�B� 66), �I�5�;�:�=�8�B�5� �=�0� �=�5�<� �?�@�0�2�>�9� �:�=�>�?�:�>�9� �<�K�H�8� �8� �2�K�1�5�­

�@�8�B�5� �:�>�<�0�=�4�C� Followc:>TCP Stream �(���B�A�;�5�6�8�2�0�B�L�A�:�>���>�B�>�:� �"�!� �)� �8�7� �:�>�=�B�5�:�A�B�=�>�3�>� 

�<�5�=�N�.� ���>�;�C�G�5�=�=�K�9� �2� �8�B�>�3�5� �@�5�7�C�;�L�B�0�B� �?�>�:�0�7�0�=� �=�0� �@�8�A �.� 10.36. ���=� �?�>�E�>�6� �=�0� �>�1�K�G�­

�=�K�9� �B�5�:�A�B�>�2�K�9� �D�0�9�;� �D�>�@�<�0�B�0� CSV, �A�>�4�5�@�6�0�I�8�9� �4�0�=�=�K�5� �>� �?�@�>�4�0�6�0�E� . 

• Wire•hark · Follow �"�!� � Stream (tcp.stream eq 1)". �>� �E� 

StoreIO,SKF �,�Q�"�#� "" 
4829, 808966, 5 
4829,893932,7 
4829,638384,2 
4829, 260513, 4 
4829,697840,2 
4829, 70&390' 1 
4829,438522,9 
�4�8�2�9�,�3�0�5�&�4�&�,�1� 

�4�8�2�9�,�&�2�6�8�7�2�,�1� 

4829,462192, 2 
4829,235990,1 
4829, 354072' 7 
4829,314705,1 
�4�8�2�9�,�1�3�7�9�1�7�,��� 

4829,752470,9 "' 

J.S dient pkt{>J q server p/rtfs), �>� �<�n�s�.� 

�L�E�n�t�i�r�;�;�-�n�v�e�r�;�n�o�n�(�1�9�k���}� "'J Showdat.aas �~� • ] Stream �~� 

Rnd: 1 Find tj_ext 1 

���i�d�e� this �s�~� [if t ] �S�a�~� �~�-�=�:�J� L �~�s�e� .J L �=�;�;�/�@� 

� �8�A�.� 10.36. ��� �"�!� �-�n�>�B�>�:�5� �<�>�6�=�>� �C�2�8�4�5�B�L�,� �:�0�:�8�5� 

�8�<�5�=�=�>� �4�0�=�=�K�5� �?�5�@�5�4�0�N�B�A�O� 

���0�=�=�K�5� �<�>�6�=�>� �C�2�8�4�5�B�L� �2� �0�=�0�;�8�7�8�@�C�5�<�>�<� �?�>�B�>�:�5� �?�>�B�>�<�C�,� �G�B�>� �>�=�8� �?�5�@�5�4�0�­

�N�B�A�O� �2� �=�5�7�0�H�8�D�@�>�2�0�=�=�>�<� �2�8�4�5� �?�>� �?�@�>�B�>�:�>�;�C� FTP. ���>�,� �>�A�=�>�2�K�2�0�O�A�L� �B�>�;�L�:�>� �=�0� 

�?�>�B�>�:�5�,� �=�5�;�L�7�O� �A� �C�2�5�@�5�=�=�>�A�B�L�N� �A�C�4�8�B�L�,� �G�B�>� �?�5�@�5�4�0�=�=�K�9� �?�>� �A�5�B�8� �D�0�9�;� �>�A�B�0�;�A�O� 

�=�5�2�@�5�4�8�<�K�<�.� �'�B�>�1�K� �A�>�1�@�0�B�L� �4�0�=�=�K�5� �A�=�>�2�0� �8� �A�>�E�@�0�=�8�B�L� �8�E� �2� �2�8�4�5� �8�A�E�>�4�=�>�3�>� 

�D�0�9�;�0�,� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Save As �8� �C�:�0�6�8�B�5� �B�>� �8�<�O� �D�0�9�;�0�,� �:�>�B�>�@�>�5� �>�1�>�7�=�0�G�5�­

�=�>� �2� �?�0�:�5�B�5� 64, �0� �7�0�B�5�<� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Save. 
��� �@�5�7�C�;�L�B�0�B�5� �>�?�5�@�0�F�8�8� �A�>�E�@�0�=�5�=�8�O� �1�C�4�5�B� �A�>�7�4�0�=� �D�0�9�;� �D�>�@�<�0�B�0� CSV, �O�2�;�O�­

�N�I�8�9�A�O� �B�>�G�=�>�9� �:�>�?�8�5�9� �=�0� �C�@�>�2�=�5� �>�B�4�5�;�L�=�K�E� �1�0�9�B�>�2� �B�>�3�>� �D�0�9�;�0�,� �:�>�B�>�@�K�9� 
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�1�K�;� �?�5�@�2�>�=�0�G�0�;�L�=�>� �?�5�@�5�4�0�=� �8�7� �<�0�3�0�7�8�=�0�.� ��� �M�B�>�<� �<�>�6�=�>� �C�1�5�;�~�8�B�L�A�O�,� �A�@�0�2�=�8�2� 

�E�5�H�-�A�C�<�<�K� �8�A�E�>�4�=�>�3�>� �8� �8�7�2�;�5�G�5�=�=�>�3�>� �D�0�9�;�>�2�,� �?�>�;�C�G�0�5�<�K�5� �=�>� �0�;�3�>�@�8�B�<�C� �H�8�D�­

�@�>�2�0�=�8�O� MD5. �!�@�0�2�=�8�2�0�5�<�K�5� �E�5�H�-�A�C�<�<�K� �?�>� �0�;�3�>�@�8�B�<�C� MD5 �>�1�>�8�E� �D�0�9�;�>�2� 

�4�>�;�6�=�K� �1�K�B�L� �>�4�8�=�0�:�>�2�K�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 10.37. 

�s�t�o�r�~�O���2�2�.�2�0�1�0 �. �c�s�v� Proporti.s �E� 

Name Hash value 

�!�R�!���2� FD38F576 
Jo!05 ���!���!�.�,�1�0�7�0�9�����D�7�����!�6�����!���~�2�0�0�0�5�7�9�9� 

SHA-1 �6�5�7�6�9�0�3�5�E�2�0�f�3�7�4�9�4�6�1�C�4�A���f�D�E�A�9�A�C���7�9�0�6�E�5�8�6�9� 

�=� • .n Companson: 

1 �E�C�D���0�7�0�9�/�L�E�D�7���O�C�6�E�l�l�C�E�4�4�2�0�0�0�5�7�9�9� 

���K�h "�.�L� 52.0 �$�i�0�1�0�1�f�f�o�p�1�,�i�l� Solrwore\hltp/ �r�m�p�l�!�:�~� com\ 

�>�:� 

� �8�A�.� 10.37. �%�5�H�-�A�C�<�<�K� �?�>� �0�;�3�>�@�8�B�<�C� MDS 
�8�A�E�>�4�=�>�3�>� �8� �8�7�2�;�5�G�5�=�=�>�3�>� �D�0�9�;�>�2� �>�4�8�=�0�:�>�2�K� 

�!�@�0�2�=�8�2� �>�1�0� �D�0�9�;�0�,� �<�>�6�=�>� �A�4�5�;�0�B�L� �2�K�2�>�4�,� �G�B�>� �A�5�B�L� �=�5�;�L�7�O� �2�8�=�8�B�L� �2� �?�>�­

�2�@�5�6�4�5�=�8�8� �8�=�D�>�@�<�0�F�8�8�,� �A�>�E�@�0�=�O�5�<�>�9� �@�0�A�A�<�0�B�@�8�2�0�5�<�K�<� �7�4�5�A�L� �?�@�8�;�>�6�5�=�8�5�<� 

�2� �1�0�7�5� �4�0�=�=�K�E�.� �$�0�9�;�,� �?�5�@�5�4�0�=�=�K�9� �8�7� �<�0�3�0�7�8�=�0� �4�I�1� �A�1�>�@�0� �4�0�=�=�K�E� �=�0� �A�5�@�2�5�@�5�,� 

�>�A�B�0�5�B�A�O� �=�5�2�@�5�4�8�<�K�<�,� �4�>�E�>�4�O� �4�>� �A�5�@�2�5�@�0�.� ���>�M�B�>�<�C� �;�N�1�>�5� �?�>�2�@�5�6�4�5�=�8�5�,� �A�:�>�­

�@�5�5� �2�A�5�3�>�,� �?�@�>�8�A�E�>�4�8�B� �2� �?�@�>�F�5�A�A�5� �>�1�@�0�1�>�B�:�8� �M�B�>�3�>� �D�0�9�;�0� �2� �?�@�8�;�>�6�5�=�8�8� �=�0� 

�A�B�>�@�>�=�5� �A�5�@�2�5�@�0�.� 

�#�A�2�>�5�=�=�K�5� �C�@�>�:�8� 

���=�0�;�8�7� �=�0� �C�@�>�2�=�5� �?�0�:�5�B�>�2� �?�@�8�<�5�G�0�B�5�;�5�=�,� �2� �G�0�A�B�=�>�A�B�8�,� �B�5�<�,� �G�B�>� �>�=� �8�7�1�0�2�;�O�­

�5�B� �>�B� �=�5�>�1�E�>�4�8�<�>�A�B�8� �@�0�7�1�8�@�0�B�L�A�O� �2� �=�0�3�@�>�<�>�6�4�5�=�8�8� �@�0�7�;�8�G�=�K�E� �?�@�8�;�>�6�5�=�8�9�.� 

���5�C�4�0�G�=�>� �@�0�7�@�0�1�>�B�0�=�=�K�E� �?�@�8�;�>�6�5�=�8�9� �=�0�<�=�>�3�>� �1�>�;�L�H�5�,� �G�5�<� �@�0�7�@�0�1�>�B�0�=�=�K�E� 

�C�4�0�G�=�>�,� �=�>� �=�0� �C�@�>�2�=�5� �?�0�:�5�B�>�2� �M�B�>� �=�5� �8�<�5�5�B� �=�8�:�0�:�>�3�>� �7�=�0�G�5�=�8�O�.� ��� �4�0�=�=�>�<� �A�;�C�­

�G�0�5� �?�@�>�3�@�0�<�<�8�A�B� �8�A�?�>�;�L�7�>�2�0�;� �2� �A�2�>�5�<� �?�@�8�;�>�6�5�=�8�8� �=�5�:�8�5� �7�0�3�0�4�>�G�=�K�5� �A�5�B�5�2�K�5� 

�:�>�<�?�>�=�5�=�B�K�.� ���>� �2� �:�>�=�5�G�=�>�<� �A�G�5�B�5� �2�5�A�L� �A�;�>�6�=�K�9� �0�;�3�>�@�8�B�<� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E�,� 
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�@�5�0�;�8�7�>�2�0�=�=�K�9� �2� �A�>�B�=�O�E� �A�B�@�>�:� �:�>�4�0�,� �<�>�6�5�B� �1�K�B�L� �A�2�5�4�5�=� �:� �A�5�B�5�2�K�<� �?�@�>�B�>�:�>�­

�;�0�<� �F��� �,� �"�!� � �8� IP. ���=�0�O� �>�A�>�1�5�=�=�>�A�B�8� �D�C�=�:�F�8�>�=�8�@�>�2�0�=�8�O� �M�B�8�E� �>�A�=�>�2�=�K�E� �?�@�>�­

�B�>�:�>�;�>�2�,� �<�K� �A�<�>�3�;�8� �C�1�5�4�8�B�L�A�O�,� �G�B�>� �?�@�>�F�5�A�A� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �?�>� �A�5�B�8� �?�@�>�E�>�­

�4�8�;� �2�5�@�=�>�,� �8� �4�0�6�5� �A�C�<�5�;�8� �8�7�2�;�5�G�L� �D�0�9�;� �8�7� �?�>�B�>�:�0� �4�0�=�=�K�E�,� �G�B�>�1�K� �4�>�:�0�7�0�B�L� �8�A�­

�?�@�0�2�=�>�A�B�L� �A�5�B�8�.� ��� �M�B�>�9� �A�2�O�7�8� �>�G�5�=�L� �2�0�6�=�>� �?�>�<�=�8�B�L�,� �G�B�>� �:�0�:�>�9� �1�K� �A�;�>�6�=�>�9� �=�5� 

�>�:�0�7�0�;�0�A�L� �2�>�7�=�8�:�H�0�O� �2� �A�5�B�8� �?�@�>�1�;�5�<�0�,� �>�=�0� �2�A�5� �@�0�2�=�>� �A�2�>�4�8�B�A�O� �:� �?�0�:�5�B�0�<�.� 

���0�:�;�N�G�8�B�5�;�L�=�K�5� �A�>�>�1�@�0�6�5�=�8�O� 
��� �M�B�>�9� �3�;�0�2�5� �1�K�;� �@�0�A�A�<�>�B�@�5�=� �@�O�4� �A�F�5�=�0�@�8�5�2�,� �2� �:�>�B�>�@�K�E� �0�=�0�;�8�7� �?�0�:�5�B�>�2� �?�>�­

�7�2�>�;�O�5�B� �;�C�G�H�5� �?�>�=�O�B�L� �8� �@�0�7�>�1�@�0�B�L�A�O� �2� �B�@�C�4�=�>�A�B�O�E� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� �A�5�B�8�.� 

���@�8�<�5�=�O�O� �M�;�5�<�5�=�B�0�@�=�K�9� �0�=�0�;�8�7� �>�1�I�5�C�?�>�B�@�5�1�8�B�5�;�L�=�K�E� �A�5�B�5�2�K�E� �?�@�>�B�>�:�>�;�>�2�,� 

�<�K� �A�<�>�3�;�8� �?�@�>�A�;�5�4�8�B�L� �8� �A�2�>�5�2�@�5�<�5�=�=�>� �@�0�7�@�5�H�8�B�L� �@�0�7�;�8�G�=�K�5� �7�0�B�@�C�4�=�5�=�8�O�,� 

�2�>�7�=�8�:�0�N�I�8�5� �2� �A�5�B�8�.� ��� �E�>�B�O� �@�0�A�A�<�>�B�@�5�=�=�K�5� �7�4�5�A�L� �A�F�5�=�0�@�8�8� �<�>�3�C�B� �>�B�;�8�G�0�B�L�­
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�B�0�9�<�5�@� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8�.� �-�B�>�B� �B�0�9�<�5�@� �>�A�B�0�=�0�2�;�8�2�0�5�B�A�O�,� �:�>�3�4�0� �?�>�;�C�G�5�=� �?�0�­

�:�5�B� ���!���.� ���@�>�<�5�6�C�3�>�:� �2�@�5�<�5�=�8� �<�5�6�4�C� �?�5�@�5�4�0�G�5�9� �8� �?�@�8�5�<�>�<� �?�0�:�5�B�0� ���!��� �=�0�7�K�2�0�­

�5�B�A�O� �2�@�5�<�5�=�5�<� �=�0� �?�5�@�5�4�0�G�C� �8� �?�>�4�B�2�5�@�6�4�5�=�8�5� �?�@�8�5�<�0� (RTT, �8�;�8� �R�o�u�?�d�-�T�r�i�p� �"�i�H�5�)�.� 

���5�:�>�B�>�@�K�5� �8�7� �M�B�8�E� �2�@�5�<�5�=�=�K�E� �E�0�@�0�:�B�5�@�8�A�B�8�:� �C�A�@�5�4�=�O�N�B�A�O�,� �G�B�>�1�K� �>�?�@�5�4�5�­

�;�8�B�L� �>�:�>�=�G�0�B�5�;�L�=�C�N� �2�5�;�8�G�8�=�C� �2�@�5�<�5�=�8� �>�6�8�4�0�=�8�O� �4�>� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8�.� 

���>� �B�5�E� �?�>�@�,� �?�>�:�0� �2�@�5�<�O� �>�6�8�4�0�=�8�O� �4�>� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �=�5� �1�C�4�5�B� �>�?�@�5�4�5�­

�;�5�=�>�,� �>�?�5�@�0�F�8�>�=�=�0�O� �A�8�A�B�5�<�0� �?�5�@�5�4�0�N�I�5�3�>� �C�A�B�@�>�9�A�B�2�0� �?�>�;�0�3�0�5�B�A�O� �=�0� �C�A�B�0�=�0�2�­

�;�8�2�0�5�<�>�5� �2� �=�5�9� �?�>� �C�<�>�;�G�0�=�8�N� �2�@�5�<�O� �=�0� �?�5�@�5�4�0�G�C� �8� �?�>�4�B�2�5�@�6�4�5�=�8�5� �?�@�8�5�<�0�,� 

�:�>�B�>�@�>�5� �2�K�4�0�5�B�A�O� �?�@�8� �?�5�@�2�>�=�0�G�0�;�L�=�>�<� �>�1�<�5�=�5� �4�0�=�=�K�<�8� �<�5�6�4�C� �E�>�A�B�0�<�8�.� ���0�­

�B�5�<� �5�3�>� �2�5�;�8�G�8�=�0� �:�>�@�@�5�:�B�8�@�C�5�B�A�O�,� �8�A�E�>�4�O� �8�7� �2�@�5�<�5�=�8� �=�0� �?�5�@�5�4�0�G�C� �8� �?�>�4�B�2�5�@�6�­

�4�5�=�8�5� �?�@�8�5�<�0� �?�>�;�C�G�5�=�=�K�E� �?�0�:�5�B�>�2�,� �G�B�>�1�K� �>�?�@�5�4�5�;�8�B�L� �2�@�5�<�O� �>�6�8�4�0�=�8�O� �4�>� �?�>�­

�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8�.� 

���0�:� �B�>�;�L�:�>� �2�5�;�8�G�8�=�0� �2�@�5�<�5�=�8� �>�6�8�4�0�=�8�O� �4�>� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �1�C�4�5�B� 
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�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8�,� �5�A�;�8� �?�@�>�8�7�>�H�;�0� �?�>�B�5�@�O� �M�B�>�3�>� �?�0�:�5�B�0�.� ���@�>�F�5�A�A� �?�>�2�B�>�@�=�>�9� 

�?�5�@�5�4�0�G�8� �?�0�:�5�B�>�2� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �=�0�3�;�O�4�=�>� �?�>�:�0�7�0�=� �=�0� �@�8�A�.� 11.1 . 

�.�_�~�~�~�~�~�-�4�_�0�_�=�=�_�K�_�5�~�~�~�~�~�>� 
���>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� 1 (RTO) �~� 

�~�-�V�'� 

���>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� 2 (RTO �E� 2) 

���>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� 3 (RTO �E� 4) 

�%�>�A�B� �>�m�@�0�2�8�B�5�;�O� 
���>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� 4 (RTO �E� 8) 

�%�>�A�B� �?�>�;�C�G�0�B�5�;�O� 

���>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� 5 (RTO �E� 16) 

���5�7� �>�B�2�5�B�0� = �!�>�5�4�8�=�5�=�8�5� �@�0�7�>�@�2�0�=�>� 

� �8�A�.� 1 1. 1. ���>�=�F�5�?�B�C�0�;�L�=�>�5� �?�@�5�4�A�B�0�2�;�5�=�8�5� �?�@�>�F�5�A�A�0� �?�>�2�B�>�@�=�>�9� 

�?�5�@�5�4�0�G�8� �?�0�:�5�B�>�2� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � 

���>�3�4�0� �?�0�:�5�B� �?�>�A�K�;�0�5�B�A�O�,� �0� �?�>�;�C�G�0�B�5�;�L� �=�5� �>�B�?�@�0�2�;�O�5�B� �2� �>�B�2�5�B� �?�>�4�B�2�5�@�6�4�0�N�­

�I�8�9� �?�0�:�5�B� ���!��� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �,� �>�B�?�@�0�2�8�B�5�;�L� �?�@�5�4�?�>�;�0�3�0�5�B�,� �G�B�>� �8�A�E�>�4�=�K�9� �?�0�­

�:�5�B� �1�K�;� �?�>�B�5�@�O�=�,� �8� �?�5�@�5�4�0�A�B� �5�3�>� �5�I�5� �@�0�7�.� ���@�8� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�5� �?�0�:�5�B�0� �2�5�­

�;�8�G�8�=�0� �2�@�5�<�5�=�8� �>�6�8�4�0�=�8�O� �4�>� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� (RTO) �C�4�2�0�8�2�0�5�B�A�O�.� ��� �5�A�;�8� 
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�=�8�O� �4�>� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �C�4�2�>�8�B�A�O� �A�=�>�2�0�.� �-�B�>�B� �?�@�>�F�5�A�A� �1�C�4�5�B� �?�@�>�4�>�;�6�0�B�L�A�O� 

�4�>� �B�5�E� �?�>�@�,� �?�>�:�0� �>�B�?�@�0�2�8�B�5�;�L� �=�5� �4�>�A�B�8�3�=�5�B� �<�0�:�A�8�<�0�;�L�=�>�3�>� �:�>�;�8�G�5�A�B�2�0� �?�>�?�K�­

�B�>�:� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8�,� �=�0� �:�>�B�>�@�>�5� �>�=� �1�K�;� �=�0�A�B�@�>�5�=�.� ���>�;�5�5� �?�>�4�@�>�1�=�>� �M�B�>�B� 

�?�@�>�F�5�A�A� �>�?�8�A�0�=� �2� �4�>�:�C�<�5�=�B�5� RFC 6298. 
���0�:�A�8�<�0�;�L�=�>�5� �:�>�;�8�G�5�A�B�2�>� �?�>�?�K�B�>�:� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �7�0�2�8�A�8�B� �>�B� �2�5�­

�;�8�G�8�=�K �,� �C�A�B�0�=�>�2�;�5�=�=�>�9� �2� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�5� �?�5�@�5�4�0�N�I�5�3�>� �C�A�B�@�>�9�A�B�2�0 �.� 

���>� �C�<�>�;�G�0�=�8�N� �E�>�A�B�K� �?�>�4� �C�?�@�0�2�;�5�=�8�5�<� �A�8�A�B�5�<�K� Windows �A�>�2�5�@�H�0�N�B� �<�0�:�A�8�­

�<�C�<� 5 �?�>�?�K�B�>�:� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8�,� �0� �1�>�;�L�H�8�=�A�B�2�>� �E�>�A�B�>�2� �?�>�4� �C�?�@�0�2�;�5�=�8�5�<� 

Linux - �4�>� 15 �B�0�:�8�E� �?�>�?�K�B�>�:�.� �-�B�>�B� �?�0�@�0�<�5�B�@� �=�0�A�B�@�0�8�2�0�5�B�A�O� �2� �;�N�1�>�9� �>�?�5�@�0�F�8�­

�>�=�=�>�9� �A�8�A�B�5�<�5 �.� 

��� �:�0�G�5�A�B�2�5� �?�@�8�<�5�@�0� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �>�B�:�@�>�9�B�5� �D�0�9�;� 

�?�5�@�5�E�2�0�B�0� tcp_retransmissions.pcapng, �A�>�A�B�>�O�I�5�3�>� �8�7� �H�5�A�B�8� �?�0�:�5�B�>�2 �.� ���5�@�­

�2�K�9� �8�7� �M�B�8�E� �?�0�:�5�B�>�2� �?�@�8�2�5�4�5�=� �=�0� �@�8�A�.� 11.2 . 

• Wiresharlc · Pack.et 1 · tcp_retransmissions �>� �E� 

- f;;;..,-i;-706 bytes �>�?� wire (5648 bits), 706 bytes captured (5648 bits) 

No.: 1 . r-0.000000·Soutro:10.JJ0.1 �·�~�J�O�.���.�7�J�.�7�·�P�r�r�J�a�x�o�l�:� �r�C�J�t�.�.�4�J�j�P�S���,� �A�C���}�!�i�«�p�<�J� A<*•J �w�t�r�=�8�l�'�O�O�U�=�U�S�{�E�"�H�E�R�!�I�E�"�F�R�A�M�E�O�I�C�C���S�E�Q�U�E�N�C�E�M� 

aose ���'�*�>� i 

� �8�A �.� 11.2. ���@�>�A�B�>�9� �?�0�:�5�B� �"�!� �,� �A�>�4�5�@�6�0�I�8�9� �4�0�=�=�K�5� 

�-�B�>�,� ����� �A�C�I�5�A�B�2�C�,� �?�0�:�5�B� PSH/ACK ���,� �A�>�4�5�@�6�0�I�8�9� 648 �1�0�9�B�>�2� �4�0�=�=�K�E� �5� �8� �?�5�­

�@�5�4�0�2�0�5�<�K�9� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �8�7� �E�>�A�B�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 10.3.30.1, 
�E�>�A�B�C�,� �@�0�A�=�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 10. 3. 71. 7 ���.� ��� �M�B�>� �B�8�?�8�G�=�K�9� �?�0�:�5�B� �4�;�O� �?�5�­
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���@�8� �>�1�K�G�=�K�E� �>�1�A�B�>�O�B�5�;�L�A�B�2�0�E� �A�;�5�4�C�5�B� �>�6�8�4�0�B�L�,� �G�B�>� �?�>�4�B�2�5�@�6�4�0�N�I�8�9� �?�0�­

�:�5�B� ���!��� �4�>�;�6�5�=� �?�>�A�K�;�0�B�L�A�O� �2� �>�B�2�5�B� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �G�5�@�5�7� �4�>�2�>�;�L�=�>� �:�>�@�>�B�­

�:�8�9� �?�@�>�<�5�6�C�B�>�:� �2�@�5�<�5�=�8� �?�>�A�;�5� �>�B�?�@�0�2�:�8� �?�5�@�2�>�3�>� �?�0�:�5�B�0�.� ���>� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� 

�=�>�2�B�>�@�=�>� �?�5�@�5�4�0�5�B�A�O� �A�;�5�4�C�N�I�8�9� �?�0�:�5�B�.� ���1� �M�B�>�<� �<�>�6�=�>� �A�C�4�8�B�L�,� �3�;�O�4�O� �=�0� �?�0�:�5�B� 

�2� �?�0�=�5�;�8� Packet List, �3�4�5� �2� �A�B�>�;�1�F�5� Info �O�A�=�>� �C�:�0�7�0�=�0� �?�>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� �[�"�!� � 

Retransmission], �0� �B�5�:�A�B� �8�7� �M�B�>�3�>� �?�0�:�5�B�0� �2�K�4�5�;�5�=� �:�@�0�A�=�K�<� �F�2�5�B�>�<� �=�0� �G�5�@�=�>�<� 

�D�>�=�5�.� ���5�:�>�B�>�@�K�5� �?�@�8�<�5�@�K� �?�>�2�B�>�@�=�K�E� �?�5�@�5�4�0�G�,� �=�0�1�;�N�4�0�5�<�K�5� �2� �?�0�=�5�;�8� Packet 
List, �?�@�8�2�5�4�5�=�K� �=�0� �@�8�A�.� 11.3. 

2 0 20600t 10) 38 1 10) 7\ 7 �"�!� � 786 �[�"�!� � �l�l�.�t�t���8�"�1�~�a�t�8�i�o�n�}� 1$48 • 1•13 �[� �S���,� �4�!�%�)� �S�~ "�l� �.�'�l�c "�l� Wi.1' 176i lC"•6-Q �r�P�w�t�:�:���:�T� �F�;�r�v�.�=�e� �!���~�(�)�:�:� SEQUEllCE �n�.�.�:�:�C�U�U�I�E�C�"�J� 
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S 2.400000 �1�~� 3 30 t 10.).71 7 tCP 71)6 �{�"�!� � Retr•ns81SHOl"I) 104.8" �l�!���~� �(� �5���,� F.CIC] Se<i""l Aclr. • l W!n"'37ot �L�~�n "�6�4�a� �(�H�H�~�R���f�T� f1W11: �!�~�!�.��� �S�f�~�l�«�'�;�"�f� �l�l�f�C���R�C�C�"�)� 

6 �4 �. �B�~�S�O�O�O� 10 3.30 1 �1�0�.�M� 71.7 T(IJ 71!'6 �[�"�!� � �f�\�e �t �3�1�n�s "�i�S�!�:�.�i�0�t�0�J� 1641 ... \()4) �(� �S���,� ���!�!�.�:�1� �S�~�Q�·�l� ,\(!(•J wJn-17\iQ �L �5 �"�"�K�0� �!�����~� �����"� �l�'�l�t�4���E� �����!��� �$�E�Q�U�E�I���:�E� �I�l�f�C�O�'�l�l�C�C�T�)� 

� �8�A�.� 11.3. ���@�8�<�5�@�K� �?�>�2�B�>�@�=�K�E� �?�5�@�5�4�0�G�,� �=�0�1�;�N�4�0�5�<�K�5� �2� �?�0�=�5�;�8� Packet List 

�'�B�>�1�K� �2�K�O�A�=�8�B�L�,� �?�5�@�5�4�0�5�B�A�O� �;�8� �?�0�:�5�B� �?�>�2�B�>�@�=�>�,� �<�>�6�=�>� �B�0�:�6�5� �?�@�>�0�=�0�;�8�7�8�­

�@�>�2�0�B�L� �5�3�>� �2� �?�0�=�5�;�8� Packet Details, �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 11.4 . 

• Wire:shark · �P�~�c�k�d� 2 · �t�c�p�_�r�t�t�;�n�s�m�1�s�s�1�o�n�s� 

"' Trilns•ission Coritl"Ol Protocol" 
Source Port: 1048 
Oestinotion Port: 1043 

[Streo11 index: 0] 
�[�"�!� � Segnent Len: 648] 
Sequence �n�w�0�,�5�3�:� 1 �(�3�e�l�a�t�i�v�e� sequence �n�u�r�a�b�e�3�)� 

[Next sequence �n�u�"�,�e�r �:� 649 (relotive sequence �n�L�D�,�e�r�)�]� 

Acknowledpent �n�u�t�1�,�e�r�:� 1 (relotive ock �n�U�!�.�e�r�)� 

���e�o�d�e�r� Length: 20 bytes 
Flogs: �0�E�6�1�8� �(� �S���,� ���!���)� 

Window size volue: 8760 
[Calculated window size: 8760] 
[Window size scoling factor: -1 (unknown)] 

> Checksu11: 0x9bSf [validotion �d�i�s�a�,�l�e�d�]� 

Urgent pointer: ��� 

v [SEQ/ACK analysis] ��� 
[8ytes in flight: 648] 
�[�"�!� � Anolysis flogs] 
> [Expert lnfo �(!��t�e�/�S�e�q�u�e�n�c�e�)�:� This friJJlle is �0� (suspected) retransaission]@ 

[The RTO for this segnent wos: �0�.�2���6�0�0�0�0�0�0� seconds]@ 
[ RIO �b�a�s�~� on delt1 �f���(�!�!�!� frm:: 1) () 

Retronsaitted �"�!� � segaent dota (648 bytes) 

�>� �E� 

�f�!�N�.�,� Z • r...., IJ.'1Jf()(J(I s.....-JDJ.XJ./ "°"""""" JOJ.7J.7 • - TCJ �{� �S���,� ���!���]� S#q-1 Ad.J �-�&�>�J�r�D�.�.�.�.�-�{�E�"���E�R�.�'�i�E�"� ���V�.�N�E� Q,zaSEQtJENCE �!��� 

L. ____ _ 
� �8�A �.� 11.4. ���B�4�5�;�L�=�K�9� �?�>�2�B�>�@�=�>� �?�5�@�5�4�0�2�0�5�<�K�9� �?�0�:�5�B� 

���@�>�2�>�4�O� �0�=�0�;�8�7� �?�0�:�5�B�0� �2� �?�0�=�5�;�8� Packet Details, �>�1�@�0�B�8�B�5� �2�=�8�<�0�=�8�5� �=�0� �B�>�,� 

�G�B�>� �2� �?�>�2�B�>�@�=�>� �?�5�@�5�4�0�2�0�5�<�K�9� �?�0�:�5�B� �2�:�;�N�G�5�=�K� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �A�2�5�4�5�=�8�O� 

�?�>�4� �7�0�3�>�;�>�2�:�>�<� SEQ/ACK analysis ���.� �-�B�8� �?�>�;�5�7�=�K�5� �A�2�5�4�5�=�8�O� �?�@�5�4�>�A�B�0�2�;�O�N�B�A�O� 

���5�@�K� �1�>�@�L�1�K� �A� �<�5�4�;�5�=�=�>�9� �A�5�B�L�N� ��� 1 ��� 
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�?�@�8�;�>�6�5�=�8�5�<� Wiresl1ark �8� �=�5� �2�E�>�4�O�B� �2� �A�0�<� �?�0�:�5�B �.� ���=�8�,� �2� �G�0�A�B�=�>�A�B�8�,� �A�>�>�1�I�0�­

�N�B�,� �G�B�>� �?�0�:�5�B� �4�5�9�A�B�2�8�B�5�;�L�=�>� �?�5�@�5�4�0�5�B�A�O� �?�>�2�B�>�@�=�>� 8, �0� �2�@�5�<�O� �>�6�8�4�0�=�8�O� �4�>� �?�>�­

�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� (RTO) �A�>�A�B�0�2�;�O�5�B� 0,206 �A� ��� �8� �>�B�A�G�8�B�K�2�0�5�B�A�O� �:�0�:� �?�@�8�@�>�A�B� 

�2�@�5�<�5�=�8� �>�B� �<�>�<�5�=�B�0� �?�5�@�5�4�0�G�8� �?�0�:�5�B�0� 1 ���.� 

���1�@�0�B�8�B�5� �B�0�:�6�5� �2�=�8�<�0�=�8�5�,� �G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� �B�0�:�>�9� �6�5�,� �:�0�:� �8� �?�5�@�2�>�=�0�G�0�;�L�­

�=�K�9� �?�0�:�5�B� �(�2�?�;�>�B�L� �4�>� �:�>�=�B�@�>�;�L�=�>�9� �A�C�<�<�K�)�.� ���>�6�5�B�5� �C�1�5�4�8�B�L�A�O� �2� �M�B�>�<� �A�0�<�8�,� 

�A�@�0�2�=�8�2� �?�>�2�B�>�@�=�>� �?�5�@�5�4�0�=�=�K�9� �?�0�:�5�B� �A� �?�5�@�2�>�=�0�G�0�;�L�=�K�<� �2� �?�0�=�5�;�8� Packet Bytes. 

��� �0�=�0�;�>�3�8�G�=�K�<� �@�5�7�C�;�L�B�0�B�0�<� �?�@�8�2�>�4�8�B� �0 �=�0�;�8�7� �>�A�B�0�;�L�=�K�E� �?�0�:�5�B�>�2�,� �:�>�B�>�@�K�5� 

�<�>�3�C�B� �>�B�;�8�G�0�B�L�A�O� �:�>�=�B�@�>�;�L�=�K�<�8� �A�C�<�<�0�<�8� �8� �2�@�5�<�5�=�5�<� �>�6�8�4�0�=�8�O� �4�>� �?�>�2�B�>�@�­

�=�>�9� �?�5�@�5�4�0�G�8�.� �'�B�>�1�K� �C�2�8�4�5�B�L� �?�@�>�<�5�6�C�B�:�8� �2�@�5�<�5�=�8�,� �?�@�>�B�5�:�0�N�I�5�3�>� �<�5�6�4�C� �?�0�­

�:�5�B�0�<�8�,� �7�0�3�;�O�=�8�B�5� �2� �A�B�>�;�1�5�F� Time �2� �?�0�=�5�;�8� Packet List �(�@�8�A�.� 11.5) . ���4�5�A�L� �2�K� �>�1�­

�=�0�@�C�6�8�B�5� �M�:�A�?�>�=�5�=�F�8�0�;�L�=�K�9� �@�>�A�B� �2�@�5�<�5�=�8� �>�6�8�4�0�=�8�O� �4�>� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� 

�?�>� �<�5�@�5� �C�4�2�>�5�=�8�O� �5�3�>� �2�5�;�8�G�8�=�K� �?�>�A�;�5� �:�0�6�4�>�9� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8�.� 

No. �B�m�.� 

l 
10.000000 
2 0. 206000 
�7� 0.600000 
4 1.200000 
5 2.400000 
�1� 4.805000 

� �8�A�.� 11.5 . ��� �A�B�>�;�1�F�5� Time �8�7� �?�0�=�5�;�8� Packet List 

�?�>�:�0�7�0�=� �M�:�A�?�>�=�5�=�F�8�0�;�L�=�K�9� �@�>�A�B� �2�@�5�<�5�=�8� �>�6�8�­

�4�0�=�8�O� �4�>� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� 

���>�7�<�>�6�=�>�A�B�8� �?�@�>�B�>�:�>�;�0� �"�!� � �4�;�O� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �?�0�:�5�B�>�2� �8�A�?�>�;�L�7 �C�­

�N�B�A�O� �?�5�@�5�4�0�N�I�8�<� �C�A�B�@�>�9�A�B�2�>�<� �4�;�O� �2�K�O�2�;�5�=�8�O� �8� �C�A�B �@�0�=�5�=�8�O� �?�>�B�5�@�L� �?�0�:�5�B�>�2 �.� 

��� �4�0�;�5�5� �<�K� �@�0�A�A�<�>�B�@�8�<� �4�C�1�;�8�@�C�N�I�8�5� �?�>�4�B�2�5�@�6�4�5�=�8�O� 110 �?�@�>�B�>�:�>�; �C� �"�!� �.� �"�0�:�>�9� 

�2�>�7�<�>�6�=�>�A�B�L�N� �=�0� �M�B�>�B� �@�0�7� �?�>�;�L�7�C�5�B�A�O� �?�>�; �C�G�0�B�5�;�L� �4�0�=�=�K�E� �4�;�O� �2�K�O�2�;�5�=�8�O� �8� 

�C�A�B�@�0�=�5�=�8�O� �?�>�B�5�@�L� �?�0�:�5�B�>�2�.� 

���C�1�;�8�@�C�N�I�8�5� �?�>�4�B�2�5�@�6�4�5�=�8�O� �8� �1�K�A�B�@�K�5� �?�>�2�B�>�@�=�K�5� 

�?�5�@�5�4�0�G�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � 

�$�0�9�.�;� �?�5�@�5�E�2�0�B�0� 

tcp_dupack.pcapnq 

���C�1�;�8�@�C�N�I�5�5� �?�>�4�B�2�5�@�6�4�5�=�8�5� �?�5�@�5�4�0�5�B�A�O� �?�>�; �C�G�0�B�5�; �5�<� �2� 

�?�0�:�5�B�5� ���!��� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �2� �B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� �?�>�;�C�G�0�­

�B�5�;�L� �?�@�8�=�8�<�0�5�B� �?�0�:�5�B�K� �=�5� �?�>� �?�>�@�O�4�:�C�.� ��� �"�!� �-�7�0�3�>�;�>�2�:�5� 

�A�?�5�F�8�0�;�L�=�>� �2�K�4�5�;�O�N�B�A�O� �?�>�;�O� �4�;�O� �C�:�0�7�0 �=�8�O� �=�>�<�5�@�0� �?�>�4�B�2�5�@�6�4�5�=�8�O� �8� �?�>�@�O�4�:�>�­

�2�>�3�>� �=�>�<�5�@�0� �?�0�: �5�B �0�,� �G�B�>�1�K� �4�0�=�=�K�5� �<�>�6�=�>� �1�K�;�>� �=�0�4�5�6�=�>� �?�@�8�=�O�B�L� �8� �A�=�>�2�0� �A�>�­

�1�@�0�B�L� �2� �B�>�<� �6�5� �A�0�<�>�<� �?�>�@�O�4�:�5�,� �2� �:�0�:�>�<� �>�=�8� �1�K�;�8� �?�5�@�5�4�0�=�K�.� 

le!Qi!.i!pMlllll ���0�:�5�B� �"�!� � �1�K�;�>� �1�K� �?�@�0�2�8�;�L�=�5�5� �=�0�7�K�2�0�B�L� �A�5�3�<�5�=�B�>�<� �"�!� �,� �=�>� �1�>�;�L�H�8�=�­

�A�B�2�>� �A�?�5�F�8�0�;�8�A�B�>�2� �2� �4�0�=�=�>�9� �>�1�;�0�A�B�8� �?�@�8�2�K�:�;�8� �=�0�7�K�2�0�B�L� �5�3�>� �?�0�:�5�B�>�<�.� 

314 ���;�0�2�0� 11 
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���>�A�;�5� �C�A�B�0�=�>�2�:�8� �=�>�2�>�3�>� �A�>�5�4�8�=�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �,� �?�@�>�8�A�E�>�4�8�B� �?�5�@�5�4�0�­

�G�0� �?�5�@�2�>�=�0�G�0�;�L�=�>�3�>� �?�>�@�O�4�:�>�2�>�3�>� �=�>�<�5�@�0� (ISN, �8�;�8� Initial Sequence Number) -
�>�4�=�>�3�>� �8�7� �A�0�<�K�E� �2�0�6�=�K�E� �D�@�0�3�<�5�=�B�>�2� �8�=�D�>�@�<�0�F�8�8�,� �>�1�<�5�=�8�2�0�5�<�>�9� �2� �?�@�>�F�5�A�A�5� 

�?�>�4�B�2�5�@�6�4�5�=�8�O� �A�2�O�7�8�.� ���>�A�;�5� �C�A�B�0�=�>�2�:�8� �?�5�@�2�>�=�0�G�0�;�L�=�>�3�>� �?�>�@�O�4�:�>�2�>�3�>� �=�>�<�5�­

�@�0� �=�0� �>�1�5�8�E� �A�B�>�@�>�=�0�E� �A�>�5�4�8�=�5�=�8�O� �M�B�>�B� �=�>�<�5�@� �?�>�A�B�5�?�5�=�=�>� �C�2�5�;�8�G�8�2�0�5�B�A�O� �2� �:�0�­

�6�4�>�<� �?�5�@�5�4�0�2�0�5�<�>�<� �4�0�;�5�5� �?�0�:�5�B�5� �=�0� �@�0�7�<�5�@� �?�>�;�5�7�=�>�9� �8�=�D�>�@�<�0�F�8�8�,� �?�5�@�5�=�>�A�8�­

�<�>�9� �2� �4�0�=�=�>�<� �?�0�:�5�B�5�.� 

� �0�A�A�<�>�B�@�8�<� �E�>�A�B� �>�B�?�@�0�2�8�B�5�;�O�,� �:�>�B�>�@�K�9� �8�<�5�5�B� �?�5�@�2�>�=�0�G�0�;�L�=�K�9� �?�>�@�O�4�:�>�­

�2�K�9� �=�>�<�5�@� 5000 �8� �?�>�A�K�;�0�5�B� �?�0�:�5�B� �@�0�7�<�5�@�>�<� 500 �1�0�9�B� �E�>�A�B�C� �?�>�;�C�G�0�B�5�;�N�.� ���0�:� 

�B�>�;�L�:�>� �M�B�>�B� �?�0�:�5�B� �1�C�4�5�B� �?�>�;�C�G�5�=�,� �E�>�A�B� �?�>�;�C�G�0�B�5�;�O� �>�B�2�5�B�8�B� �?�0�:�5�B�>�<� ���!��� �?�>� �?�@�>�­

�B�>�:�>�;�C� �"�!� � �A� �=�>�<�5�@�>�<� �?�>�4�B�2�5�@�6�4�5�=�8�O� 5500 �=�0� �>�A�=�>�2�0�=�8�8� �A�;�5�4�C�N�I�5�9� �D�>�@�<�C�;�K�:� 

���A�E�>�4�=�K�9� �?�>�@�O�4�:�>�2�K�9� �=�>�<�5�@� + ���>�;�8�G�5�A�B�2�>� �1�0�9�B�>�2� �?�>�;�C�G�5�=�=�K�E� �4�0�=�=�K�E� = 

= ���K�E�>�4�=�>�9� �=�>�<�5�@� �?�>�4�B�2�5�@�6�4�5�=�8�O� 

��� �@�5�7�C�;�L�B�0�B�5� �@�0�A�G�5�B�0� �?�>� �M�B�>�9� �D�>�@�<�C�;�5� �?�5�@�5�4�0�N�I�5�<�C� �E�>�A�B�C� �2�>�7�2�@�0�I�0�5�B�A�O� 

�=�>�<�5�@� �?�>�4�B�2�5�@�6�4�5�=�8�O�,� �@�0�2�=�K�9� �A�;�5�4�C�N�I�5�<�C� �?�>�@�O�4�:�>�2�>�<�C� �=�>�<�5�@�C�,� �:�>�B�>�@�K�9� 

�?�@�5�4�?�>�;�0�3�0�5�B� �?�>�;�C�G�8�B�L� �E�>�A�B� �?�>�;�C�G�0�B�5�;�O�.� �%�0�@�0�:�B�5�@�=�K�9� �B�>�<�C� �?�@�8�<�5�@� �?�@�8�2�5�4�5�=� 

�=�0� �@�8�A�.� 11.6. 

���>�@�O�4�:�>�2�K�9� �=�>�<�5�@�:� SOOO, �@�0�7�<�5�@� �4�0�=�=�K�E�:� SOO 

< 
���>�<�5�@� �?�>�4�B�2�5�@�6�4�5�=�8�O�:� SSOO ..---------

�r���I� ���>�@�O�4�:�>�2�K�9� �=�>�<�5�@�:� SSOO, �@�0�7�<�5�@� �4�0�=�=�K�E�:� SOO 

�~� �<�"�-�-�-�-���>�_�<�_�5�_�@�-�?�>�-�4�-�B�2�-�5�-�@�6�4�-�5�-�=�8�_�O�_�:� 60-00-------. 
�>� 

�%�>�A�B� �>�m�@�0�2�8�B�5�;�O� ���>�@�O�4�:�>�2�K�9� �=�>�<�5�@�:� 6000, �@�0�7�<�5�@� �4�0�=�=�K�E�:� 500 �%�>�A�B� �?�>�;�C�G�0�B�5�;�O� 

< 
���>�<�5�@� �?�>�4�B�2�5�@�6�4�5�=�8�O�:� 6500 ......---------

� �8�A�.� 11.6. ���>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �>�1�<�5�=�0� �=�>�<�5�@�0�<�8� �?�>�4�B�2�5�@�6�4�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � 

���K�O�2�;�5�=�8�5� �D�0�:�B�0� �?�>�B�5�@�8� �?�0�:�5�B�>�2� �?�>�;�C�G�0�B�5�;�5�<� �4�0�=�=�K�E� �A�B�0�=�>�2�8�B�A�O� �2�>�:�J�<�>�6�­

�=�K�<� �1�;�0�3�>�4�0�@�O� �?�>�@�O�4�:�>�2�K�<� �=�>�<�5�@�0�<�.� ���B�A�;�5�6�8�2�0�O� �?�@�8�=�8�<�0�5�<�K�5� �?�>�@�O�4�:�>�2�K�5� 

�=�>�<�5�@�0� �?�0�:�5�B�>�2�,� �?�>�;�C�G�0�B�5�;�L� �<�>�6�5�B� �2�K�O�A�=�8�B�L�,� �:�>�3�4�0� �>�=� �?�>�;�C�G�8�;� �8�E� �=�5� �?�>� �?�>�@�O�4�:�C�.� 

���>�3�4�0� �?�>�;�C�G�0�B�5�;�L� �?�@�8�=�8�<�0�5�B� �?�0�:�5�B� �A� �=�5�?�@�5�4�2�8�4�5�=�=�K�<� �?�>�@�O�4�:�>�2�K�<� �=�>�<�5�­

�@�>�<�,� �>�=� �?�@�5�4�?�>�;�0�3�0�5�B�,� �G�B�>� �?�0�:�5�B� �1�K�;� �?�>�B�5�@�O�=� �2�>� �2�@�5�<�O� �?�5�@�5�4�0�G�8�.� �'�B�>�1�K� �?�@�0�­

�2�8�;�L�=�>� �A�>�1�@�0�B�L� �4�0�=�=�K�5� �A�=�>�2�0�,� �?�>�;�C�G�0�B�5�;�L� �4�>�;�6�5�=� �8�<�5�B�L� �2� �A�2�>�5�<� �@�0�A�?�>�@�O�6�5�=�8�8� 
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�>�B�A�C�r�A�B�2�C�N�I�8�9� �?�0�:�5�B�,� �8� �?�>�M�B�>�<�C� �>�=� �A�=�>�2�0� �?�>�A�K�;�0�5�B� �?�>�4�B�2�5�@�6�4�0�N�I�8�9� �?�0�:�5�B� 

���!���,� �A�>�4�5�@�6�0�I�8�9� �?�@�5�4�?�>�;�0�3�0�5�<�K�9� �?�>�@�O�4�:�>�2�K�9� �=�>�<�5�@� �?�>�B�5�@�O�=�=�>�3�>� �?�0�:�5�B�0�,� 

�G�B�>�1�K� �4�>�1�8�B�L�A�O� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �M�B�>�3�>� �?�0�:�5�B�0� �C� �>�B�?�@�0�2�8�B�5�;�O�.� 

���>�;�C�G�8�2� �B�@�8� �4�C�1�;�8�@�C�N�I�8�E� �?�>�4�B�2�5�@�6�4�5�=�8�O� ���!��� �>�B� �?�@�8�=�8�<�0�N�I�5�3�>� �E�>�A�B�0� 

�(�?�>�;�C�G�0�B�5�;�O�)�,� �?�5�@�5�4�0�N�I�8�9� �E�>�A�B� �(�>�B�?�@�0�2�8�B�5�;�L�)� �?�>�A�G�8�B�0�5�B�,� �G�B�>� �?�0�:�5�B� �1�K�;� �4�5�9�­

�A�B�2�8�B�5�;�L�=�>� �?�>�B�5�@�O�=� �?�@�8� �?�5�@�5�4�0�G�5�,� �8� �A�@�0�7�C� �6�5� �=�0�G�=�5�B� �5�3�>� �1�K�A�B�@�C�N� �?�>�2�B�>�@�=�C�N� �?�5�­

�@�5�4�0�G�C�.� ���0�:� �B�>�;�L�:�>� �1�K�A�B�@�0�O� �?�>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� �?�>�B�5�@�O�=�=�>�3�>� �?�0�:�5�B�0� �1�C�4�5�B� �=�0�­

�G�0�B�0�,� �2�A�5� �>�A�B�0�;�L�=�K�5� �?�5�@�5�4�0�2�0�5�<�K�5� �?�0�:�5�B�K� �1�C�4�C�B� �?�>�A�B�0�2�;�5�=�K� �2� �>�G�5�@�5�4�L� �4�>� �B�5�E� 

�?�>�@�,� �?�>�:�0� �1�K�A�B�@�0�O� �?�>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� �=�5� �7�0�2�5�@�H�8�B�A�O�.� �-�B�>�B� �?�@�>�F�5�A�A� �=�0�3�;�O�4�=�>� 

�?�>�:�0�7�0�=� �=�0� �@�8�A�.� 11.7. 

1 �~�-�-�-�-�-�-���_�>�~�@�O�_�4�_�:�>�_�2�_�K�8�_�·�=�_�>�_�<�~�5�@�_�:�_�5�>�>�>�_�,�~�@�-�0�7�_�<�~�5�@�_�4�_�0�_�=�=�_�K�_�E�_�:�5�_����� ____ �_�_�,�~� 
�~� ���>�<�5�@� �?�>�4�B�2�5�@�6�4�5�=�8�O�:� 5500 
�~�-�-�-�-�-�-�'�-�-�-�-�-�-�"� 

���>�@�O�4�:�>�2�K�9� �=�>�<�5�@�:� 6000, �@�0�7�<�5�@� �4�0�=�=�K�E� : 500 

���C�1�;�8�@�C�N�I�5�5� �?�>�4�B�2�5�@�6�4�5�=�8�5� (1) �A� �?�>�@�O�4�:�>�2�K�<� �=�>�<�5�@�>�<� 5500 

���C�1�;�8�@�C�N�I�5�5� �?�>�4�B�2�5�@�6�4�5�=�8�5� (2) �A� �?�>�@�O�4�:�>�2�K�<� �=�>�<�5�@�>�<� 5500 

�%�>�A�B� �>�B�?�@�0�2�8�B�5�;�O� �.�.�.�.�_�_�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�~� �%�>�A�B�?�>�;�C�G�0�B�5�;�O� 
���C�1�;�8�@�C�N�I�5�5� �?�>�4�B�2�5�@�6�4�5�=�8�5� �(���)� �A� �?�>�@�O�4�:�>�2�K�<� �=�>�<�5�@�>�<� 5500 

���K�A�B�@�0�O� �?�>�2�B�>�@�=�0�O� �?�5�@�5�4�0�G�0� �A� �?�>�@�O�4�:�>�2�K�<� �=�>�<�5�@�>�<� 5500, �@�0�7�<�5�@� �4�0�=�=�K�E�:� 500 

�~� ���>�<�5�@� �?�>�4�B�2�5�@�6�4�5�=�8�O�:� 6000 
�~�-�-�-�-�-�'�-�-�-�-�-�-�"� 

� �8�A�.� 11.7. ���C�1�;�8�@�C�N�I�5�5� �?�>�4�B�2�5�@�6�4�5�=�8�5� �>�B� �?�>�;�C�G�0�B�5�;�O� �?�@�8�2�>�4�8�B� 

�:� �1�K�A�B�@�>�9� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�5� �?�>�B�5�@�O�=�=�>�3�>� �?�0�:�5�B�0� 

���@�8�<�5�@� �4�C�1�;�8�@�C�N�I�8�E� �?�>�4�B�2�5�@�6�4�5�=�8�9� �8� �1�K�A�B�@�K�E� �?�>�2�B�>�@�=�K�E� �?�5�@�5�4�0�G� �<�>�6�­

�=�>� �=�0�9�B�8� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� tcp _ dupack. pcapng. ���5�@�2�K�9� �?�0�:�5�B� �8�7� �M�B�>�3�>� �D�0�9�;�0� 

�?�5�@�5�E�2�0�B�0� �?�@�8�2�5�4�5�=� �=�0� �@�8�A�.� 11.8. 
�-�B�>�,� �?�>� �A�C�I�5�A�B�2�C�,� �?�0�:�5�B� ���!���,� �?�5�@�5�4�0�2�0�5�<�K�9� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �E�>�A�B�>�<�,� 

�=�0�E�>�4�O�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 172 . 31.136.85, �E�>�A�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 

195. 81. 202. 68 ���.� ���=� �A�>�4�5�@�6�8�B� �?�>�4�B�2�5�@�6�4�5�=�8�5� �>� �?�>�;�C�G�5�=�8�8� �4�0�=�=�K�E�,� �>�B�?�@�0�2�­

�;�5�=�=�K�E� �2� �?�@�5�4�K�4�C�I�5�<� �?�0�:�5�B�5�,� �=�5� �2�:�;�N�G�5�=�=�>�<� �2� �@�0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �D�0�9�;� 

�?�5�@�5�E�2�0�B�0�.� 
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11. w"..n.rt . Pockot 1 . tcp_duf"'ck 

�F�r�~�l�:� 78 �b�y�t�~�s� on --;;t;:e (624 bits), 78 bytes captured (62-4 �+�t�s�)� ------- -
) Ethernet II, �S�3�A�:� �~�l�e�t�t�P�_�&�4�:�c�1�:�c�6� �(���:�1�6�:���S�:�0�4�:�A�1�:�A�6�)�,� Dst: �A�l�l�-���S�R�P�-�r�o�u�t�e�r�s�_�e�l� �{�0�8�:�0�0�:�&�A�:�0�7�:�0�A�:�8�1�)� 

Internet Protocol Version 4, Src: 172.31.136.SS, Dst: 195.81.202.68 ��� 

�>� 

.., Transaission Control Protocol" Src � �>�3�t�:� 38766 (38768), Dst Port: 86 (88), Seq: 764338729, Ack: 1310973186, Len: 0 
�S�o�u�3�c�e� Port: 38769 
�~�s�t�i�n�1�1�t�i�o�n� Port: 80 

�(�S�t�3�e�"� index: 0] 
�[�"�!� � S•p<nt l•n: 8) 
�~�q�u�e�n�c�e� nU8ber: 784338729 
Acknc.ledgnie:nt �n�u�f�'�I�,�e�r�:� 1310973186 f} 
���5�:�0�d�5�3� length: 44 �,�y�t�e�s� 

> Fl•gs: �8�'�A�0�1�8� �(���!���)� 

Window dze value: 382 
[Calculated window size: 382] 
[Window size scailing factor: -1 (unknown)] 
Checksu.: 0xdlbe [v11lid11tion �d�i�s�1�1�+�e�d�]� 

Urgent �p�o�i�n�t�e�3�:� 0 

�E� 

Options: (24 bytes), No-Oper-ation �(����� �)�,� No-Operation �(����� �)�,� Tillest11111p:s, �N�o�-�O�p�e�3�a�t�i�o�n� {fIOP), No-Operaition (NOP), SACK 

_,.,," 1 �r�.�,�.�:�A�9�D�W� �· �~� �J�7�1�J�L�U�l�-�~ �· �~ �.� l95.ll..lOL61 �1�,�t�:�>�0�1�'�:� �"�!� � �·�L�.�.�I�O���6�7�4�A�d "�U�l�"�1�l�J�1�8�6� tlit.a.J81U,,..I) TSv-1/..},,}.}l(?JJJ �r�s�.�:�r�-�m�n�O�5�l�.�E "�(�C�J�7�"�S�I�S�R�&�W�t�w�.� 

�~� " 
� �8�A�.� 11.8. ���0�:�5�B� ���!���,� �3�4�5� �C�:�0�7�0�=� �A�;�5�4�C�N�I�8�9� �>�6�8�4�0�5�<�K�9� �?�>�@�O�4�:�>�2�K�9� �=�>�<�5�@� 

�l�1�!�Q�I���!�p�1�'�(�l�l� ���>� �C�<�>�;�G�0�=�8�N� �2� Wireshark �?�@�8�<�5�=�O�N�B�A�O� �>�B�=�>�A�8�B�5�;�.�J�=�K�5� �?�>�-�@�O�4�:�>�2�K�5� �=�>�­

�<�5�@�0� �?�0�:�5�B�>�2� �4�;�O� �C�?�@�>�I�5�=�8�O� �8�E� �0�=�0�;�8�7�0�,� �=�>� �2� �?�@�8�<�5�@�0�E� �8� �:�>�?�8�O�E� �M�-�:�@�0�­

�=�>�2�,� �?�@�8�2�5�4�5�=�=�K�E� �2� �@�O�4�5� �?�>�A�.�;�5�4�C�N�I�8�E� �@�0�,�7�4�5�;�>�2�,� �M�B�>�B� �@�5�6�8�<� �>�B�>�1�@�0�6�5�­

�=�8�O� �=�5� �8�A�?�>�;�J�7�C�5�B�A�O�.� �'�B�>�1�K� �>�B�<�5�=�8�B�J� �M�B�>�B� �@�5�6�8�<�,� �2�K�1�5�@�8�B�5� �A�=�0�G�0�;�0� 

�:�>�<�0�=�4�C� EditqPreferences �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N�,� �7�0�B�5�<� �@�0�,�7�4�5�;� Protocols �2� �>�B�­

�:�@�K�2�H�5�<�A�J�I�.� �>�:�=�5�,� �4�0�;�5�5� �@�0�,�7�4�5�;� �"�!� � �8�,� �=�0�:�>�=�5�F�,� �A�1�@�>�A�J�B�5� �D�;�0�6�>�:� Relative 

sequence numbers �(���B�=�>�A�8�B�5�;�J�=�K�5� �?�>�-�@�O�4�:�>�2�K�5� �=�>�<�5�@�0�)�.� 

��� �4�0�=�=�>�<� �?�0�:�5�B�5� �C�:�0�7�0�=� �=�>�<�5�@� �?�>�4�B�2�5�@�6�4�5�=�8�O� 1310973186 ���.� ���=� �4�>�;�6�5�=� �A�>�­

�2�?�0�4�0�B�L� �A� �?�>�@�O�4�:�>�2�K�<� �=�>�<�5�@�>�<� �2� �A�;�5�4�C�N�I�5�<� �?�>�;�C�G�5�=�=�>�<� �?�0�:�5�B�5�,� �:�0�:� �?�>�:�0�7�0�­

�=�>� �=�0� �@�8�A�.� 11.9. 

��� �A�>�6�0�;�5�=�8�N� �4�;�O� �=�0�A� �8� �?�>�;�C�G�0�B�5�;�O� �?�0�:�5�B�>�2�,� �?�>�@�O�4�:�>�2�K�9� �=�>�<�5�@� �A�;�5�4�C�N�I�5�­

�3�>� �?�0�:�5�B�0� �@�0�2�5�=� 1310984130 ��� �8� �=�5� �A�>�>�B�2�5�B�A�B�2�C�5�B� �>�6�8�4�0�5�<�>�<�C �.� �-�B�>�B� �?�>�;�C�G�5�=�­

�=�K�9� �=�5� �?�>� �?�>�@�O�4�:�C� �?�0�:�5�B� �C�:�0�7�K�2�0�5�B� �=�0� �B�>�,� �G�B�>� �>�6�8�4�0�5�<�K�9� �?�0�:�5�B� 1310973186 
�1�K�;� �:�0�:�8�<�-�B�>� �>�1�@�0�7�>�<� �?�>�B�5�@�O�=� �?�@�8� �?�5�@�5�4�0�G�5�.� �%�>�A�B� �?�>�;�C�G�0�B�5�;�O� �>�1�@�0�B�8�B� �2�=�8�<�0�­

�=�8�5� �=�0� �B�>�,� �G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� �?�>�;�C�G�5�=� �=�5� �?�>� �?�>�@�O�4�:�C�,� �8� �>�B�?�@�0�2�8�B� �4�C�1�;�8�@�C�N�I�5�5� 

�?�>�4�B�2�5�@�6�4�5�=�8�5� �2� �B�@�5�B�L�5�<� �?�0�:�5�B�5� �8�7� �0�=�0�;�8�7�8�@�C�5�<�>�3�>� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�,� �:�0�:� �?�>�­

�:�0�7�0�=�>� �=�0� �@�8�A�.� 11.1 ���.� 
�'�B�>�1�K� �2�K�O�A�=�8�B�L�,� �A�>�4�5�@�6�8�B� �;�8� �4�0�=�=�K�9� �?�0�:�5�B� �4�C�1�;�8�@�C�N�I�5�5� �?�>�4�B�2�5�@�6�4�5�=�8�5�,� 

�?�@�>�0�=�0�;�8�7�8�@�C�9�B�5� �>�4�=�>� �8�7� �4�2�C�E�.� 

• �!�B�>�;�1�5�F� Info �2� �?�0�=�5�;�8� Packet Details. �"�5�:�A�B� �8�7� �M�B�>�3�>� �?�0�:�5�B�0� �4�>�;�6�5�=� �1�K�B�L� 

�2�K�4�5�;�5�=� �:�@�0�A�=�K�<� �1�~�2�5�B�>�<� �=�0� �G�5�@�=�>�<� �D�>�=�5 �.� 

• ���0�3�>�;�>�2�>�:� SEQ/ACK �2� �?�0�=�5�;�8� Packet Details �(�A�<�.� �@�8�A�.� 11 .1 ���)�.� ���A�;�8� �@�0�7�2�5�@�­

�=�C�B�L� �M�B�>�B� �7�0�3�>�;�>�2�>�:�,� �B�>� �2� �=�5�<� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L�,� �G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� �C�:�0�­

�7�0�=� �:�0�:� �?�0�:�5�B� �A� �?�5�@�2�K�<� �4�C�1�;�8�@�C�N�I�8�<� �?�>�4�B�2�5�@�6�4�5�=�8�5�<� ���.� 

���5�@�K� �1�>�@�L�1�K� �A� �<�5�4�;�5�=�=�>�9� �A�5�B�L�N� 317 
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• �W�i�r�1�h�a�r�k� · �P�a�c�k�~� 2 · tcp_dupa.ck �>� �E� 

Fra.e 2: 1434 bytes on wire (11472 �+�t�s�)�,� 1434 bytes �c�a�p�t�u�r�~� {U472 �+�t�s�)� 

') Ethernet �?�.� Sn::: Ciscoinc_72:1S:ee �(�����:�8�,�:�,�5�:�7�2�.�:�1�5�:�8�8�)�,� Dst: �~�l�e�t�t�P�_�a�4�:�c�l�:�c�6� (08:16:3S:A4:c1:c6) 

> Internet Protocol Version 4, Src: 195.81.2.02.68, Ost: 172.31.136.85 

v �T�3�a�n�s "�i�s�s�i�o�n� Control Protocol.1 �S�3�A� Port: 80 (80), Ost � �>�3�t�:� 38768 (38768), �~�q�:� 1319984136, Ack: 764338729, Len: 1368 
�S�o�u�3�c�e� � �>�3�t�:� 88 
Destination � �>�3�t�:� 38768 
�[�S�t�3�e�u� index: 8] 
�[�"�!� � Segntent Lcn: 1368] 
Sequence number: 1310984130 ��� 
[Next sequence �n�u�.�,�t�!�r�:� 1319985498) 
Acknowledg:aent �n�u�.�,�e�r�:� 794338729 
���e�a�d�e�r� Length: 32 bytes 

> Flags: �9�E�0�1�0� �(���!���}� 

Window size value: �1�5�2� 

[Calculated window size: 108] 
[Window size scaling factor: ·1 (unknown)] 

> ChecksU8: �0�x�,�d�f�7� [validation �d�i�s�a�+�e�d�)� 

Urgent �p�o�i�n�t�e�3�:� 8 
> Options: (12 bytcs}, No·Operation �(����� �)�,� No·Operation (NOP).1 T!Aest11sps 
) [SEQ/ACK an11lysis] 

���,�. �r �}�.� • ���1�1�N�i�l�l�.�f�J�f�»�J�!�J�I�D �· �~�I���.�J�l�l�J�J�J�1�.�6�8�·�~� �J���J�/�.�J�J�l�.�I�S �· �~� �n�:�:�  "�/�.�<�.�.� �l�t�t�f�9�8�0�- �J�V�l�!�i�l�f�{�A�C�J�(�/�S�.�,�.�l�~�I�J�I�J�A�d�.�-�J�O�U�J�V�l�!�J�l�t�h�.�-�J�o�t�J�l�e�t�J�"�L�J�6�6� �r�s�.�.�-�.�u�H�s�4� �"�S�«�Y "�Z�Z�.� 

�~� 

� �8�A�.� 1 1. 9. ���>�@�O�4�:�>�2�K�9� �=�>�<�5�@� �4�0�=�=�>�3�>� �?�0�:�5�B�0� �=�5� �A�>�>�B�2�5�B�A�B�2�C�5�B� �>�6�8�4�0�5�<�>�<�C� 

• �W�i�r�t�s�~�H�k� · P"ckg 3 · tcp_dupack �>� �E� 

�F�r�=�e� 3: 78 bytes on wire (624 �,�i�i�;�}�,� 78 bytes c•ptured (624 �+�t�s�)� -1 
Ethernet-II, Src: HcwlettP_a4:cl:c6 �(�9�0�:�1�6�:�3�5�:�a�~�:�c�l�:�c�6�)�,� Dst: �A�l�l�·�t�t�S�R�P�-�r�-�o�u�t�~�r�5�_�8�1� �(�8�5�:�5�5�:�5�A�:�6�7�:�0�A�:�5�1�)� 

> �I�n�t�e�3�n�e�t� Protocol Version 4, Src: 172.31.136.85, Ost: 195.81.282.68 

v Transeission Control Protocol.J Src Port: 38760 (38168}, Ost Port: 88 (89), Seq: 784338729, Ack; �1�3�1�9�9�7�3�1�8�6�, �~�l �- " �_�~�" �-�'�~�&� __ ,._,

1 Source Port: 38768 
Destination Port: 86 
[Strea11 index: 9) 
�(�"�!� � Sepent Len: 8] i 
Sequence nu.ber: 7&4338729 

1 
Acknowlcdpent �n�u�<�,�e�r�:� 1318973186 

1 

���5�0�d�5�3� Length: 44 bytes 
> Flags: �5�:�5�1�5� �(���!���)� 

Window size value: 382 
[Calcul11ted window �~�i�z�e�:� 382] 

[Window siz.e scaling factor: ·1 (unknown)) 
> Checksoo: �8�E�A�A�6�6� [valid11tion �d�i�s�"�+�e�d�]� 

Urgent pointer: 8 1 

> Options: (24 bytes), �N�o�-�O�~�r�1�1�t�i�o�n� (NOP)s No-Operation (r«>P).1 Ti11esta11ps, No-Operation (NOP), !��-�O�p�e�r�a�t�i�o�n� (NOP), SACK �~� 

v [SEQ/ACK anolysis] 
> �[�"�!� � Am1lysis Flags] 

[Duplicat. ���!��� #: 1] 

v fDuplic•t( to the ���!��� in �f�r���!�·� 1) ��� 
> [Expert Info �(�N�o�t�e�/�S�e�q�u�e�n�c�~�)�:� Dupltcate ���!��� (rt)] 

� �8�A�.� 11. 1 ���.� ���0�:�5�B� �A� �?�5�@�2�K�<� �4�C�1�;�8�@�C�N�I�8�<� �?�>�4�B�2�5�@�6�4�5�=�8�5�<� 

���?�8�A�K�2�0�5�<�K�9� �7�4�5�A�L� �?�@�>�F�5�A�A� �?�@�>�4�>�;�6�0�5�B�A�O� �2� �=�5�A�:�>�;�L�:�8�E� �?�>�A�;�5�4�C�N�I�8�E� �?�0�­

�:�5�B�0�E�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 11.11. 

.". - '''"' """"'""' �F�'�l�'�o�t�l�:�d� Lenglh tnfa 

1 �5�.�5�5�5�5�5�2� 172.31.136.85. �1�9�S�.�8�1�.�:�.�2�.�6�8� �"�!� � 78 38768 .,. 80 [A<KJ Seq" 7&4338719 Ack• Hle973186 Win• 382 Len•8 TSval• .2-224717.3 TSe:cr•1'323S4 -
2 0.Nel9«t l\IJS.81.202.'8 1'2.31.13i.85 �"�!� � 1434 80 " 18761 {ACIC) �S�~ �· �l�3�1�e�9�8�4�.�1�3�e� Ack•784338729 Wi.n•l•& Len•l361 �"�S�.�v�1�1  " �1�3�3�2�3�S�4� TS.c1'"• 22.2471.. 

19S.&1.2e2.68 172.31.136.85 

195.11.212.68 172. 31.136.85 �"�!� � 14)4 S8 " )8768 ���!���]� �) "�1�3�1�1�9�&�6�8�6�6� Ack"714338729 Win-188 Ltn•H68 TSv1l•B323S4 TSec:,.,..222.411-

� �8�A�.� 11. 1 1. ���>�?�>�;�=�8�B�5�;�L�=�K�5� �4�C�1�;�8�@�C�N�I�8�5� �?�>�4�B�2�5�@�6�4�5�=�8�O� �D�>�@�<�8�@�C�N�B�A�O� �8�7�-�7�0� 

�B�>�3�>�,� �G�B�>� �>�B�?�@�0�2�;�O�5�<�K�5� �?�0�:�5�B�K� �?�@�8�=�8�<�0�N�B�A�O� �=�5� �?�>� �?�>�@�O�4�:�C� 
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�'�5�B�2�5�@�B�K�9� �?�0�:�5�B� �8�7� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�3�>� �7�4�5�A�L� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� �A�>�4�5�@�6�8�B� 

�>�G�5�@�5�4�=�>�9� �D�@�0�3�<�5�=�B� �4�0�=�=�K�E�,� �?�>�A�K�;�0�5�<�K�E� �?�5�@�5�4�0�N�I�8�<� �E�>�A�B�>�<� �A� �=�5�2�5�@�=�K�<� 

�?�>�@�O�4�:�>�2�K�<� �=�>�<�5�@�>�<� ���.� ��� �8�B�>�3�5� �?�@�8�=�8�<�0�N�I�8�9� �E�0�5�B� �?�>�A�K�;�0�5�B� �2�B�>�@�>�5� �4�C�­

�1�;�8�@�C�N�I�5�5� �?�>�4�B�2�5�@�6�4�5�=�8�5� 8. ���0�;�5�5� �?�>�;�C�G�0�B�5�;�L� �?�@�8�=�8�<�0�5�B� �5�I�5� �>�4�8�=� �?�0�:�5�B� 

�A� �=�5�2�5�@�=�K�<� �?�>�@�O�4�:�>�2�K�<� �=�>�<�5�@�>�<� ���.� ��� �M�B�>� �?�@�8�2�>�4�8�B� �:� �>�B�?�@�0�2�:�5� �B�@�5�B�L�5�3�>� �8� 

�7�0�:�;�N�G�8�B�5�;�L�=�>�3�>� �4�C�1�;�8�@�C�N�I�5�3�>� �?�>�4�B�2�5�@�6�4�5�=�8�O� �5�.� 

���0�:� �B�>�;�L�:�>� �?�5�@�5�4�0�N�I�8�9� �E�0�5�B� �?�>�;�C�G�8�B� �?�0�:�5�B� �A� �B�@�5�B�L�8�<� �4�C�1�;�8�@�C�N�I�8�<� �?�>�4�­

�B�2�5�@�6�4�5�=�8�5�<� �>�B� �?�@�8�=�8�<�0�N�I�5�3�>� �E�>�A�B�0�,� �>�=� �1�C�4�5�B� �2�K�=�C�6�4�5�=� �>�A�B�0�=�>�2�8�B�L� �2�5�A�L� 

�?�@�>�F�5�A�A� �?�5�@�5�4�0�G�8� �?�0�:�5�B�>�2� �8� �A�=�>�2�0� �?�>�A�;�0�B�L� �?�>�B�5�@�O�=�=�K�9� �?�0�:�5�B�.� ���@�8�<�5�@� �1�K�­

�A�B�@�>�9� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �?�>�B�5�@�O�=�=�>�3�>� �?�0�:�5�B�0� �?�@�8�2�5�4�5�=� �=�0� �@�8�A�.� 11.12. 

1

• �W�1�1�1�~�s�h�a�r�k� · Packd 8 · tcp_dupack 

> �F�r�~�i�a�e� 8:'iA3:4 �b�y�t�e�s�-�;�;�-�w�,�.�e� (11472 �+�t�s�)�,� 1434 �b�y�t�~�~�a�p�t�u�r�e�d� (11472 �+�t�s�)� 
> fthernet ll" Src: �C�1�=�o�l�n�c�_�7�2�:�1�S�:�Q�I� �(�5�&�:�5�,�:�,�5�:�7�2�:�1�5�:�8�5�)�"� Dst: ttewlettP_a4:cl:c6 �(�0�0�:�1�6�~�3�S�:�a�4�:�c�l�:�c�6�)� 

> Internet Prot.ocol Version 4 1 Src: 195.81.292.68, Ost: 172.31.136.85 

�>� 

" Transaission Control Protocol, Src Port: W �(�0�5�)�,� Ost Port: 3876& (3876&), �~�q�_�:� �1�3�1�'�9�7�3�1�����,� Ack: �7���3�3�8�7�2�9�,� len: 1368 
Source Port: 80 

Oestination Port: 38760 
[Streoa index: &] 
�[�"�!� � Seg"nt len: 1368] 
�~�q�u�e�n�c�e� �n�u�.�,�e�r�:� 1318973186 

�[���5�E�t� sequence �n�u "�b�e�3�:� 13199745S4] 
�A�c�k�n�O�t�f�l�e�d�g�<�n�t� �n�u "�,�e�r�:� 784338729 
���5�0�d�5�3� Length: 32 bytes 
Flags: �5�E�5�1�5� �(���!���)� 

Window size value: 108 
[Calculated window size: 188) 
[Window size sc11ling factor: -1 (unknown)] 

') Checks1.1r.: �0�E�9�3�6�4� [validation �d�i�s�a�,�l�e�d�]� 

Urgent pointer: �5� 

Options: {12 bytes), �N�o�~�O�p�e�3�a�t�i�o�n� �(����� �)�,� �N�o�-�~�r�i�t�t�i�o�n� �(!�� �)�,� Til8esta•ps 
v tSEQ/ACK analysisJ 

[Bytes in flight: 15948] 
v �(�"�!� � Anolysis Fugs) 

[Expert Info (Note/Sequence): �"�h�i�s� �f�r�a�<�e� is • (suspec1:ed) fest '°t••nsllission) ��� 
r [Expert Info (Note/Sequence}: This fratte 1s �0� �(�s�u�s�p�e�c�t�~�)� �r�e�t�r�a�n�s�<�i�s�s�i�o�n�]� 

�E� 

�N�r�<� 1 • ���1�����l�.�D�I�X�J�O�V� • S:::iclrallt 19S.81..lOZ.'8 a.tNeioni �J�7�l�J�J �. �J���i�.�l�l�!�i� �~� �B�> �·� �t�.�&�.�J�O�l�f�}���D�- J1"$1)[A.at/S.:,.JJJD9l1J6'.At*-1DIJJll71'!Uftr·JM,.,_1" rs,.,-.JJJZJS4 �"�S�.�U�.�.�l�.�l�l� 

1 °""" 
� �8�A�.� 11. 12. �"�@�8� �4�C�1�;�8�@�C�N�I�8�E� �?�>�4�B�2�5�@�6�4�5�=�8�O� �?�@�8�2�>�4�O�B� �:� �?�>�:�0�7�0�=�=�>�9� �7�4�5�A�L� �1�K�A�B�@�>�9� 

�?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�5� �?�>�B�5�@�O�=�=�>�3�>� �?�0�:�5�B�0� 

���>�2�B�>�@�=�>� �?�5�@�5�4�0�2�0�5�<�K�9� �?�0�:�5�B� �<�>�6�5�B� �1�K�B�L� �A�=�>�2�0� �>�1�=�0�@�C�6�5�=� �2� �A�B�>�;�1�F�5� 

Info �=�0� �?�0�=�5�;�8� Packet List. ���0�:� �8� �2� �?�@�5�4�K�4�C�I�8�E� �?�@�8�<�5�@�0�E�,� �B�5�:�A�B� �8�7� �M�B�>�3�>� �?�0�:�5�B�0� 

�O�2�=�>� �2�K�4�5�;�5�=� �:�@�0�A�=�K�<� �F�2�5�B�>�<� �=�0� �G�5�@�=�>�<� �D�>�=�5�.� ��� �@�0�7�4�5�;�5� SEQ/ACK analysis 

�M�B�>�3�>� �?�0�:�5�B�0� �(�A�<�.� �@�8�A�.� 11.12) �A�>�>�1�I�0�5�B�A�O�,� �G�B�>� �>�=� �?�>�4�>�7�@�5�2�0�5�B�A�O� �2� �1�K�A�B�@�>�9� �?�>�­

�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�5� ���.� �(��� �2� �M�B�>�<� �A�;�C�G�0�5� �A�2�5�4�5�=�8�O�,� �:�>�B�>�@�K�5� �C�:�0�7�K�2�0�N�B� �=�0� �B�>�,� �G�B�>� 

�4�0�=�=�K�9� �?�0�:�5�B� �>�B�=�>�A�8�B�A�O� �:� �:�0�B�5�3�>�@�8�8� �1�K�A�B�@�>�9� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8�,� �=�5� �2�E�>�4�O�B� 

�2� �A�0�<� �?�0�:�5�B�,� �0� �?�@�5�4�>�A�B�0�2�;�O�N�B�A�O� �?�@�8�;�>�6�5�=�8�5�<� Wireshark �4�;�O� �C�?�@�>�I�5�=�8�O� �0�=�0�­

�;�8�7�0�.�)� ��� �?�>�A�;�5�4�=�8�9� �?�0�:�5�B� �2� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �7�4�5�A�L� �?�5�@�5�E�2�0�G�5�=�=�>�<� �B�@�0�D�8�:�5� 

�?�>�4�B�2�5�@�6�4�0�5�B� �?�>�;�C�G�5�=�8�5� �1�K�A�B�@�>�9� �?�>�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �?�>�B�5�@�O�=�=�>�3�>� �?�0�:�5�B�0�.� 

���5�@�K� �1�>�@�L�1�K� �A� �<�5�4�;�5�=�=�>�9� �A�5�B�L�N� ��� 19 
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�l�e�!�Q�'���I�P�I�(�l�l�l� ���0� �>�1�<�5�=� �?�>�B�>�:�>�<� �4�0�=�=�J�t�E� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �,� �3�4�5� �<�>�6�5�B� �8�<�5�B�J� �<�5�­
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�8� �?�>�2�@�5�6�4�5�=�8�N� �4�0�=�=�K�E�.� ���@�0�2�4�0�,� �:�>�3�4�0� �A�5�@�2�5�@� �A�;�8�H�:�>�<� �7�0�=�O�B�,� �G�B�>�1�K� �>�1�@�0�­

�1�0�B�K�2�0�B�L� �4�0�=�=�K�5� �2� �>�1�J�5�<�5�,� �C�:�0�7�0�=�=�>�<� �2� �>�:�=�5� �?�@�8�5�<�0�,� �>�=� �<�>�6�5�B� �>�B�:�>�@�@�5�:�B�8�­

�@�>�2�0�B�L� �5�3�>� �@�0�7�<�5�@�.� �!� �M�B�>�9� �F�5�;�L�N� �A�5�@�2�5�@� �<�>�6�5�B� �C�<�5�=�L�H�8�B�L� �2�5�;�8�G�8�=�C� �@�0�7�<�5�@�0� 

�>�:�=�0� �?�@�8�5�<�0� �2� �"�!� �-�7�0�3�>�;�>�2�:�5� �?�0�:�5�B�0� ���!���,� �?�>�A�K�;�0�5�<�>�3�>� �>�1�@�0�B�=�>� �B�5�<� �:�;�8�5�=�B�0�<�,� 

�:�>�B�>�@�K�5� �?�5�@�5�4�0�N�B� �5�<�C� �A�2�>�8� �4�0�=�=�K�5�.� �%�0�@�0�:�B�5�@�=�K�9� �B�>�<�C� �?�@�8�<�5�@� �?�@�8�2�5�4�5�=� �=�0� 

�@�8�A�.� 11.14. 

Q [;]1 ���>�A�B�C�?�=�0�O� �?�0�<�O�B�L� 
�2�1�~�!�5�~�5� 11 � �0�7�<�5�@� �>�:�=�0� �?�@�8�5�<�0� 1 

���n�8�5�:�B� > �!�5�@�2�5�@� 

2000 ���0�9�B� 3 ������� ���0�9�B� 11 5 ������� ���0�9�B� 

2000 ���0�9�B� > 1 ������� ���0�9�B� 11 5 ������� ���0�9�B� 

���>�4�B�2�5�@�6�4�5�=�8�5� - �>�1�=�>�2�8�B�L� �>�:�=�>�:� 1 ������� �1�0�9�B� 1 ������� ���0�9�B� 11 1 ������� ���0�9�B� 

800 ���0�9�B� > 200 ���0�9�B� 11 1 ������� ���0�9�B� 

150 ���0�9�B� > �5�0���0�9�B� 11 1 ������� ���0�9�B� 

< ���!��� 1 ������� ���0�9�B� 11 1 ������� ���0�9�B� 

� �8�A�.� 1 1. 14. � �0�7�<�5�@� �>�:�=�0� �?�@�8�5�<�0� �<�>�6�5�B� �1�K�B�L� �8�7�<�5�=�5�=�,� �:�>�3�4�0� �A�5�@�2�5�@� �>�:�0�7�K�2�0�5�B�A�O� 

�7�0�=�O�B� 

���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 11.14, �A�5�@�2�5�@� �=�0�G�8�=�0�5�B� �>�1�<�5�=� �4�0�=�=�K�<�8� �A� �0�=�>�=�A�8�@�>�­

�2�0�=�=�>�3�>� �@�0�7�<�5�@�0� �>�:�=�0� �?�@�8�5�<�0� �2� 5000 �1�0�9�B�.� ���0� �M�B�>� �:�;�8�5�=�B� �?�>�A�K�;�0�5�B� �A�=�0�G�0�;�0� 

2000 �1�0�9�B�,� �7�0�B�5�<� �5�I�5� 2000 �1�0�9�B�,� �>�A�B�0�2�;�O�O� �4�>�A�B�C�?�=�>�9� �?�0�<�O�B�L� �2� �1�C�D�5�@�5� �@�0�7�<�5�@�>�<� 

�2�A�5�3�>� 1000 �1�0�9�B�.� ���>� �M�B�>� �?�@�>�A�B�@�0�=�A�B�2�>� �7�0�?�>�;�=�8�B�A�O� �>�G�5�=�L� �1�K�A�B�@�>�,� �8� �5�A�;�8� �4�0�=�­

�=�K�5� �1�C�4�C�B� �8� �4�0�;�L�H�5� �?�>�A�B�C�?�0�B�L� �A� �B�>�9� �6�5� �A�:�>�@�>�A�B�L�N�,� �B�>� �?�0�:�5�B�K� �>�:�0�6�C�B�A�O� �2�A�:�>�@�5� 

�?�>�B�5�@�O�=�=�K�<�8�.� ���>� �8�7�1�5�6�0�=�8�5� �?�>�4�>�1�=�>�3�>� �>�A�;�>�6�=�5�=�8�O� �A�5�@�2�5�@� �?�>�A�K�;�0�5�B� �:�;�8�5�=�­

�B�C� �?�>�4�B�2�5�@�6�4�5�=�8�5� �A� �C�<�5�=�L�H�5�=�=�K�<� �4�>� 1 ������� �1�0�9�B� �@�0�7�<�5�@�>�<� �>�:�=�0� �?�@�8�5�<�0�.� ���0� �M�B�>� 

�:�;�8�5�=�B� �>�B�?�@�0�2�8�B� �<�5�=�L�H�5� �4�0�=�=�K�E�,� �8� �B�5�?�5�@�L� �A�:�>�@�>�A�B�L�,� �A� �:�>�B�>�@�>�9� �A�5�@�2�5�@� �A�?�>�A�>�­

�1�5�=� �>�1�@�0�1�0�B�K�2�0�B�L� �?�>�;�C�G�5�=�=�K�5� �4�0�=�=�K�5�,� �?�>�7�2�>�;�8�B� �C�A�B�0�=�>�2�8�B�L� �?�>�A�B�>�O�=�=�K�9� �?�>�­

�B�>�:� �4�0�=�=�K�E�.� 

���@�>�F�5�A�A� �8�7�<�5�=�5�=�8�O� �@�0�7�<�5�@�>�2� �>�:�=�0� �?�@�8�5�<�0� �4�5�9�A�B�2�C�5�B� �:�0�:� �2� �A�B�>�@�>�=�C� �C�<�5�=�L�­

�H�5�=�8�O�,� �B�0�:� �8� �C�2�5�;�8�G�5�=�8�O�.� �"�0�:�,� �5�A�;�8� �A�5�@�2�5�@� �A�?�>�A�>�1�5�=� �>�1�@�0�1�>�B�0�B�L� �4�0�=�=�K�5� �A� 

�1�>�;�L�H�5�9� �A�:�>�@�>�A�B�L�N�,� �>�=� �<�>�6�5�B� �?�>�A�;�0�B�L� �?�>�4�B�2�5�@�6�4�0�N�I�8�9� �?�0�:�5�B� ���!��� �A� �1�>�;�L�H�8�<� 

�@�0�7�<�5�@�>�<� �>�:�=�0� �?�@�8�5�<�0� 
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���@�5�:�@�0�I�5�=�8�5� �?�>�B�>�:�0� �4�0�=�=�K�E� �A� �?�>�<�>�I�L�N� 

�C�A�B�0�=�>�2�:�8� �=�C�;�5�2�>�3�>� �>�:�=�0� �?�@�8�5�<�0� 

���A�;�5�4�A�B�2�8�5� �=�5�E�2�0�B�:�8� �?�0�<�O�B�8�,� �2�K�G�8�A�;�8�B�5�;�L�=�K�E� �@�5�A�C�@�A�>�2� �4�;�O� �>�1�@�0�1�>�B�:�8� 

�4�0�=�=�K�E� �8�;�8� �8�=�K�E� �7�0�B�@�C�4�=�5�=�8�9� �A�5�@�2�5�@� �<�>�6�5�B� �>�:�0�7�0�B�L�A�O� �2�@�5�<�5�=�=�>� �=�5� �2� �A�>�A�B�>�­

�O�=�8�8� �>�1�@�0�1�0�B�K�2�0�B�L� �4�0�=�=�K�5�,� �?�>�A�B�C�?�0�N�I�8�5� �>�B� �:�;�8�5�=�B�0�.� �"�0�:�0�O� �?�0�C�7�0� �<�>�6�5�B� �?�@�8�­

�2�5�A�B�8� �:� �?�@�>�?�C�A�:�C� �?�0�:�5�B�>�2� �8� �=�0�@�C�H�5�=�8�N� �?�@�>�F�5�A�A�0� �>�1�<�5�=�0� �4�0�=�=�K�<�8�.� ���?�@�>�G�5�<�,� 

�>�:�=�>� �?�@�8�5�<�0� �?�>�7�2�>�;�O�5�B� �A�2�5�A�B�8� �:� �<�8�=�8�<�C�<�C� �>�B�@�8�F�0�B�5�;�L�=�K�5� �?�>�A�;�5�4�A�B�2�8�O� �B�0�:�>�9� 

�A�8�B�C�0�F�8�8�.� 

���>�3�4�0� �2�>�7�=�8�:�0�5�B� �?�>�4�>�1�=�0�O� �A�8�B�C�0�F�8�O�,� �A�5�@�2�5�@� �<�>�6�5�B� �?�>�A�;�0�B�L� �?�0�:�5�B�,� �A�>�4�5�@�6�0�­

�I�8�9� �=�C�;�5�2�>�9� �@�0�7�<�5�@� �>�:�=�0� �?�@�8�5�<�0�.� ���>�;�C�G�8�2� �B�0�:�>�9� �?�0�:�5�B�,� �:�;�8�5�=�B� �?�@�5�@�2�5�B� �4�0�;�L�­

�=�5�9�H�C�N� �?�5�@�5�4�0�G�C� �4�0�=�=�K�E�,� �=�>� �A�>�E�@�0�=�8�B� �C�A�B�0�=�>�2�;�5�=�=�>�5� �A�>�5�4�8�=�5�=�8�5� �A� �A�5�@�2�5�@�>�<�,� 

�?�>�A�K�;�0�O� �2�@�5�<�O� �>�B� �2�@�5�<�5�=�8� �?�0�:�5�B�K� �?�>�4�4�5�@�6�0�=�8�O� �0�:�B�8�2�=�K�<� �A�>�5�4�8�=�5�=�8�O�.� �"�0�:�8�5� �?�0�­

�:�5�B�K� �:�;�8�5�=�B� �<�>�6�5�B� �?�>�A�K�;�0�B�L� �G�5�@�5�7� �@�5�3�C�;�O�@�=�K�5� �?�@�>�<�5�6�C�B�:�8� �2�@�5�<�5�=�8�,� �G�B�>�1�K� 

�?�@�>�2�5�@�8�B�L� �A�>�A�B�>�O�=�8�5� �>�:�=�0� �?�@�8�5�<�0� �=�0� �A�5�@�2�5�@�5�.� ��� �:�0�:� �B�>�;�L�:�>� �A�5�@�2�5�@� �A�=�>�2�0� �=�0�G�­

�=�5�B� �>�1�@�0�1�>�B�:�C� �4�0�=�=�K�E�,� �>�=� �>�B�?�@�0�2�8�B� �:�;�8�5�=�B�C� �2� �>�B�2�5�B� �?�0�:�5�B� �A� �=�5�=�C�;�5�2�K�<� �@�0�7�<�5�­

�@�>�<� �>�:�=�0� �?�@�8�5�<�0�,� �2�>�7�>�1�=�>�2�8�2� �B�5�<� �A�0�<�K�<� �>�1�<�5�=� �4�0�=�=�K�<�8� �A� �:�;�8�5�=�B�>�<�.� ���@�8�<�5�@� 

�C�2�5�4�>�<�;�5�=�8�O� �>� �=�C�;�5�2�>�<� �@�0�7�<�5�@�5� �>�:�=�0� �?�@�8�5�<�0� �?�@�8�2�5�4�5�=� �=�0� �@�8�A�.� 11.15. 

�<���>�4�B�2�5�@�6�4�5�=�8�5� - �>�1�=�>�2�8�B�L� �>�:�=�>�:� ��� �1�0�9�B� 

�!�>�E�@�0�=�8�B�L� �A�>�5�4�8�=�5�=�8�5� �0�m�2�=�K�<� > 
�<�:�}�>�4�B�2�5�@�6�4�5�=�<�5� - �>�1�=�>�2�8�B�L� �>�:�=�>�:� 1000 �1�0�9�B� 1 

�1�5�0���0�9�B� > 

�3�0�0�0���0�9�B� 

1 ������� ���0�9�B� 

��� ���0�9�B� 

��� ���0�9�B� 

1 ������� ���0�9�B� 

850 ���0�9�B� 

11 �S���������0�9�B� 

11 �S���������0�9�B� 

11 ��� ���0�9�B� 

11 ��� ���0�9�B� 

11 1 ������� ���0�9�B� 

11 1 ������� ���0�9�B� 

� �8�A�.� 1 1. 15. ���5�@�5�4�0�G�0� �4�>�=�=�K�E� �?�@�5�:�@�0�I�0�5�B�A�O�,� �:�>�3�4�0� �@�0�7�<�5�@� �>�:�=�>� �?�@�8�5�<�0� �A�B�0�=�>�2�8�B�A�O� 

�@�0�2�=�K�<� ��� �1�0�9�B� 

���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 11.15, �A�5�@�2�5�@� �=�0�G�8�=�0�5�B� �?�@�8�=�8�<�0�B�L� �4�0�=�=�K�5� �2� �>�:�=�5� �@�0�7�­

�<�5�@�>�<� 5000 �1�0�9�B�.� ���@�8�=�O�2� �2� �>�1�I�5�<� 4000 �1�0�9�B� �4�0�=�=�K�E� �>�B� �:�;�8�5�=�B�0�,� �A�5�@�2�5�@� �=�0�G�8�­

�=�0�5�B� �8�A�?�K�B�K�2�0�B�L� �G�@�5�7�<�5�@�=�C�N� �=�0�3�@�C�7�:�C� �=�0� �A�2�>�9� �?�@�>�F�5�A�A�>�@� �8� �?�>�M�B�>�<�C� �1�>�;�L�H�5� 

�=�5� �2� �A�>�A�B�>�O�=�8�8� �>�1�@�0�1�0�B�K�2�0�B�L� �4�0�;�L�H�5� �;�N�1�K�5� �4�0�=�=�K�5�,� �?�>�A�B�C�?�0�N�I�8�5� �>�B� �:�;�8�5�=�B�0�.� 
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��� �B�>�3�4�0� �A�5�@�2�5�@� �?�>�A�K�;�0�5�B� �?�0�:�5�B� �A� �=�C�;�5�2�K�<� �7�=�0�G�5�=�8�5�<� �2� �?�>�;�5� Window size �5�3�>� �7�0�3�>�­

�;�>�2�:�0�.� ���>�;�C�G�8�2� �B�0�:�>�9� �?�0�:�5�B�,� �:�;�8�5�=�B� �?�@�5�@�2�5�B� �?�5�@�5�4�0�G�C� �4�0�=�=�K�E� �8� �1�C�4�5�B� �?�5�@�8�>�4�8�­

�G�5�A�:�8� �>�B�?�@�0�2�;�O�B�L� �?�0�:�5�B� �?�>�4�4�5�@�6�0�=�8�O� �0�:�B�8�2�=�K�<� �A�>�5�4�8�=�5�=�8�O�.� ���>�;�C�G�8�2�,� �2� �A�2�>�N� 

�>�G�5�@�5�4�L�,� �B�0�:�>�9� �?�0�:�5�B�,� �A�5�@�2�5�@� �>�B�2�5�B�8�B� �?�0�:�5�B�>�<�,� �C�2�5�4�>�<�;�O�N�I�8�<� �:�;�8�5�=�B�0�,� �G�B�>� �>�=� 

�<�>�6�5�B� �B�5�?�5�@�L� �?�@�8�=�8�<�0�B�L� �4�0�=�=�K�5� �2� �>�:�=�5� �@�0�7�<�5�@�>�<� 1000 �1�0�9�B�.� ��� �B�0�:�>�<� �A�;�C�G�0�5� 

�:�;�8�5�=�B� �2�>�7�>�1�=�>�2�8�B� �?�5�@�5�4�0�G�C� �4�0�=�=�K�E�,� �=�>� �A� �<�5�=�L�H�5�9� �A�:�>�@�>�A�B�L�N�,� �G�5�<� �?�@�5�6�4�5 �.� 

���@�8�<�5�=�5�=�8�5� �<�5�E�0�=�8�7�<�0� �A�:�>�;�L�7�O�I�5�3�>� �>�:�=�0� �=�0� �?�@�0�:�B�8�:�5� 

�$�0�9�;�K� �?�5�@�5�E�2�0�B�0� 

tcp_zerowindowrecovery.pcapn9 
�8� tcp _ zerowindowdead. pcapn9 

���B�0�:�,� �8�7�;�>�6�8�2� �B�5�>�@�8�N�,� �?�>�;�>�6�5�=�=�C�N� �2� �>�A�-

�=�>�2�C� �<�5�E�0�=�8�7�<�0� �A�:�>�;�L�7�O�I�5�3�>� �>�:�=�0� �2� �?�@�>�B�>�­

�:�>�;�5� �"�!� �,� �@�0�A�A�<�>�B�@�8�<� �5�3�>� �4�5�9�A�B�2�8�5� �=�0� 

�?�@�0�:�B�8�:�5�,� �>�1�@�0�B�8�2�H�8�A�L� �:� �?�@�8�<�5�@�C�,� �2�7�O�B�>�<�C� 

�8�:�J� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� tcp _ zerowindowrecovery. pcapng. �!�5�B�5�2�>�9� �B�@�0�D�8�:�,� �7�0�D�8�:�­

�A�8�@�>�2�0�=�=�K�9� �2� �M�B�>�<� �D�0�9�;�5�,� �=�0�G�8�=�0�5�B�A�O� �A� �>�B�?�@�0�2�:�8� �=�5�A�:�>�;�L�:�8�E� �?�>�4�B�2�5�@�6�4�0�N�­

�I�8�E� �?�0�:�5�B�>�2� ���!��� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �8�7� �E�>�A�B�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 

192 .168. ���.� 20, �E�>�A�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 192 .168. ���.� 30. ���0�8�1�>�;�L�H�8�9� 

�8�=�B�5�@�5�A� �4�;�O� �=�0�A� �?�@�5�4�A�B�0�2�;�O�5�B� �7�=�0�G�5�=�8�5�,� �C�A�B�0�=�0�2�;�8�2�0�5�<�>�5� �2� �?�>�;�5� Window size 
�7�0�3�>�;�>�2�:�0� �M�B�8�E� �?�0�:�5�B�>�2�.� ���3�>� �<�>�6�=�>� �?�>�A�<�>�B�@�5�B�L� �:�0�:� �2� �A�B�>�;�1�F�5� Info �=�0� �?�0�=�5�;�8� 

Packet List, �B�0�:� �8� �2� �:�~�0�3�>�;�>�2�:�5� �"�!� � �=�0� �?�0�=�5�;�8� Packet Details. ���>� �2� �;�N�1�>�<� �A�;�C�G�0�5� �<�>�6�-

�=�>� �A�@�0�7�C� �7�0�<�5�B�8�B�L�,� �G�B�>� �7�=�0�G�5�=�8�5� �2� �4�0�=�=�>�<� �?�>�;�5� �?�>�A�B�5�?�5�=�=�>� �C�<�5�=�L�H�0�5�B�A�O� �2� �?�5�@�­

�2�K�E� �B�@�5�E� �?�0�:�5�B�0�E�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 11.16. 

No. Tme ��� So\.<ce 

1 &.080000 192.168.0.20 
2 11.1190237 19l.168.0.2& 
�7� 0.1100193 192.168.0.20 

�D�e�s�,�n�o�t�i�o�n� 

192.168.0.30 
192 .168 .0. 30 
�1�9�2�.�1���2�.�5�.�7�5� 

Protocd 

�"�!� � 

�"�!� � 

�"�!� � 

tenvth Info 
60 2235 • �1�?�0� �[���!���]� �S�c�q "�1�4�2�2�7�'�J���7�8�5� Ack•271e996659 Win-8768 �l "�n�-��� 

60 2235 • 1720 �[���!���]� Seq•l4227937/!S Ack•2710999S79 W1n•S840 l•n-0 
60 2235 • 1720 �����!���l� Scq•14217!B785 Act•27111192499 Win•2920 len-0 

� �8�A�.� 11. 16. � �0�7�<�5�@� �>�:�=�0� �?�@�8�5�<�0� �2� �M�B�8�E� �?�0�:�5�B�0�E� �?�>�A�B�5�?�5�=�=�>� �C�<�5�=�L�H�0�5�B�A�O� 

� �0�7�<�5�@� �>�:�=�0� �?�@�8�5�<�0� �?�>�A�B�5�?�5�=�=�>� �C�<�5�=�L�H�0�5�B�A�O� �>�B� 8760 �1�0�9�B� �2� �?�5�@�2�>�<� �?�0�:�5�B�5� 

�4�>� 5840 �1�0�9�B� �2�>� �2�B�>�@�>�<� �?�0�:�5�B�5� �8� �4�0�;�5�5� �4�>� 2920 �1�0�9�B� �2� �B�@�5�B�L�5�<� �?�0�:�5�B�5� ���.� �"�0�:�>�5� 

�C�<�5�=�L�H�5�=�8�5� �@�0�7�<�5�@�0� �>�:�=�0� �?�@�8�5�<�0� �A�;�C�6�8�B� �O�2�=�K�<� �?�@�8�7�=�0�:�>�<� �C�2�5�;�8�G�5�=�8�O� �7�0�­

�4�5�@�6�:�8� �2� �A�5�B�8�.� ���1�@�0�B�8�B�5� �2�=�8�<�0�=�8�5� �=�0� �A�B�>�;�1�5�F� Time, �3�4�5� �O�A�=�>� �2�8�4�=�>�,� �=�0�A�:�>�;�L�:�>� 

�1�K�A�B�@�>� �M�B�>� �?�@�>�8�A�E�>�4�8�B� 8. ���>�3�4�0� �@�0�7�<�5�@� �>�:�=�0� �?�@�8�5�<�0� �C�<�5�=�L�H�0�5�B�A�O� �=�0�A�B�>�;�L�:�>� 

�1�K�A�B�@�>�,� �B�>� �5�3�>� �2�5�;�8�G�8�=�0� �>�1�K�G�=�>� �?�0�4�0�5�B� �4�>� �=�C�;�O�,� �G�B�>� �8� �?�@�>�8�A�E�>�4�8�B� �2� �G�5�B�2�5�@�­

�B�>�<� �?�0�:�5�B�5�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 11.17. 
���@�>�<�5� �B�>�3�>�,� �G�5�B�2�5�@�B�K�9� �?�0�:�5�B� �?�>�A�K�;�0�5�B�A�O� �8�7� �E�>�A�B�0�,� �=�0�E�>�4�O�I�5�3�>�A�O� �?�>� �0�4�@�5�A�C� 

192 .168. ���.� 20, �E�>�A�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 192 .168. ���.� 30, �E�>�B�O� �>�=� �8� �?�@�5�4�­

�=�0�7�=�0�G�5�=� �;�8�H�L� �4�;�O� �C�2�5�;�(�>�<�;�A�=�8�O� �>� �B�>�<�,� �G�B�>� �E�0�5�B� �?�>�;�C�G�0�B�5�;�O� �1�>�;�L�H�5� �=�A� �2� �A�>�­

�A�B�>�O�=�8�8� �?�@�8�=�8�<�0�B�L� �4�0�=�=�K�5�.� ���C�;�5�2�>�5� �7�=�0�G�5�=�8�5� �@�0�7�<�5�@�0� �>�:�=�0� �?�@�8�5�<�0� �2�8�4�=�>� �8�7� 

�"�!� �-�7�0�3�>�;�>�2�:�0� ���.� ��� �B�>�<�,� �G�B�>� �M�B�>� �?�0�:�5�B� �A� �=�C�;�5�2�K�<� �@�0�7�<�5�@�>�<� �>�:�=�0� �?�@�8�5�<�0�,� �A�>�>�1�­

�I�0�5�B�A�O� �2� �A�B�>�;�1�F�5� Info �=�0� �?�0�=�5�;�8� Packet List, �0� �B�0�:�6�5� �2� �@�0�7�4�5�;�5� SEQ/ACK analysis 

�5�3�>� �"�!� �-�:�J�0�3�>�;�>�2�:�0� 8. 

324 ���;�0�2�0� 11 
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1
• �~�e�s�h�~� · P11cket 4 · �t�c�p�_�z�e�r�O�W�J�n�;�<���:�r�:�:�-�I� -· ��� �%� 

> Fr- 4: �6�5� �,�y�t�e�s� on wire (48& �,�i�t�s�)�,� �6�5� bytes �c�1�p�t�u�3�;�;�i�{�4�U�,�i�t�_�s �_�) �_�_� ----------

Ethernet II, Src: V-are_c8:00:08 �{�0�0�:�5�1�1�:�S�1�:�A�8�:�9�8�:�0�8�)�,� Dst: v ... �0�3�5�_�A�0�:�0�9�:�8�1� �(�8�8�:�5�t�:�S�1�:�c�9�:�0�0�:�8�1�)� 1 
) lnternet Protocol V.e"sion .t., Src: 192.168.&.18, Ost: �1�9�2�.�1�6�8�.�5�.�7�5� 1 
v Tra....,issioo Control !'rotocol, S«: � �>�3�t�'� 2235 {2235), Dst �P�o�~�t�:� 1720 (11]0), Soqo 1•22793185, Ack: 2711.005419, tan: 0 �~� 

Source � �>�3�t�:� 2235 
Oestin•tion � �>�3�t�:� 1728 · 

[Streara index: ej 
�(�"�!� � Sepent Len: 8] 
Sequence �n�U�8�,�e�r �:� 1422793785 
Acknowled-nt �n�U�.�,�.�r�:� 271188S419 
���e�a�d�e�r� length: �2�5� bytes 

> Flogs: �9�E�8�1�8� �(���!���)� 

Window size v•lue: 0 
[Calculated window siz.e: 8] ��� 
[Window stze scoling fector: -1 (unk:nown)] 

) �C�h�e�c�k�~�u "�:� �9�E�6�3�5�5� (valid;st.ion �d�i�s�a�+�~�]� 

�U�3�g�e�n�t� pointer; 6 
" LSEQ/ACK anelysis] 

v �{�"�!� � An•ly•i> fl•&>) 
v [Expert Info (1""rn/S4'quence); �"�!� � Zero Window ••pent] f) 

�(�"�!� � �Z�5�3�>� Window segoient) 
[Severity 1eve1: Warn] 
�[�1�r�o�u�p�:� Sequ"1ce] 

�N�o�.�·�J �· �r�n�w�#�.�J�!�l�l�J�J�Q�J�·�S�.���.�:�J�J�J�.�J�a�J�U�l�/�~�~�1�1�1� . �.�1�1�6�.�1�.�J�f�J �·�~�r�C�P� �l�r�r�g�t�l�l �: �i�#  "�l  "�{�"�C�P�~�w�)�l�J�J�S�-�l�.�f�J�O�{�A�O�f�/�5�A�'�/ "�l�~�J�J�l�1�,�A�o�i�- "�U�l�l�~�l�t�~�l�~� 

1 �0�>�.�.� �~� 

� �8�A�.� 11. 17. ���0�:�5�B� �A� �=�C�;�5�2�K�<� �@�0�7�<�5�@�>�<� �>�:�=�0� �?�@�8�5�<�0� �O�2�=�>� �A�2�8�4�5�B�5�;�L�A�B�2�C�5�B�,� �G�B�>� �E�>�A�B� 

�1�>�;�L�H�5� �=�5� �2� �A�>�A�B�>�O�=�8�8� �?�@�8�=�8�<�0�B�L� �4�0�=�=�K�5� 

���0�:� �B�>�;�L�:�>� �?�0�:�5�B� �A� �=�C�;�5�2�K�<� �@�0�7�<�5�@�>�<� �>�:�=�0� �?�@�8�5�<�0� �1�C�4�5�B� �>�B�?�@�0�2�;�5�=�,� �C�A�B�@�>�9�­

�A�B�2�>�,� �=�0�E�>�4�O�I�5�5�A�O� �?�>� �0�4�@�5�A�C� 192 .168. ���.� 30, �?�5�@�5�A�B�0�=�5�B� �?�>�A�K�;�0�B�L� �4�0�=�=�K�5� �4�>� 

�B�5�E� �?�>�@�,� �?�>�:�0� �>�=�>� �=�5� �?�>�;�C�G�8�B� �?�0�:�5�B� �A� �>�1�=�>�2�;�5�=�=�K�<� �@�0�7�<�5�@�>�<� �>�:�=�0� �?�@�8�5�<�0� �>�B� 

�C�A�B�@�>�9�A�B�2�0�,� �@�0�A�?�>�;�>�6�5�=�=�>�3�>� �?�>� �0�4�@�5�A�C� 192 .168. ���.� 20 �8� �C�2�5�4�>�<�;�O�N�I�5�3�>�,� �G�B�>� 

�@�0�7�<�5�@� �>�:�=�0� �?�@�8�5�<�0� �C�2�5�;�8�G�8�;�A�O�.� ��� �A�G�0�A�B�L�N�,� �?�@�8�G�8�=�0�,� �?�>� �:�>�B�>�@�>�9� �2�>�7�=�8�:�;�>� �C�A�­

�;�>�2�8�5� �=�C�;�5�2�>�N� �@�0�7�<�5�@�0� �>�:�=�0� �?�@�8�5�<�0�,� �=�>�A�8�;�0� �;�8�H�L� �2�@�5�<�5�=�=�K�9� �E�0�@�0�:�B�5�@�.� ���>�­

�M�B�>�<�C� �2� �A�;�5�4�C�N�I�5�<� �?�0�:�5�B�5� �1�K�;� �?�>�A�;�0�=� �>�1�=�>�2�;�5�=�=�K�9� �@�0�7�<�5�@� �>�:�=�0� �?�@�8�5�<�0�,� �:�0�:� 

�?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 11.18. 
��� �4�0�=�=�>�<� �A�;�C�G�0�5� �@�0�7�<�5�@� �>�:�=�0� �?�@�8�5�<�0� �7�0�<�5�B�=�>� �C�2�5�;�8�G�8�2�0�5�B�A�O� �4�>� 64240 

�1�0�9�B� ���.� ��� �2� �M�B�>�<� �A�;�C�G�0�5� �0�=�0�;�8�7� �2� Wiresl1ark �?�>�:�0�7�K�2�0�5�B�,� �G�B�>� �M�B�>�B� �?�0�:�5�B� �A�>�4�5�@�­

�6�8�B� �0�=�>�=�A� �>�1�=�>�2�;�5�=�8�O� �@�0�7�<�5�@�0� �>�:�=�0� �?�@�8�5�<�0�,� �:�0�:� �A�;�5�4�C�5�B� �8�7� �@�0�7�4�5�;�0� SEQ/ACK 

analysis �5�3�>� �7�0�3�>�;�>�2�:�0�.� 

���0�:� �B�>�;�L�:�>� �1�C�4�5�B� �?�>�;�C�G�5�=� �?�0�:�5�B� �A� �>�1�=�>�2�;�5�=�=�K�<� �@�0�7�<�5�@�>�<� �>�:�=�0� �?�@�8�5�<�0�,� 

�E�>�A�B�,� �=�0�E�>�4�O�I�8�9�A�O� �?�>� �0�4�@�5�A�C� 192 .168. ���.� 30, �<�>�6�5�B� �A�=�>�2�0� �=�0�G�0�B�L� �?�5�@�5�4�0�G�C� �4�0�=�­

�=�K�E�,� �G�B�>� �8� �?�@�>�8�A�E�>�4�8�B� �2� �?�0�:�5�B�0�E� 6 �8� 7. ���5�A�L� �?�@�>�<�5�6�C�B�>�:� �2�@�5�<�5�=�8�,� �2� �B�5�G�5�=�8�5� 

�:�>�B�>�@�>�3�>� �?�5�@�5�4�0�G�0� �4�0�=�=�K�E� �1�K�;�0� �?�@�8�>�A�B�0�=�>�2�;�5�=�0�,� �?�@�>�E�>�4�8�B� �>�G�5�=�L� �1�K�A�B�@�>�.� ���>� 

�5�A�;�8� �1�K� �M�B�0� �7�0�4�5�@�6�:�0� �4�;�8�;�0�A�L� �4�>�;�L�H�5�,� �>�=�0� �?�@�8�2�5�;�0� �1�K� �:� �?�5�@�5�1�>�O�<� �2� �@�0�1�>�B�5� 

�A�5�B�8�,� �0� �A�;�5�4�>�2�0�B�5�;�L�=�>�,� �:� �7�0�<�5�4�;�5�=�8�N� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �8�;�8� �=�5�C�4�0�G�=�>�<�C� �8�A�E�>�4�C� 

�4�0�=�=�>�9� �>�?�5�@�0�F�8�8 �.� 

��� �:�0�G�5�A�B�2�5� �5�I�5� �>�4�=�>�3�>�,� �?�>�A�;�5�4�=�5�3�>� �?�@�8�<�5�@�0� �C�?�>�B�@�5�1�;�5�=�8�O� �<�5�E�0�=�8�7�<�0� 

�A�:�>�;�L�7�O�I�5�3�>� �>�:�=�0� �@�0�A�A�<�>�B�@�8�<� �D�0�9�;� �?�5�@�5�E�2�0�B�0� tcp _ zerowindowdead. pcapng. 

���5�@�K� �1�>�@�L�1�K� �A� �<�5�4�;�5�=�=�>�9� �A�5�B�L�N� 325 
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���5�@�2�K�<� �2� �A�5�B�5�2�>�<� �B�@�0�D�8�:�5�,� �?�5�@�5�E�2�0�G�5�=�=�>�<� �2� �4�0�=�=�>�<� �D�0�9�;�5�,� �>�:�0�7�K�2�0�5�B�A�O� �?�0�­

�:�5�B�,� �?�5�@�5�4�0�2�0�5�<�K�9� �>�1�K�G�=�K�<� �>�1�@�0�7�>�<� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� � �8�7� �E�>�A�B�0�,� �=�0�E�>�4�O�I�5�­

�3�>�A�O� �=�>� �0�4�@�5�A�C� 172. 31.136.85, �E�>�A�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� 195. 81. 202. 68 

�(�@�8�A�.�1�1�.�1�9�)� . 

• Wireshark · Pac:kd S �t�c�p�_�z�~�r�o�w�i�n�d�o�w�r�:�O�W�f�)�'� 

Fra• S: 68 byies �'���?�~� (488 b!t;), 68 bytes ceptured �(�4��� b""i'ts) 
�f�t�h�~�n�e�t� �?�,� �S�3�A�:� �v�.�.�.�.�.�r�5�_�A�5�:�5�5�:�2�2� (86:58:S6:ce:ee:es), Dst: V.W•re_ce:ee:el (ee:se:S6:ce:ee:e1) 

> Internet Protoc.Ql Y«rsion 4, Src: 192.168.9.28, Ost: 192.168.8.36 
�<�L�n�t� 

�S�o�u�3�c�e� � �>�3�t�:� 2235 
�~�s�t�i�n�a�t�i�o�n� Port: 1729 
[Streu index: 9] 
�[�"�!� � SegRnt len: 8] 
�S�e�q�u�e�?�c�e� �n�~�r�:� 1422793785 
�A�c�k�n�o�w�l�e�d�~�n�t� �n�u�~�r�:� 2711805419 
�~�a�d�e�r� l ength: 28 �,�y�t�e�s� 

Fl•g>' �8�E�9�1�8� �(���!���)� 

Window size value: 64240 ��� 
(C11lculated window �s�l�~�e�:� 64248] 
[Window size scaling foctor: · 1 (unknown)] 

> Checksu.: �8�E�6�8�6�4� [vi1lid1tion �d�i�s�a�+�~�]� 

�U�3�g�e�n�t� pointer: 8 
�~�,�"���!� �a�N�i�"�/�'�>�i�~�]� 

�.� � �A�-�.�1�1�.�-�s�~� � � 1 l v [Expert Info �(�C�~�o�t�/�S�e�q�u�e�n�c�e�)�:� 

�(�"�!� � window updlte] 
�[�S�e�v�e�3�i�t�y� level: Ch11t] 
[6roup: Sequence] 

-----

�"�!� � �w�i�;�d�o�w� upd•t•] 

�>� �E� 

NP.15 . r--..tUJJOOOJ �S�o�i�n�w�(�.�/�f�l�.�4�2�#�·�~� /!U.Uf..tuD Al;ICIQ;l6 rCP·l.,,,,nlO �!�1�'�r�1�:�{�'�n�:�P�f�h�l�i�r�l�,�w�C�J�o�d�<�l�}�a�J�/�-�1�n�l�1�{�A�C�l�(�j�S�:�.�,�.�l�(�J�'�U�1�'�1�$�A�d�,�.�Z�7�l�J�J�1�1�:�l�S�.�f�1�,�'�*�'�-�U�.���D�W�1� 

�~� 

� �8�A�.� 1 1. 18. ���0�:�5�B� �"�!� � �A� �>�1�=�>�2�;�5�=�=�K�<� �@�0�7�<�5�@�>�<� �>�:�=�0� �?�@�8�5�<�0� �C�2�5�4�>�<�;�O�5�B� �4�@�C�­

�3�>�9� �E�>�A�B�,� �G�B�>� �>�=� �<�>�6�5�B� �A�=�>�2�0� �=�0�G�0�B�L� �?�5�@�5�4�0�G�C� �4�0�=�=�K�E� 

• Woeshortt · Pockd 2 tcp_zetowindowd"d �>� �E� 1 

fr- 2: 66 bytes on wir• (528 bits), 66 �,�C�1�:�5�s� coptur•d (52'801ts) ---- --
�E�t�h�e�r�n�~�t� II 1 Src: �~�l�e�t�t�P�_�8�4�:�c�l�:�c�6� (8e:16:3S:a4:c1:c6), Dst: �A�l�l�-���S�R�P�·�t�'�o�t�.�l�t�e�r�s�_�8�1� �(�5�5�:�5�5�:�5�A�:�8�7�: "�A�:�5�1�)� 

Internet Protccol �V�e�3�s�i�o�n� 4, Src: 172.31. 1.36.&S, Dst: 195.81.282.68 

"' Trarrs•1ssion Control �P�3�o�t�o�c�o�l�,� Sr,c. �P�o�r�t�:�~� 38709 (38763), Dst Port: �8�5� 88), §!q· 764338729, Ac.k: �1�3�1�8�9�9�7�1�8�'�, �~ �=�-�=�-  "�.�>�_�.�-�1� 

Source Pol"'t: 38768 
Destination Port: 80 

[Strea• index: 0) 
�[�"�!� � Sepont len: 8) 
Sequence �n�~�r�:� 784338729 
�A�c�l�c�n�o�w�l�~�p�e�n�t� �n�u�t�1�,�e�3�:� 1319997786 
Header length: 32 �,�y�t�e�s� 

> Flogs: �8�E�0�1�8� �(���!���)� 

\iindow size value: 8 
(C11lculated window size: 8] 
[Window size sc1ling fartor: -1 (unknown)] 
Checksu•: �&�E���1�d�5� [validation �d�i�s�a�,�l�e�d�]� 

�U���3�e�n�t� pointer: 8 
Options: {12 bytes), No-Oper•tion (tIOP), rto-Oper-ation �{����� �)�,� Ti8estaaps 

v (SEQ/ACK onolysi>l 
[This is an ���(��� to the segpent in frwe: 11 
[The �R�"�"� to ���!��� the sepent was: 0.008829980 seconds) 

�l�"�!� � �A�; "�l�y�s�i�s� flogs] 
[Expert Info �(�W�a�r�n�/�S�~�u�e�n�c�e�)�:� fCP Ze-ro Window sepent] 

ND.: l ' �~� O.Q1DQ11 5otirtl!r lllJJ.J.J&llS • .Dri!Dvtov /9s.IJ.1Q,/.61 • �~� �"���' �·�.� ttwhw} ���l�/�7�6�0�- �8�1�R�{���!���}� �s�.�,�.�~�#�����1�7�4� �A�c�h�-�U�J�.���f�;�W� .... �U�.�-�,� �"�S�~�6�/�i�6�D�2�4�J�I�S� Ts.traU:. 

�3�>�>�;�=�]� 

� �8�A�.� 1 1. 19. ���0�:�5�B� �A� �=�C�;�5�2�K�<� �@�0�7�<�5�@�>�<� �>�:�=�0� �?�@�8�5�<�0� �?�@�5�@�K�2�0�5�B� �?�5�@�5�4�0�G�C� �4�0�=�=�K�E� 

326 ���;�0�2�0� 11 
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�-�B�>�B� �?�0�:�5�B� �>�G�5�=�L� �?�>�E�>�6� �=�0� �?�0�:�5�B� �A� �=�C�;�5�2�K�<� �@�0�7�<�5�@�>�<� �>�:�=�0� �?�@�8�5�<�0�,� �?�@�8�2�5�­

�4�5�=�=�K�9� �=�0� �@�8�A�.� 11.17, �E�>�B�O� �@�5�7�C�;�L�B�0�B� �5�3�>� �>�B�?�@�0�2�:�8� �A�>�2�A�5�<� �4�@�C�3�>�9�.� ���<�5�A�B�>� �?�0�­

�:�5�B�0� �A� �>�1�=�>�2�;�5�=�=�K�<� �@�0�7�<�5�@�>�<� �>�:�=�0� �?�@�8�5�<�0�,� �0� �A�;�5�4�>�2�0�B�5�;�L�=�>�,� �@�0�7�@�5�H�5�=�8�5�<� �>�B� 

�E�>�A�B�0�,� �@�0�A�?�>�;�>�6�5�=�=�>�3�>� �?�>� �0�4�@�5�A�C� 172. 31.136.85, �=�0� �2�>�7�>�1�=�>�2�;�5�=�8�5� �?�5�@�5�4�0�G�8� 

�4�0�=�=�K�E� �<�K� �=�0�1�;�N�4�0�5�<� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� �?�0�:�5�B� �?�>�4�4�5�@�6�0�=�8�O� �0�:�B�8�2�=�K�<� �A�>�5�4�8�=�5�­

�=�8�O� �(�@�8�A�.� 11.20) . 

• Wireshark. �P�a�c�k�~� 3 . tcp_zerow1ndowdead 

------- --- -
fr..., 3: 66 bytes on wire (528 �+�t�s�)�,� 66 byt•s �c�o�p�t�u�3 "�d� ( 528 �,�i�t�s�)� 

Ethernet II, Src: Ciscoinc_72:15:00 �(�5�5�:�5�L�:�,�.�.�:�7�2�:�1�5�:�0�0�)�,� Ost: �H�e�w�l�e�t�t�P�_�a�4�:�c�l�:�c�1� �(�0�0�:�1�1�:�3 �5 �:�> �4 �:�A�l�:�A�1�)� 

> Internet Protocol �V�~�r�s�i�o�n� 4, Src: 195.81.292.68, Ost; �1�7�2�.�3�1�.�1�3�6 �.�8�~� 

v Tr•n"ission Control Protocol, Src Po.-t: 1111 (88), Drt J>ort: 38768 (38768), Seq: 1318997785, A.ck: 794338729, 
�S�o�u�3�c�e� Port: 80 
Destination Port: 38760 
�(�S�t�3�e�.�,�.� index: �5�]� 

�[�"�!� � Se-nt L•n: 0) 
Sequence nUllhl!r: 1310997785 
Acknowledpent �n�u�.�,�e�r�:� 7043.38729 
���<�: "�d�>�3� Length: 32 �,�y�t�e�s� 

fl•gs: �5�E�5�1�0� �(���!���)� 

Window size value: 188 
[Calculat•d window size: 108] 
[Window sizo scaling factor: -1 (unk,,._,)] 
ChecksUdl: �0�E�3�3�1�1� [validation �d�i�s�a�,�l�e�d�]� 

Urgent pointer: 0 
' Options: (12 bytes}, No-Operation (NOP)1 �t�k�t�-�O�p�e�r�~�t�i�o�n� (NOP), TiJwstaeps 
v [SEQIACK analysis) 

v �[�"�!� � Analysis Flags] 
" [Export Info (Note/Sequenc•}: �"�!� � keep-•live • •P"nt) ��� 

�(�"�!� � keep-alive segnoent] 
(Severity level: Note] 
�[�1�r�o�u�p�:� �S�e�q�u�~�n�c�e�]� 

�>� �E� 1 

No.: �7�-�:�-�r�~� J.41;;;-;;;;_ JSS.SJ..102.u · �D�<�i�t�#�X�1�N� JlLJJ. J.Jf..IS �~� �B�~� · ... �t�8�J� &1- JS,W �(���!���J� �s�.�,�q�,�.�_�J�J�1�(�1�9���J�7�S�S� �A�d�:�~�m�-�;�;�.�_�~� �8�?�-�>� �r�:�s�v�~�W�4�J���8� �B�s�.�a�-�1�0�<�t� J 
l0osel �~� 

� �8�A�.� 11.20. �-�B�>�B� �?�0�:�5�B� �?�>�4�4�5�@�6�0�=�8�O� �0�:�B�8�2�=�K�<� �A�>�5�4�8�=�5�=�8�O� �3�0�@�0�=�B�8�@�C�5�B�,� �G�B�>� �A�2�O�7�L� �A� 

�E�>�A�B�>�<�,� �?�>�A�;�0�2�H�8�<� �=�C�;�5�2�>�9� �@�0�7�<�5�@� �>�:�=�0�,� �?�>�-�?�@�5�6�=�5�<�C� �A�C�I�5�A�B�2�C�5�B� 

��� �@�5�7�C�;�L�B�0�B�5� �0�=�0�;�8�7�0�,� �?�@�>�2�5�4�5�=�=�>�3�>� �2� �W�i�r�e�s�l�K�r�k�,� �4�0�=�=�K�9� �?�0�:�5�B� �?�>�<�5�G�5�=� �2� 

�@�0�7�4�5�;�5� �S�E�Q�/�A�C��� analysis �5�3�>� �"�!� �-�7�0�3�>�;�>�2�:�0� �:�0�:� �?�>�4�4�5�@�6�8�2�0�N�I�8�9� �0�:�B�8�2�=�K�<� 

�A�>�5�4�8�=�5�=�8�5� ���.� ��� �:�0�:� �?�>�: �0 �7�0�=�>� �2� �A�B�>�;�1�F�5� Time, �4�0�=�=�K�9� �?�0�:�5�B� �>�B�?�@�0�2�;�5�=� �G�5�@�5�7� 

3,4 �A�5�:�C�=�4�K� �?�>�A�;�5� �?�>�;�C�G�5�=�8�O� �?�>�A�;�5�4�=�5�3�>� �?�0�:�5�B�0�.� �-�B�>�B� �?�@�>�F�5�A�A� �?�@�>�4�>�;�6�0�5�B�A�O� 

�5�I�5� �=�5�A�:�>�;�L�:�>� �@�0�7�,� �:�>�3�4�0� �>�4�8�=� �E�>�A�B� �?�> �A �K�;�0�5�B� �?�0�:�5�B� �A� �=�C�;�5�2�K�<� �@�0�7�<�5�@�>�<� �>�:�=�0� 

�?�@�8�5�<�0�,� �0� �4�@�C�3�>�9� �E�>�A�B� - �?�0�:�5�B� �?�>�4�4�5�@�6�0�=�8�O� �0�:�B�8�2�=�K�<� �A�>�5�4�8�=�5�=�8�O� �(�@�8�A�.� 11.21). 

l z 0.eoeel<J 172.31.136 8S 19S. 81.202 68 �"�!� � 66 �(�"�<� � lt:roWindowj 38760" 80 �[���!���)� 5e-q-7f'4H6779 ACk».1310997786 Wln- 8 Len..O 15\/-

3 3.410576 1%.81.Z02.68 �1�7�2�.��� �1���1�.�8�S� �"�!� � &6 �(�1�!� � ���5�~�@� Alive] 80 ... 38760 �(���!���:�J� �S�e�q "�l�3�1�0�9�9���8�S� Ack•70433872q WJn$10S Len"'9 �"�.� 

4 6.000031 �1�7�2�.���l�.���1�.�8�5� 19S. 81.2e2.68 �"�!� � 66 �(�"�!� � Zerowindaw] 38760 �~� 80 �[���!���]� �S�5�G "�7�0�4�3�3�8�7�2�9� Ack"13Ht997786 Win"'6 �l�e�-�n�.��� iSv-

S 6 ./64127 195".81 282.68 �1�7�1�.�3�1�.�1�3�6�.�8�~� �"�(� � �6�,� (l<P �K�e�l�.�"�p�~�A�1�1�v�e�'�)� 80 ... 38760 �{�4�!�I�!�)� �~�s�1�3�1�0�9�9�7�7�t�!�'�;� �A�c�k "�7�0�4�B���7�J�.�9� Win..::108 ten--0 1'"_ 

�1� 0.000029 �1�7�2�.�3�1�.�l���1� ss l9S.81.201.68 �"�!� � 6& �(�"�!� � �Z�e�3�O�W�1�n�d�o�<�]� 38760" 80 �(���!���]� �s�~�q �" �7�0�4�3�3�8�7�2�C�»� Ack•l.310997786 �W�=�1� .... 0 ll!'n-0 �B�s�v�_� 

7 13.536714 �1�9�S�.�6�1�.�2�0�2�.�1�8� 172.31.136.85 �"�!� � 66 �(�"�!� � Kl!'ep-Alivl!'] 80 • 38758 �[���!���]� S«i"l3109977SS Ac.k"7043J3729 Win•l08 Len"o �"�-

8 0.000047 111. 31.136.SS lfi/S 81 201 68 �"�!� � �,�6� [Tt.P lt"rdrlindowl ���8�7�6�0� "tw ����� �~�7�6�4���8�7�2�'�-� �4�.�.�.�k "�t�3 �1 �(�)�9�9���&�6� W1n-0 �1�.�f�!�n�~� TSv-

� �8�A �.� 11.2 1. �!�5�@�2�5�@� �8� �:�;�8�5�=�B� �?�@�>�4�>�;�6�0�N�B� �?�>�A�K�;�0�B�L� �?�0�:�5�B�K� �A� �=�C�;�5�2�K�<� �@�0�7�<�5�@�>�<� �>�:�=�0� 

�?�@�8�5�<�0� �8� �?�>�4�4�5�@�6�0�=�8�O� �0�:�B�8�2�=�K�<� �A�>�5�4�8�=�5�=�8�O� �A�>�>�B�2�5�B�A�B�2�5�=�=�>� 

�� �5�@�K� �1�>�@ �L �1 �K� �A� �<�5 �4 �;�5�= �= �> �9� �A �5 �B �L �N� 327 
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���5�@�5�4�0�G�0� �?�0�:�5�B�>�2� �?�>�4�4�5�@�6�0�=�8�O� �0�:�B�8�2�=�K�<� �A�>�5�4�8�=�5�=�8�O� �?�@�>�8�A�E�>�4�8�B� �G�5�@�5�7� 

�?�@�>�<�5�6�C�B�:�8� �2�@�5�<�5�=�8� 3,4, 6,8 �8� 13,5 �A�5�:�C�=�4�K� ���.� �-�B�>�B� �?�@�>�F�5�A�A� �<�>�6�5�B� �?�@�>�4�>�;�­

�6�0�B�L�A�O� �4�>�2�>�;�L�=�>� �4�>�;�3�>� �2� �7�0�2�8�A�8�<�>�A�B�8� �>�B� �:�>�=�:�@�5�B�=�>�9� �A�8�A�B�5�<�K�,� �?�>�4� �C�?�@�0�2�;�5�=�8�­

�5�<� �:�>�B�>�@�>�9� �@�0�1�>�B�0�N�B� �C�A�B�@�>�9�A�B�2�0�,� �>�1�<�5�=�8�2�0�N�I�8�5�A�O� �4�0�=�=�K�<�8�.� ���0�:� �A�;�5�4�C�5�B� �8�7� 

�A�B�>�;�1�F�0� Time, �>�1�<�5�=� �4�0�=�=�K�<�8� �?�@�5�@�K�2�0�5�B�A�O� �?�@�8�1�;�8�7�8�B�5�;�L�=�>� �G�5�@�5�7� 25 �A�.� ���A�;�8� 

�?�@�5�4�A�B�0�2�8�B�L� �A�5�1�5�,� �G�B�>� �M�B�>� �?�@�>�8�A�E�>�4�8�B� �2� �?�@�>�F�5�A�A�5� �0�C�B�5�=�B�8�D�8�:�0�F�8�8� �A� �?�>�<�>�I�L�N� 

�:�>�=�B�@�>�;�;�5�@�0� �4�>�<�5�=�0� �8�;�8� �7�0�3�@�C�7�:�8� �D�0�9�;�0� �8�7� ���=�B�5�@�=�5�B�0�,� �B�>� �?�>�4�>�1�=�0�O� �7�0�4�5�@�6�:�0� 

�2� 25 �A� �?�@�>�A�B�>� �=�5�?�@�8�5�<�;�5�<�0�!� 

���L�1�2�>�4�K� �8�7� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �4�n�O� �8�A�?�@�0�2�;�5�=�8�O� �>�H�8�1�>�:� 

�8� �C�?�@�0�2�;�5�=�8�O� �?�>�B�>�:�0�<�8� �4�0�=�=�K�E� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � 
���>�?�@�>�1�C�5�<� �2�2�5�A�B�8� �?�>�2�B�>�@�=�C�N� �?�5�@�5�4�0�G�C� �4�0�=�=�K�E�,� �4�C�1�;�8�@�C�N�I�8�5� �?�>�4�B�2�5�@�6�4�5�­

�=�8�O� �8� �<�5�E�0�=�8�7�<� �A�:�>�;�L�7�O�I�5�3�>� �>�:�=�0� �2� �>�?�@�5�4�5�;�5�=�=�K�9� �:�>�=�B�5�:�A�B�.� ���8�6�5� �?�@�8�2�5�4�5�­
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�D�8�;�L�B�@�9���K�1�@�0�B�L�)� �8�7� �:�>�=�B�5�:�A�B�=�>�3�>� �<�5�=�N�.� 

4. ��� �8�B�>�3�5� �2�K�1�@�0�=�=�K�9� �D�8�;�L�B�@� �?�>�O�2�8�B�A�O� �2� �4�8�0�;�>�3�>�2�>�<� �>�:�=�5� �D�8�;�L�B�@�>�2� �2�A�5�E� 

�?�0�:�5�B�>�2�,� �?�@�>�E�>�4�O�I�8�E� �G�5�@�5�7� �?�>�@�B� 443. �)�5�;�:�=�8�B�5� �2� �2�5�@�E�=�5�9� �G�0�A�B�8� �4�8�0�;�>�­

�3�>�2�>�3�>� �>�:�=�0� �D�8�;�L�B�@�>�2� �8� �C�4�0�;�8�B�5� �G�0�A�B�L� dst �8�7� �2�K�1�@�0�=�=�>�3�>� �D�8�;�L�B�@�0�,� �?�>�­

�A�:�>�;�L�:�C� �=�0�<� �B�@�5�1�C�5�B�A�O� �?�>�;�C�G�8�B�L� �A�?�8�A�>�:� �2�A�5�E� �?�0�:�5�B�>�2� �(�:�0�:� �2�E�>�4�O�I�8�E�,� �B�0�:� 

�8� �8�A�E�>�4�O�I�8�E�)� �?�>� �?�>�@�B�C� 443. 

���>�;�C�G�0�N�I�8�9�A�O� �2� �8�B�>�3�5� �D�8�;�L�B�@� �>�B�A�5�5�B� �4�2�0� �?�0�:�5�B�0�,� �:�>�B�>�@�K�5� �O�2�;�O�N�B�A�O� �?�0�:�5�­

�B�0�<�8� SYN, �?�5�@�5�4�0�2�0�5�<�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �>�B� �7�;�>�C�<�K�H�;�5�=�=�8�:�0� �:� �F�5�;�5�2�>�<�C� 

�E�>�A�B�C�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.3. 
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No. Tme Sou"c.e �D�e�s�,�n�o�t�N�n� ProtDCol �I�;�f�o� 

1 �5�.�5�5�5�5�5�5� �1�?�2�.�1�L�.�5�.�0� .13 134 52 
32 6.000065 172.16.e.s 64.13.134.52 �"�!� � 

� �8�A�.� 12.3. ���2�5� �?�>�?�K�B�:�8� �C�A�B�0�=�>�2�:�8� �A�>�5�4�8�=�5�=�8�O� �A� �?�>�<�>�I�L�N� �?�0�:�5�B�>�2� S'fN 

�l�e�!�Q�I���I�U���J�(�l�l� ��� �M�B�>�<� �@�0�M�4�5�;�5� �?�@�8� �>�B�>�1�@�0�6�5�=�8�8� �?�0�:�5�B�>�2� �8�A�?�>�;�J�.�7�C�5�B�A�O� �D�>�@�<�0�B� �2�@�f�< �5 �·� 

�=�8� Seconds Since Previous Displayed Packet ( ���>�;�8�'�'�5�A�B�2�>� �A�5�:�C�=�4�,� �?�@�>�H�5�4�­

�H�8�E� �A� �<�>�<�5�=�B�0� �>�B�>�1�@�0�6�5�=�8�O� �?�@�5�4�K�4�C�I�5�3�>� �?�0�:�5�B�0�) �.� 

���B�A�C�3�A�B�2�8�5� �>�B�2�5�B�0� �=�0� �M�B�8� �?�0�:�5�B�K�,� �2�5�@�>�O�B�=�>�,� �A�2�8�;�~�5�B�5�;�L�A�B�2�C�5�B� �>� �B�>�<�,� �G�B�>� �>�B�­

�2�5�B� �1�K�;� �>�B�D�8�;�L�B�@�>�2�0�=� �F�5�;�5�2�K�<� �E�>�A�B�>�<� �8�;�8� �?�@�>�<�5�6�C�3�>�G�=�K�<� �C�A�B�@�>�9�A�B�2�>�<�,� �0�,� 

�2�>�7�<�>�6�=�>�,� �A�:�0�=�8�@�C�5�<�K�9� �?�>�@�B� �>�:�0�7�0�;�A�O� �7�0�:�@�K�B�K�< �.� ��� �:�>�=�5�G�=�>�<� �A�G�5�B�5� �@�5�7�C�;�L�B�0�B� 

�A�:�0�=�8�@�>�2�0�=�8�O� �G�5�@�5�7� �?�>�@�B� 443 �>�:�0�7�0�;�A�O� �=�5�>�4�=�>�7�=�0�G�=�K�<�.� 

�"�C� �6�5� �A�0�<�C�N� �<�5�B�>�4�8�:�C� �0�=�0�;�8�7�0� �<�>�6�=�>� �>�?�@�>�1�>�2�0�B�L� �8� �=�0� �4�@�C�3�>�<� �?�0�:�5�B�5�,� �G�B�>�­

�1�K� �?�>�?�K�B�0�B�L�A�O� �?�>�;�C�G�8�B�L� �8�=�K�5� �@�5�7�C�;�L�B�0�B�K�.� �!� �M�B�>�9� �F�5�;�L�N� �C�4�0�;�8�B�5� �?�@�5�4�K�4�C�I�8�9� 

�D�8�;�L�B�@� �8� �2�K�1�5�@�8�B�5� �8�7� �A�?�8�A�:�0� �?�0�:�5�B� 9. �-�B�>� �?�0�:�5�B� SYN, �>�B�?�@�0�2�;�O�5�<�K�9� �2� �?�>�@�B� 

53, �:�>�B�>�@�K�9� �>�1�K�G�=�>� �A�2�O�7�0�=� �A�>� �A�;�C�6�1�>�9� DNS. ���@�8�<�5�=�O�O� �>�?�8�A�0�=�=�C�N� �2�K�H�5� �<�5�­

�B�>�4�8�:�C� �8�;�8� �2�=�5�A�O� �:�>�@�@�5�:�B�8�2�K� �2� �?�@�5�4�K�4�C�I�8�9� �D�8�;�L�B�@�,� �A�>�A�B�0�2�L�B�5� �=�>�2�K�9� �D�8�;�L�B�@� 

�4�;�O� �>�B�>�1�@�0�6�5�=�8�O� �2�A�5�3�>� �B�@�0�D�8�:�0�,� �?�@�>�E�>�4�O�I�5�3�>� �G�5�@�5�7� �?�>�@�B� 53 �?�>� �?�@�>�B�>�:�>�;�C� 

�"�!� �.� ���@�8�<�5�=�8�2� �M�B�>�B� �D�8�;�L�B�@�,� �2�K� �4�>�;�6�=�K� �2� �8�B�>�3�5� �>�1�=�0�@�C�6�8�B�L� �?�O�B�L� �?�0�:�5�B�>�2� 

�(�@�8�A�.� 12.4). 

� �8�A�.� 12.4. ���O�B�L� �?�0�:�5�B�>�2�,� �C�:�0�7�K�2�0�N�I�8�E� �=�0� �>�B�:�@�K�B�K�9� �?�>�@�B� 

���5�@�2�K�<� �8�7� �=�8�E� �O�2�;�O�5�B�A�O� �?�0�:�5�B� 9 �B�8�?�0� SYN, �2�K�1�@�0�=�=�K�9� �2�=�0�G�0�;�5� �?�5�@�5�E�2�0�G�5�=�­

�=�>�3�>� �B�@�0�D�8�:�0 �.� ��� �2�B�>�@�K�<� �?�0�:�5�B�>�<� �A�;�5�4�C�5�B� �>�B�2�5�B� SYN/ACK, �?�>�A�K�;�0�5�<�K�9� �F�5�;�5�2�K�<� 

�E�>�A�B�>�<� �8� �2�?�>�;�=�5� �>�6�8�4�0�5�<�K�9� �?�@�8� �B�@�5�E�M�B�0�?�=�>�<� �?�@�>�F�5�A�A�5� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� 

�?�@�>�B�>�:�>�;�C� �"�!� �.� ���@�8� �=�>�@�<�0�;�L�=�K�E� �>�1�A�B�>�O�B�5�;�L�A�B�2�0�E� �A�;�5�4�C�N�I�8�<� �4�>�;�6�5�=� �1�K�B�L� 

�?�0�:�5�B� ���!���,� �>�B�?�@�0�2�;�O�5�<�K�9� �E�>�A�B�>�<�,� �?�>�A�;�0�2�H�8�<� �?�5�@�2�>�=�0�G�0�;�L�=�K�9� �?�0�:�5�B� SYN. ���>� 

�2� �4�0�=�=�>�<� �A�;�C�G�0�5� �7�;�>�C�<�K�H�;�5�=�=�8�:�C� �A�>�2�A�5�<� �=�5� �=�C�6�=�>� �7�0�2�5�@�H�0�B�L� �B�@�5�E�M�B�0�?�=�K�9� 

�?�@�>�F�5�A�A� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8�,� �?�>�M�B�>�<�C� �>�B�2�5�B� �=�5� �?�>�A�K�;�0�5�B�A�O�.� ��� �8�B�>�3�5� �F�5�;�5�2�>�9� �E�>�A�B� 

�?�>�2�B�>�@�=�>� �?�5�@�5�4�0�A�B� �?�0�:�5�B� SYN/ACK �5�I�5� �B�@�8� �@�0�7�0�,� �?�@�5�6�4�5� �G�5�<� �?�@�>�F�5�A�A� �C�A�B�0�=�>�2�­

�:�8� �A�2�O�7�8� �1�C�4�5�B� �0�2�0�@�8�9�=�>� �7�0�2�5�@�H�5�=�.� ��� �?�>�A�:�>�;�L�:�C� �>�B�2�5�B� SYN/ACK �?�>�;�C�G�5�=� �?�@�8� �?�>�­

�?�K�B�:�8� �A�2�O�7�0�B�L�A�O� �A� �E�>�A�B�>�<� �G�5�@�5�7� �?�>�@�B� 53, �B�>� �1�;�0�3�>�@�0�7�C�<�=�5�5� �?�@�5�4�?�>�;�>�6�8�B�L�,� �G�B�>� 

�A�:�0�=�8�@�C�5�<�0�O� �A�;�C�6�1�0� �?�@�>�A�;�C�H�8�2�0�5�B� �A�5�B�L� �G�5�@�5�7� �4�0�=�=�K�9� �?�>�@�B�.� 

���G�8�A�B�8�B�5� �?�>�;�C�G�5�=�=�K�9� �@�5�7�C�;�L�B�0�B� �8� �?�>�2�B�>�@�8�B�5� �4�0�=�=�K�9� �?�@�>�F�5�A�A� �5�I�5� �@�0�7� �<�O� 

�?�0�:�5�B�0� 13. �-�B�>� �?�0�:�5�B� SYN, �>�B�?�@�0�2�;�O�5�<�K�9� �2� �?�>�@�B� 113, �:�>�B�>�@�K�9� �>�1�K�G�=�>� �A�2�O�7�0�=� 

�A� �?�@�>�B�>�:�>�;�>�<� Ident, �7�0�G�0�A�B�C�N� �?�@�8�<�5�=�O�5�<�K�<� �4�;�O� �@�0�A�?�>�7�=�0�2�0�=�8�O� �A�;�C�6�1� IRC �8� 
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�0�C�B�5�=�B�8�D�8�:�0�F�8�8� �2� �=�8�E�.� ���A�;�8� �?�@�8�<�5�=�8�B�L� �D�8�;�L�B�@� �B�>�3�>� �6�5� �A�0�<�>�3�>� �B�8�?�0� �:� �?�>�@�B�C�,� 

�?�5�@�5�G�8�A�;�5�=�=�>�<�C� �2� �4�0�=�=�>�<� �?�0�:�5�B�5�,� �B�>� �2� �8�B�>�3�5� �?�>�O�2�O�B�A�O� �G�5�B�K�@�5� �?�0�:�5�B�0�,� �:�0�:� �?�>�­

�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.5. 

� �8�A�.� 12.5. ���0�:�5�B� SYN, �2�A�;�5�4� �7�0� �:�>�B�>�@�K�<� �?�>�A�K�;�0�5�B�A�O� �?�0�:�5�B� RST, �C�:�0�7�K�2�0�N�I�8�9� �=�0� �B�>�,� 

�G�B�>� �?�>�@�B� �7�0�:�@�K�B� 

���5�@�2�K�<� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� �A�;�5�4�C�5�B� �?�5�@�2�>�=�0�G�0�;�L�=�K�9� �?�0�:�5�B� SYN, �2�A�;�5�4� �7�0� �:�>�B�>�­

�@�K�<� �F�5�;�5�2�>�9� �E�>�A�B� �A�@�0�7�C� �6�5� �>�B�?�@�0�2�;�O�5�B� �?�0�:�5�B� RST. �-�B�>� �A�2�8�4�5�B�5�;�L�A�B�2�C�5�B� �>� �B�>�<�,� 

�G�B�>� �F�5�;�5�2�>�9� �E�>�A�B� �=�5� �?�@�8�=�8�<�0�5�B� �?�>�4�:�;�N�G�5�=�8�O� �G�5�@�5�7� �A�2�>�9� �?�>�@�B� �8� �G�B�>� �A�;�C�6�1�0� �=�0� 

�=�5�<�,� �2�5�@�>�O�B�=�5�5� �2�A�5�3�>�,� �=�5� �7�0�?�C�I�5�=�0�.� 

���K�O�2�;�5�=�8�5� �>�B�:�@�K�B�K�E� �8� �7�0�:�@�K�B�K�E� �?�>�@�B�>�2� 

��� �B�5�?�5�@�L�,� �:�>�3�4�0� �A�B�0�;�8� �?�>�=�O�B�=�K� �@�0�7�=�K�5� �B�8�?�K� �>�B�2�5�B�>�2�,� �:�>�B�>�@�K�5� �A�?�>�A�>�1�=�>� 

�2�K�O�2�8�B�L� �A�:�0�=�8�@�>�2�0�=�8�5� �?�0�:�5�B�0�<�8� SYN, �B�@�5�1�C�5�B�A�O� �=�0�9�B�8� �:�0�:�>�9�-�=�8�1�C�4�L� �1�K�A�B�@�K�9� 

�A�?�>�A�>�1� �2�K�O�2�;�5�=�8�O� �>�B�:�@�K�B�K�E� �8� �7�0�:�@�K�B�K�E� �?�>�@�B�>�2�.� ��� �A� �M�B�>�9� �F�5�;�L�N� �<�>�6�=�>� �A�=�>�2�0� 

�>�1�@�0�B�8�B�L�A�O� �:� �>�:�=�C� Conversations, �3�4�5� �4�8�0�;�>�3�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �=�5�B�@�C�4�=�>� �>�B�A�>�­

�@�B�8�@�>�2�0�B�L� �?�>� �=�>�<�5�@�0�<� �?�0�:�5�B�>�2�,� �G�B�>�1�K� �?�5�@�2�K�<�8� �A�;�5�4�>�2�0�;�8� �=�0�8�1�>�;�L�H�8�5� �7�=�0�G�5�­

�=�8�O�.� ���;�O� �M�B�>�3�>� �4�>�A�B�0�B�>�G�=�>� �I�5�;�:�=�C�B�L� �=�0� �7�0�3�>�;�>�2�:�5� Packets, �G�B�>�1�K� �?�>�O�2�8�;�0�A�L� 

�A�B�@�5�;�:�0�,� �C�:�0�7�K�2�0�N�I�0�O� �2�=�8�7�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.6. 

�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�-�-�-�-�-�-�-�-�,� 

�E� �>� �r �~� �W�i�t�~�,�t� · ConveYtions · synscan 

1 ���1�1�5�B�1�5�t�·�1� �~�·�~� �"�!� �·�l�-
�~� 

�A�d�d�~�s�4� 

�B�.�1�6�.�0�.�2� 

172.16.0.8 
172.16.0.8 
�1�7�2�.�1�6�.�!�.�8� 

172.16.0.8 
172.16.0.8 
172.16.0.8 
�1���.�1�6�.���.�8� 

�6�4�.���.�\�3�.�t�.�)�2� 

�6�4�.�\�-�.�1�3�4�.�'�i�l� 

64.13.134.SZ 

Port ��� Address 8 Port 8 �P�:�k�o�l�s� ���y�t�e�s� �P�8�k�o�!�s� ��� - 8 8ytos ��� - 8 �P�:�i�<�o�!�s� ��� - ��� ���y�t�o�s� ��� - ��� Rol Slort �O�u�r�.�,�o�n� 8rts/s ��� - ��� 811! �� �~� 

36050 �6�4�.���1�3�4�.�5�2� S3 S 298 1 S8 4 240 0.001913000 �2�1�.�A�9�1�-���2� 21 '/ 

36050 64.13.134.52 80 �>� s 298 1 S8 4 240 0.129000000 21.272180 21 

36050 64. 13.134.$2 22 s 298 1 S8 4 240 1.403484000 21.681859 21 1 
36050 64. 13. 134 52 113 2 118 S8 �1��� 0.065341000 0.061491 7$4) 

36050 64.13.134.52 2S 2 118 S8 �1��� 1.403154000 0.D6274S 739S 

36050 64-13.134.Sl 313.17 
36061 64.13.134.SZ 113 
36050 64.13.134.52 10 

65000 �1���.�1�1�.���.�8� 36050 
65000 172. 1 �1�.���.��� 360S1 
S2.848 172.16.0.8 36050 

6 2 118 S8 �1��� 1.756214000 0.062293 7448 
118 S8 �1��� 3,070317000 OJl61814 7$06 
118 

S8 
S8 
S8 

1 
�>� 

�>� 

S8 �1��� �.�W�1�1�7�S�S�O�O�O� 0.061231 
S8 1.690937000 0.000000 
S8 1.820296000 0.000000 
S8 1.821670000 0.000000 

�J�S�"�I� 

N/A 
�N�/�4� 

N!A 
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�"�0�1�;�8�F�0� 12.1. ���>�;�O� �7�0�r�>�;�>�2�:�>�2� �8� �8�E� �7�=�0�G�5�=�8�O�,� �8�A�?�>�;�L�7�C�5�<�K�5� 

�?�@�8� �?�0�A�A�8�2�=�>�<� �?�>�;�C�G�5�=�8�8� �>�B�?�5�G�0�B�:�0� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K� 

���0�r�>�;�>�2�>�:� ���>�;�5� 
�?�@�>�B�>�:�>�;�0� 

IP 

IP 

�"�!� � 

Ini tial time to li ve 
�(���5�@�2�>�=�0�G�0�;�L�=�>�5� �2�@�5�<�O� 

�6�8�7�=�8�)� 

Don' t fragment 
�(���5� �D�@�0�3�<�5�=�B�8�@�>�2�0�B�L�)� 

���a�x�i�m�u�m� segment size 
�(���0�:�A�8�<�0�;�L�=�K�9� �@�0�7�<�5�@� 

�A�5�3�<�5�=�B�0�)� 

���=�0�G�5�=�8�5� �?�>� 
�C�<�>�;�G�0�=�8�N� 

64 

128 

255 

�$�;�0�3� �C�A�B�0�=�>�2�;�5�=� 

�$�;�0�3� �A�1�@�>�H�5�=� 

�>� 

1440-1460 

1460 

�"�!� � Window size �{� �0�7�<�5�@� �>�:�=�0�)� 1024-4096 

65535 

���5�@�5�<�5�=�=�>�5� 

16384 

4128 

24820 

���5�@�5�<�5�=�=�>�5� 

���;�0�B�D�>�@�<�0� 

NMap, BSD, OS �%�,� linux 

Novell, Windows 

Cisco IOS, Palm OS, Solaris 

BSD, OS �%�,� linux, Novell, 
Windows, Palm OS, Solaris 

Nmap, Cisco IOS 

Nmap 

Windows, Novell 

BSD, OS �%�,� linux, Solaris 

Nmap 

BSD, OS �%� 

linux 

Novell 

Cisco IOS 

Solaris 

Windows 

�"�!� � SackOK �(���K�1�>�@�>�G�=�>�5� �$�;�0�3� �C�A�B�0�=�>�2�;�5�=� linux, Windows, OS �%�,� OpenBSD 
�?�>�4�B�2�5�@�6�4�5�=�8�5� �@�0�7�@�5�H�5�=�>�)� 

�$�;�0�3� �A�1�@�>�H�5�=� Nmap, FreeBSD, Novell, Cisco 
IOS, Solaris 
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���0�:�5�B�K�,� �A �>�4�5�@�6�0�I�8�5�A�O� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� passiveosfingerprinting. 
pcapng, �A�;�C�6�0�B� �E�0�@�0�:�B�5�@�=�K�<�8� �?�@�8�<�5�@�0�<�8� �4�0�=�=�>�9� �<�5�B�>�4�8�:�8 �.� ��� �M�B�>�<� �D�0�9�;�5� 

�A�>�4�5�@�6�0�B�A�O� �4�2�0� �?�0�:�5�B�0�.� ���1�0� �?�0�:�5�B�0� �>�B�=�>�A�O�B�A�O� �:� �B�8�?�C� SYN �8� �>�B�?�@�0�2�;�O�N�B�A�O� �?�>� 

�?�@�>�B�>�:�>�;�C� �"�!� � �2� �?�>�@�B� 80, �=�>� �>�=�8� �8�A�E�>�4�O�B� �8�7� �@�0�7�=�K�E� �E�>�A�B�>�2�.� ���A�?�>�;�L�7�C�O� �B�>�;�L�:�>� 

�7�=�0�G�5�=�8�O�,� �A�>�4�5�@�6�0�I�8�5�A�O� �2� �M�B�8�E� �?�0�:�5�B�0�E� �8� �>�1�@�0�I�0�O�A�L� �7�0� �A�?�@�0�2�:�>�9� �:� �B�0�1�;�.� 12.1, 
�<�>�6�=�>� �>�?�@�5�4�5�;�8�B�L� �0�@�E�8�B�5�:�B�C�@�C� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K �,� �?�@�8�<�5�=�O�5�<�>�9� �=�0� �:�0�·� 

�6�4�>�<� �E�>�A�B�5 �.� ���>�4�@�>�1�=�K�5� �A �2�5�4�5�=�8�O� �>� �:�0�6�4�>�<� �?�0�:�5�B�5� �?�@�8�2�5�4�5�=�K� �=�0� �@�8�A�.� 12.7 . 

• Wirtsl,..lc · Pack:<t 1 · �p�o�s�s�i�v�e�o�s�f�i�n�g�~�r�i�n�t�o�n�g� �>� 

�F�r�a�<� 1: 62 bytes on w1re (496 �+�t�s�)�,� 62 bytes captured (496 �+�t�s�)� on 1nterface �5� 

Ethernet II, Src: V.WaN:_f9:74:d8 (ee:9c:29:f9:74:d8), Ost: O-Link_21:99:4c (00:9S:Sd:21:99:4C) 
v Internet Protocol Version 4, Src: 172.16.16.134, Ost: 168.143.162.180 

9180 . . . • • Version: 4 

.... 9191 • ���5�>�d�5�3� Length: 29 bytes 
Differentiated �S�e�3�v�i�c�e�s� Field: �9�E�0�0� (OSCP: CS9, ECN: Not-ECT) 
Totitl Length: 48 
Identificittion: 0x4d89 (19849) 
Fla3s: llx&2 (Don't �F�r�a�~�n�t�)� 

Frapnt off set: 11 
Tille to live: 128 
Protocol: �"�!� � (6) 
���e�a�d�e �r� checksum: exasbd [validetion �d�i�s�a�,�l�e�d�]� 

�S�o�u�3�c�e�:� 172..16.16.134 
Destination: 168.143 .162 .100 

�~�s�t�i�n�a�t�i�o�n� Port: 
�[�S�t�r�e�<� index: 11] 
�[�"�!� � Sepent Len: 11] 
Sequence �n�H�a�b�e�r�:� 2123482839 
Acknowledpent �n�u�.�.�,�.�,�r�:� �2� 

���e�a�d�e�r� Length: 28 bytes 

�2�1�2�3�4�0�2�1�1�3�1�1� L n: ��� 

�E� 

la s: 9"962 SYI{------ �-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�~�~�-�-�-�-�-�-�-�-�-�-
Window size v1lue: 64248 
[Calculated window size: 642.4&) 
Checksum: �0�E�3�6�7�1�1� (v1lidation �d�i�s�a�+�e�d�]� 

�U�3�g�e�n�t� pointer: 11 
v Options: (8 bytes), llax1- sepent size, �N�o�·�O�p�e�3�A�t�i�o�n� (NOP), No-Operation (NOP), SACK P"raitted 

> ���.�.�x�i "�U�I�O� sepent size: 1448 bytes 
No-Operation (NOP) 

> No·Operation (NOP) 
> �"�!� � SACK Permitted Option: True 

���'�>�. �1 �1� • �"�-�- �~� ·-., J72.J6.J&J.J4 • - J68.UJ./6l.JIXI • 6l • 1• 1V6 - �t�N� {SYN} �s�.�q�.�F�/�]�J�q�1�8�J�(�)� 14<--Ut>·D �;�.�f�$�$�a�J�D�t�f�)�S�A�C���_�P�f�!�l�l� 

CloS<! 
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�~� Jl.I 1re:shark �P�a�c�k�e�~� 2 �p�a�s�~�i� �e�o�s�f�1�n�g�e�:�r�p�?�n� 1ng �>� 

Frame 2: 62 bytes on wire (496 bits), 62 bytes captured (496 �+�t�s�)� on interface 0 

�E�t�h�e�3�n�e�t� II, Src: V-are_f9:74:d8 (00:0c:29:f9:74:d8), Dst: 0-Link_21:99:4c (00:05:5d:21:99:4c) 

Internet Protocol Version 4, Src: 172.16.16.134, Dst: 168.143.162.100 
0100 . . . . • Version: 4 
. .. . 0101 • Header Length: 20 bytes 

�D�i�f�f�e�3�e�n�t�i�a�t�e�d� Services Field: �0�E�0�0� (DSCP: CS0, ECN: Not-ECT) 
Total Length: 48 
Identification: Elx4d80 (19840) 

> Flags: �0�E�0�2� (Don 't Fragroent) 
Fragment off set: 0 
�B�u�.�5� to live: 64 
Protocol: �"�!� � (6) 
Header checksu11: 0xe5bd [validation �d�i�s�a�+�e�d�)� 

Source: 172.16.16.134 
Destination: 168.143.162.100 
[Source GeoIP: Unknown] 
[Destination GeoIP: Unknown] 

v Trans11ission Control Protocol, Src Port: 1176 (1176), Dst Por-t: 80 (80), Seq: �2�U���4�8�2���-�0�,� Len: 0 

�S�o�u�3�c�e� Port: 1176 
Destination Port: 80 
�[�s�t�3�e�a�m� index: 0) 
�[�"�!� � Segment len: 0) 
Sequence nu11ber: 2123482830 
Acknowledl!Jlent �n�u�1�1�,�5�3�:� 0 
���e�a�d�e�r� length: 28 bytes 

) JF1aa<• �<�~� (SY.IO 

Window size value: 2920 
[Colculated window size: 2920) 

, Checksum: 0x2SeS [validation �d�i�s�a�+�e�d�]� 

Urgent pointer: 0 
v Options: (8 bytes), ���a�x�i�m�U�1�1�1� segnient size, �N�o�-�O�p�e�3�a�t�i�o�n� (NOP), �N�o�-�O�p�e�3�a�t�i�o�n� (NOP), SACK pen11itted 

���a�x�i�l�l�u�1�1� segment size: 1460 bytes 
�N�o�-�O�p�e�3�a�t�i�o�n� (NOP) 

> No-Operation (NOP) 
} �"�!� � SACK Permitted Option: �"�3�u�5� 

[SEQ/ACK analysis] 

Nc.: Z • �"�i�B�>�:� D.IXXIJIJt1·SCutu_.17.l.16.16.1.N • °"""'""""1168.J6.J62.100 �· �_�O�u�r�.�c�f�-�O�r�r�!�3�-�]� 1116 - llD (5YNJ �~�.�l�1�2�J�4�8�<�8�J�D� ���f�t�>�:�.�1�9�.�>�0� Un-=D �N�S�S�.�.�J!��J� S.AQ(.PE. 

e1ose JI �=�~ �_�j� 

� �8�A�.� 12.7. ���>� �?�@�8�2�5�4�5�=�=�K�<� �7�4�5�A�L� �?�0�:�5�B�0�<� �<�>�6�=�>� �C�7�=�0�B�L�,� �8�7� �:�0�:�>�9� �>�?�5�@�0�F�8�>�=�=�>�9� 

�A�8�A�B�5�<�K� �>�=�8� �1�K�;�8� �?�@�8�A�;�0�=�K� 

���A�?�>�;�L�7�C�O� �B�0�1�;�.� 12.1 �2� �:�0�G�5�A�B�2�5� �A�?�@�0�2�:�8�,� �<�>�6�=�>� �A�>�A�B�0�2�8�B�L� �B�0�1�;�.� 12.2, �3�4�5� 

�A�2�5�4�5�=�K� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�5� �?�>�;�O� �8�7� �M�B�8�E� �?�0�:�5�B�>�2�.� ���A�=�>�2�K�2�0�O�A�L� �=�0� �M�B�8�E� �7�=�0�G�5�­

�=�8�O�E�,� �<�>�6�=�>� �?�@�8�9�B�8� �:� �2�K�2�>�4�C�,� �G�B�>� �?�0�:�5�B� 1 �1�K�;�,� �2�5�@�>�O�B�=�5�5� �2�A�5�3�>�,� �>�B�?�@�0�2�;�5�=� 

�C�A�B�@�>�9�A�B�2�>�<�,� �@�0�1�>�B�0�N�I�8�<� �?�>�4� �C�?�@�0�2�;�5�=�8�5�<� ���!� �W�i�?�d�o�w�s�,� �0� �?�0�:�5�B� 2 - �C�A�B�@�>�9�­

�A�B�2�>�<�,� �@�0�1�>�B�0�N�I�8�<� �?�>�4� �C�?�@�0�2�;�5�=�8�5�<� �L�i�?�u�x �.� 

�!�;�5�4�C�5�B�,� �>�4�=�0�:�>�,� �8�<�5�B�L� �2� �2�8�4�C�,� �G�B�>� �?�5�@�5�G�5�=�L� �?�>�;�5�9�,� �=�0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�­

�B�5�;�L�=�K�E� �?�@�8� �?�>�;�C�G�5�=�8�8� �>�B�?�5�G�0�B�:�0� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K� �8� �?�@�8�2�5�4�5�=�=�K�E� 

�2� �B�0�1�;�.� 12.2, �=�5�;�L�7�O� �A�G�8�B�0�B�L� �8�A�G�5�@�?�K�2�0�N�I�8�<�.� �%�>�B�O� �<�5�B�>�4�8�:�0� �?�@�8�<�5�=�5�=�8�O� 

�M�B�8�E� �?�>�;�5�9� �<�>�6�5�B� �8�<�5�B�L� �=�5�<�0�;�>� �=�5�>�6�8�4�0�=�=�K�E� �C�2�5�@�B�>�:�,� �A�?�>�A�>�1�=�K�E� �?�@�8�2�5�­

�A�B�8� �:� �7�0�<�5�B�=�K�<� �>�B�:�;�>�=�5�=�8�O�<� �>�B� �?�@�5�4�?�>�;�0�3�0�5�<�K�E� �7�=�0�G�5�=�8�9�.� �!�;�5�4�>�2�0�B�5�;�L�=�>�,� 
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�?�>�;�=�>�A�B�L�N� �?�>�;�0�3�0�B�L�A�O� �=�0� �@�5�7�C�;�L�B�0�B�K� �?�>�;�C�G�5�=�8�O� �?�0�A�A�8�2�=�>�3�>� �>�B�?�5�G�0�B�:�0� �>�?�5�@�0�­

�F�8�>�=�=�>�9� �A�8�A�B�5�<�K� �=�5�;�L�7�O�.� 

�"�0�1�;�8�F�0� 12.2. �!�2�>�4�:�0� �?�>�;�5�9� �8�7� �?�0�:�5�B�>�2�,� �8�A�?�>�;�L�7�C�5�<�K�E� �?�@�8� �?�>�;�C�G�5�=�8�8� 

�>�B�?�5�G�0�B�:�0� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K� 

���0�r�>�;�>�2�>�:� ���>�;�5� ���=�0�G�5�=�8�5� �8�7� �?�0�:�5�B�0� 1 ���=�0�G�5�=�8�5� �8�7� �?�0�:�5�B�0� 2 
�?�@�>�B�>�:�>�;�0� 

IP Ini tial ti.m.e to li ve 128 64 

IP Don' t fragment �$�;�0�3� �C�A�B�0�=�>�2�;�5�=� �$�;�0�3� �C�A�B�0�=�>�2�;�5�=� 

�"�!� � ���a�x�i�m�u�m� segment size 1440 �1�0�9�B� 1460 �1�0�9�B� 

�"�!� � Windowsize 64240 �1�0�9�B� 2920 �1�0�9�B� 

�"�!� � SackOK �$�;�0�3� �C�A�B�0�=�>�2�;�5�=� �$�;�0�3� �C�A�B�0�=�>�2�;�5�=� 

�l�e�!�Q�(�!�p�M�(�l�l� ���0�G�0�A�B�C�N� �������'�J���+�H�.�;�5�=�=�8�:�8� �8�A�?�>�;�L�7�C�N�B� �0�2�B�>�<�0�B�8�7�8�@�>�2�0�=�=�K�5� �8�=�A�B�@�C�­

�<�5�=�B�0�;�J�=�K�5� �A�@�5�4�A�B�2�0� �4�;�O� �?�0�A�A�8�2�=�>�3�>� �2�J�1�.�O�2�;�5�=�8�O� �B�8�?�0� �>�?�5�@�0�F�8�>�=�=�>�9� 

�A�8�A�B�5�<�K� �=�0� �F�5�;�5�2�>�<� �E�>�A�B�5�.� ��� �G�8�A�;�C� �B�0�:�8�E� �A�@�5�4�A�B�2�,� �2� �:�>�B�0�@�K�E� �?�@�8�<�5�­

�w�~�N�B�A�O� �A�?�>�A�>�1�K� �?�>�;�C�G�5�=�8�O� �>�B�?�5�G�0�B�:�>�2� �>�?�5�@�0�F�,�8�>�=�=�K�E� �A�8�A�B�5�<�,� �>�B�=�>�­

�A�8�B�A�O� pOJ �-�B�>� �8�=�A�B�@�C�<�5�=�B�0�;�J�=�>�5� �A�@�5�4�A�B�2�>� �?�>�7�2�>�;�O�5�B� �0�=�0�;�8�7�8�@�>�2�0�B�J� 

�A�>�>�B�2�5�B�A�B�2�C�N�I�8�5� �?�>�;�O� �2� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�0�E� �8� �2�K�2�>�4�8�B�J� �A�2�5�4�5�=�8�O� 

�>� �?�@�5�4�?�>�;�0�3�0�,�5�<�>�<� �B�8�?�5� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K�.� ���@�8�<�5�=�O�O� �8�=�A�B�@�C�<�5�=�­

�B�0�;�J�=�J�t�5� �A�@�5�4�A�B�2�0� �2�@�>�4�5� pOJ, �<�>�6�=�>� �?�>�;�C�G�8�B�J� �A�2�5�4�5�=�8�O� �=�5� �B�>�;�J�:�>� �>�1� �0�j�J�­

�E�8�B�5�:�B�C�@�5� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K�,� �=�>� �8�=�>�3�4�0� �4�0�6�5� �5�5� �2�5�@�A�8�N� �8�;�8� �C�@�>�2�5�=�L� 

�C�A�B�0�=�>�2�:�8� �?�0�:�5�B�>�2� �>�1�=�>�2�;�5�=�8�9�.� ���=�A�B�@�C�<�5�=�B�0�;�J�=�>�5� �A�@�5�4�A�B�2�>� pOJ �<�>�6�=�>� 

�7�0�3�@�C�7�8�B�J� �?�>� �0�4�@�5�A�C�h�t�t�p�:�/�/�l�c�a�m�t�u�f�.�c�o�r�e�d�u�m�p�.�c�x�/�p�O�f� .shtml. 

���:�B�8�2�=�>�5� �?�>�;�C�G�5�=�8�5� �>�B�?�5�G�0�B�:�>�2� �>�?�5�@�0�F�8�>�=�=�K�E� �A�8�A�B�5�<� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� activeos­

fingerprinting .pcapng 

���A�;�8� �?�0�A�A�8�2�=�K�9� �B�5�:�C�I�8�9� �:�>�=�B�@�>�;�L� �A�5�B�5�2�>�3�>� �B�@�0�­

�D�8�:�0� �=�5� �?�@�8�=�>�A�8�B� �6�5�;�0�5�<�K�E� �@�5�7�C�;�L�B�0�B�>�2�,� �<�>�6�=�>� 

�>�?�@�>�1�>�2�0�B�L� �1�>�;�5�5� �?�@�O�<�>�9� �A�?�>�A�>�1� - �0�:�B�8�2�=�>�5� �?�>�;�C�­

�G�5�=�8�5� �>�B�?�5�G�0�B�:�>�2� �>�?�5�@�0�F�8�>�=�=�K�E� �A�8�A�B�5�<�.� ��� �M�B�>�<� �A�;�C�G�0�5� �7�;�>�C�<�K�H�;�5�=�=�8�:� �0�:�B�8�2�=�>� 

�?�>�A�K�;�0�5�B� �A�?�5�F�8�0�;�L�=�>� �A�>�A�B�0�2�;�5�=�=�K�5� �?�0�:�5�B�K� �F�5�;�5�2�>�<�C� �E�>�A�B�C�,� �G�B�>�1�K� �2�K�O�2�8�B�L� 

�>�B�2�5�B�K�,� �?�>�7�2�>�;�O�N�I�8�5� �2�K�O�A�=�8�B�L� �B�8�?� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K� �=�0� �F�5�;�5�2�>�9� �<�0�­

�H�8�=�5�.� ���5�7�C�A�;�>�2�=�>�,� �M�B�>� �=�5� �>�A�>�1�5�=�=�>� �A�:�@�K�B�=�K�9�,� �E�>�B�O� �8� �2�5�A�L�<�0� �M�D�D�5�:�B�8�2�=�K�9� 
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�?�0�=�5�;�8� Packet List, �2�K�?�>�;�=�8�2� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���K�1�5�@�8�B�5� �:�>�<�0�=�4�C� EditQPreferences �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N�.� 

2. �)�5�;�:�=�8�B�5� �=�0� �M�;�5�<�5�=�B�5� Columns, �:�>�B�>�@�K�9� �=�0�E�>�4�8�B�A�O� �C� �;�5�2�>�3�>� �:�@�0�O� �>�B�­

�:�@�K�2�H�5�3�>�A�O� �>�:�=�0� Preferences. 

3. �)�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �A�>� �7�=�0�:�>�<� �"�?�;�N�A�"� ( +), �G�B�>�1�K� �4�>�1�0�2�8�B�L� �=�>�2�K�9� �A�B�>�;�1�5�F�.� 

4. ���2�5�4�8�B�5� Source �����!� �(�����!�-�0�4�@�5�A� �8�A�B�>�G�=�8�:�0�)� �2� �>�1�;�0�A�B�8� Title �(���0�3�>�;�>�2�>�:�)� �8� 

�=�0�6�<�8�B�5� �:�;�0�2�8�H�C� <Enter>. 

5. ���K�1�5�@�8�B�5� �2�0�@�8�0�=�B� Hw src addr (resolved) �(���?�?�0�@�0�B�=�K�9� �0�4�@�5�A� �>�B�?�@�0�2�8�B�5�;�O� 

�(�?�@�5�>�1�@�0�7�>�2�0�=�=�K�9�)�)� �8�7� �@�0�A�:�@�K�2�0�N�I�5�3�>�A�O� �A�?�8�A�:�0� �"�C�@�5�.� 

�1�.� �)�5�;�:�=�8�B�5� �=�0� �2�=�>�2�L� �2�2�5�4�5�=�=�>�<� �A�B�>�;�1�F�5� �8� �?�5�@�5�B�0�I�8�B�5� �5�3�>�,� �@�0�A�?�>�;�>�6�8�2� 

�A�@�0�7�C� �?�>�A�;�5� �A�B�>�;�1�F�0� Source. 

7. �)�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �A�>� �7�=�0�:�>�<� �"�?�;�N�A�"�(�+�)�,� �G�B�>�1�K� �4�>�1�0�2�8�B�L� �5�I�5� �>�4�8�=� �=�>�­

�2�K�9� �A�B�>�;�1�5�F�.� 

8. ���2�5�4�8�B�5� Dest �����!� �(�����!�-�0�4�@�5�A� �<�5�A�B�0� �=�0�7�=�0�G�5�=�8�O�)� �2� �>�1�;�0�A�B�8� Title �8� �=�0�6�<�8�­

�B�5� �:�;�0�2�8�H�C� �<�E�?�t�e�r�>�.� 

9. ���K�1�5�@�8�B�5� �2�0�@�8�0�=�B� Hw dest addr (resolved) �(���?�?�0�@�0�B�=�K�9� �0�4�@�5�A� �?�>�;�C�G�0�B�5�;�O� 

�(�?�@�5�>�1�@�0�7�>�2�0�=�=�K�9�)�)� �8�7� �@�0�A�:�@�K�2�0�N�I�5�3�>�A�O� �A�?�8�A�:�0� �"�C�@�5�.� 

10. �)�5�;�:�=�8�B�5� �=�0� �2�=�>�2�L� �2�2�5�4�5�=�=�>�<� �A�B�>�;�1�F�5� �8� �?�5�@�5�B�0�I�8�B�5� �5�3�>�,� �@�0�A�?�>�;�>�6�8�2� 

�A�@�0�7�C� �?�>�A�;�5� �A�B�>�;�1�F�0� Destination. 

11. �)�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �����,� �G�B�>�1�K� �?�@�8�<�5�=�8�B�L� �2�=�5�A�5�=�=�K�5� �8�7�<�5�=�5�=�8�O�.� 
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���K�?�>�;�=�8�2� �>�?�8�A�0�=�=�K�5� �2�K�H�5� �4�5�9�A�B�2�8�O�,� �2�K� �4�>�;�6�=�K� �C�2�8�4�5�B�L� �=�0� �M�:�@�0�=�5� �B�>� �6�5� 

�A�0�<�>�5�,� �G�B�>� �8� �=�0� �@�8�A�.� 12.8. �"�5�?�5�@�L� �2� �2�0�H�5�<� �@�0�A�?�>�@�O�6�5�=�8�8� �4�>�;�6�=�K� �1�K�B�L� �4�2�0� �4�>�­

�?�>�;�=�8�B�5�;�L�=�K�E� �A�B�>�;�1�F�0�,� �3�4�5� �>�B�>�1�@�0�6�0�N�B�A�O� �����!�-�0�4�@�5�A�0� �>�B�?�@�0�2�8�B�5�;�O� �8� �?�>�;�C�G�0�­

�B�5�;�O� �8�7� �0�=�0�;�8�7�8�@�C�5�<�K�E� �?�0�:�5�B�>�2� . 

• Wiresharlc · Preferences 

v Appe.arance 

Layout 
Columns 
Font and Colors 

Capture 
�f�i�~�e�r� Expressions 
Name Resolution 

Protocols 
Statistics 
Advanced 

> 

Disployed 

0 
0 
0 
0 
0 
0 
0 
0 

�B� -1 

�"�-�r�t�l�e� �"�C�@�5� 

No. Number 
�"�i�m�e� �"�i�m�e� (format as �s�p�e�c�i�f�i�~�)� 

Source Source address 
Source �����!� ���w� src addr (rosolved) 

Dest:ination Dfitination address 

Dest �����!� ���w� dest addr (resolved) 

Protocol Protocol 

lnfo lnformation 

�E� 

Field Name Fiekf Occurrence 

�>�:� 

� �8�A�.� 12.8. �-�:�@�0�=� �:�>�=�D�8�3�C�@�8�@�>�2�0�=�8�O� �A�B�>�;�1�F�>�2� �A� �4�2�C�<�O� �2�=�>�2�L� �2�2�5�4�5�=�=�K�<�8� 

�A�B�>�;�1�F�0�<�8� �0�?�?�0�@�0�B�=�K�E� �0�4�@�5�A�>�2� �>�B�?�@�0�2�8�B�5�;�O� �8� �?�>�;�C�G�0�B�5�;�O� 

���A�;�8� �C� �2�0�A� �?�>�-�?�@�5�6�=�5�<�C� �0�:�B�8�2�8�7�8�@�>�2�0�=� �@�5�6�8�<� �?�@�5�>�1�@�0�7�>�2�0�=�8�O� �����!�-�0�4�@�5�­

�A�>�2�,� �2�K� �4�>�;�6�=�K� �C�2�8�4�5�B�L�,� �G�B�>� �>�1�<�5�=�8�2�0�N�I�8�5�A�O� �4�0�=�=�K�<�8� �C�A�B�@�>�9�A�B�2�0� �>�1�;�0�4�0�N�B� 

�����!�-�0�4�@�5�A�0�<�8�,� �>�1�>�7�=�0�G�0�N�I�8�<�8� �A�5�B�5�2�>�5� �>�1�>�@�C�4�>�2�0�=�8�5� �:�>�<�?�0�=�8�9� Dell �8� Cisco. 
�-�B�8� �A�2�5�4�5�=�8�O� �>�G�5�=�L� �2�0�6�=�>� �7�0�?�>�<�=�8�B�L�,� �?�>�A�:�>�;�L�:�C�,� �?�@�>�:�@�C�B�8�2� �4�0�;�L�H�5� �A�?�8�A�>�:� 

�?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2�,� �<�>�6�=�>� �7�0�<�5�B�8�B�L�,� �G�B�>� �>�=�8� �8�7�<�5�=�O�N�B�A�O� �2� �?�0�:�5�B�5� 54, 
�3�4�5� �?�@�>�8�A�E�>�4�8�B� �=�5�>�1�K�G�=�K�9� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� ARP �<�5�6�4�C� �E�>�A�B�>�<� �A� �>�1�>�@�C�­

�4�>�2�0�=�8�5�<� �:�>�<�?�0�=�8�8� Dell �(�F�5�;�5�2�K�<� �E�>�A�B�>�<�)� �8� �2�=�>�2�L� �2�=�5�4�@�5�=�=�K�<� �E�>�A�B�>�<� �A� �>�1�>�­

�@�C�4�>�2�0�=�8�5�<� �:�>�<�?�0�=�8�8� ��� � �(�7�;�>�C�<�K�H�;�5�=�=�8�:�>�<�)�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.9. 

.... ...... Scuco �S�c�u�a�.���A�C� "."."_ �D�@�s�t���A�C� ProtDCd tnfo 

S4 �4�.�1�7�1�'�5�5�5� !iewlrttP �_�L�f�:�9�1�:�5�5� tWlettP _bf :91 �0�5� �~�l�l�_�c�e�:�S�6�:�f�e� �>� O.ll_c&,'6,fQ ARP Who hAs 172.16.8.1&7? Tell 172.16.8.1 

f} sse . �.�.�.�.�.�.�,�M� �~�U�_�c�8�:�S�6�:�f�8� �D�e�1�l�_�c�e�:�~�:�f�B� �t�L�l�e�t�t�P�_�,�f�:�9�1�:�~� �~�1�H�t�P� �_�b�f �: �9�1�:�~� ARP 172.16.0.197 is at 0e:21:78:c8:S6:fB 

S6 8.80681' �~�J�~�t�t�P�_�,�f�:�t�1�:�~� ���w�l�r�t�t�P�_�,�f�:�t�l�:�e�e� �~�l�l�_�c�e�:�S�6�:�f�e� �r�>�e�l�l�_�c�e�:�S�1�:�f�t�t� .... 0 172.16.0.1 i.5 et �8�8�:�1�S�:�,�3�:�,�f�:�9�1�:�8�-

� �8�A�.� 12. 9. ���5�>�1�K�G�=�K�9� �B�@�0�D�8�:� �?�>� �?�@�>�B�>�:�>�;�C� ARP �<�5�6�4�C� �A�5�B�5�2�K�<�8� �C�A�B�@�>�9�A�B�2�0�<�8� �:�>�<�­

�?�0�=�8�9� Dell �8� ��� � 

���@�5�6�4�5� �G�5�<� �?�@�>�4�>�;�6�8�B�L� �4�0�;�L�H�5�,� �>�1�@�0�B�8�B�5� �2�=�8�<�0�=�8�5� �=�0� �:�>�=�5�G�=�K�5� �B�>�G�:�8� 

�@�0�A�A�<�0�B�@�8�2�0�5�<�>�3�>� �7�4�5�A�L� �A�>�5�4�8�=�5�=�8�O�,� �?�5�@�5�G�8�A�;�5�=�=�K�5� �2� �B�0�1�;�.� 12.3. 

���=�0�;�8�7� �?�0�:�5�B�>�2� �=�0� �1�5 �7 �>�?�0�A�=�>�A�B�L� 355 
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�"�0�1�n�8�F�0� �1�2�.���.� ���>�=�5�G�=�1�1�1�5� �B�>�G�:�8� �:�>�=�B�@�>�n�8�@�C�5�<�>�r�>� �A�>�5�4�8�=�5�=�8 "� 

Poni. �"�8�?� �C�A�B�@�>�9�A�B�2�0� �I� �-�0�4�@�5�A� �����!�-�0�4�@�5�A� 

�&�5�;�5�2�>�9� �E�>�A�B� Dell 172 .16. ��� .107 00 :21 :70 �:�A��� :56:f0 

���0�@�H�@�C�B�8�7�0�B�>�@� Cisco 172 .16. ��� .1 �0�0�:�2�6�:�0�,�:�3�1�:� 07 :33 

���;�>�C�<�K�H�;�5�=�=�8�:� ��� � ���5�8�7�2�5�A�B�5�=� 00:25:b3:bf:91:ee 

���>� �2� �G�5�<� �=�5�>�1�K�G�=�>�A�B�L� �0�=�0�;�8�7�8�@�C�5�<�>�3�>� �7�4�5�A�L� �B�@�0�D�8�:�0�?� ���0�:� �?�>�O�A�=�O�;�>�A�L� �?�@�8� 

�>�1�A�C�6�4�5�=�8�8� �?�@�>�B�>�:�>�;�0� ARP �2� �3�;�0�2�5� 7, �"���@�>�B�>�:�>�;�K� �A�5�B�5�2�>�3�>� �C�@�>�2�=�O�"�,� �8�<�5�N�B�A�O� 

�4�2�0� �>�A�=�>�2�=�K�E� �B�8�?�0� �?�0�:�5�B�>�2� ARP �A� �7�0�?�@�>�A�0�<�8� �8� �>�B�2�5�B�0�<�8�.� ��� �G�0�A�B�=�>�A�B�8�,� �?�0�:�5�B� 

�A� �7�0�?�@�>�A�>�<� �?�>�A�K�;�0�5�B�A�O� �:�0�:� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�9� �2�A�5�<� �E�>�A�B�0�<�,� �G�B�>�1�K� �>�1�=�0�@�C�­

�6�8�B�L� �2� �A�5�B�8� �<�0�H�8�=�C�,� �8�<�5�N�I�C�N� �����!�-�0�4�@�5�A�,� �A�2�O�7�0�=�=�K�9� �A� �:�>�=�:�@�5�B�=�K�<� �I� �-�0�4�@�5�­

�A�>�<�.� ���0� �M�B�>� �8�A�:�>�<�0�O� �<�0�H�8�=�0� �?�>�A�K�;�0�5�B� �7�0�?�@�0�H�8�2�0�N�I�5�<�C� �C�A�B�@�>�9�A�B�2�C� �>�B�2�5�B� �2� 

�>�4�=�>�0�4�@�5�A�0�B�=�>�<� �?�0�:�5�B�5�.� ���@�8�=�8�<�0�O� �M�B�8� �A�2�5�4�5�=�8�O� �2�>� �2�=�8�<�0�=�8�5�,� �<�>�6�=�>� �2�K�O�A�­

�=�8�B�L� �>�A�>�1�5�=�=�>�A�B�8� �4�0�=�=�>�9� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�8� �>�1�<�5�=�0� �4�0�=�=�K�<�8�,� �:�0�:� �?�>�:�0�7�0�=�>� 

�=�0� �@�8�A�.� 12.9. 
���@�5�6�4�5� �2�A�5�3�>�,� �?�0�:�5�B� 54 �A�>�4�5�@�6�8�B� ���R� �-�7�0�?�@�>�A�,� �?�>�A�K�;�0�5�<�K�9� �7�;�>�C�<�K�H�;�5�=�­

�=�8�:�>�<� �(�A� �����!�-�0�4�@�5�A�>�<� �0�0�:�2�5�:�,���:�,�f�:�9�1�:�5�5�)�,� �2� �2�8�4�5� �>�4�=�>�0�4�@�5�A�0�B�=�>�3�>� �?�0�:�5�B�0� 

�=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �F�5�;�5�2�>�<�C� �E�>�A�B�C� �(�A� �����!�-�0�4�@�5�A�>�<� 00:21:'70:c0:56:f0) ���.� ���0�­

�?�@�>�A� �4�0�=�=�>�3�>� �B�8�?�0� �4�>�;�6�5�=� �1�K�B�L� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�K�<� �4�;�O� �2�A�5�E� �E�>�A�B�>�2� �2� �A�5�B�8�,� 

�=�>� �0�=�0�;�8�7�8�@�C�5�<�K�9� �7�4�5�A�L� �7�0�?�@�>�A� �=�0�?�@�0�2�;�O�5�B�A�O� �B�>�;�L�:�>� �F�5�;�5�2�>�<�C� �E�>�A�B�C�.� �!�;�5�4�C�5�B� 

�B�0�:�6�5� �8�<�5�B�L� �2� �2�8�4�C�,� �G�B�>� �2� �=�5�<� �C�:�0�7�0�=� �I� �-�0�4�@�5�A� �<�0�@�H�@�C�B�8�7�0�B�>�@�0�,� �0� �=�5� �A�>�1�A�B�2�5�=�­

�=�K�9� �0�4�@�5�A� �7�;�>�C�<�K�H�;�5�=�=�8�:�0�,� �=�5�A�<�>�B�@�O� �=�0� �B�>�,� �G�B�>� �4�0�=�=�K�9� �?�0�:�5�B� �?�>�A�K�;�0�5�B�A�O� 

�M�B�8�<� �7�;�>�C�<�K�H�;�5�=�=�8�:�>�<� �A� �����!�-�0�4�@�5�A�>�<� �5�3�>� �C�A�B�@�>�9�A�B�2�0�,� �2�:�;�N�G�5�=�=�K�<� �2� ���R� �-�7�0�­

�3�>�;�>�2�>�:�.� 

���>�A�;�5� �4�0�=�=�>�3�>� �?�0�:�5�B�0� �A�;�5�4�C�5�B� �>�B�2�5�B� �>�B� �F�5�;�5�2�>�3�>� �E�>�A�B�0� �7�;�>�C�<�K�H�;�5�=�=�8�:�C�,� 

�A�>�4�5�@�6�0�I�5�<�C� �A�2�5�4�5�=�8�O� �>� �A�2�>�5�<� �����!�-�0�4�@�5�A�5� 8. ���=�0�;�8�7�8�@�C�5�<�>�5� �7�4�5�A�L� �6�C�;�L�­

�=�8�G�5�A�B�2�>� �?�@�>�8�A�E�>�4�8�B� �2� �?�0�:�5�B�5� 56, �3�4�5� �7�;�>�C�<�K�H�;�5�=�=�8�:� �?�>�A�K�;�0�5�B� �?�0�:�5�B� �F�5�­

�;�5�2�>�<�C� �E�>�A�B�C�,� �A�>�4�5�@�6�0�I�8�9� �=�5�7�0�B�@�5�1�>�2�0�=�=�K�9� ���R� �-�>�B�2�5�B�,� �2� �:�>�B�>�@�>�<� �A�>�>�1�­

�I�0�5�B�A�O�,� �G�B�>� �C�A�B�@�>�9�A�B�2�>� �A� �I� �-�0�4�@�5�A�>�<� 1 '72 .16. ��� .1 �=�0�E�>�4�8�B�A�O� �?�>� �����!�-�0�4�@�5�A�C� 

00: 25: �,���:� bf: 91: �5�5� ���.� ���>� �4�5�;�>� �2� �B�>�<�,� �G�B�>� �I� �-�0�4�@�5�A�C� 1 '72 .16. ��� .1 �A�>�>�B�2�5�B�A�B�2�C�5�B� 

�=�5� �����!�-�0�4�@�5�A� �0�0�:�2�5�:�,���:�,�f�:�9�1�:�5�5�,� �0� �����!�-�0�4�@�5�A� �0�0�:�2�6�:�0�,�:���1�:�0�'�7�:�����.� ���1� �M�B�>�<� 

�8�7�2�5�A�B�=�>� �8�7� �?�@�>�2�5�4�5�=�=�>�3�>� �@�0�=�5�5� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�,� �:�>�B�>�@�K�<�8� �<�0�@�H�@�C�B�8�7�0�B�>�@�,� 

�@�0�A�?�>�;�>�6�5�=�=�K�9� �?�>� �0�4�@�5�A�C� 1 '72 .16. ��� .1, �>�1�<�5�=�8�2�0�;�A�O� �A� �F�5�;�5�2�K�<� �E�>�A�B�>�<�.� ��� �?�>�­

�A�:�>�;�L�:�C� �?�@�>�B�>�:�>�;� ARP, �?�>� �A�C�I�5�A�B�2�C�,� �=�5� �O�2�;�O�5�B�A�O� �7�0�I�8�I�5�=�=�K�<� �8� �4�>�?�C�A�:�0�5�B� 

�=�5�7�0�B�@�5�1�>�2�0�=�=�K�5� �>�1�=�>�2�;�5�=�8�O� ���R� �-�B�0�1�;�8�F�K�,� �B�>� �F�5�;�5�2�>�9� �E�>�A�B� �?�>�H�;�5�B� �B�5�?�5�@�L� 

�A�2�>�9� �B�@�0�D�8�:� �=�5� �<�0�@�H�@�C�B�8�7�0�B�>�@�C�,� �:�0�:� �M�B�>� �4�>�;�6�=�>� �1�K�B�L�,� �0� �7�;�>�C�<�K�H�;�5�=�=�8�:�C�.� 

���0�:� �B�>�;�L�:�>� �F�5�;�5�2�>�9� �E�>�A�B� �8� �<�0�@�H�@�C�B�8�7�0�B�>�@� �C�4�0�A�B�A�O� �2�2�5�A�B�8� �2� �7�0�1�;�C�6�4�5�=�8�5�,� 

�>�1�<�5�=� �4�0�=�=�K�<�8� �<�5�6�4�C� �=�8�<�8� �1�C�4�5�B� �?�@�>�8�A�E�>�4�8�B�L� �G�5�@�5�7� �E�>�A�B� �7�;�>�C�<�K�H�;�5�=�=�8�:�0�,� 

�:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.1 ���.� 
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�l�1�!�Q�i���!�p�D�i�i�l�i�l� ���=�0�;�8�7�8�@�C�5�<�J�t�5� �7�4�5�A�L� �?�0�:�5�B�J�t� �?�5�@�5�E�2�0�G�5�=�K� �8�7� �F�5�;�5�2�>�9� �<�0�H�8�=�J�t� �8� �?�>�M�­

�B�0�<�C� �=�5� �4�0�N�B� �?�>�;�=�>�3�>� �?�@�5�4�A�B�0�2�;�5�=�8�O� �>� �?�@�>�8�A�E�>�4�O�I�5�<�.� �'�B�>�1�J�t� �0�B�0�:�0� 

�7�;�0�C�<�K�H�.�;�5�=�=�8�:�0� �2�>�7�K�<�5�;�0� �4�5�9�A�B�2�8�5�,� �>�=� �4�>�;�6�5�=� �?�>�A�;�0�B�J� �B�C� �6�5� �A�0�<�C�N� 

�?�>�A�.�;�5�4�>�2�0�B�5�;�J�=�>�A�B�J� �?�0�:�5�B�>�2� �<�0�@�H�@�C�B�8�7�0�B�>�@�C� �A� �F�5�;�J�N� �2�K�=�C�4�8�B�J� �5�3�>� 

�?�@�8�=�O�B�J� �:�0�<�?�J�N�B�5�@� �7�;�0�C�<�J�t�H�.�;�5�=�=�8�:�0� �7�0� �F�5�;�5�2�>�9� �E�>�A�B�.� ���>� �4�;�O� �B�>�3�>� �G�B�~� 

�1�J�t� �>�1�=�0�@�C�6�8�B�J� �7�B�8� �?�0�:�5�B�J�t�,� �?�@�8�4�5�B�A�O� �>�A�C�I�5�A�B�2�8�B�J� �5�I�5� �>�4�8�=� �?�5�@�5�E�2�0�B� 

�A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�,� �8�A�E�>�4�O�I�5�3�>� �8�7� �<�0�@�H�@�C�B�8�7�0�B�>�@�0� �(�8�.�;�8� �E�>�A�B�0� �7�;�0�C�<�J�t�H�­

�;�5�=�=�8�:�0� ). 

.... �~� •••• CL] 

���0�@�w�@�C�B�8�7�0�B�>�@�u�t�5�r� 

(Cisco) 
�1�7�2�.�1�6�.���.�1� 

�0�0�:�2�6�:�0�,�:�2�1�:�0�7�:�3�3� 

���>�<�?�L�N�B�5�@� 

�7�n�>�C�<�K�w�n�5�=�=�<�:�0� 

�(��� �)� 

�0�0�:�2�5�:�,���:�,�f�:�9�1�:�5�5� 

.... �~� ___.. gJ-
•••• �!�1�:�1� 

�~� 
• �.�.�:�z�=�=�.�_�~�"� 

���0�@�H�@�C�B�8�7�0�B�>�@� ���>�<�?�L�N�B�5�@� 

�7�n�>�C�<�K�w�n�5�=�=�8�:�0� 

���@�r�0�=�8�<�q�1�1�1�1� ����� �-�8�<�8�B�0�F�8�8� 

�(�!� �B�>�G�:�8� �7�@�5�=�8�O� �F�5�n�5�2�>�3�>� xocra) 

�'�5�9� �I� �-�0�4�@�5�A� 172 .16. �>� �.�1�0�7�?�!�>�>�1�I�8�B�L� 172.16. ��� .1! 
SRCMAC: 

�0�0�:�2�5�:�,���:�,�f�:�9�1�:�5�5� 

DSTMAC: 
00:21:70:c0:56:f0 

�I� �-�0�4�@�5�A� 172 .16. �>� .107 �A�>�>�B�2�5�B�A�r�2�C�5�B� 
�����!�-�0�4�@�5�A�C� 00: 21: �7���:�A�0� :56: fO 

SRCMAC: 
00:21:70:c0:56:f0 

DSTMAC: 
�0�0�:�2�5�:�,���:�,�f�:�9�1�:�5�5� 

�&�5�n�5�2�>�9� xocr 
(Dell) 

172.16.0.107 
00:21:70:c0:56:f0 

�I� �-�0�4�@�5�A� 172.16. ��� .1 �=�0�E�>�4�8�B�A�O� �?�>� �����!�-�0�4�@�5�A�C� 00: 25 �:�,���:�,�f�:� 91 �:�5�5� 

SRCMAC: 
�0�0�:�2�5�:�,���:�,�f�:�9�1�:�5�5� 

DSTMAC: 
00:21 :70:c0:56:f0 

� �5�7�C�n�L�B�0�B� ���R� �-�1�1�<�8�B�0�F�8�8� 

�(���n�>�C�<�K�w�n�5�=�=�8�:� �?�5�@�5�E�2�0�B�K�2�0�5�B� �B�@�0�D�8�:�)� 

�&�5�n�5�2�>�9� xocr 

� �8�A�.� 12. 1 ���.� ���0�@�0�6�5�=�8�5� ���R� �-�:�5�H�0� �?�@�8� �0�B�0�:�5� �G�5�@�5�7� �?�>�A�@�5�4�=�8�:�0� 

���0�:�5�B� 57 �?�>�4�B�2�5�@�6�4�0�5�B� �C�4�0�G�=�K�9� �8�A�E�>�4� �4�0�=�=�>�9� �0�B�0�:�8�.� ���A�;�8� �A�@�0�2�=�8�B�L� �M�B�>�B� 

�?�0�:�5�B� �A� �B�5�<�,� �G�B�>� �1�K�;� �?�>�A�;�0�=� �?�@�5�6�4�5� �B�0�8�=�A�B�2�5�=�=�>�3�>� �B�@�0�D�8�:�0� �?�>� �?�@�>�B�>�:�>�;�C� 

ARP �(�=�0�?�@�8�<�5�@�,� �A� �?�0�:�5�B�>�<� 40; �@�8�A�.� 12.11), �B�>� �<�>�6�=�>� �7�0�<�5�B�8�B�L�,� �G�B�>� �I� �-�0�4�@�5�A� �C�4�0�­

�;�5�=�=�>�3�>� �A�5�@�2�5�@�0� �(�:�>�<�?�0�=�8�8� Google) �>�A�B�0�;�A�O� �B�5�<� �6�5� �A�0�<�K�<� 8 �8� 8, �B�>�3�4�0� �:�0�:� 

�����!�-�0�4�@�5�A� �F�5�;�5�2�>�3�>� �E�>�A�B�0� �8�7�<�5�=�8�;�A�O� ��� �8� ���.� �"�0�:�>�5� �8�7�<�5�=�5�=�8�5� �����!�-�0�4�@�5�A�0� 
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�A�2�8�4�5�B�5�;�L�A�B�2�C�5�B� �>� �B�>�<�,� �G�B�>� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �B�5�?�5�@�L� �?�5�@�5�0�4�@�5�A�>�2�K�2�0�5�B�A�O� �G�5�@�5�7� 

�0�B�0�:�C�N�I�5�3�>� �7�;�>�C�<�K�H�;�5�=�=�8�:�0�,� �?�@�5�6�4�5� �G�5�<� �4�>�A�B�8�G�L� �<�0�@�H�@�C�B�8�7�0�B�>�@�0 �.� 

1 
�~� �F�r�e�<� •: �1�6� byt"s on wirr (S28 bits)1 66 bytes �A�~� �u�r�~� (528 �,�i�t�s�)� on inta-facir • 

�E�t�h�e�r�<�t� II, Src: �O�e�l�l�_�c�e�:�S���:�f�e� (88:21:Je:ce:S6:f8)" Dst: Ciscoir'lc_31:87:33 �( "�:�:�Z�'�6�:�.�,�:�3�1�: "�7�:�3�3�)� 

�~�s�t�i�n�a�t�i�o�n�:� Ciscolnc_31:87: 33 (88: �2�1�:�8�,�:� 31 :87: ���)� ��� 
Sout"ct: �~�l�l�_�c�e�:�O�:�t�2� (H:21:78:ce:s6:fe) 
�"�C�@�°�'� I,._< (8-) 

v Intemn Prot.oco1 Version 41 �S�3�A�:� 172.16.8.187, Dst: 74.125.9S.147 
818& .... • Version: 4 
.... 8181 • �~�a�d�r�3� lrngth: 28 bytes 
�D�i�f�f�e�:�r�e�n�t�i�a�t�~� �~�r�v�i�c�e�s� Field: �Q�E�8��� (DSCP: cse" �f�(���:� Not-ECT) 
Tota} Le:ngth: S2 
Ide:ntification: �8�E�9�7�,�f� ( 38847) 
Fla1s: �5�E�5�2� (Oon . t fraprnt) 
Frapirnt offset: 8 
Tiw to live: 64 
Protocol: �"�!� � ( 6) 
���!�a�d�t�r� chrcksue: h4c79 [valid11ti.on �d�i�s�a�+�e�d�]� 

Source:: 172.16.8.187 
O@stination: 74.U5.9S.147 8 
[Source GeoIP: Q-iknown] 
�(�0�6�t�i�n�3�t�i�o�n� GeoIP: �U�n�k�n�o�<�n�]� 

) l:ranutission Control Proto<:ol, SC'C Port: 4S692 (45692.)" Ost Port:: 18 (88) 1 Seq: 619179587. �A�c�t�~� �2�.�8�1�4���6�8�5�1�3�r� Len: �5� 

�F�r�<�e� S7: 968 �,�y�t�e�s� on wJre (7688 bits), 966 bytes �c "�p�t�u�~�d� (7681 b.its) on �i�n�t�r�M�:�e� 8 
f v Eti\e"nrt II, Src: �O�t�l�l�_�~�:�S�6�:�f�9� (M:21:71:ce:S6:fl), Dst: �~�l�e�t�t�P�_�,�f�:�9�1�:�e�e� �(�M�:�l�5�:�b�3�:�,�f�:�"�1�:�t�t�}� 

Destln.tion: llewl•ttP _bf:9l:u (N:2S:b3:bf:91:<•) �!�.� 
> Source: �~�l�l�_�c�e�:�S�6�:�f�l� (M:Zl:79:c8:S6:fe) 

�"�C�@�5�:� IPv• �(�0�E�5�8�8�8�)� 

1"" �I�n�t�e�r�<�:�t� Protocol Version �4�~� Src: 172.16.4'.187, Ost: 74.US.9S,147 
�9�1�5�&� .•.. • Versi.on: 4 

.••. 8181 • ���t�a�d�e�r� '-en1th: �~� �,�y�t�e�s� 

Differitntiated �~�r�v�i�c�e�s� �H�i�t�l�d�~� txee (OSCP: �c�.�s�e�~� ECN: �N�o�t�·�E�C�"�)� 

Tot•l '-ength: 946 
Identific•tton: 8x3afl (15889) 
F111s: �4�,�5�2� (Don' t �F�r�a�~�n�t�)� 

Frape:nt offset: 8 
�"�i "� to live: 64 
Protocol: �"�!� � (6) 

) lie•der che-cksl.8: 8uSc::9 [...-•lidation �d�i�s "�,�l�~�]� 

Source: 172.16.9.187 
Destinet.ion: 74 .12S. 95 .147 ��� 
[Scx.irce GfooIP: �U�n�~�]� 

[Oestination GeoIP: Unknown] 
> �T�r�e�n�~�i "�s�i�.�t�m� Control Protocol, Src Port: 45691 (45691 t D<st Port: 88 (88 , . �~� 

: 689365591, Ack: 164762'296. �t�e�n�~� 194 

�>� �E� 

1 

� �8�A �.� 12. 11. ���7�<�5�=�5�=�8�5� �����!�-�>�4�@�5�A�>� �F�5�;�5�2�>�3�>� �E�>�A�B�>� �A�2�8�4�5�B�5�;�L�A�B�2�C�5�B� �>�1� �C�A�?�5�H�=�>�<� 

�8�A�E�>�4�5� �4�>�=�=�>�9� �0�B�0�:�8� �G�5�@�5�7� �?�>�A�@�5�4�=�8�:�0� 

���=�0�;�8 �7 �8�@�C�5�<�0�O� �7�4�5�A�L� �0�B�0�:�0� �=�0�A�B�>�;�L�:�>� �=�5 �7 �0�<�5�B�=�0�,� �G�B�>� �>�1�=�0�@�C�6�8�B�L� �5�5� �:�@�0�9�­

�=�5� �A�;�>�6�=�>�.� �'�B�>�1�K� �>�1�=�0�@�C�6�8�B�L� �5�5�,� �B�@�5�1�C�5�B�A�O� �?�>�<�>�I�L� �A�8�A�B�5�<�K� �>�1�=�0�@�C�6�5�=�8�O� 

�2�B�>�@�6�5�=�8�9�,� �A�?�5�F�8�0�;�L�=�>� �=�0�A�B�@�>�5�=�=�>�9� �=�0� �@�5�H�5�=�8�5� �?�>�4�>�1�=�>�9� �7�0�4�0�G�8�,� �8�;�8� �?�@�>�­

�3�@�0�<�<�K�,� �@�0�1�>�B�0�N�I�5�9� �=�0� �C�A�B�@�>�9�A�B�2�0�E�,� �?�@�5�4�=�0�7�=�0�G�5�=�=�K�E� �4�;�O� �>�1�=�0�@�C�6�5�=�8�O� 

�2�=�5�7�0�?�=�K�E� �8�7�<�5�=�5�=�8�9� �2� �M�;�5�<�5�=�B�0�E� ���R� �-�B�0�1�;�8�F�K�.� ��� �?�>�A�:�>�;�L�:�C� �2�0�<�,� �A�:�>�@�5�5� 

�2�A�5�3�>�,� �?�@�8�4�5�B�A�O� �?�>�;�L�7�>�2�0�B�L�A�O� �<�5�B�>�4�8�:�>�9� �7�0�@�0�6�5�=�8�O� ���R� �-�:�5�H�0� �4�;�O� �?�5�@�5�E�2�0�B�0� 
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�?�0�:�5�B�>�2� �2� �0�=�0�;�8�7�8�@�C�5�<�K�E� �A�5�B�O�E�,� �B�>� �2�K� �4�>�;�6�=�K� �7�=�0�B�L�,� �:�0�:� �M�B�0� �<�5�B�>�4�8�:�0� �<�>�6�5�B� 

�1�K�B�L� �8�A�?�>�;�L�7�>�2�0�=�0� �?�@�>�B�8�2� �2�0�A�.� 

���5�@�5�E�2�0�B� �A�5�0�=�A�>�2� �A�2�O�7�8� 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� session­
hijacking. pcapng 

� �0�A�A�<�>�B�@�5�2� �?�>�@�O�4�>�:� �?�@�8�<�5�=�5�=�8�O� �A�>� �7�;�K�<� �C�<�K�A�J�i�>�<� 
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' Trenwission Con'trol Protocol, Src Pol"'t: 68432 (66432), Dst � �>���:�:� 8'J (88), �~�q�;� 188S346B5, Ack: 1765521347, �L!��:� 536 
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Connection: keep-1live\r"\n 
Cache-Control: ••x-age-0\r\n 
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User·Agent: ���o�z�i�l�l�a�/�5�.�8� �(�~�c�i�n�t�o�s�h�;� Intel ���0�A� OS �%� 11_18_5) AppleWr!bKit/537.36 �(�����"���I�.�,� 11ke �~�c�k�o�)� �C�h�~�/�4�7�.�8�.�2�S�2�6�.�1�8�6� S•fer"i/S37.36\r\n 
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�2�0�5�B�A�O� �7�;�>�C�<�K�H�;�5�=�=�8�:�>�<� �8�;�8� �6�5� �C� �M�B�>�3�>� �7�;�>�C�<�K�H�;�5�=�=�8�:�0� �8�<�5�5�B�A�O� �4�>�A�B�C�?� 

�:� �A�5�0�=�A�>�2�>�<�C� �A�>�>�k�i�5�-�D�0�9�;�C� �(�@�8�A�.� 12.12). ��� �2� �M�B�>�<� �A�;�C�G�0�5� �7�;�>�C�<�K�H�;�5�=�=�8�:�C� 

�>�A�B�0�5�B�A�O� �;�8�H�L� �C�A�B�0�=�>�2�8�B�L� �A�2�O�7�L� �A� �2�5�1�-�A�5�@�2�5�@�>�<�,� �8�A�?�>�;�L�7�C�O� �?�5�@�5�E�2�0�G�5�=�=�>�5� 
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�A�>�>�k�i�5�-�7�=�0�G�5�=�8�5�.� �"�0�:�C�N� �7�0�4�0�G�C� �<�>�6�=�>� �@�5�H�8�B�L� �A� �?�>�<�>�I�L�N� �>�?�@�5�4�5�;�5�=�=�>�3�>� �@�>�4�0� 

�=�@�>�:�A�8�-�A�5�@�2�5�@�>�2�,� �=�>� �M�B�>� �5�I�5� �;�5�3�G�5� �A�4�5�;�0�B�L�,� �8�A�?�>�;�K�C�O� �B�0�:�8�5� �?�>�4�:�;�N�G�0�5�<�K�5� �:� 

�1�@�0�C�7�5�@�C� �<�>�4�C�;�8�,� �:�0�:� Cookie �M�a�=�a�g�e�r� �4�;�O� �C�l�1�r�o�H�e�.� �!� �?�>�<�>�I�L�N� �M�B�>�3�>� �?�>�4�:�;�N�­

�G�0�5�<�>�3�>� �<�>�4�C�;�O� �7�;�>�C�<�K�H�;�5�=�=�8�:� �<�>�6�5�B� �C�:�0�7�0�B�L� �7�=�0�G�5�=�8�5� �8�4�5�=�B�8�D�8�:�0�B�>�@�0� 

PHPSESSID, �?�>�;�C�G�5�=�=�>�5� �8�7� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �F�5�;�5�2�>�3�>� �E�>�A�B�0�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� 

�@�8�A�.� 12.13. 

•• 8 Login;Oanvt\tulnt1'1blr �E� 

�!� \,) 172.16.16.181 'd-1Wa/lo9mpnp 

�~� 

�E�x�p�i�r�Q�b�o�n� 

Oate 

Foc.nd 18 domatm 
CIO "'SuO Domi·na· •'Jlr �8�,���'�1�5� 1' �-�<�1�1� �A�>�>�h�=� rutn SUO �<�.�t�n�a�i�n� 
Cld �"�A�l�l�"�l�d�1�1�,�O�.�w�1�0�.�,�-�~�w "�l�l�C�O�O�,�.�7� 

Ll 

---------------
� �8�A�.� 12. 13. ���@�8�<�5�=�5�=�8�5� �?�>�4�:�;�N�G�0�5�<�>�3�>� �<�>�4�C�;�O� Cookie Manager �7�;�>�C�<�K�H�;�5�=�=�8�:�>�<� 

�A� �F�5�;�L�N� �2�K�4�0�B�L� �A�5�1�O� �7�0� �F�5�;�5�2�>�9� �E�>�A�B� 

���A�;�8� �C�4�0�;�8�B�L� �D�8�;�L�B�@�,� �?�@�8�<�5�=�O�2�H�8�9�A�O� �@�0�=�5�5� �:� �D�0�9�;�C� �?�5�@�5�E�2�0�B�0�,� �8� �?�@�>�:�@�C�­

�B�8�B�L� �?�>�;�C�G�5�=�=�K�9� �A�?�8�A�>�:� �?�0�:�5�B�>�2� �2�=�8�7�,� �B�>� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L� �I� �-�0�4�@�5�A� �:�>�<�­

�?�L�N�B�5�@�0� �7�;�>�C�<�K�H�;�5�=�=�8�:�0�,� �C�A�B�0�=�0�2�;�8�2�0�N�I�5�3�>�A�O� �A�2�O�7�L� �A� �=�5�1�-�A�5�@�2�5�@�>�<�.� ���@�>�­

�A�<�>�B�@� �M�B�>�9� �A�2�O�7�8� �<�>�6�=�>� �2�K�O�2�8�B�L� �A� �?�>�<�>�I�L�N� �A�;�5�4�C�N�I�5�3�>� �D�8�;�L�B�@�0�:� 

ip.addr == 172.16.16.154 && ip.addr == 172.16.16.181 

���@�5�6�4�5� �G�5�<� �C�3�;�C�1�;�O�B�L�A�O� �2� �4�0�;�L�=�5�9�H�8�9� �0�=�0�;�8�7�,� �4�>�1�0�2�L�B�5� �5�I�5� �>�4�8�=� �A�B�>�;�­

�1�5�F� �=�0� �?�0�=�5�;�8� Packet List, �G�B�>�1�K� �>�B�>�1�@�0�6�0�B�L� �2� �=�5�<� �A�>�>�k�i�5�-�7�=�0�G�5�=�8�O�.� ���A�;�8� �2�K� 

�4�>�1�0�2�8�;�8� �A�B�>�;�1�F�K� �2� �?�@�5�4�K�4�C�I�5�<� �@�0�7�4�5�;�5�,� �?�>�A�2�O�I�5�=�=�>�<� �7�0�@�0�6�5�=�8�N� ���R� �-�:�5�­

�H�0�,� �C�4�0�;�8�B�5� �8�E�,� �?�@�5�6�4�5� �G�5�<� �4�>�1�0�2�;�O�B�L� �M�B�>�B� �A�B�>�;�1�5�F�.� ���>�A�;�5� �M�B�>�3�>� �2�K�?�>�;�=�8�B�5� 

�4�5�9�A�B�2�8�O�,� �>�?�8�A�0�=�=�K�5� �2� �?�@�5�4�K�4�C�I�5�<� �@�0�7�4�5�;�5�,� �G�B�>�1�K� �4�>�1�0�2�8�B�L� �=�>�2�K�9� �A�B�>�;�1�5�F�,� 

�8�A�E�>�4�O� �8�7� �8�<�5�=�8� �?�>�;�O� http.cookie_pair, �8� �@�0�7�<�5�A�B�8�B�5� �5�3�>� �A�?�@�0�2�0� �>�B� �A�B�>�;�1�F�0� 

Destination. ��� �8�B�>�3�5� �A�>�4�5�@�6�8�<�>�5� �M�:�@�0�=�0� �4�>�;�6�=�>� �2�K�3�;�O�4�5�B�L� �B�0�:� �6�5�,� �:�0�:� �8� �=�0� 

�@�8�A�.� 12.14. 
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• Wireshark · �P�r�e�f�e�r�e�n�c�1� 

v Appearance 
loyout 
Columns 
Font and Colors 

C•pture 
Fitter Expressions 
Name Resolution 

) Protocols 
> St•listics 

Ac!v•nced 

< > 

Disployed 

,+ 

0 
0 
0 
0 
0 
0 
0 

�E� 

Trtl• �"�C�@�5� �F�i�~�l�d� Name Field Occurrence 
No. Number 
Tim• Time (format as spocified) 
Source Source �a�d�d�r�1�s� 

Destination Destination address 
Cookie pair Custom http.cookie_pair �>� 

Protocol Protocol 
lnfo lnformation 

� �8�A�.� 12. 14. �-�:�@�0�=� �:�>�=�D�8�3�C�@�8�@�>�2�0�=�8�O� �A�B�>�;�1�F�>�2� �4�;�O� �8�A�A�;�5�4�>�2�0�=�8�O� �?�5�@�5�­

�E�2�0�B�0� �A�5�0�=�A�>�2� �A�2�O�7�8� 

���B�0�:�,� �A�:�>�=�D�8�3�C�@�8�@�>�2�0�2� �A�B�>�;�1�F�K� �?�>�-�=�>�2�>�<�C�,� �2�8�4�>�8�7�<�5�=�8�B�5� �D�8�;�L�B�@�,� �G�B�>�1�K� 

�>�B�>�1�@�0�6�0�B�L� �B�>�;�L�:�>� ���"�"� �-�7�0�?�@�>�A�K�,� �?�>�A�:�>�;�L�:�C� �>�1�<�5�=� �4�0�=�=�K�<�8� �?�>� �?�@�>�B�>�:�>�;�C� 

�"�!� � �4�;�O� �M�B�>�9� �F�5�;�8� �=�5� �?�>�4�E�>�4�8�B�.� ���>�2�K�9� �D�8�;�L�B�@� �4�>�;�6�5�=� �2�K�3�;�O�4�5�B�L� �B�0�:�,� �:�0�:� �?�>�­

�:�0�7�0�=�>� �=�8�6�5�.� ���0�:�5�B�K�,� �A�5�;�5�:�B�8�@�>�2�0�=�=�K�5� �A� �?�>�<�>�I�L�N� �M�B�>�3�>� �D�8�;�L�B�@�0�,� �?�@�8�2�5�4�5�­

�=�K� �=�0� �@�8�A �.� 12.15. 

(ip.addr==172.16.16.154 && ip.addr==l72.16.16.181) 

&& (http.request.method 11 http.response.code) 

No. - Sou-ce OcstNtion CooloePll'" Protocal Infti 
77 16.563"4 172.16.16.154 172.16.16.181 
79 16.S6SS84 172.16.16.181 172.16.16.1§4 

�s�e�c�u�r�1�t�y "�l�o�w�,�P���P�S�E�S�S�I�O�-�l�u�p�7�& "�j�e�u�o�d�k�r�h�r�v�,�.�s�j�t�&�r�d�7�1� ����� � �0 �G�?� /dvw•/ ���"�"� �/�1�.�1� 
���"�"� � ���"�"� �/�1�.�1� 382 found@ 

�2�5� �1�1�.�s�1�5�1�0�1� �1�1�2�.�1�6�.�1�6�.�1�~� 171.16.16.181 �s�e�c�u�3�i�t�y "�l�o�w�,�P���P�S�E�S�S�I�D�-�l�u�p�7�9�i�1�j�e�u�o�d�k�r�t�i�r�v�,�.�s�j�t�c�r�d�7�1� ���"�"� � f} GH /dvwo/locin.php ����� �/�1�.�1� 
8116.575123 172.16.16.181 �1�?�.�1�1�.�1�6�.�1�S�4� 

11S 68.848166 172.16.16.154 172.16.16.181 
���"�"� � ���"�"� �/�1�.�1� 280 �<��� (text/1'1W ' 

�s�e�c�u�3�i�t�y�-�l�o�w�,�P���P�S�E�S�S�I�D�a�n�c�o�,�r�q�r�b�7�f�j�b�2�s�1�n�d�d�t�k�S�6�7�q�4� ���"�"� � �0 �G��� /dvwlJ/ ���"�"� �/�1�.�1� 
118 68.842241 172.16.16.181 172.16.16.154 ���"�"� � ���"�"� �/�1�.�1� 209 ����� (text/htal • 
128 64.292856 �1�7�2�.�l�1�.�1�6�.�1�S�4� 172.16.16.181 �s�e�c�u�r�i�t�y "�l�o�w�.�P���P�S�E�S�S�I�O�-�n�c�o�,�r�q�r�b�7�f�j�2 "�2�s�i�n�d�d�t�l�t�5�6�7�q�4� ���"�"� � �f�l �1�?� /dvw1/setup .php ���"�"� �/�1�.�1� 
122 64.293481 172.16.16.181 �1�7�2�.�1�1�.�1�1�.�1�S�4� ���"�"� � ���"�"� � / 1.1 200 ����� ( t«t/ht•l : 

� �8�A�.� 12. 15. ���=�0�;�8�7� �M�B�8�E� �?�0�:�5�B�>�2� �?�>�:�0�7�K�2�0�5�B�,� �G�B�>� �7�;�>�C�<�K�H�;�5�=�=�8�:� �2�K�4�0�5�B� �A�5�1�O� �7�0� 

�?�>�;�L�7�>�2�0�B�5�;�O� �F�5�;�5�2�>�3�>� �E�>�A�B�0� 

��� �B�5�?�5�@�L� �?�@�>�0�=�0�;�8�7�8�@�C�5�<� �>�1�<�5�=� �4�0�=�=�K�<�8� �<�5�6�4�C� �:�>�<�?�L�N�B�5�@�>�<� �7�;�>�C�<�K�H�­

�;�5�=�=�8�:�0� �8� �A�5�@�2�5�@�>�<�.� ��� �?�5�@�2�K�E� �G�5�B�K�@�5�E� �?�0�:�5�B�0�E� �7�;�>�C�<�K�H�;�5�=�=�8�:� �7�0�?�@�0�H�8�2�0�­

�5�B� �:�0�B�0�;�>�3� /dvwa/ ��� �8� �?�>�;�C�G�0�5�B� �2� �>�B�2�5�B� �:�>�4� 302, �G�B�>� �A�G�8�B�0�5�B�A�O� �>�1�K�G�=�K�<� �4�;�O� 

�2�5�1�-�A�5�@�2�5�@�0� �A�?�>�A�>�1�>�<� �?�5�@�5�0�4�@�5�A�0�F�8�8� �?�>�A�5�B�8�B�5�;�5�9� �?�>� �4�@�C�3�8�<� URL. ��� �4�0�=�=�>�<� 

�A�;�C�G�0�5� �7�;�>�C�<�K�H�;�5�=�=�8�:� �?�5�@�5�0�4�@�5�A�>�2�K�2�0�5�B�A�O� �=�0� �A�B�@�0�=�8�F�C� �@�5�3�8�A�B�@�0�F�8�8� �?�>� 

�0�4�@�5�A�C� /dvwa/login.php 8. ���>�<�?�L�N�B�5�@� �7�;�>�C�<�K�H�;�5�=�=�8�:�0� �7�0�?�@�0�H�8�2�0�5�B� �A�B�@�0�=�8�­

�F�C� �@�5�3�8�A�B�@�0�F�8�8� ���,� �:�>�B�>�@�0�O� �C�A�?�5�H�=�>� �2�>�7�2�@�0�I�0�5�B�A�O� ���.� ��� �>�1�>�8�E� �7�0�?�@�>�A�0�E� �?�@�8�­

�<�5�=�O�5�B�A�O� �8�4�5�=�B�8�D�8�:�0�B�>�@� �A�5�0�=�A�0� �A�2�O�7�8� lup70ajeuodkrhrvbmsj tgrd71. 
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���0�;�5�5� �A�;�5�4�C�5�B� �=�>�2�K�9� �7�0�?�@�>�A� �:�0�B�0�;�>�3�0� /dvwa/, �=�>� �=�0� �M�B�>�B� �@�0�7� �>�1�@�0�B�8�B�5� �2�=�8�­

�<�0�=�8�5� �=�0� �4�@�C�3�>�9� �8�4�5�=�B�8�D�8�:�0�B�>�@� �A�5�0�=�A�0� �A�2�O�7�8� �n�c�o�b�r�q�r�,�7�f�j� 2a2sinddtk567q4 
���,� �:�>�B�>�@�K�9� �B�5�?�5�@�L� �A�>�2�?�0�4�0�5�B� �A� �8�A�?�>�;�L�7�>�2�0�2�H�8�<�A�O� �@�0�=�5�5� �8�4�5�=�B�8�D�8�:�0�B�>�@�>�<� 

�F�5�;�5�2�>�3�>� �E�>�A�B�0�.� �-�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �7�;�>�C�<�K�H�;�5�=�=�8�:� �<�0�=�8�?�C�;�8�@�>�2�0�;� �A�5�B�5�2�K�<� 

�B�@�0�D�8�:�>�<�,� �G�B�>�1�K� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �C�:�@�0�4�5�=�=�K�<� �8�4�5�=�B�8�D�8�:�0�B�>�@�>�<�.� ���<�5�A�B�>� �?�5�­

�@�5�0�4�@�5�A�0�F�8�8� �=�0� �A�B�@�0�=�8�F�C� �@�5�3�8�A�B�@�0�F�8�8� �2� �>�B�2�5�B� �=�0� �>�B�?�@�0�2�;�5�=�=�K�9� �7�0�?�@�>�A� �?�@�8�­

�A�K�;�0�5�B�A�O� �:�>�4� �A�>�A�B�>�O�=�8�O� 200 �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� �,� �8� �A�B�@�0�=�8�F�0� �4�>�A�B�0�2�;�O�5�B�A�O� �B�0�:�,� 

�:�0�:� �1�C�4�B�>� �5�5� �4�>�;�6�5�=� �C�2�8�4�5�B�L� �?�>�;�L�7�>�2�0�B�5�;�L�,� �0�C�B�5�=�B�8�D�8�F�8�@�>�2�0�=�=�K�9� �=�0� �F�5�;�5�2�>�<� 

�E�>�A�B�5� �$�.� ���0�;�5�5� �7�;�>�C�<�K�H�;�5�=�=�8�:� �7�0�?�@�0�H�8�2�0�5�B� �4�@�C�3�C�N� �A�B�@�0�=�8�F�C� �?�>� �0�4�@�5�A�C� dvwa/ 
setup. php, �8�A�?�>�;�L�7�C�O� �8�4�5�=�B�8�D�8�:�0�B�>�@� �F�5�;�5�2�>�3�>� �E�>�A�B�0� 8. ��� �M�B�0� �A�B�@�0�=�8�F�0� �2�>�7�­

�2�@�0�I�0�5�B�A�O� �C�A�?�5�H�=�>� �$�.� �"�0�:�8�<� �>�1�@�0�7�>�<�,� �7�;�>�C�<�K�H�;�5�=�=�8�:� �?�@�>�A�<�0�B�@�8�2�0�5�B� �2�5�1�­
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�$�0�9�;� �?�5�@�5�E�2�0�B�0� ��� �O�=�2�0�@�5� 2010 �3�>�4�0� �1�K�;� �2�K�O�2�;�5�=� �2�@�5�4�>�=�>�A�=�K�9� �:�>�4� �?�>�4� �=�a�7�2�a�­

aurora.pcapng �=�8�5�<� �>�?�5�@�0�F�8�O� �"���2�@�>�@�0�"� (Operation Aurora), �M�:�A�?�;�C�0�B�8�@�>�-

�2�0�2�H�8�9� �=�5�8�7�2�5�A�B�=�C�N� �@�0�=�5�5� �C�O�7�2�8�<�>�A�B�L� �2� �1�@�0�C�7�5�@�5� �I�n�t�e�r�?�e�t� 

Explorer. �-�B�0� �C�O�7�2�8�<�>�A�B�L� �?�>�7�2�>�;�8�;�0� �7�;�>�C�<�K�H�;�5�=�=�8�:�0�<� �?�>�;�C�G�8�B�L� �C�4�0�;�5�=�=�K�9� 

�:�>�=�B�@�>�;�L� �=�0�4� �F�5�;�5�2�K�<�8� �A�5�@�2�5�@�0�<�8�,� �A�@�5�4�8� �?�@�>�G�5�3�>�,� �:�>�<�?�0�=�8�8� Google. 
�'�B�>�1�K� �M�B�>�B� �2�@�5�4�>�=�>�A�=�K�9� �:�>�4� �1�K�;� �2�K�?�>�;�=�5�=�,� �?�>�;�L�7�>�2�0�B�5�;�N� �1�K�;�>� �4�>�A�B�0�B�>�G�­

�=�>� �?�>�A�5�B�8�B�L� �2�5�1�-�A�0�9�B�,� �8�A�?�>�;�L�7�C�O� �C�O�7�2�8�<�C�N� �2�5�@�A�8�N� �1�@�0�C�7�5�@�0� �I�?�t�e�r�?�e�t� Explorer. 
��� �B�>�3�4�0� �7�;�>�C�<�K�H�;�5�=�=�8�:�8� �?�>�;�C�G�0�;�8� �=�5�<�5�4�;�5�=�=�K�9� �4�>�A�B�C�?� �:� �<�0�H�8�=�5� �?�>�;�L�7�>�2�0�­
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�>�1�I�5�=�8�8� �F�5�;�5�=�0�?�@�0�2�;�5�=�=�>�3�>� �D�8�H�8�=�3�0�,� �:�>�B�>�@�>�5� �>�=� �?�>�;�C�G�0�;� �?�>� �M�;�5�:�B�@�>�=�=�>�9� 

�?�>�G�B�5�.� ���>�;�C�G�5�=�=�K�5� �2� �8�B�>�3�5� �?�0�:�5�B�K� �A�>�E�@�0�=�O�;�8�A�L� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� aurora. 
pcapng. 

���=�0�;�8�7�8�@�C�5�<�K�9� �7�4�5�A�L� �?�5�@�5�E�2�0�G�5�=�=�K�9� �B�@�0�D�8�:� �=�0�G�8�=�0�5�B�A�O� �A� �B�@�5�E�M�B�0�?�=�>�3�>� 

�?�@�>�F�5�A�A�0� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �<�5�6�4�C� �F�5�;�5�2�>�3�>� �E�>�A�B�>�<�,� �=�0�E�>�4�O�­

�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 192 .168 .100. 206, �8� �:�>�<�?�L�N�B�5�@�>�<� �7�;�>�C�<�K�H�;�5�=�=�8�:�0�,� �@�0�A�?�>�­

�;�>�6�5�=�=�K�<� �?�>� �0�4�@�5�A�C� 192 .168 .100. 202. ���5�@�2�>�=�0�G�0�;�L�=�>�5� �A�>�5�4�8�=�5�=�8�5� �C�A�B�0�=�0�2�­

�;�8�2�0�5�B�A�O� �G�5�@�5�7� �?�>�@�B� 80. �-�B�>� �<�>�6�5�B� �7�0�A�B�0�2�8�B�L� �?�>�2�5�@�8�B�L�,� �G�B�>� �A�5�B�5�2�>�9� �B�@�0�D�8�:� 

�>�A�C�I�5�A�B�2�;�O�5�B�A�O� �?�>� �?�@�>�B�>�:�>�;�C� ���"�"� �.� ��� �B�0�:�>�5� �?�@�5�4�?�>�;�>�6�5�=�8�5� �?�>�4�B�2�5�@�6�4�0�5�B�A�O� 

�2� �G�5�B�2�5�@�B�>�<� �?�0�:�5�B�5�,� �3�4�5� �A�>�4�5�@�6�8�B�A�O� ���"�"� �-�7�0�?�@�>�A� �:�0�B�0�;�>�3�0� / info ��� �?�>� �<�5�B�>�4�C� 

GET, �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.16. 
���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.17, �:�>�<�?�L�N�B�5�@� �7�;�>�C�<�K�H�;�5�=�=�8�:�0� �?�>�4�B�2�5�@�6�4�0�5�B� 

�?�@�8�5�<� �7�0�?�@�>�A�0� �?�>� �<�5�B�>�4�C� GET �8� �?�>�A�K�;�0�5�B� �2� �>�B�2�5�B� �:�>�4� �A�>�A�B�>�O�=�8�O� 302 (Moved 
�T�e�H�p�o�r�a�r�i�l�y� - ���>�:�C�<�5�=�B� �2�@�5�<�5�=�=�>� �?�5�@�5�<�5�I�5�=�)� �2� �?�0�:�5�B�5� 6 ���.� �-�B�>�B� �:�>�4� �A�>�A�B�>�O�­

�=�8�O� �>�1�K�G�=�>� �?�@�8�<�5�=�O�5�B�A�O� �4�;�O� �?�5�@�5�0�4�@�5�A�0�F�8�8� �1�@�0�C�7�5�@�0� �=�0� �4�@�C�3�C�N� �A�B�@�0�=�8�F�C�,� �:�0�:� 

�2� �4�0�=�=�>�<� �A�;�C�G�0�5�.� ���0�@�O�4�C� �A� �:�>�4�>�<� �A�>�A�B�>�O�=�8�O� 302 �2� �?�>�;�5� Location �7�0�3�>�;�>�2�:�0� �C�:�0�­

�7�0�=�>� �7�=�0�G�5�=�8�5� �/�i�n�f�o�?�r�F�f�W�E�L�U�j�L�J���p�P� 8. 

1 �-�B�>�B� �?�@�8�<�5�@� �4�5�<�>�=�A�B�@�8�@�C�5�B� �B�>�B� �D�0�:�B�,� �G�B�>� �C�G�5�B�=�K�5� �7�0�?�8�A�8� �>�1�K�G�=�K�E� �?�>�;�L�7�>�2�0�B�5�­

�;�5�9� �=�0� �F�5�;�5�2�>�<� �E�>�A�B�5� �=�5� �4�>�;�6�=�K� �>�1�;�0�4�0�B�L� �?�@�0�2�0�<�8� �0�4�<�8�=�8�A�B�@�0�B�>�@�0�.� �"�>�3�4�0� �7�0�@�0�6�5�=�8�5� 

�2�A�5�9� �A�8�A�B�5�<�K� �A�B�0�=�5�B� �2� �?�@�8�=�F�8�?�5� �=�5�2�>�7�<�>�6�=�K�<�,� �?�>�A�:�>�;�L�:�C� �4�;�O� �7�0�?�8�A�8� �=�0� �A�8�A�B�5�<�=�K�9� 

�4�8�A�:� �8� �2� �@�5�5�A�B�@� �B�@�5�1�C�N�B�A�O� �?�@�0�2�0� �0�4�<�8�=�8�A�B�@�0�B�>�@�0�.� - ���@�8�<�5�G�.� �@�5�4�.� 
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1

• W1reshark · Packet 4 · aurori 

> Fr..., 4: 345 bytes on wir• (2760 bits), 345 byt•s captured (2760 bits) 

Ethornet II, Src: Vmw1ro_07:oe:27 �(�0�0�:�8�A�:�2�9�:�0�7�:�>�>�:�2�7�)�,� Dst: Howl•ttP_bf:91:o• (00:25:b3:bf:9l:ee) 

1 
Internet Protocol Version 4, Src: 192..168.100.206, Ost: 192.168.168.202 

-=---..--=---:--_.. Src Port: 1831 (1031), Dst Port: 80 (80), Seq: 3982970894, Ack: 3036725423, 

Accept: �:�i�<�!�l�g�e�/�g�i�f�,� �i�l�l�a�g�e�/�x�-�x�,�i�t�u�p�,� :Ulage/jpeg, iuge/pjpeg, �a�p�p�l�i�c�8�t�i�o�n�/�x�-�s�h�o�c�k�.�w�a�v�e�-�f�l�a�s�h�.�,�,� * /*\r\n 
Accept-Language: en-us\r\n 
Accept-Encoding: gzip, deflate\r\n 
User-A«ient: ���o�z�i�l�l�a�/�4�.�0� �(�C�o�t�8�1�p�a�t�i�+�e�;� ���S�I�E� �1�.�6�;� Windows ���"� 5.1; SVl)\r-\n 
���o�s�t�:� 192.168.100.202\r\n 
Connection: Keep-Alive\r\n 
�\�3�\�n� 

[full �3�e�o�u�e�s�t� URI · http· / /192 168 10Q.202/infol 

[tiTTP roquest �1�/���]� 

[Resoonse in frame: �1�]� 

���N�e�x�t� request in fraR: 7] 

�N�t�:�<� 4 • �T�n�'!��!� O.tJOfN6S • �~� Itl.168..J/JD.206 • �~� J9J.JG8.100..!01 • �Q�:�N�,�.�@�.�9�:� · ���B�:�J�t�>�$�k���"�"� � • �~� JtS • Jrtfo: �G����� /n'o ���"�"� �/�1�.�1� 

�>� �E� 

Len: 291 

� �8�A�.� 12. 16. �&�5�;�5�2�>�9� �E�>�A�B� �4�5�;�0�5�B� �7�0�?�@�>�A� �:�0�B�0�;�>�3�0� /info �?�>� �<�5�B�>�4�C� GET 

• �W�i�r�~�a�r�k�.� · P1cket �1� · 1urora 

> fraJte 6: 191 bytes �>�?� wire (1528 �+�t�s�}�,� 191 bytes coptur•d (1528 bits) 

> Ethernet ���,� Src: H•wl•ttP_bf:91:o• (00:25:b3:bf:91:e•), Dst: ll*•re_e7:ao:27 �(�0�0�:�0�A�:�2�9�:�0�7�:�0�5�:�2�7�)� 

) Internet Prot.ocol Version 4J Src: 192.168.106.292" Ost: 192.168.100.2-06 

�>� �E� 

Src Port: 88 (se 1 Ost Port: 1931 (1031), Seq: ���&���1�7�2�S�4�2���,� Ack: 3982971185, Len: 137 

Content-Typf!: te)(t/html �\�3�\�?� 

Location: / �i�n�f�o�?�r�f�f�W�E�L�U�j�L�J���p�P�\�r�\�n� f) 
Connection: Keep-Alive\r\n 
�S�e�r�v�e�3�:� �A�p�a�c�:�h�e�\�3�\�n� 

Content-Length: 0\r\n 
\r\n 
�(�t�!�"�"� � respons• �1�/���]� 

[Tiae- since �3�e�q�u�e�s�t�:� 0.478102000 seconds] 
[Rcgucst in �f�3�>�<�;� 41 
[fiext �3�c�g�u�e�s�t� in �f�r�8�e�.� 71 
���r�i�e�x�t� rcsoonse in �f�r�c�1�1�:�·� 181 

No.: 6 • r..,... ���.�2�1�����1� • .scxn.r J9J.Jfi&JOO.ZOJ • �~� 1J2.J68./(J().J()6 • �!�,�.�:���.�.�.� ;»r. · Act:ot:d: ���7�"� � • �,�l�n�g�r�l�:�:� Hl • lnfrx ���"�"� �/�1 �. �1� Jt11 /.fo.-«I 

Close 

� �8�A�.� 12. 1 7. ��� �4�0�=�=�>�<� �?�0�:�5�B�5� �1�@�0�C�7�5�@� �:�;�8�5�=�B�0� �?�5�@�5�0�4�@�5�A�>�2�K�2�0�5�B�A�O� �=�0� �4�@�C�3�C�N� �A�B�@�0�=�8�F�C� 

���>�;�C�G�8�2� �?�0�:�5�B� ���"�"� � �A� �:�>�4�>�<� �A�>�A�B�>�O�=�8�O� 302, �:�;�8�5�=�B� �8�=�8�F�8�8�@�C�5�B� �5�I�5� �>�4�8�=� 

�7�0�?�@�>�A� �?�>� �<�5�B�>�4�C� GET �?�>� URL �A�>� �7�=�0�G�5�=�8�5�<� �/�i�n�f�o�?�r�F�f�W�E�L�U�j�L�J���p�P� �2� �?�0�:�5�B�5� 7, �=�0� 

�G�B�>� �?�>�;�C�G�0�5�B� �?�>�4�B�2�5�@�6�4�5�=�8�5� �2� �?�0�:�5�B�5� 8 �B�8�?�0� ���!���.� ���>�A�;�5� �?�0�:�5�B�0� ���!��� �A�;�5�4�C�5�B� �=�5�­

�A�:�>�;�L�:�>� �?�0�:�5�B�>�2�,� �?�@�5�4�A�B�0�2�;�O�N�I�8�E� �4�0�=�=�K�5�,� �?�5�@�5�4�0�2�0�5�<�K�5� �7�;�>�C�<�K�H�;�5�=�=�8�:�>�<� 

�F�5�;�5�2�>�<�C� �E�>�A�B�C�.� �'�B�>�1�K� �1�>�;�5�5� �B�I�0�B�5�;�L�=�>� �?�@�>�0�=�0�;�8�7�8�@�>�2�0�B�L� �M�B�8� �4�0�=�=�K�5�,� �I�5�;�­

�:�=�8�B�5� �?�@�0�2�>�9� �:�=�>�?�:�>�9� �<�K�H�8� �=�0� �>�4�=�>�<� �8�7� �?�0�:�5�B�>�2� �2� �?�>�B�>�:�5� �4�0�=�=�K�E� �(�=�0�?�@�8�­

�<�5�@�,� �=�0� �?�0�:�5�B�5� 9) �8� �2�K�1�5�@�8�B�5� �:�>�<�0�=�4�C� Followc:>TCP Stream �(���B�A�;�5�6�8�2�0�B�L�<�:�:�:�:�>� ���>�B�>�:� 

�"�!� �)� �8�7� �:�>�=�B�5�:�A�B�=�>�3�>� �<�5�=�N�.� ��� �M�B�>�<� �?�>�B�>�:�5� �2�K�2�>�4�0� �4�0�=�=�K�E� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L� 

�?�5�@�2�>�=�0�G�0�;�L�=�K�9� �7�0�?�@�>�A� �?�>� �<�5�B�>�4�C� GET, �?�5�@�5�0�4�@�5�A�0�F�8�N� �?�>� �:�>�4�C� �A�>�A�B�>�O�=�8�O� 302, 
�0� �B�0�:�6�5� �2�B�>�@�>�9� �7�0�?�@�>�A� �?�>� �<�5�B�>�4�C� GET, �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.18. 

���=�0�;�8 �7� �?�0�:�5�B�>�2� �=�>� �1�5�7�>�?�0�A�=�>�A�B�L� 365 
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• Wireshark · Follow �"�!� � Stream (tcp.stream eq 0) · aurora �>� 

�1���"� /info ���"�"� �/�1�.�1� 

Accept: illage/gif, �i�i�l�a�g�e�/�x�-�x�,�i�t�m�a�p�,� illage/jpeg, inoage/pjpeg, application/x-shockwave-flash, • 1• 
Accept-language: en-us 
Accept-Encoding: gzip, deflate 
User--Agent: ���o�z�i�l�l�a�/�4�.�0� �(�c�e�1�1�p�a�t�i�+�e�;� ���S�I�E� �1�.�0�;� Windows �t�?� 5.1; SVl) 
���o�s�t�:� 192.166.100.202 
Connection: Keep·Alive 

���"�"� �/�1�.�1� 302 ���o�v�e�d� 

Content-Type: �t�e�x�t�/�h�t�<�l� 

loc1tion: �/�i�n�f�o�?�r�F�f�W�f�L�U�j�L���H�p�P� 

Connection: Keep-Alive 
Server: Apache 
Content-Length: 0 

�1���"� �/�i�n�f�o�?�r�F�f�W�E�L�U�j�l�����p�P� ���"�"� �/�1�.�1� 

Accept: illage/gif, �1�-�a�g�e�/�x�-�x�+�t�l�t�a�p�,� �i�i�2�a�g�e�/�j�p�e�g�,� :Uiiage/pjpeg, application/x-shockwave-flash, */• 
�A�c�c�e�p�t�-�l�2�n�g�u�a�g�e�:� en-us 
Accept-Encoding: gzip, deflate 
User-Agent: ���o�z�i�l�l�o�/�4�.�0� �(�c�0�1�1�1�p�o�t�i�+�e�;� ���S�I�E� �1�.�0�;� Windows �.�- S.1; SVl} 
���o�s�t�:� 192.168.100.202 
Connection: Keep-Alive 

���"�"� �/�1�.�1� 200 ����� 

Content-Type: �t�e�x�t�/�h�t�<�l� 

�P�3�a�g�i�i�a�:� no-cache 
Connection: Keep-Alive 
�S�e�3�v�e�r�:� Apach11 
Cont<!nt-length: 11266 

�E� 

" -" 
-

J de-< �@���[�s�)�,� JO _,..,,. pla(s), !i �1�2�1�>�(�'�~� 

Entl'e �c�o�n�v�e�r�s�a�t�N�n� �(�1�2�k���)� Stream Jo l:] 
Fr>d: 

�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~� 

� �8�A�.� 12. 18. ���>�B�>�:� �4�0�=�=�K�E�,� �?�5�@�5�4�0�2�0�5�<�K�9� �:�;�8�5�=�B�C� 

���>�A�;�5� �M�B�>�3�>� �4�5�;�>� �=�0�G�8�=�0�5�B� �?�@�8�=�8�<�0�B�L� �A�>�2�5�@�H�5�=�=�>� �=�5�>�1�K�G�=�K�9� �>�1�>�@�>�B�.� 

���;�>�C�<�K�H�;�5�=�=�8�:� �>�B�2�5�G�0�5�B� �=�0� �7�0�?�@�>�A� �?�>� �<�5�B�>�4�C� GET �2�5�A�L�<�0� �A�B�@�0�=�=�>� �2�K�3�;�O�4�O�­

�I�8�<� �A�>�4�5�@�6�8�<�K�<�,� �?�5�@�2�0�O� �G�0�A�B�L� �:�>�B�>�@�>�3�>� �?�@�8�2�5�4�5�=�0� �=�0� �@�8�A�.� 12.19. 
�-�B�>� �A�>�4�5�@�6�8�<�>�5� �A�>�A�B�>�8�B� �8�7� �F�5�;�>�3�>� �@�O�4�0� �A�;�C�G�0�9�=�K�E� �G�8�A�5�;� �8� �1�C�:�2� �2� �4�5�A�­

�:�@�8�?�B�>�@�5� <script> ���.� �-�B�>�B� �4�5�A�:�@�8�?�B�>�@� �?�@�8�<�5�=�O�5�B�A�O� �2� ���"���L�-�4�>�:�C�<�5�=�B�5� �4�;�O� 

�>�1�>�7�=�0�G�5�=�8�O� �8�A�E�>�4�=�>�3�>� �:�>�4�0� �=�0� �O�7�K�:�5� �A�F�5�=�0�@�8�5�2� �2�K�A�>�:�>�3�>� �C�@�>�2�=�O�,� �?�@�5�4�=�0�­

�7�=�0�G�5�=�=�>�3�>� �4�;�O� �2�K�?�>�;�=�5�=�8�O� �=�0� �A�B�>�@�>�=�5� ���"�"� �-�:�;�8�5�=�B�0�.� ���0�:� �?�@�0�2�8�;�>�,� �2� �4�5�A�­

�:�@�8�?�B�>�@�5� <script> �C�:�0�7�K�2�0�N�B�A�O� �>�?�5�@�0�B�>�@�K�,� �A�>�A�B�0�2�;�O�N�I�8�5� �8�A�?�>�;�=�O�5�<�K�9� �:�>�4� 

�A�F�5�=�0�@�8�O�.� ���>� �1�5�A�A�<�K�A�;�5�=�=�>�5� �A�>�4�5�@�6�8�<�>�5� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� �7�0�H�8�D�@�>�2�0�=�>�,� �G�B�>�­

�1�K� �A�:�@�K�B�L� �A�0�<� �8�A�?�>�;�=�O�5�<�K�9� �:�>�4� �>�B� �>�1�=�0�@�C�6�5�=�8�O�.� ��� �?�>�A�:�>�;�L�:�C� �=�0�<� �8�7�2�5�A�B�=�>�,� 

�G�B�>� �0�=�0�;�8�7�8�@�C�5�<�K�9� �7�4�5�A�L� �B�@�0�D�8�:� �A�;�C�6�8�B� �4�;�O� �M�:�A�?�;�C�0�B�0�F�8�8� �C�O�7�2�8�<�>�A�B�5�9� �2� �A�8�­

�A�B�5�<�5� �1�5�7�>�?�0�A�=�>�A�B�8� �0�B�0�:�C�5�<�>�9� �A�;�C�6�1�K�,� �B�>� �<�>�6�=�>� �?�@�5�4�?�>�;�>�6�8�B�L�,� �G�B�>� �7�0�?�C�B�0�=�­

�=�K�9� �B�5�:�A�B� �2� �4�5�A�:�@�8�?�B�>�@�5� <script> �A�>�4�5�@�6�8�B� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�>�5� �7�0�?�>�;�=�5�=�8�5� 

�8� �:�>�4� �7�0�?�C�A�:�0� �>�1�>�;�>�G�:�8� �A�>� �7�;�K�<� �C�<�K�A�;�>�<�.� 
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• Wireshark · Follow �"�!� � Stream (tcp.stream <q ���)� · aurora 

< �!�����!�"�#� ��� ���"���l� PUBLIC �"�-�/�/�W���!�/� �/���"��� tmll 4.0//EN"> 
<html> 
<head> 
<script> 

�>� 

var IwpVuiFqihVySoJStwXllT • 
�'�0�4�2�7�1�4�7�7�l�����,�����0�,�l�0�0�A�2�4�0�-���9�1�-���A�1�2�0�5�2�8�0�5�1�6�0�5�1�5�0�-�1�8�4�d�7�0�5�0�0�5�2�9�1�0�0�8�0�9�1�,�-�5�1�5�7�1���5�1�1�2�2�5�2�0�,�0�3�1�2���d�0�5�1�8�0�8�-�9� 

�2�A�0�d�2�7�1�2���,�0�0�0�8�0�5�0�-�-�A�1�A�0�7�3�5���2�1�0�2�4�0�7�-�S�0�-�1�4�1�4�2�9���5�2�5�0�8�2�9�0�8�3�A�0�0�0�0�0�0�0�7�2�f�1�4�2�6�2�4�0�1�1�f�2�0�2�7�0�2�2�8�2�5�0�8�2�f�2�5�-�f�2�A�3� 

�9���9�4�0�7�1�1�0�2�6�1�5�2�7�5�2�0�7�1�4�2�5�2�4�3�5�7�d�4�3�7�7�2�A�2�7�0�2�7�0�S�0�2�f�4�1�1�0�1�5�7�A�1�5�4�0�2�S�1�0�7�4�5�0�6�1�4�1�7�6�S�1�1�A�1�5�2�5�7�5�4�1�6�5�3�1�0�5�1�5�1�5�0�0�0�f� 

�2�,�3�5�3�0�2�0�1�0�-�d�0�5�0�3�0�4�1�5�0�2�-�4�-�1�2�f�-�0�-�A���4�0�7���5�1�,�5�d�0�d�0�2�1���l�5���f�1�1�3�5�2�0�0�5�2�1�1�0�1�A���8�0�9�3�9�1�3�1�1�2�5�3�2�2�2�2�3�2�1�1�f�3�2�.���9�3�0�2�1�3� 

�3�3�8�l�b�3�3�0�a�0�c�2�c�l�l�7�S�S�7�1�c�2�e�2�7�l�3�2�S�l�f�2�3�0�8�2�3�6�+�f�2�7�0�f�2�d�3�e�2�d�3�5�3�c�1�7�2�,�0���3�9���1�6�4�0�3�1�d�1�9�2�b�l�e�3�6�3�c�0�U�f�0�7�2�d���l�l�S���8�2�3� 

�0�f�2�5�1�1�3�9�7�9�4�9�0�,�0���1�2���d�0�5�1�8�0�8�3�9�2�A�0�d�2�7�1�2���,�0�0�0�8�0�5�0�3���A�1�A�0�7���S�-�2�1�0�2�4�0�7�3�5�0�-�1�4�1�4�2�9�-�5�2�5�0�8�2�9�0�8�-�A�0�0�0�0�0�0�0�7�2�f�1�4�2� 
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String. �f�r�O�t�l�C�h�a�r�<�:�o�d�e�(�p�a�r�s�e�i�n�t�(�I�w�p�V�u�i�f�q�i�h�V�y�S�o���S�,�.�X�l�l�T� .substring( i, i+2), 16) ); 
} 
var vu\-IGWsvUonxrQzpqg8XPrZNSKR6ee = location. search. substring( l); 
var �N�q�x�A�X�n�n�X�i�i�l�O���l�'�\�N�n�K�o�q�n�b�p� = ''; 
for ( i"'6; i<RXb. length; i++) { 

�l�l�q�x�A�X�n�n�X�i�I�L�O���f�\�w�V�n�K�o�q�n�b�p� �+�0� 

String. f �n�<�n�C�h�a�r�C�o�d�e�(�R�X�b�.� char<odeAt ( i) ��� vuHGWsvUonxrQzpqgaxPrZNSKRGee. charCodeAt( i 
SvuWGWsv\JonxrQzpqgBXPrZNSKRGee. length)); 

} 
window[ "ev•l". replace(/[A·Z]/g, "") �]�(�t�l�q�x�A�X�n�n�X�i�I�L�O�l�!���w�l�l�n�K�o�q�n�b�p�)�;� r-

</script> 
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�A�>�4�5�@�6�8�B�A�O� �A�A�K�;�:�0� �=�0� �=�5�>�1�K�G�=�>� �8�<�5�=�C�5�<�K�9� �D�0�9�;� �D�>�@�<�0�B�0� GIF. ���0�:� �?�>�:�0�7�0�­
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�?�>�A�K�;�0�5�B�A�O� �7�0�?�@�0�H�8�2�0�5�<�K�9� �D�0�9�;� �D�>�@�<�0�B�0� GIF 8 . 

No. rme: �S�A�8�0� �0�5�L�1�1�>�n� ProtDc:D InfD 
21 1.288241 1g2.168.1ee.296 192.168.1M.N2 ���"�"� � �>� �G���"� �/�i�n�f�o�w�"�V�1�t�e�G�D�V�J�.�.�=�f�s�r�-�d�l�"�'�V�X �i �Y�A�p�n�u�P�o�O�t�j�R�r�-�S�Z�v�K�t�,�V�g�w�u�Z�O�:�W�����j �t �E�c�l�b�~�u�)�P�P�c�t�c�f�l�h�s�t�t�=�R�.�r�-�S�y�x�l�.�1�i�f� ���"�"� �/�1�.�1� 
12 1.4881el 192.168. 181.282 �1�9�2�. �1 �6�8�.�l���.�2�8�6� �"�! � � 88.,. 1831 �{�����!�)� �~�q "�3�8�3�6�7�3�6�9 �S�l� Ack•3982971911 Win•64511 Len-e 
231.489>66 192.168.118.24:12 192.168.188.286 �=�B�B�;�~�. �8 �=�B�B� �/�1�.�1� �2��� ���1�(� (6IF89•) (Gtf89•) (1-ge/3if) 
24 t.6589S8 192. 168.188.286 192. 168.118.292 �"�!� � 1t31.,. 80 �[���!�:���)� Seq•3'1829719U Ack•38)6737e98 Win•bl893 len-e 
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�1�K� �G�B�>�-�=�8�1�C�4�L� �>� �?�@�>�8�A�E�>�4�O�I�5�<�.� ��� �E�>�B�O� �M�B�>� �>�B�;�8�G�=�K�9� 

�A�?�>�A�>�1� �8�7�C�G�8�B�L� �0�B�0�:�8�,� �=�0� �A�0�<�>�<� �4�5�;�5� �>�=� �4�0�;�5�:� �>�B� �?�@�0�:�­

�B�8�:�8�.� ���5�4�L� �2� �1�>�;�L�H�8�=�A�B�2�5� �@�5�0�;�L�=�K�E� �A�F�5�=�0�@�8�5�2� �B�5�,� �:�>�<�C� �?�>�@�C�G�5�=�>� �7�0�I�8�I�0�B�L� 

�A�5�B�8�,� �=�5� �1�C�4�C�3� �0�=�0�;�8�7�8�@�>�2�0�B�L� �:�0�6�4�K�9� �?�0�:�5�B�,� �?�@�>�E�>�4�O�I�8�9� �?�>� �A�5�B�8�.� ���<�5�A�B�>� �M�B�>�­

�3�>� �>�=�8� �2�>�A�?�>�;�L�7�C�N�B�A�O� �>�?�@�5�4�5�;�5�=�=�>�9� �D�>�@�<�>�9� �A�8�A�B�5�<�K� �>�1�=�0�@�C�6�5�=�8�O� �2�B�>�@�6�5�­

�=�8�9�,� �:�>�B�>�@�0�O� �4�>�;�6�=�0� �?�@�5�4�C�?�@�5�4�8�B�L� �8�E� �>�1� �0�=�>�<�0�;�8�O�E� �2� �A�5�B�5�2�>�<� �B�@�0�D�8�:�5�,� �:�>�B�>�­

�@�K�9� �B�@�5�1�C�5�B� �4�0�;�L�=�5�9�H�5�3�>� �0�=�0�;�8�7�0� �=�0� �>�A�=�>�2�0�=�8�8� �?�@�5�4�>�?�@�5�4�5�;�5�=�=�K�E� �A�8�3�=�0�B�C�@� 

�A�>�2�5�@�H�0�5�<�K�E� �0�B�0�:�.� 

��� �A�;�5�4�C�N�I�5�<� �?�@�8�<�5�@�5� �<�K� �=�0�G�=�5�<� �A� �?�@�>�A�B�>�3�>� �?�@�5�4�C�?�@�5�6�4�5�=�8�O�,� �2�7�O�2� �=�0� �A�5�1�O� 

�@�>�;�L� �=�0�A�B�>�O�I�5�3�>� �0�=�0�;�8�B�8�:�0�.� ��� �4�0�=�=�>�<� �A�;�C�G�0�5� �A�8�A�B�5�<�0� �>�1�=�0�@�C�6�5�=�8�O� �2�B�>�@�6�5�­

�=�8�9� �D�>�@�<�8�@�C�5�B� �?�@�8�2�5�4�5�=�=�>�5� �=�8�6�5� �?�@�5�4�C�?�@�5�6�4�5�=�8�5�.� 

[**] (1:132456789:2) CyberEYE RAT Session �E�s�t�a�+�i�s�h�m�e�n�t� [**] 

[Classification: ��� Network Trojan was detected] [Priority: 1) 

07/18-12:45:04.656854 172.16.0.111:4433 -> 172.16.0.114:6641 

�"�!� � �"�"�1�:�1�2�8� TOS:OxO ID:6526 Ip1en:20 Dgrn1en:54 DF 

�*�*�*��� �*�*�*� Seq: ���E�5�3���������5��� Ack: ���E�1�8�8�7�4�9�2�2� Win: OxFAFO TcpLen: 20 

���0� �A�;�5�4�C�N�I�5�9� �A�B�0�4�8�8� �?�@�>�A�<�0�B�@�8�2�0�5�B�A�O� �?�@�8�2�5�4�5�=�=�>�5� �=�8�6�5� �?�@�0�2�8�;�>� �A�8�3�=�0�­

�B�C�@�K�,� �8�=�8�F�8�8�@�C�N�I�5�5� �4�0�=�=�>�5� �?�@�5�4�C�?�@�5�6�4�5�=�8�5�.� 

alert tcp any any -> $HOME_NET any 
(msg:"CyberEYE RAT Session �E�s�t�a�,�l�i�s�h�m�e�n�t�"�;� 

content:"l41 �4��� 41 42 49 �4�!� 47 49 7CI"; 
classtype:trojan-activity; sid:132456789; rev:2;) 

�-�B�>� �?�@�0�2�8�;�>� �C�A�B�0�=�>�2�;�5�=�>� �4�;�O� �2�K�4�0�G�8� �?�@�5�4�C�?�@�5�6�4�5�=�8�O� �2�A�O�:�8�9� �@�0�7�,� �:�>�3�4�0� �>�1�­

�=�0�@�C�6�8�2�0�5�B�A�O� �?�0�:�5�B�,� �?�>�A�B�C�?�0�N�I�8�9� �8�7� �2�=�C�B�@�5�=�=�5�9� �A�5�B�8� �A� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�K�<� 

�A�>�4�5�@�6�8�<�K�<� 41 4! 41 42 49 �4�!� 47 49 �7�!�,� �:�>�B�>�@�>�5� �?�@�5�>�1�@�0�7�C�5�B�A�O� �2� �C�4�>�1�>�G�8�B�0�5�­

�<�C�N� �D�@�0�7�C� ANA BILGI, �5�A�;�8� �?�@�5�>�1�@�0�7�>�2�0�B�L� �M�B�C� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �2� ���S�!���-�:�>�4�.� 

���0�:� �B�>�;�L�:�>� �M�B�>� �A�>�4�5�@�6�8�<�>�5� �>�1�=�0�@�C�6�8�B�A�O�,� �8�=�8�F�8�8�@�C�5�B�A�O� �?�@�5�4�C�?�@�5�6�4�5�=�8�5�,� 

�C�:�0�7�K�2�0�N�I�5�5� �=�0� �2�>�7�<�>�6�=�>�5� �=�0�;�8�G�8�5� �B�@�>�O�=�A�:�>�9� �?�@�>�3�@�0�<�<�:�K� �C�4�0�;�5�?�8�>�3�>� �4�>�A�B�C�?�0� 

�(�R�e�H�o�t�e�-�A�c�c�e�s�s� Trojan - RAT), �@�0�7�@�0�1�>�B�0�=�=�>�9� �A�@�5�4�A�B�2�0�<�8� CyberEYE. ���@�>�3�@�0�<�­

�<�K� RAT �A�G�8�B�0�N�B�A�O� �2�@�5�4�>�=�>�A�=�K�<�8� �8� �=�5�7�0�<�5�B�=�>� �2�K�?�>�;�=�O�N�B�A�O� �=�0� �F�5�;�5�2�>�9� �<�0�­

�H�8�=�5�,� �?�@�5�4�>�A�B�0�2�;�O�O� �7�;�>�C�<�K�H�;�5�=�=�8�:�C� �=�5�A�0�=�:�F�8�>�=�8�@�>�2�0�=�=�K�9� �4�>�A�B�C�?� �:� �=�5�9�.� 

�l�l�l�Q�"�l�i�p���i�i�i�i�i� CyberEYE - �M�B�>� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�>�5� �=�5�:�>�3�4�0� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�>�5� �A�@�5�4�A�B�2�>� 

�B�C�@�5�F�:�>�3�>� �?�@�>�8�A�E�>�6�4�5�=�8�O�,� �?�@�5�4�=�0�7�=�0�-�G�0�2�H�.�5�5�A�O� �4�;�O� �A�>�7�4�0�=�8�O� �8�A�?�>�;�=�O�5�.�<�(�}�­

�3�>� �:�>�4�0� �?�@�>�3�@�0�<�<� RAT �8� �0�4�<�8�=�8�A�B�@�0�B�8�2�=�>�3�>� �C�?�@�0�2�;�5�=�8�O� �?�>�4�2�5�@�3�0�2�H�8�.�"�!�!�­

�A�.�O� �C�3�@�>�7�0�<� �E�>�A�B�>�2�.� ���>� �8�@�>�=�8�8� �A�C�4�L�1�K�,� �?�@�8�2�5�4�5�=�=�>�5� �2�K�H�5� �?�@�0�2�8�;�>� �S�?�o�r�t� 
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�8�=�8�F�8�8�@�C�5�B� �?�@�5�4�C�?�@�5�6�4�5�=�8�5� �?�@�8� �>�1�=�0�@�C�6�5�=�8�8� �2� �?�0�:�5�B�5� �A�8�<�2�>�;�J�=�>�9� 

�A�B�@�>�:�8� "ANA BILGI ", �:�>�B�>�@�0�O� �?�>�-�B�C�@�5�F�:�8� �>�7�=�0�G�0�5�B� �"���!�����������/� ����� 

�$��� �����&���/�" �.� 

��� �B�5�?�5�@�L� �@�0�A�A�<�>�B�@�8�<� �?�@�8�<�5�@� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�,� �A�2�O�7�0�=�=�>�3�>� �A� �?�@�5�4�C�?�@�5�6�4�5�­

�=�8�5�<� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� ratinfected. pcapng. �-�B�>� �?�@�5�4�C�?�@�5�6�4�5�=�8�5� �?�>� �?�@�0�2�8�­

�;�C� �S�r�N�r�t� �>�1�K�G�=�>� �?�@�8�2�>�4�8�B� �:� �?�5�@�5�E�2�0�B�C� �;�8�H�L� �>�4�=�>�3�>� �?�0�:�5�B�0�,� �8�=�8�F�8�8�@�>�2�0�2�H�5�3�>� 

�4�0�=�=�>�5� �?�@�5�4�C�?�@�5�6�4�5�=�8�5�,� �=�>�,� �:� �A�G�0�A�B�L�N�,� �2� �=�0�H�5�<� �@�0�A�?�>�@�O�6�5�=�8�8� �8�<�5�5�B�A�O� �2�A�O� 

�?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �<�5�6�;�r�C� �E�>�A�B�0�<�8�.� �'�B�>�1�K� �2�K�4�5�;�8�B�L� �8�7� �0�=�0�­

�;�8�7�8�@�C�5�<�>�3�>� �B�@�0�D�8�:�0� �A�0�<�>�5� �3�;�0�2�=�>�5�,� �?�>�8�I�8�B�5� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�C�N� �A�B�@�>�:�C�,� 

�C�?�>�<�O�=�C�B�C�N� �2� �?�@�0�2�8�;�5� Snort, �2�K�?�>�;�=�8�2� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���K�1�5�@�8�B�5� �:�>�<�0�=�4�C� EditQFind Packet �(���@�0�2�:�0�Q���0�9�B�8� �?�0�:�5�B�)� �8�7� �3�;�0�2�=�>�3�>� 

�<�5�=�N� �8�;�8� �=�0�6�<�8�B�5� �:�>�<�1�8�=�0�F�8�N� �:�;�0�2�8�H� <Ctrl+F>. 

2. ���K�1�5�@�8�B�5� �?�C�=�:�B� ���5�E� Value �(�(�5�A�B�=�0�4�F�0�B�5�@�8�G�=�>�5� �7�=�0�G�5�=�8�5�)� �8�7� �@�0�A�:�@�K�2�0�­

�N�I�5�3�>�A�O� �A�?�8�A�:�0�,� �@�0�A�?�>�;�>�6�5�=�=�>�3�>� �A�;�5�2�0� �>�B� �?�>�;�O� �2�2�>�4�0�.� 

3. ���2�5�4�8�B�5� �7�=�0�G�5�=�8�5� �4�1�4��� 41 42 49 �4�!� 47 49 �7�!� �2� �B�5�:�A�B�>�2�>�9� �>�1�;�0�A�B�8�.� 

4. �)�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Find �(���0�9�B�8�)�.� 

���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.23, �2�K� �4�>�; �6�=�K� �B�5�?�5�@�L� �C�2�8�4�5�B�L� �?�5�@�2�>�5� �2�E�>�6�4�5�=�8�5� 

�H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�>�9� �A�B�@�>�:�8� �2� �8�=�D�>�@�<�0�F�8�>�=�=�>�9� �G�0�A�B�8� �?�0�:�5�B�0� 4 �� �.� 

Fraoie 4: 68 bytes on wir-e (544 �+�t�s�)�,� 68 bytes c11ptured (544 �+�t�s�)� on interface �5� 

Ethernet II, Src: V-•,..._87:ae:27 �(�0�0�:�8�A�:�2�9�:�0�7�:�0�5�:�2�7�)�,� Ost: ���e�w�l�e�t�t�P�_�b�f�:�9�1�:�e�e� �(�5�&�:�2�5�:�,���:�,�f�:�9�1�:  " "�}� 

Internet Prot"ocol Version 4, Src: 172.16.G.111, Ost: 172.16.9.114 
> �T�r�a�n�s�<�i�s�s�i�o�n� Control Protocol, Src � �>�3�t�:� 4433 (4433). Ost Port: 6641 (6641), Seq: 1494758878, Ack: 411519266, Len: 14 
v Oata (14 bytes} 

Oota: �4�1�4���4�1�4�2�4�9�4�A�4�7�4�9�7�!���5���5���1�5�d�0 "� 0 
[L•ngth: 14] 

�5�5� 25 �,�3� bf 91 •• �5�5� �5�5� 29 �5�1� •• 21 98 �5�5� 45 �5�5� 
"' 08 36 19 �7�5� 48 �5�2� �2�5� 06 ss 42 �0�A� 18 �5�5� �1�f� �1�1�A� 10 

�5�1� �5�5� 12 11 51 19 fl 53 �,�0� �5�,� 5• 18 87 49 22 �5�5� 18 
�5�5�7�5� fa fe �L�.� �2�L� �5�5� �>�>� 1 �4�5� 41 42 49 4< 47 49 �7�A� 35 -
• ')' Data (data.data), �1�~� byt.. 

.% ...•.. )" '. �. ���.� 

.6.-@." �.�2 �"� �.�>�"� 

.r.Q .. S .. •"I"P. 

... + .. �(�l�l�J�(�!�d�i�l�i�J� ---, �P�~ "�t�s�:� 779 • ()fsployed: 779 (100.0%} · Lood -: 0:0.8 ·1 Profilo: O.fotit 

� �8�A �.� J 2.23. �!�B�@�>�:�0� �A�>�4�5�@�6�8�<�>�3�> �,� �=�0� �:�>�B�>�@�C�N� �@�5�0�3�8�@�C�5�B� �?�@�5�4�C�?�@�5�6�4�5�=�8�5� �?�>� �?�@�0�2�8�­

�;�C� Snort, �2�?�5�@�2�K�5� �?�>�O�2�;�O�5�B�A�O� �2� �?�0�:�5�B�5� 4 

���A�;�8� �I�5�;�:�=�C�B�L� �=�0� �:�=�>�?�:�5� Find �5�I�5� �=�5�A�:�>�;�L�:�>� �@�0�7�,� �B�>� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L�,� 

�G�B�>� �4�0�=�=�0�O� �A�B�@�>�:�0� �?�@�8�A�C�B�A�B�2�C�5�B� �B�0�:�6�5� �2� �?�0�:�5�B�0�E� 5, 10, 32, 156, 280, 405, 531 
�8� 652. ��� �E�>�B�O� �2�5�A�L� �>�1�<�5�=� �4�0�=�=�K�<�8� �2� �0�=�0�;�8�7�8�@�C�5�<�>�<� �7�4�5�A�L� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� 

�?�@�>�8�A�E�>�4�8�B� �<�5�6�4�C� �:�>�<�?�L�N�B�5�@�>�<� �7�;�>�C�<�K�H�;�5�=�=�8�:�0�,� �=�0�E�>�4�O�I�8�<�A�O� �?�>� �0�4�@�5�A�C� 

172 .16. ��� . 111, �8� �F�5�;�5�2�>�3�>� �E�> �A�B�>�<�,� �@�0�A�?�>�;�>�6�5�=�=�K�<� �?�>� �0�4�@�5�A�C� 172 .16. ��� .114, 
�2�E�>�6�4�5�=�8�O� �M�B�>�9� �A�B�@�>�:�8� �>�:�0�7�K�2�0�N�B�A�O� �8� �2� �;�~�@�C�3�8�E� �4�8�0�;�>�3�0�E�.� ��� �B�>� �2�@�5�<�O� �:�0�:� �>�1�­

�<�5�=� �?�0�:�5�B�0�<�8� 4 �8� 5 �?�@�>�8�A�E�>�4�8�B� �G�5�@�5�7� �?�>�@�B�K� 4433 �8� 6641, �1�>�;�L�H�8�=�A�B�2�>� �>�A�B�0�;�L�­

�=�K�E� �2�E�>�6�4�5�=�8�9� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�9� �7�4�5�A�L� �A�B�@�>�:�8� �>�1�=�0�@�C�6�8�2�0�N�B�A�O� �8�7� �>�1�<�5�=�0� 

���=�0�;�8�7� �? �0�:�5�B�>�2� �=�>� �1�5�7 �>�? �0 �A�=�>�A �B�L� 373 
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�?�0�:�5�B�0�<�8� �<�5�6�4�C� �?�>�@�B�>�<� 4433 �8� �?�@�>�8�7�2�>�;�L�=�>� �2�K�1�@�0�=�=�K�<�8� �2�@�5�<�5�=�=�K�<�8� �?�>�@�B�0�­

�<�8�.� ���0�3�;�O�=�C�2� �=�0� �2�:�;�0�4�:�C� �"�!� � �2� �>�:�=�5� Conversations, �<�>�6�=�>� �C�1�5�4�8�B�L�A�O� �2� �A�C�I�5�A�B�2�>�­

�2�0�=�8�8� �=�5�A�:�>�;�L�:�8�E� �4�8�0�;�>�3�>�2�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.24. 

�>� �E� 

Ethe"net. • 1 IPv4 • 1 IP\'6 �"�!� � 8 LIOP 

1 �r
�4�d�d �-�r�:�S�s�A�P�o�r�t�.�A� �A�d�d�~�s�B� - PortB Packds ���y�t�t�s� � �L�A�k�m�4�-�8� �~���-�8� PacketsB-A Bytes8-A RdSWt Durmon BrtJ/sA-8 8m/sB-A ! 
172.16.0114 �6�,�!�1� �(�1�1�.���.�1�1�1� 4433 48 2989 24 1589 24 1400 �0�.�0�0�0�0�0�0�0�0�0�1�3�2�.�1�2�9�1�0�9� �9�1� 84 

17216.0114 �1�6�>�!�2� 172.16.0.111 4433 10 S85 6 343 4 242 0.01200llOOO 132.117839 20 14 

172.160.114 �1�6�>�!�3�1�7�Z�1�6�0�.�1�1�1� 4433 120 91 k �/��� 89k 33 1807 74.205Z35000 0.066042 �1�0��� 218k 

112.16.0.114 �1�1�4�4� 112.16.0.111 4433 120 91 k s1 89k 33 1807 �8�4�.�2�0�9�7�7�-�0�0�0� o.orooss �1�>�<� �2�0�1�~�k� 

172.16 �>� 114 �6�,�!�5� 17216.0111 4433 121 94 k 89 92 k 32 1753 94.225097000 �>�.�>�B�.�!�9�9�5� 10 �<� 192k 

�1�7�2�.�1�6�>�1�1�4� �1�1�4�1� 172 10.0 111 4433 122 94 k 91 �9��� k 31 1699 104.238408000 �0�.�>�7�1�7�8�1� 10 �<� 189 k 

172.16.0.114 �1�1�4�7� �(�.�1�1�.�D�1�1�1� 4433 119 91k 87 89k ���l� 1753 114.238812000 �0�.�.�0�7�1�(�1� �1�0��� 199k 

172.160.114 �1�1�4�8�1�7�2�1�6�.�>�1�1�1� 4433 119 91k 87 89k ���l� 1753 �1�1�8���5�5�4�0�0�0�0� ���.�.���1�1�(� �1�0��� 211k 

-- --- - -- - -- -- ---- -
�0�L�m�t�1�0�~�-

� �8�A �.� 12.24. ���5�6�4�C� �:�>�<�?�L�N�B�5�@�>�<� �7�;�>�C�<�K�H�;�5�=�=�8�:�0� �8� �F�5�;�5�2�K�<� �E�>�A�B�>�<� �A�C�I�5�A�B�2�C�N�B� �B�@�8� 

�>�B�4�5�;�L�=�K�E� �4�8�0�;�>�3�0� 

� �0�7�;�8�G�=�K�5� �4�8�0�;�>�3�8� �<�>�6�=�>� �@�0�7�3�@�0�=�8�G�8�B�L� �2�8�7�C�0�;�L�=�>� �2� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� 

�7�4�5�A�L� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0�,� �2�K�4�5�;�8�2� �8�E� �@�0�7�=�K�<� �F�2�5�B�>�<�.� �!� �M�B�>�9� �F�5�;�L�N� �2�K�?�>�;�=�8�B�5� 

�A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���2�5�4�8�B�5�?�@�0�2�8�;�>�4�;�O�D�8�;�L�B�@�0� (tcp.flaqs.syn = 1) && (tcp.flaqs.ack 
= ���)� �2� �4�8�0�;�>�3�>�2�>�<� �>�:�=�5�,� �@�0�A�?�>�;�>�6�5�=�=�>�<� �2�K�H�5� �?�0�=�5�;�8� Packet List, �8� �=�0�­

�6�<�8�B�5� �:�;�0�2�8�H�C� <Enter>. ��� �@�5�7�C�;�L�B�0�B�5� �?�@�8�<�5�=�5�=�8�O� �M�B�>�3�>� �D�8�;�L�B�@�0� �1�C�4�C�r� 

�2�K�1�@�0�=�K� �?�0�:�5�B�K� SYN �4�;�O� �:�0�6�4�>�3�>� �4�8�0�;�>�3�0� �2� �0�=�0�;�8�7�8�@�C�5�<�>�<� �B�@�0�D�8�:�5�.� 

2. �)�5�;�:�=�8�B�5� �?�@�0�2�>�9� �:�=�>�?�:�>�9� �<�K�H�8� �=�0� �?�5�@�2�>�<� �?�0�:�5�B�5� �8� �2�K�1�5�@�8�B�5� �:�>�<�0�=�4�C� 

Colorize Conversation �(���K�4�5�;�8�B�L� �4�8�0�;�>�3� �F�2�5�B�>�<�)� �8�7� �:�>�=�B�5�:�A�B�=�>�3�>� �<�5�=�N�.� 

3. ���K�1�5�@�8�B�5� �A�=�0�G�0�;�0� �2�0�@�8�0�=�B� �"�!� �,� �0� �7�0�B�5�<� �:�>�=�:�@�5�B�=�K�9� �F�2�5�B�.� 

4. ���>�2�B�>�@�8�B�5� �4�0�=�=�K�9� �?�@�>�F�5�A�A� �4�;�O� �>�A�B�0�;�L�=�K�E� �?�0�:�5�B�>�2� SYN, �2�K�1�@�0�2� �4�;�O� �:�0�6�­

�4�>�3�>� �8�7� �=�8�E� �4�@�C�3�>�9� �F�2�5�B�.� 

5. ���>� �7�0�2�5�@�H�5�=�8�8� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �%�,� �G�B�>�1�K� �C�4�0�;�8�B�L� �?�@�8�<�5�=�O�5�<�K�9� 

�D�8�;�L�B�@�.� 

���K�4�5�;�8�2� �4�8�0�;�>�3�8� �@�0�7�=�K�<�8� �F�2�5�B�0�<�8�,� �<�>�6�=�>� �C�4�0�;�8�B�L� �?�@�8�<�5�=�O�5�<�K�9� �D�8�;�L�B�@�,� 

�G�B�>�1�K� �?�>�A�<�>�B�@�5�B�L�,� �:�0�:�8�<� �>�1�@�0�7�>�<� �>�=�8� �A�2�O�7�0�=�K� �4�@�C�3� �A� �4�@�C�3�>�<�.� �-�B�>� �?�>�<�>�6�5�B� 

�=�0�<� �>�B�A�;�5�4�8�B�L� �?�@�>�F�5�A�A� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �<�5�6�4�C� �4�2�C�<�O� �E�>�A�B�0�<�8�.� ���1�<�5�=� �4�0�=�=�K�­

�<�8� �(�G�5�@�5�7� �?�>�@�B�K� 6641 �8� 4433) �<�5�6�4�C� �M�B�8�<�8� �E�>�A�B�0�<�8� �=�0�G�8�=�0�5�B�A�O� �2� �?�5�@�2�>�<� �4�8�0�­

�;�>�3�5�,� �8� �?�>�M�B�>�<�C� �=�0�G�0�B�L� �0�=�0�;�8�7� �C�4�>�1�=�>� �8�<�5�=�=�>� �A� �=�5�3�> �.� ���B�0�:�,� �I�5�;�:�=�8�B�5� �?�@�0�2�>�9� 

�:�=�>�?�:�>�9� �<�K�H�8� �=�0� �;�N�1�>�<� �?�0�:�5�B�5� �2� �?�5�@�2�>�<� �4�8�0�;�>�3�5� �8� �2�K�1�5�@�8�B�5� �:�>�<�0�=�4�C� Fol­
lowQTCP Stream �(���B�A�;�5�6�8�2�0�B�L�Q���>�B�>�:� �"�!� �)� �8�7� �:�>�=�B�5�:�A�B�=�>�3�>� �<�5�=�N�.� ��� �8�B�>�3�5� �?�>�­

�O�2�8�B�A�O� �@�5�7�C�;�L�B�0�B�,� �?�@�8�2�5�4�5�=�=�K�9� �=�0� �@�8�A�.� 12.25. 

374 ���;�0�2�0� 12 
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• Wireshark · Follow �"�!� � Stream (tcp.stream �~� 0) · ratinfected �>� �E� 

�A�N�A���I�L�6�I� J 556 0 " 
�A�I�W���I�L�6�I� j 192 .168.126.1431US1ratllIIO1 Ad11inistrator / �C�S�A���J�E�R�S�-�1�f�7�F�7�7� I Windows �%� � Service Pack 
���j�i�n�t�e�l�(�R�)� �!�>�r�5�(���\�}�2� l>uo CPU �"�9�6�0�0� (! �2�.�8�0�G���z�l�5�1�1� �1�1���J�1�.�2�j�7�/�1�8�/�2�0�1�0�\� f) 
�B�A�1�l�I�H�I�?� 

5AGLIHI? 
BA6LIHI? 
BAGLIHI? �~� 
BA6Lil1I? 
BAGl.IHI? 
BAGLIHI? 
CAP5CREEN60 0 
BAGLIHI? 
CAPSCREEN60 
BAGLIHH 
CAPSCREEN60 
BAGLitl!? 
CAPSCREEN60 
BAGLIH!? 
CAPSCREEN60 
CAPSCREEN60 
BAGLIHI? 
�B�A�1�l�I���I�?� 

� �8�A �.� 12.25. ���=�0�;�8�7� �?�5�@�2�>�3�>� �4�8�0�;�>�3�0� �4�0�5�B� �8�=�B�5�@�5�A�=�K�5� �@�5�7�C�;�L�B�0�B�K� 

��� �<�K� �A�@�0�7�C� �6�5� �C�2�8�4�8�<�,� �G�B�>� �B�5�:�A�B�>�2�0�O� �A�B�@�>�:�0� "ANABILGI 1556" �?�>�A�K�;�0�5�B�A�O� 

�7�;�>�C�<�K�H�;�5�=�=�8�:�>�<� �F�5�;�5�2�>�<�C� �E�>�A�B�C� ���.� ��� �8�B�>�3�5� �F�5�;�5�2�>�9� �E�>�A�B� �>�B�2�5�B�8�B� �=�5�:�>�B�>�­

�@�K�<� �:�>�;�8�G�5�A�B�2�>�<� �>�A�=�>�2�=�>�9� �8�=�D�>�@�<�0�F�8�8� �>� �A�8�A�B�5�<�5�,� �2�:�;�N�G�0�O� �8�<�O� �:�>�<�?�L�N�B�5�­

�@�0� (CSANDERS-6F7F77) �8� �=�0�8�<�5�=�>�2�0�=�8�5� �?�@�8�<�5�=�O�5�<�>�9� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K� 

(Windows �%� � Service Pack 3) 8, �0� �7�0�B�5�<� �=�0�G�=�5�B� �?�5�@�8�>�4�8�G�5�A�:�8� �?�5�@�5�4�0�2�0�B�L� �B�5�:�­

�A�B�>�2�C�N� �A�B�@�>�:�C� "BAGLIMI?" �>�1�@�0�B�=�>� �7�;�>�C�<�K�H�;�5�=�=�8�:�C� ���.� ���0� �M�B�>� �7�;�>�C�<�K�H�;�5�=�­

�=�8�:� �>�B�2�5�B�8�B� �;�8�H�L� �B�5�:�A�B�>�2�>�9� �A�B�@�>�:�>�9� "CAPSCREEN60" ���,� �:�>�B�>�@�0�O� �?�>�O�2�;�O�5�B�A�O� 

�H�5�A�B�L� �@�0�7� �?�>�4�@�O�4�.� 

�"�5�:�A�B�>�2�0�O� �A�B�@�>�:�0� "CAPSCREEN60", �2�>�7�2�@�0�I�0�5�<�0�O� �7�;�>�C�<�K�H�;�5�=�=�8�:�>�<�,� �?�@�5�4�­

�A�B�0�2�;�O�5�B� �>�A�>�1�K�9� �8�=�B�5�@�5�A�,� �?�>�M�B�>�<�C� �2�K�O�A�=�8�<�,� �:� �G�5�<�C� �>�=�0� �?�@�8�2�5�4�5�B�.� �!� �M�B�>�9� �F�5�­

�;�L�N� �=�5�?�@�5�<�5�=�=�>� �C�4�0�;�8�B�5� �;�N�1�K�5� �D�8�;�L�B�@�K� �>�B�>�1�@�0�6�5�=�8�O� �8� �=�0�9�4�8�B�5� �B�5�:�A�B�>�2�C�N� 

�A�B�@�>�:�C� "CAPSCREEN60" �2� �0�=�0�;�8�7�8�@�C�5�<�K�E� �7�4�5�A�L� �?�0�:�5�B�0�E�,� �2�K�1�@�0�2� �>�?�F�8�8� String 

�(�!�B�@�>�:�0�)� �8� Packet bytes �(���0�9�B�K� �8�7� �?�0�:�5�B�0�)� �8�7� �A�?�8�A�:�>�2�,� �@�0�A�?�>�;�>�6�5�=�=�K�E� �=�0� �?�0�=�5�­

�;�8� �?�>�8�A�:�0�,� �G�B�>�1�K� �C�:�0�7�0�B�L�,� �3�4�5� �A�;�5�4�C�5�B� �8�A�:�0�B�L� �M�B�C� �A�B�@�>�:�C�.� 

���>� �>�:�>�=�G�0�=�8�8� �?�>�8�A�:�0� �?�5�@�5�9�4�8�B�5� �:� �?�5�@�2�>�<�C� �2�E�>�6�4�5�=�8�N� �8�A�:�>�<�>�9� �A�B�@�>�:�8� �2� 

�?�0�:�5�B�5� 27. ���1�=�0�@�C�6�5�=�=�0�O� �7�4�5�A�L� �8�=�D�>�@�<�0�F�8�O� �?�@�8�<�5�G�0�B�5�;�L�=�0� �B�5�<�,� �G�B�>� �:�0�:� �B�>�;�L�­

�:�>� �0�=�0�;�8�7�8�@�C�5�<�0�O� �7�4�5�A�L� �A�B�@�>�:�0� �1�C�4�5�B� �>�B�?�@�0�2�;�5�=�0� �7�;�>�C�<�K�H�;�5�=�=�8�:�>�<� �F�5�;�5�2�>�<�C� 

�E�>�A�B�C�,� �?�>�A�;�5�4�=�8�9� �?�>�4�B�2�5�@�4�8�B� �?�@�8�5�<� �?�0�:�5�B�0�,� �0� �7�0�B�5�<� �=�0�G�=�5�B�A�O� �=�>�2�K�9� �4�8�0�;�>�3� �2� 

�?�0�:�5�B�5� 29. �"�5�?�5�@�L� �2�0�<� �1�C�4�5�B� �;�5�3�G�5� �>�1�=�0�@�C�6�8�B�L� �=�0�G�0�;�>� �=�>�2�>�3�>� �4�8�0�;�>�3�0� �1�;�0�3�>�4�0�­

�@�O� �C�A�B�0�=�>�2�;�5�=�=�K�<� �@�0�=�5�5� �?�@�0�2�8�;�0�<� �2�K�4�5�;�5�=�8�O� �4�8�0�;�>�3�>�2� �F�2�5�B�>�<�.� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �=�>� �1�5�7�>�?�0�A�=�>�A�B�L� 375 
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���A�;�8� �B�5�?�5�@�L� �>�B�A�;�5�4�8�B�L� �?�>�B�>�:� �2�K�2�>�4�0� �4�0�=�=�K�E� �8�7� �M�B�>�3�>� �=�>�2�>�3�>� �4�8�0�;�>�3�0� 

�?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �(�@�8�A�.� 12.26), �B�>� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L� �C�6�5� �7�=�0�:�>�<�C�N� �B�5�:�­

�A�B�>�2�C�N� �A�B�@�>�:�C� "ANABILGil12", �A�;�5�4�C�N�I�C�N� �4�0�;�5�5� �A�B�@�>�:�C� "SHl556" �8� �A�B�@�>�:�C� 

"CAPSCREEN �1�!�:�\�W�I�N�D�O�W�S�\�j�p�g�e�v�h�o�o�k�.�d�a�t�1�8�4�9�7�2�"� ���.� ���1�@�0�B�8�B�5� �2�=�8�<�0�=�8�5� �=�0� �?�C�B�L� 

�:� �D�0�9�;�C�,� �C�:�0�7�0�=�=�K�9� �2�A�;�5�4� �7�0� �A�;�>�2�>�<� CAPSCREEN �2� �?�>�A�;�5�4�=�5�9� �A�B�@�>�:�5�,� �8� �A�;�5�4�C�N�­

�I�8�9� �4�0�;�5�5� �=�5�C�4�>�1�>�G�8�B�0�5�<�K�9� �B�5�:�A�B�.� �!�0�<�>�5� �?�@�8�<�5�G�0�B�5�;�L�=�>�5� �7�4�5�A�L� �A�>�A�B�>�8�B� �2� 

�B�>�<�,� �G�B�>� �=�5�C�4�>�1�>�G�8�B�0�5�<�K�9� �B�5�:�A�B� �?�@�5 �4�2�0�@�O�5�B�A�O� �A�B�@�>�:�>�9� 'JFIF" 8, �:�>�B�>�@�0�O� 

�>�1�K�G�=�>� �C�:�0�7�K�2�0�5�B�A�O� �2� �=�0�G�0�;�5� �D�0�9�;�>�2� �D�>�@�<�0�B�0�J� �G�,� �:�0�:� �?�>�:�0�7�K�2�0�5�B� �1�K�A�B�@�K�9� 

�?�>�8�A�:� �2� Google. 

�~� Wiroshork · Follow �"�!� � Streom (tcp.streom eq 2) · ratinfected 

AIW!IlGI / 12 
�S���/�S�S�1� 
CAPSCREEN/C: \WINOOWS\jpgevhook.dat / 84972 0 
•••••• JfIF."" ••••.•.• �!�.� 

6 
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�:�C� �D�0�9�;�0� �8�7�>�1�@�0�6�5�=�8�O� �2� �D�>�@�<�0�B�5� JPG 

��� �4�0�=�=�K�9� �<�>�<�5�=�B� �<�>�6�=�>� �1�;�0�3�>�@�0�7�C�<�=�>� �7�0�:�;�N�G�8�B�L�,� �G�B�>� �7�;�>�C�<�K�H�;�5�=�=�8�:� 

�8�=�8�F�8�8�@�>�2�0�;� �7�0�?�@�>�A� �=�0� �7�0�3�@�C�7�:�C� �C�:�0�7�0�=�=�>�3�>� �D�0�9�;�0� �8�7�>�1�@�0�6�5�=�8�O� �2� �D�>�@�<�0�B�5� 

JPG. ���>� �5�I�5� �2�0�6�=�5�5 �,� �G�B�>� �?�>�A�B�5�?�5�=�=�>� �=�0�G�8�=�0�5�B� �?�@�>�O�A�=�O�B�L�A�O� �A�B�@�C�:�B�C�@�0� �:�>�<�0�=�­

�4�K�,� �2�>�7�=�8�:�0�N�I�0�O� �8�7� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0 �.� ���:�0�7�K�2�0�5�B�A�O�,� �G�B�>� CAPSCREEN - �M�B�>� �:�>�­

�<�0�=�4�0�,� �?�>�A�K�;�0�5�<�0�O� �7�;�>�C�<�K�H�;�5�=�=�8�:�>�<� �A� �F�5�;�L�N� �=�0�G�0�B�L� �?�5�@�5�4�0�G�C� �C�:�0�7�0�=�=�>�3�>� 

�D�0�9�;�0� �8�7�>�1�@�0�6�5�=�8�O� �2� �D�>�@�<�0�B�5� JPG. ��� �4�5�9�A�B�2�8�B�5�;�L�=�>�A�B�8� �2�A�O�:�8�9� �@�0�7�,� �:�>�3�4�0� 

�?�>�A�K�;�0�5�B�A�O� �:�>�<�0�=�4�0� CAPSCREEN, �?�>�;�C�G�0�5�B�A�O� �>�4�8�=�0�:�>�2�K�9� �@�5�7�C�;�L�B�0�B �.� �'�B�>�1�K� �C�1�5�­
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�<�0�=�4�0� CAPSCREEN, �8�;�8� �?�>�?�K�B�0�9�B�5�A�L� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �A�@�5�4�A�B�2�>�<� �3�@�0�D�8�G�5�A�:�>�3�>� 
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376 ���;�0�2�0� 12 

Tlgm: @it_boooks



1. ���K�1�5�@�8�B�5� �:�>�<�0�=�4�C� StatisticsQIQ Graph �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N�.� 

2. �)�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �A�>� �7�=�0�:�>�<� �"�?�;�N�A�"� ( +), �G�B�>�1�K� �2�2�5�A�B�8� �?�O�B�L� �A�B�@�>�:�.� 

3. ���2�5�4�8�B�5� �D�8�;�L�B�@�K� tcp.streameq 2, tcp.streameq ���,� tcp.streameq 4, tcp. 
stream eq 5 �8� tcp. stream eq 6 �A�>�>�B�2�5�B�A�B�2�5�=�=�>� �2� �?�O�B�8� �A�B�@�>�:�0�E�,� �2�=�>�2�L� �2�2�5�­

�4�5�=�=�K�E� �2� �>�:�=�5� Display Filter. ���@�8�A�2�>�9�B�5� �:�0�6�4�>�<�C� �D�8�;�L�B�@�C� �?�>�4�E�>�4�O�I�5�5� �8�<�O�.� 

4. ���7�<�5�=�8�B�5� �=�0� Bytes/s �(���0�9�B�/� �A�)� �5�4�8�=�8�F�K� �8�7�<�5�@�5�=�8�O�,� �>�B�:�;�0�4�K�2�0�5�<�K�5� �?�>� 

�>�A�8� �C� �?�@�8� �?�>�A�B�@�>�5�=�8�8� �3�@�0�D�8�:�0�.� 

5. �)�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�0�E� Graph 1, Graph 2, Graph 3, Graph 4 �8� Graph 5, �G�B�>�1�K� �0�:�­

�B�8�2�8�7�8�@�>�2�0�B�L� �B�>�G�:�8� �4�0�=�=�K�E� �4�;�O� �C�:�0�7�0�=�=�K�E� �D�8�;�L�B�@�>�2�.� 
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1. ���@�5�6�4�5� �2�A�5�3�>� �>�B�A�;�5�4�8�B�5� �?�>�B�>�:� �"�!� � �8�7� �?�>�4�E�>�4�O�I�8�E� �?�0�:�5�B�>�2�,� �:�0�:� �M�B�>� 

�1�K�;�>� �A�4�5�;�0�=�>� �=�0� �@�8�A�.� 12.25. ���;�O� �M�B�>� �C�4�>�1�=�>� �2�K�1�@�0�B�L� �?�0�:�5�B� 29. 

2. ���1�<�5�=� �4�0�=�=�K�<�8� �=�C�6�=�>� �8�7�>�;�8�@�>�2�0�B�L�,� �G�B�>�1�K� �<�>�6�=�>� �1�K�;�>� �C�2�8�4�5�B�L� �B�>�;�L�:�>� 
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Conversation (85033 bytes) �(���5�A�L� �4�8�0�;�>�3� (85033 �1�0�9�B�0�)�)�.� ���K�1�5�@�8�B�5� �2� �=�5�<� �=�C�6�­

�=�>�5� �=�0�?�@�0�2�;�5�=�8�5� �B�@�0�D�8�:�0� 172.16.0.114:6643 --> 172.16.0.111:4433 (85 kB). 

3. ���K�1�5�@�8�B�5� �2�0�@�8�0�=�B� RAW �8�7� �@�0�A�:�@�K�2�0�N�I�5�3�>�A�O� �A�?�8�A�:�0� Show data as �(���>�:�0�­

�7�0�B�L� �4�0�=�=�K�5� �2� �D�>�@�<�0�B�5�)�.� 

4. �!�>�E�@�0�=�8�B�5� �4�0�=�=�K�5�,� �I�5�;�:�=�C�2� �=�0� �:�=�>�?�:�5� Save As, �G�B�>�1�K� �A�>�E�@�0�=�8�B�L� �D�0�9�;� �A� 

�@�0�A�H�8�@�5�=�8�5�<� . jpq. 
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�-�B�>� �?�>�A�B�>�@�>�=�=�5�5� �A�>�4�5�@�6�8�<�>�5� �1�K�;�>� �A�>�E�@�0�=�5�=�>� �2�<�5�A�B�5� �A� �2�K�1�@�0�=�=�K�<� �?�>�B�>�:�>�<� 

�4�0�=�=�K�E�.� ��� �8�B�>�3�5� �A�@�5�4�A�B�2�>� �?�@�>�A�<�>�B�@�0� �D�0�9�;�>�2�,� �8�A�:�0�2�H�5�5� �7�0�3�>�;�>�2�>�:� �D�0�9�;�0� �8�7�>�­

�1�@�0�6�5�=�8�O� �D�>�@�<�0�B�0�J� �G�,� �>�1�=�0�@�C�6�8�;�>� �A�>�4�5�@�6�8�<�>�5�,� �=�5� �A�>�>�B�2�5�B�A�B�2�>�2�0�2�H�5�5� �B�>�<�C�,� 

�G�B�>� �>�=�>� �?�@�5�4�?�>�;�0�3�0�;�>� �=�0�9�B�8�,� �8� �?�>�M�B�>�<�C� �>�=�>� �8� �=�5� �A�<�>�3�;�>� �>�B�:�@�K�B�L� �C�:�0�7�0�=�=�K�9� 

�D�0�9�;� �8�7�>�1�@�0�6�5�=�8�O�.� 

�#�A�B�@�0�=�5�=�8�5� �?�>�4�>�1�=�>�3�>� �=�5�4�>�A�B�0�B�:�0� - �4�>�2�>�;�L�=�>� �?�@�>�A�B�>�9� �?�@�>�F�5�A�A�,� �B�@�5�1�C�N�­

�I�8�9� �B�5�<� �=�5� �<�5�=�5�5� �C�<�5�=�8�O� �@�0�1�>�B�0�B�L� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�>�<� �@�5�4�0�:�B�>�@�5� �D�0�9�;�>�2�.� 

���A�5�,� �G�B�>� �=�C�6�=�>� �A�4�5�;�0�B�L� - �2�K�@�5�7�0�B�L� �=�C�6�=�C�N� �G�0�A�B�L� �4�0�=�=�K�E�,� �A�>�A�B�0�2�;�O�N�I�8�E� �8�7�>�­

�1�@�0�6�5�=�8�5� �2� �D�>�@�<�0�B�5� JPG, �8�7� �<�0�A�A�8�2�0� �?�5�@�5�E�2�0�G�5�=�=�K�E� �4�0�=�=�K�E�.� ���;�O� �M�B�>�3�>� �2�K�­

�?�>�;�=�8�B�5� �A�;�5�4�C�N�I�8�5� �4�5�9�A�B�2�8�O�.� 

1. ���@�>�A�<�0�B�@�8�2�0�O� �?�>�B�>�:� �"�!� �,� �?�@�8�2�5�4�5�=�=�K�9� �=�0� �@�8�A�.� 12.28, �I�5�;�:�=�8�B�5� �=�0� 

�:�=�>�?�:�5� Save as. ���K�1�5�@�8�B�5� �C�4�>�1�=�>�5� �4�;�O� �7�0�?�>�<�8�=�0�=�8�O� �8�<�O� �D�0�9�;�0� �8� �A�>�E�@�0�­

�=�8�B�5� �5�3�>� �2� �B�>�<� �<�5�A�B�5�,� �3�4�5� �5�3�>� �<�>�6�=�>� �A�@�0�7�C� �6�5� �=�0�9�B�8�.� 

2. ���0�3�@�C�7�8�B�5� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�K�9� �@�5�4�0�:�B�>�@� �D�0�9�;�>�2� WinHex �?�>� �0�4�@�5�A�C� 

https: / /www.x-ways.net/winhex/ �8� �C�A�B�0�=�>�2�8�B�5� �5�3�>�.� 

3. ���0�?�C�A�B�8�B�5� �@�5�4�0�:�B�>�@� WinHex �8� �>�B�:�@�>�9�B�5� �2� �=�5�<� �D�0�9�;�,� �B�>�;�L�:�>� �G�B�>� �A�>�E�@�0�­

�=�5�=�=�K�9� �2� Wireshark. 

378 ���;�0�2�0� 12 

Tlgm: @it_boooks



�~� Wireshark · Follow �"�!� � Slr••m (tcp.str••m •q 2) · ratinfectod �>� 

�S���f�S�S�1� 
CAPSCREEN �1�!�:�\�W�I�N�O�O�W�S�\�j�p�g�e�v�h�o�o�k�.�d�a�t�l�8�4�9�7�2� 
..•••. )FIF •.•••........ �!�.� 

•. . •......• )10.)-,3:3>36F7,-
(IWAFU/RSR2>ZaZP':JQRO ... C. ••..•. & •• ���O�S�-�5�0�0�0�0�0�0�0�0�0�0�0�0�0�0� ..... . 

w.k •• • •••.•.••••••.•.•• " •••••..••••••••..• 
• • . • • • • • . • . • " ••••••• } .•.••••• tlA •• Qa. •q.2 •.••  "�5� ... R .. �s�7�L�r�.� 

'1&' ()*456789 �:�C�D�E�f�G�����S�"�U�V�W�X�Y�Z�c�d �e�f�g�h�i� jstuvwxyz. " ••••.••....••.••••.•.•.•.•••.••.•••••.••••.••.• 

• • ••••••• •• . • ••• • ••. • w •••.•.• !l .• AQ.aq. "2 .•. ���.�.�.�.� �#���R� .• br . 
. $4. 
"·. ".&' �(�)�*�S�1�7�8�9�:�C�D�E�F�G�����S���M�I�X�Y�1�.�c�d "�f�g�h�i�j�s�t�u�"�"�"�)�'�Z�- - .••.. - .. - . -- " ... - - .•... - .. - ••••. • . - •...•.. -
••••••••••••••.•••.••.•••••••••••••••• ? •• �1�l�w�.�1�1�9�.� \1 .. ·"· 1- ••. 0 ••. �C�E� •••••.••••• K$!R/ �/�v�.�@�,� ••• �3�.�#�@� 

1 ·,,., .K.z .• . �,�=�,�@�Q� .. .• 2.v".,. ""8#.q .. q .. . G ••• • } 

[Q ••••• �>� ..••• �>�&� •••••• - •. �<�0� ...•• i ... ] ... #.hr .••. TQ ..• u<. .•.• D .•.• ��� .•• " ... ���.�5�.� )@ •• d .. eRr.G?N ••. 
s •• ) ••••• f[vlO" �.�0�.���.�q�"� •• 7 .nt •• v •.• - .0{ •• D •.. t ... 4I •.... h.A .. 8." .... en.s .. 
. zl ..• - . -z .. k •...•.. •7fn •• - •• \IV2e@. j .q �.�a �R�1�f� .we .. z .. + .•.. "( .• �2� .N .. - .. tU •. . 4ZR' g.+\ .. h. j . . I .. 

�$�"� ••••• 8" �.�#� •••••• k• • . f .lc8.9C •.. , . .• • U .. - . .. s •.. . f .t.P •••.• IOR"u. "). j .... 2.' 

••• S •..•••••.• z .. ��� .. f .... Q •. f. I; .••.•• S •. kn#.<.Q.11 ... �j�1�.�U�J�l�l�.�I�.� ( •.. )k •• ! )h •... �5� •. .. ��� .•.••. ���0�.�\� 

$ •. D.ty".[I" 

�E� 

... . v.". (J .k". f. �$�A�.�"� ... f .. ). i .. 9 .... 4 ... ! . z ...... �[��� ..•. kgSu"•L.Y ..••.. q .••. �%�.�.�.� " 

��� dient �@�/�0�(�;�;�  "�-�@�!�D�-�J�A� ��� �>�.�?�(�.�-�'� 

�S�l�r�e�a�m�~� 

� �8�A�.� 12.28. ���>�A�B�>�@�>�=�=�5�5� �A�>�4�5�@�6�8�<�>�5�,� �4�>�1�0�2�;�5�=�=�>�5� �2�@�5�4�>�=�>�A�=�>�9� �?�@�>�-

�3�@�0�<�<�>�9�,� �?�@�5�?�O�B�A�B�2�C�5�B� �?�@�0�2�8�;�L�=�>�<�C� �>�B�:�@�K�B�8�N� �D�0�9�;�0� �8�7�>�1�@�0�6�5�=�8�O� 

4. ���K�4�5�;�8�B�5� �2�A�5� �?�>�A�B�>�@�>�=�=�5�5� �A�>�4�5�@�6�8�<�>�5� �2� �=�0�G�0�;�5� �>�B�:�@�K�B�>�3�>� �D�0�9�;�0�.� �-�B�>� 

�4�>�;�6�=�K� �1�K�B�L� �2�A�5� �1�0�9�B�K�,� �?�@�5�4�H�5�A�B�2�C�N�I�8�5� �1�0�9�B�0�<� FF D8 FF ���� �,� �>�1�>�7�=�0�G�0�-

�N�I�8�<� �=�0�G�0�;�>� �=�>�2�>�3�>� �D�0�9�;�0� �8�7�>�1�@�0�6�5�=�8�O� �2� �D�>�@�<�0�B�5� JPG. ���K�4�5�;�5�=�=�K�5� 

�1�0�9�B�K� �4�>�;�6�=�K� �1�K�B�L� �2� �8�B�>�3�5� �>�B�<�5�G�5�=�K�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.29. 

W1nHex - [image2Jpg] D �E� 

F1le Edit Search Navigat10n View Tools Specialist Oplions Window Help 19.1 SR-1 

.J �.�J�,�I�~� �· �~� �~�- �~�g�;�~�2 �~ �H�~�~� "' �>�~�"�- �~���'�~�~� --ti" �~� ;) �2�~�t�;� 
�i�m�a�g�e�2�J�J�'�9��� ---

�O�f�f�7�e�t� �>� 1 2 �7� 4 5 6 7 �2� 9 ��� �2� �A� ��� ��� F 10 11 AN. ! '\_ -II 

00000000 53 48 �7�!� 35 35 ���1� ����� 43 41 50 �5��� 43 52 45 45 �4��� �7�!� 43 SHJ556 CAPSCREENIC 
00000012 ����� sc 57 49 �4��� 44 4F 57 �5��� �5�!� �6��� 70 67 65 76 68 6F 6F :\WINOOWS\jpgevhoo 
00000024 �6��� �2��� 64 61 74 �7�!� 38 34 ���9� 37 32 ����� FF 08 FF ����� 00 10 k.dat184972 �C�0�C�0� 

���������������6� �4��� 46 49 46 00 01 01 00 00 01 00 01 00 00 FF ����� 00 �4��� JFIF �C��� �A� 

00000048 00 00 09 ����� �>�2� ����� 08 00 �>�2� ����� �>�2� ����� ����� 00 OF 13 20 15 
�0�0�0�0�0�0�5��� 13 12 12 �l��� 27 lC lE 17 20 �2��� 29 31 �7�>� �2��� 29 20 �2�!� ���3� . ) 10 . )-, �7� 

�0�0�0�0�0�0�6�!� ����� �4��� ����� 33 36 46 37 �2�!� 20 40 57 41 46 �4�!� �4��� 52 53 52 :J>36F7,-@WAFLNRSR 
�0�0�0�0�0�0�7��� ���2� �3��� �5��� 61 �5��� 50 60 �4��� 51 52 4F FF ����� 00 �4��� 01 ����� ����� 2>ZaZP'JQROyU �!� 
00000090 ����� �l��� 11 13 26 15 15 26 4F ���5� 20 ���5� 4F 4F 4F 4F 4F 4F & &05-5000000 
���������������2� 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 000000000000000000 
00000084 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 000000000000000000 

� �8�A�.� 12.29. �#�4�0�;�5�=�8�5� �?�>�A�B�>�@�>�=�=�8�E� �1�0�9�B�>�2� �8�7� �D�0�9�;�0� �8�7�>�1�@�0�6�5�=�8�O� �2� �D�>�@�<�0�B�5� JPG 

���=�0�;�8�7� �? �0�:�5�B�>�2� �=�>� �1�5�7�>�?�0�A �= �>�A�B�L� 379 

Tlgm: @it_boooks



5. ���0�6�<�8�B�5� �:�;�0�2�8�H�C� <Delete>, �G�B�>�1�K� �C�4�0�;�8�B�L� �2�K�1�@�0�=�=�K�5� �4�0�=�=�K�5�.� 

6. �)�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� Save �3�;�0�2�=�>�9� �?�0�=�5�;�8� �8�=�A�B�@�C�<�5�=�B�>�2� �@�5�4�0�:�B�>�@�0� 

WinHex, �G�B�>�1�K� �A�>�E�@�0�=�8�B�L� �2�=�5�A�5�=�=�K�5� �8�7�<�5�=�5�=�8�O�.� 

�l�e�!�Q�)�!�p�M�(�l�l� �/� �;�8�G�=�>� �?�@�5�4�?�>�G�8�B�0�N� �2�>�A�A�B�0�=�0�2�;�8�2�0�B�J� �D�0�9�;� �8�7� �?�5�@�5�E�2�0�G�5�=�=�>�3�>� �<�0�A�A�8�­

�2�0� �4�0�=�=�K�E� �2� �@�5�4�0�E�B�>�@�5� WinHex �?�>�4� �C�?�@�0�2�;�5�=�8�5�<� Windows, �=�>� �2�J�t� �2�>�;�J�=�J�~� 

�2�>�A�?�>�;�J�7�>�2�0�B�J�A�O� �4�;�O� �M�B�>�9� �F�5�;�8� �;�N�1�K�<� �8�7�2�5�A�B�=�K�<� �2�0�<� �H�5�A�B�=�0�4�F�0�r�<�@�8�G�­

�=�J�t�.��� �@�5�4�0�E�B�>�@�>�<� �D�0�9�;�>�2�.� 

���B�0�:�,� �C�4�0�;�8�2� �=�5�=�C�6�=�K�5� �1�0�9�B�K� �4�0�=�=�K�E�,� �2�K� �4�>�;�6�=�K� �B�5�?�5�@�L� �A�C�<�5�B�L� �>�B�:�@�K�B�L� 

�@�0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �D�0�9�;�.� �"�5�?�5�@�L� �4�>�;�6�=�>� �1�K�B�L� �O�A�=�>�,� �G�B�>� �B�@�>�O�=�A�:�0�O� �?�@�>�­

�3�@�0�<�<�0� �?�5�@�8�>�4�8�G�5�A�:�8� �4�5�;�0�5�B� �:�>�?�8�8� �M�:�@�0�=�0� �@�0�1�>�G�5�3�>� �A�B�>�;�0� �2� �>�?�5�@�0�F�8�>�=�=�>�9� 

�A�8�A�B�5�<�5� �F�5�;�5�2�>�3�>� �E�>�A�B�0� �8� �?�5�@�5�4�0�5�B� �8�E� �>�1�@�0�B�=�>� �7�;�>�C�<�K�H�;�5�=�=�8�:�C� �(�@�8�A�.� 12.30). 
���0�:� �B�>�;�L�:�>� �>�1�<�5�=� �4�0�=�=�K�<�8� �1�C�4�5�B� �7�0�2�5�@�H�5�=�,� �4�0�;�5�5� �?�>�A�;�5�4�C�5�B� �?�@�>�F�5�A�A� �>�1�K�G�=�>�­

�3�>� �@�0�7�J�5�4�8�=�5�=�8�O� �A�>�5�4�8�=�5�=�8�O� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� �.� 

� �8�A�.� 12.30. ��� �?�5�@�5�4�0�2�0�5�<�>�<� �D�0�9�;�5� �2� �D�>�@�<�0�B�5� JPG �A�>�4�5�@�6�8�B�A�O� �:�>�?�8�O� 

�M�:�@�0�=�0� �@�0�1�>�G�5�3�>� �A�B�>�;�0� �>�?�5�@�0�F�8�>�=�=�>�9� �A�8�A�B�5�<�K� �F�5�;�5�2�>�3�>� �:�>�<�?�L�N�B�5�@�0� 

� �0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �A�F�5�=�0�@�8�9� �A�;�C�6�8�B� �E�0�@�0�:�B�5�@�=�K�<� �?�@�8�<�5�@�>�<� �?�@�8�2�5�­

�4�5�=�=�>�3�>� �=�8�6�5� �E�>�4�0� �<�K�A�;�5�9� �A�?�5�F�8�0�;�8�A�B�0�,� �0�=�0�;�8�7�8�@�C�N�I�5�3�>� �A�5�B�5�2�>�9� �B�@�0�D�8�:� 

�=�0� �>�A�=�>�2�0�=�8�8� �?�@�5�4�C�?�@�5�6�4�5�=�8�O�,� �?�>�;�C�G�5�=�=�>�3�>� �>�B� �A�8�A�B�5�<�K� �>�1�=�0�@�C�6�5�=�8�O� �2�B�>�@�­

�6�5�=�8�9�.� 

380 ���;�0�2�0� 12 

Tlgm: @it_boooks



• ���A�A�;�5�4�>�2�0�B�L� �?�@�5�4�C�?�@�5�6�4�5�=�8�5� �8� �A�D�>�@�<�8�@�>�2�0�=�=�C�N� �2� �=�5�<� �A�8�3�=�0�B�C�@�C�.� 

• �#�1�5�4�8�B�L�A�O�,� �G�B�>� �A�8�3�=�0�B�C�@�0�,� �A�>�2�?�0�2�H�0�O� �2� �0�=�0�;�8�7�8�@�C�5�<�>�<� �B�@�0�D�8�:�5�,� �=�0�E�>�­

�4�8�B�A�O� �2� �=�0�4�;�5�6�0�I�5�<� �:�>�=�B�5�:�A�B�5�.� 

• ���A�A�;�5�4�>�2�0�B�L� �B�@�0�D�8�:�,� �G�B�>�1�K� �2�K�O�A�=�8�B�L�,� �G�B�>� �A�4�5�;�0�;� �7�;�>�C�<�K�H�;�5�=�=�8�:� �A� �?�>�­

�A�B�0�2�;�5�=�=�>�9� �?�>�4� �C�3�@�>�7�C� �<�0�H�8�=�>�9�.� 

• ���0�G�0�B�L� �?�@�>�F�5�A�A� �=�5�9�B�@�0�;�8�7�0�F�8�8� �C�O�7�2�8�<�>�A�B�8�,� �G�B�>�1�K� �=�5� �4�>�?�C�A�B�8�B�L� �C�B�5�G�:�C� 

�A�5�:�@�5�B�=�>�9� �8�=�D�>�@�<�0�F�8�8� �8�7� �?�>�A�B�0�2�;�5�=�=�>�3�>� �?�>�4� �C�3�@�>�7�C� �F�5�;�5�2�>�3�>� �E�>�A�B�0�.� 

���0�1�>�@� �M�:�A�?�;�>�9�B�>�2� �8� �?�@�>�r�@�0�<�<�K�-�2�K�<�>�r�>�B�5�;�8� 
�$�0�9�;�K� �?�5�@�5�E�2�0�B�0� 

cryptowall4_c2.pcapnq 
�8� ek _ to _ cryptowal14 . pcapnq 

��� �?�>�A�;�5�4�=�8�9� �A�F�5�=�0�@�8�9�,� �@�0�A�A�<�0�B�@�8�2�0�5�<�K�9� �2� 

�M�B�>�9� �3�;�0�2�5�,� �=�0�G�8�=�0�5�B�A�O� �A� �?�@�5�4�C�?�@�5�6�4�5�=�8�O� �>�B� �A�8�­

�A�B�5�<�K� �>�1�=�0�@�C�6�5�=�8�O� �2�B�>�@�6�5�=�8�9�.� �!�=�0�G�0�;�0� �<�K� 

�?�@�>�0�=�0�;�8�7�8�@�C�5�<� �?�0�:�5�B�K�,� �A�D�>�@�<�8�@�>�2�0�=�=�K�5� �7�0�­

�@�0�6�5�=�=�>�9� �A�8�A�B�5�<�>�9�,� �0� �7�0�B�5�<� �?�>�?�K�B�0�5�<�A�O� �>�B�A�;�5�4�8�B�L� �8�A�B�>�G�=�8�:� �2�>�7�=�8�:�H�5�9� �C�3�@�>�­

�7�K�.� ��� �4�0�=�=�>�<� �?�@�8�<�5�@�5� �?�@�8�<�5�=�O�5�B�A�O� �=�0�A�B�>�O�I�5�5� �2�@�5�4�>�=�>�A�=�>�5� �?�@�>�3�@�0�<�<�=�>�5� �>�1�5�­

�A�?�5�G�5�=�8�5�,� �:�>�B�>�@�>�5�,� �2�5�@�>�O�B�=�5�5� �2�A�5�3�>�,� �O�2�;�O�5�B�A�O� �?�@�8�G�8�=�>�9� �7�0�@�0�6�5�=�8�O� �C�A�B�@�>�9�-

�A�B�2�0� �2� �A�5�B�8�.� 

� �0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �A�F�5�=�0�@�8�9� �=�0�G�8�=�0�5�B�A�O� �A� �?�@�5�4�C�?�@�5�6�4�5�=�8�O� �>�B� �A�8�A�B�5�­

�<�K� �>�1�=�0�@�C�6�5�=�8�O� �2�B�>�@�6�5�=�8�9�,� �:�>�B�>�@�>�5� �1�K�;�>� �A�3�5�=�5�@�8�@�>�2�0�=�>� �A�@�5�4�A�B�2�0�<�8� Snort 
�=�0� �:�>�=�A�>�;�8� Sguil, �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 12.31. Sguil - �M�B�>� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�>�5� 

�A�@�5�4�A�B�2�>�,� �?�@�8�<�5�=�O�5�<�>�5� �4�;�O� �<�0�=�8�?�C�;�8�@�>�2�0�=�8�O�,� �?�@�>�A�<�>�B�@�0� �8� �8�A�A�;�5�4�>�2�0�=�8�O� 

�?�@�5�4�C�?�@�5�6�4�5�=�8�9� �>�B� �>�4�=�>�3�>� �8�;�8� �=�5�A�:�>�;�L�:�8�E� �4�0�B�G�8�:�>�2� �A�8�A�B�5�<�K� �>�1�=�0�@�C�6�5�=�8�O� 

�2�B�>�@�6�5�=�8�9�.� ��� �E�>�B�O� �M�B�>� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�>�5� �A�@�5�4�A�B�2�>� �?�@�5�4�>�A�B�0�2�;�O�5�B� �4�0�;�5�:�>� �=�5� 

�A�0�<�K�9� �?�@�8�2�;�5�:�0�B�5�;�L�=�K�9� �?�>�;�L�7�>�2�0�B�5�;�L�A�:�8�9� �8�=�B�5�@�D�5�9�A�,� �>�=�>� �4�0�2�=�>� �8� �H�8�@�>�:�>� 

�?�@�8�<�5�=�O�5�B�A�O� �A�?�5�F�8�0�;�8�A�B�0�<�8� �?�>� �0�=�0�;�8�7�C� �1�5�7�>�?�0�A�=�>�A�B�8�.� 

���1� �M�B�>�<� �?�@�5�4�C�?�@�5�6�4�5�=�8�8� �2� Sguil �?�@�5�4�>�A�B�0�2�;�O�5�B�A�O� �=�5�<�0�;�>� �A�2�5�4�5�=�8�9�.� �!�2�>�4�:�0� 

�M�B�>�3�>� �?�@�5�4�C�?�@�5�6�4�5�=�8�O� �?�@�8�2�5�4�5�=�0� �=�0� �2�5�@�E�=�5�9� �?�0�=�5�;�8� ���.� ���4�5�A�L� �<�>�6�=�>� �C�2�8�4�5�B�L� 

�<�>�<�5�=�B� �2�@�5�<�5�=�8�,� �:�>�3�4�0� �M�B�>� �?�@�5�4�C�?�@�5�6�4�5�=�8�5� �1�K�;�>� �A�3�5�=�5�@�8�@�>�2�0�=�>�,� �I� �-�0�4�@�5�A�0� �8� 

�?�>�@�B�K� �>�B�?�@�0�2�8�B�5�;�O� �8� �?�>�;�C�G�0�B�5�;�O�,� �?�@�8�<�5�=�O�5�<�K�9� �A�5�B�5�2�>�9� �?�@�>�B�>�:�>�;�,� �0� �B�0�:�6�5� 

�A�>�>�1�I�5�=�8�5� �>� �A�>�1�K�B�8�8�,� �A�>�A�B�0�2�;�5�=�=�>�5� �=�0� �>�A�=�>�2�0�=�8�8� �A�>�2�?�0�2�H�5�9� �A�8�3�=�0�B�C�@�K� �8�7� 

�A�8�A�B�5�<�K� �>�1�=�0�@�C�6�5�=�8�O� �2�B�>�@�6�5�=�8�9�.� ��� �4�0�=�=�>�<� �A�;�C�G�0�5� �4�@�C�6�5�A�B�2�5�=�=�0�O� �;�>�:�0�;�L�=�0�O� 

�A�8�A�B�5�<�0�,� �=�0�E�>�4�O�I�0�O�A�O� �?�>� �0�4�@�5�A�C� 192 .168 .122 .145, �A�2�O�7�K�2�0�5�B�A�O� �A� �=�5�8�7�2�5�A�B�=�>�9� 

�2�=�5�H�=�5�9� �A�8�A�B�5�<�>�9�,� �@�0�A�?�>�;�>�6�5�=�=�>�9� �?�>� �0�4�@�5�A�C� 184 .170 .149. 44, �G�5�@�5�7� �?�>�@�B� 80, 
�:�>�B�>�@�K�9� �>�1�K�G�=�>� �A�2�O�7�0�=� �A� �A�5�B�5�2�K�<� �B�@�0�D�8�:�>�<� �?�@�>�B�>�:�>�;�0� ���"�"� �.� ���=�5�H�=�N�N� �A�8�­

�A�B�5�<�C� �A�;�5�4�C�5�B� �@�0�A�A�<�0�B�@�8�2�0�B�L� �:�0�:� �2�@�5�4�>�=�>�A�=�C�N�,� �?�>�A�:�>�;�L�:�C� �=�0� �>�1�<�5�=� �4�0�=�=�K�<�8� 

�A� �=�5�9� �A�@�5�0�3�8�@�>�2�0�;�0� �A�8�A�B�5�<�0� �>�1�=�0�@�C�6�5�=�8�O� �2�B�>�@�6�5�=�8�9�.� ���4�=�0� �8�7� �5�5� �A�8�3�=�0�B�C�@� 

�A�2�8�4�5�B�5�;�L�A�B�2�C�5�B� �>� �7�;�>�=�0�<�5�@�5�=�=�>�<� �E�0�@�0�:�B�5�@�5� �>�1�<�5�=�0� �4�0�=�=�K�<�8�,� �:�@�>�<�5� �B�>�3�>� 

�A�0�<� �I� �-�0�4�@�5�A� �>�:�0�7�0�;�A�O� �=�8�:�>�<�C� �=�5� �8�7�2�5�A�B�5�=�.� �!�8�3�=�0�B�C�@�0�,� �A�>�2�?�0�2�H�0�O� �A� �0�=�0�;�8�7�8�­

�@�C�5�<�K�<� �7�4�5�A�L� �B�@�0�D�8�:�>�<�,� �?�@�5�4�A�B�0�2�;�O�5�B� �A�>�1�>�9� �B�@�0�D�8�:� �@�5�3�8�A�B�@�0�F�8�8� (check-in), 

���=�0�;�8�7� �?�0�:�5�B�>�2� �=�0� �1�5�7�>�?�0�A�=�>�A�B�L� 381 

Tlgm: @it_boooks



�8�A�E�>�4�O�I�8�9� �8�7� �A�5�<�5�9�A�B�2�0� �2�@�5�4�>�=�>�A�=�K�E� �2�8�@�C�A�=�K�E� �?�@�>�3�@�0�<�<� �C�3�y�p�t�o�W�a�l�l�,� �5�A�;�8� 

�4�>�?�C�A�B�8�B�L�,� �G�B�>� �H�B�0�<�<� �M�B�>�9� �2�8�@�C�A�=�>�9� �?�@�>�3�@�0�<�<�K� �C�A�B�0�=�>�2�;�5�=� �=�0� �4�@�C�6�5�A�B�2�5�=�­

�=�>�9� �;�>�:�0�;�L�=�>�9� �A�8�A�B�5�<�5�.� 

2016-07-15 18:S9:S4 192.168.122.. 145 49357 184..170.149.44 80 

�1�F� 64 65 64 OD ����� 43 6F �6��� �6��� 65 63 74 69 6F �1��� 

����� 20 43 6( 6F 73 65 GD ����� 43 6F �1��� 74 65 �1��� 74 
20 �4�!� 65 �1��� 67 14 68 �3��� 20 31 33 31 DO �����.� SS 73 
�8�n�N�~�K�~�8�8�<�N�~�~�<�~�:�:� 

61 2F 34 �2��� 30 20 21 63 6F 60 70 61 74 69 62 �6�!� 

65 JB 20 40 53 49 45 20 37 �2��� 30 38 20 57 69 �6��� 

64 6F 71 73 20 �4��� S4 20 36 �2��� 31 38 20 57 4F 57 
36 34 38 20 S4 72 69 64 65 �1��� 74 2F 37 �2��� 30 38 
20 53 �4�!� 43 43 32 38 20 �2��� �.�6��� .tS 54 20 43 �4�!� S2 
ZO ���Z� ZE 30 �2��� 35 30 37 32 37 38 ZO ZE �4��� 4S �~� 

20 43 4( 52 ZO 33 ZE 3S �2��� 33 30 37 32 39 �-��� 20 
ZE �4��� 45 S4 20 43 4( 52 20 33 �2��� �-��� ZE 33 30 37 
32 39 �-��� 20 4D 65 64 69 61 20 43 6S �6��� 74 6S 72 
20 50 43 20 36 �2��� 30 29 OD ����� 48 �1�F� 73 74 ����� 20 
68 6F 60 65 61 �6�!� �6�!� 64 61 79 �6�!� 6F 6[ 67 �2��� 63 
6F 60 00 ����� 43 61 63 68 65 20 43 6F �6��� 74 72 6F 

rr TROJAN CfyptoW«I �C�h�.�-�i�n� 

•1• .. �c�o�n�t�e�n�t�-�B�y�p� 

�5� applic'1tionfx 
-WNN-for•-urlenc 
oded .. �c�o�n�<�c�t�i�o�n� 

· Close . . �c�m�=�e�n�t� 

-Length: 131 .. us 
er-A&ent: �<�o�z�i�l�l� 

�0�/�4�.�0� �(�A�>�<�@�0�t�i�+� 

11!; ���S�I�E� 7.0; Win 
dows NT 6, 1; wow 
64; lrident/7.0; 

SLCC2, �.�N���"� CLR 
2.0.50127, .NET 
CLR J.S.30729, 

�.�N���"� Clll 3.0.307 
29; !Rda Ce11ter 

� �!� 6.0) .. �=�o�s�t�.� 

�t�N�.�e�a�l�l�d "�y�l�o�n�1� �.�A� 

Olll .• �c�.�a�c�h�e�-�C�o�n�t�3�o� 

1 f'!n-rarh" 

� �8�A�.� 12.31 . �-�B�>� �?�@�5�4�C�?�@�5�6�4�5�=�8�5� �>�B� �A�8�A�B�5�<�K� �>�1�=�0�@�C�6�5�=�8�O� �2�B�>�@�6�5�=�8�9� �C�:�0�7�K�2�0�5�B� 

�=�0� �7�0�@�0�6�5�=�8�5� �2�8�@�C�A�>�<� CryptoWa/14 

���0� �:�>�=�A�>�;�8� Sguil �>�B�>�1�@�0�6�0�5�B�A�O� �A�8�=�B�0�:�A�8�A� �?�@�0�2�8�;�0� �A�>�2�?�0�4�5�=�8�O� 8 �8� �4�0�=�=�K�5� 

�8�7� �>�B�4�5�;�L�=�K�E� �?�0�:�5�B�>�2�,� �3�4�5� �>�1�=�0�@�C�6�5�=�>� �A�>�2�?�0�4�5�=�8�5� �A� �M�B�8�<� �?�@�0�2�8�;�>�<� ���.� ���1�@�0�­

�B�8�B�5� �2�=�8�<�0�=�8�5� �=�0� �B�>�,� �G�B�>� �A�2�5�4�5�=�8�O� �8�7� �?�0�:�5�B�>�2� �@�0�7�4�5�;�O�N�B�A�O� �=�0� �7�0�3�>�;�>�2�>�:� �?�@�>�­

�B�>�:�>�;�0� �8� �8�=�D�>�@�<�0�F�8�>�=�=�K�5� �G�0�A�B�8� �0�=�0�;�>�3�8�G�=�>� �?�@�5�4�A�B�0�2�;�5�=�8�N� �?�>�4�>�1�=�K�E� �A�2�5�­

�4�5�=�8�9� �2� Wireshark. ���>�,� �:� �A�>�6�0�;�5�=�8�N�,� �2� Sguil �?�@�5�4�>�A�B�0�2�;�O�N�B�A�O� �A�2�5�4�5�=�8�O� �B�>�;�L�:�>� 

�8�7� �>�4�=�>�3�>� �A�>�2�?�0�2�H�5�3�>� �?�0�:�5�B�0�,� �0� �=�0�<� �?�>�B�@�5�1�C�5�B�A�O� �1�>�;�5�5� �C�3�;�C�1�;�5�=�=�K�9� �0�=�0�;�8�7� 

�?�0�:�5�B�>�2�.� ���>�M�B�>�<�C� �8�A�A�;�5�4�C�5�<� �4�0�;�5�5� �A�5�B�5�2�>�9� �B�@�0�D�8�:�,� �A�2�O�7�0�=�=�K�9� �A� �@�0�A�A�<�0�B�@�8�­

�2�0�5�<�K�<� �7�4�5�A�L� �?�@�5�4�C�?�@�5�6�4�5�=�8�5�<�,� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �2� �W�i�r�e�s�l�i�a�3�k�,� �G�B�>�1�K� �?�>�?�K�­

�B�0�B�L�A�O� �?�@�>�2�5�@�8�B�L� �5�3�>� �=�0� �4�>�A�B�>�2�5�@�=�>�A�B�L� �8� �2�K�O�A�=�8�B�L�,� �G�B�>� �6�5� �2� �=�5�<� �?�@�>�8�A�E�>�4�8�B�.� 

�-�B�>�B� �B�@�0�D�8�:� �A�>�4�5�@�6�8�B�A�O� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� cryptowall4 _ �A�2�.� pcapng. 
���=�0�;�8�7�8�@�C�5�<�K�5� �7�4�5�A�L� �?�5�@�5�E�2�0�G�5�=�=�K�5� �?�0�:�5�B�K� �A�>�4�5�@�6�0�B� �>�1�<�5�=� �4�0�=�=�K�<�8�,� 

�?�@�>�8�A�E�>�4�8�2�H�8�9� �?�@�8�1�;�8�7�8�B�5�;�L�=�>� �2� �B�>�B� �<�>�<�5�=�B�,� �:�>�3�4�0� �2�>�7�=�8�:�;�>� �?�@�5�4�C�?�@�5�6�4�5�­

�=�8�5�,� �8� �>�=� �=�5� �>�A�>�1�5�=�=�>� �A�;�>�6�=�K�9�.� ���5�@�2�K�9� �4�8�0�;�>�3� �?�@�>�8�A�E�>�4�8�B� �2� �?�0�:�5�B�0�E� 1-16, 
�8� �5�3�>� �<�>�6�=�>� �1�5�7� �B�@�C�4�0� �?�@�>�A�<�>�B�@�5�B�L�,� �>�B�A�;�5�4�8�2� �?�>�B�>�:� �"�!� � �8�7� �M�B�>�3�>� �4�8�0�;�>�3�0� 

�(�@�8�A�.� 12.32). ��� �A�0�<�>�<� �=�0�G�0�;�5� �0�=�0�;�8�7�8�@�C�5�<�>�3�>� �7�4�5�A�L� �?�5�@�5�E�2�0�G�5�=�=�>�3�>� �B�@�0�D�8�:�0� 

382 ���;�0�2�0� 12 

Tlgm: @it_boooks



�;�>�:�0�;�L�=�0�O� �A�8�A�B�5�<�0� �C�A�B�0�=�0�2�;�8�2�0�5�B� �A�>�5�4�8�=�5�=�8�5� �?�>� �?�@�>�B�>�:�>�;�C� �"�!� � �A� �2�@�5�4�>�=�>�A�­

�=�K�<� �E�>�A�B�>�<� �G�5�@�5�7� �?�>�@�B� 80 �8� �2�K�4�0�5�B� �7�0�?�@�>�A� �?�>� �<�5�B�>�4�C� POST, �A�>�4�5�@�6�0�I�8�9� URL 
�0�4�@�5�A�0�B�0� http://homealldaylong.com/76N1Lm.php?x4tk7t4jo6 ��� �8� �=�5�1�>�;�L�H�>�5� 

�:�>�;�8�G�5�A�B�2�>� �1�C�:�2�5�=�=�>�-�F�8�D�@�>�2�K�E� �4�0�=�=�K�E� 8. ���0� �M�B�>� �2�@�5�4�>�=�>�A�=�K�9� �E�>�A�B� �>�B�2�5�G�0�­

�5�B� �1�C�:�2�5�=�=�>�-�F�8�D�@�>�2�>�9� �A�B�@�>�:�>�9� 0 �8� �:�>�4�>�<� �A�>�A�B�>�O�=�8�O� ���"�"� � 200 ����� 0, �?�@�5�6�4�5� 

�G�5�<� �4�0�=�=�>�5� �A�>�5�4�8�=�5�=�8�5� �1�C�4�5�B� �:�>�@�@�5�:�B�=�>� �@�0�7�>�@�2�0�=�>�.� 

11. �W�i�r�1�h�a�r�k� · Follow �"�!� � Stream (tcp.stream eq ���)�·� cryptowal14_c2 

POST /76Nllll.php?n=x4tk7t4jo6 ���"�"� �/�1�.�1� �>� 
Accept: •t• 
Content-Tyf"': application/x--·forn-ur lencod.,O 
�C�o�n�n�e�c�t�i�o�n�~� Close 
Content·Length: 131 

�>� 

User-Agent: ���o�z�i�l�l�a�/�4�.�e� �(�A�I�0�t�i�+�5�;� ���S�I�E� 7 .0; Windows �t��� �1� .1; �~�;� �T�3�i�d�e�n�t�/�7� �.�5�;� SLCC2; �.�N���"� ClR 
2.0.50727; �.�N���"� CLR ���.�5�.�3�0�7�2�9�;� �.�N���"� ClR ���.�0�.�3�0�7�2�9�;� ���e�d�i�a� Center � �!� 6.0) 
11ost: h0111ealldaylong. cot1 
Cache-Control: no-cache 

�E� 

�o�=�6�b�7�8�7�6�-�8�6�8�3�3�3�3�6�1�6�b���4�3�1�6�6�0�f�e�5�f�2�3�9���c�l�a���5�4�a�d�1�e�5�7�d�9�8�4�5�6�8�0���7�e�c�e�b�f�e���6�0�e�7�0�c�a�9�e�2�1�1�c�d�c�0�f�S�c�f�l�,�e�6�5�4�8�4�c�f�6�7�e�6�0�5� 

�4�9�����7�7�0�6�9�,�,�A�A�1�+�5�0�5�8�6�8�1�9�8�5�8�1�4�5�8���"�"� �/�1�.�1� 200 ����� @) 
Oate: ���>�n�,� 04 Jan 2016 16:26:30 �G�/�1�"� 

�S�e�3�v�e�r�:� Apache/2.2. 31 (Unix) llOd_ssl/2. I. 31 Of"'nSSl/1.&. le-fips �l�l�l�o�d�_�,�.�.�l�i�m�i�t�e�d�/�1�.�4� lllod_qos/11. 5 
�X�-�P�o�w�e�3�e�d�-�B�y�:� � ��� �/�5�.�4�.�4�5� 

Connection: �c�l�o�s�~� 

�T�3�a�n�s�f�e�3�-�E�n�c�o�d�i�n�g�:� chunked 
Content-Type: text/htllll 

�5� 

�l�1�6���b�d�0�c�2�d�d�b�c�c� ��� 

0 

J6ofttp/<r(s), l!IWV•p/d(s), J rznr(S), 

�E�n�,�r�e� �o�o�n�v�e�r�s�a�,�o�n� (m bytes) Streom [O:ill 
Find: �~�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�~ �,� Findt]i!x t 1 

Show data as ASCII 

L ���5�l�@� 

� �8�A �.� 12.32. ���5�6�4�C� �M�B�8�<�8� �E�>�A�B�0�<�8� �?�5�@�5�4�0�5�B�A�O� �=�5�1�>�;�L�H�>�5� �:�>�;�8�G�5�A�B�2�>� �4�0�=�=�K�E� 

�?�>� �?�@�>�B�>�:�>�;�C� ���"�"� � 

���A�;�8� �?�@�>�0�=�0�;�8�7�8�@�>�2�0�B�L� �>�A�B�0�;�L�=�C�N� �G�0�A�B�L� �C�?�>�<�8�=�0�5�<�>�3�>� �7�4�5�A�L� �D�0�9�;�0� �?�5�­

�@�5�E�2�0�B�0�,� �B�>� �<�>�6�=�>� �7�0�<�5�B�8�B�L�,� �G�B�>� �2�A�O�:�8�9� �@�0�7� �?�>�2�B�>�@�O�5�B�A�O� �?�@�0�:�B�8�G�5�A�:�8� �>�4�=�0� 

�8� �B�0� �6�5� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �<�5�6�4�C� �M�B�8�<�8� �E�>�A�B�0�<�8�,� �E�>�B�O� �8� �A� 

�=�5�7�=�0�G�8�B�5�;�L�=�K�<�8� �8�7�<�5�=�5�=�8�O�<�8� �2� �?�5�@�5�4�0�2�0�5�<�K�E� �4�0�=�=�K�E�.� �'�B�>�1�K� �?�>�A�<�>�B�@�5�B�L� 

�B�@�8� �@�0�7�=�K�E� �A�>�5�4�8�=�5�=�8�O� �A�>� �A�E�>�4�=�>�9� �A�B�@�C�:�B�C�@�>�9� URL, �<�>�6�=�>� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� 

�D�8�;�L�B�@�>�<� http.request.method = "POST" �(�@�8�A�.� 12.33). 

-6 8.491136 � ���S�"� �/�7�+�f�l�t "�.�p�h�p�)�n "�x�4�t�k�7�t�"�4�j�o�6� ����� �/�1�.�1� �(�a�p�p�l�.�.�t�c�a�t�i�o�n�/�x�-�w�w�w�·�f�o�r�a�·�u�r�l�e�n�c�~�d�)� 

2-2 1S.S4SS62 192.168.122.145 184.170.149.44 tfTTP � ���S�"� �/�7�1�N�1�1�.�J�1�.�p�h�p�?�c�-�9�1�1�3�2�.�Z�y�3�1�l�x�u�d�7�a�j� ���"�"� �/�1�.�1� (applic•tion/x-www·fora-urlencoded) 
192.168.122.145 184.176.149.44 ���"�"� � POST /76NlU..phpH•ttfkjb668o381clz ���"�"� �/�1�.�1� �(�a�p�p�l�i�c�a�t�i�o�n�/�x�-�.�<�-�f�o�,�.�,�.�·�u�r�l�e�n�c �o�d�e�d�)� 

� �8�A�.� 12.33. �!�B�@�C�:�B�C�@�0� URL, �4�5�<�>�=�A�B�@�8�@�C�N�I�0�O� �@�0�7�=�K�5� �4�0�=�=�K�5�,� �?�5�@�5�4�0�2�0�5�<�K�5� �>�4�=�>�9� 

�8� �B�>�9� �6�5� �A�B�@�0�=�8�F�5� 

���=�0�;�8�7� �;�>�:�5�B�>�2� �=�>� �1�5�7�>�;�>�A�=�>�A�B�L� 383 

Tlgm: @it_boooks



�'�0�A�B�L� 76N1Lm.php �A�B�@�C�:�B�C�@�K� URL, �>�B�=�>�A�O�I�0�O�A�O� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �:� �2�5�1�·� 

�A�B�@�0�=�8�F�5�,� �>�A�B�0�5�B�A�O� �B�>�9� �6�5� �A�0�<�>�9�,� �B�>�3�4�0� �:�0�:� �>�A�B�0�;�L�=�0�O� �5�5� �G�0�A�B�L�,� �>�B�=�>�A�O�I�0�O�A�O� 

�:� �?�0�@�0�<�5�B�@�0�<� �8� �4�0�=�=�K�<�,� �?�5�@�5�4�0�2�0�5�<�K�<� �A�B�@�0�=�8�F�5�,� �8�7�<�5�=�O�5�B�A�O�.� ���>�2�B�>�@�O�N�I�0�­

�O�A�O� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �2� �A�>�G�5�B�0�=�8�8� �A�>� �A�B�@�C�:�B�C�@�>�9� �7�0�?�@�>�A�>�2� 

�A�>�3�;�0�A�C�5�B�A�O� �A� �:�>�<�0�=�4�=�>�-�C�?�@�0�2�;�O�N�I�8�<� �?�>�2�5�4�5�=�8�5�<� �2�@�5�4�>�=�>�A�=�>�3�>� �?�@�>�3�@�0�<�<�­

�=�>�3�>� �>�1�5�A�?�5�G�5�=�8�O� �8� �A�8�3�=�0�B�C�@�>�9�,� �A�3�5�=�5�@�8�@�>�2�0�2�H�5�9� �?�@�5�4�C�?�@�5�6�4�5�=�8�5�.� �!�;�5�4�>�­

�2�0�B�5�;�L�=�>�,� �0�=�0�;�8�7�8�@�C�5�<�0�O� �7�4�5�A�L� �A�8�A�B�5�<�0�,� �2�5�@�>�O�B�=�5�5� �2�A�5�3�>�,� �7�0�@�0�6�5�=�0� �2�8�@�C�A�>�<� 

�C�3�y�p�t�o�W�a�l�l�,� �:�0�:� �8� �?�@�5�4�?�>�;�0�3�0�5�B�A�O� �2� �A�0�<�>�9� �A�8�3�=�0�B�C�@�5�.� ���>�6�5�B�5� �C�1�5�4�8�B�L�A�O� �2� �M�B�>�<� 

�4�>�?�>�;�=�8�B�5�;�L�=�>�,� �8�A�A�;�5�4�>�2�0�2� �0�=�0�;�>�3�8�G�=�K�9� �?�@�8�<�5�@�,� �:�>�B�>�@�K�9� �<�>�6�=�>� �=�0�9�B�8� �=�0� 

�?�>�?�C�;�O�@�=�>�9� �A�B�@�0�=�8�F�5� CryptoWall Tracker, �=�0�E�>�4�O�I�5�9�A�O� �?�>� �0�4�@�5�A�C� https: / / 
www.cryptowalltracker.org/cryptowall-4.html#networktraffic. 

�l�1�!�Q�I�&�l�l�M�l�l�l�l�l� ��� �M�B�>�9� �:�=�8�3�5� �6�4�>�A�B�0�B�0�G�=�>� �<�5�A�B�0�,� �'�'�B�>�1�K� �4�>�A�:�>�=�0�;�J�=�>� �@�0�7�>�1�@�0�B�J� �4�0�=�­

��� �*�I�R�,� �:�>�B�>�@�K�.�<�8� �>�1�<�5�=�8�2�0�N�B�A�O� �4�@�C�6�5�A�B�2�5�=�=�0�O� �8� �2�@�5�4�>�=�>�A�=�0�O� �A�8�A�m�5�<�K� 

�2�>� �2�@�5�<�O� �:�>�<�0�=�4�=�~�C�?�@�0�2�;�O�N�I�5�9� �?�>�A�;�5�4�>�2�0�B�5�;�J�=�>�A�B�8� �2� �@�0�A�A�<�0�B�@�8�2�0�5�­

�<�>�<� �7�4�5�A�J� �A�F�5�=�0�@�8�8�.� ���>� �5�A�;�8� �2�0�A� �M�B�>� �7�0�8�=�m�5�@�5�A�C�5�B�,� �4�>�?�>�;�=�8�B�5�;�J�=�K�5� �A�2�5�­

�4�5�=�8�O� �>� �4�0�=�=�>�<� �?�@�>�F�5�A�A�5� �2�K� �<�>�6�5�B�5� �?�>�;�C�-�G�8�B�J� �?�>� �0�4�@�5�A�C� https: //www. 
�c�r�y�p�t�o�w�a�l�l�t�r�a�c�k�e�r�.�o�r�g�/�c�o�?�2�n�u�n�i�c�a�t�i�o�n�-�p�r�o�t�o�c�o�l�.�h�t�m�l�.� 

���B�0�:�,� �C�1�5�4�8�2�H�8�A�L�,� �G�B�>� �2� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �7�4�5�A�L� �A�F�5�=�0�@�8�8� �8�<�5�5�B� �<�5�A�B�>� 

�:�>�<�0�=�4�=�>�-�C�?�@�0�2�;�O�N�I�0�O� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �A� �2�@�5�4�>�=�>�A�=�>�9� 

�?�@�>�3�@�0�<�<�>�9�,� �1�K�;�>� �1�K� �=�5�?�;�>�E�>� �C�A�B�@�0�=�8�B�L� �M�B�>�B� �=�5�4�>�A�B�0�B�>�:�,� �2�L�H�5�G�8�2� �7�0�@�0�6�5�=�­

�=�C�N� �2�8�@�C�A�>�<� �<�0�H�8�=�C�.� �-�B�>� �>�A�>�1�5�=�=�>� �2�0�6�=�>� �A�4�5�;�0�B�L�,� �:�>�3�4�0� �<�0�H�8�=�0� �7�0�@�0�6�5�=�0� �2�8�­

�@�C�A�>�<� �2�@�>�4�5� �C�3�y�p�t�o�L�o�c�k�e�r�,� �?�>�A�:�>�;�L�:�C� �>�=� �?�K�B�0�5�B�A�O� �7�0�H�8�D�@�>�2�0�B�L� �?�>�;�L�7�>�2�0�B�5�;�L�­

�A�:�8�5� �4�0�=�=�K�5� �8� �?�@�5�4�>�A�B�0�2�;�O�5�B� �:�;�N�G� �@�0�A�H�8�D�@�>�2�:�8� �B�>�;�L�:�>� �2� �B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� 

�?�>�;�L�7�>�2�0�B�5�;�L� �7�0�?�;�0�B�8�B� �A�>�;�8�4�=�K�9� �2�K�:�C�?�.� ���<�5�=�=�>� �?�>� �M�B�>�9� �?�@�8�G�8�=�5� �?�>�4�>�1�=�K�5� 

�2�@�5�4�>�=�>�A�=�K�5� �?�@�>�3�@�0�<�<�K� �=�0�7�K�2�0�N�B�A�O� �?�@�>�3�@�0�<�<�0�<�8�-�2�K�<�>�3�0�B�5�;�/�.�/���8�.� � �0�A�A�<�>�B�@�5�­

�=�8�5� �A�?�>�A�>�1�>�2� �8�7�;�5�G�5�=�8�O� �>�B� �?�>�4�>�1�=�>�3�>� �2�8�@�C�A�0� �2�K�E�>�4�8�B� �7�0� �@�0�<�:�8� �4�0�=�=�>�9� �:�=�8�3�8�,� 

�=�>� �2� �@�5�0�;�L�=�>�<� �A�F�5�=�0�@�8�8� �M�B�>� �A�;�5�4�C�N�I�0�O� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �4�5�9�A�B�2�8�9�,� �:�>�B�>�­

�@�C�N� �4�>�;�6�5�=� �?�@�5�4�?�@�8�=�O�B�L� �A�?�5�F�8�0�;�8�A�B� �?�>� �0�=�0�;�8�7�C� �1�5�7�>�?�0�A�=�>�A�B�8�.� 

��� �A�2�O�7�8� �A� �M�B�8�<� �2�>�7�=�8�:�0�5�B� �A�;�5�4�C�N�I�8�9� �C�B�>�G�=�O�N�I�8�9� �2�>�?�@�>�A�:� �:�0�:�8�<� �>�1�@�0�7�>�<� 

�?�@�>�8�7�>�H�;�>� �7�0�@�0�6�5�=�8�5� �4�@�C�6�5�A�B�2�5�=�=�>�9� �A�8�A�B�5�<�K�?� ���A�;�8� �8�A�B�>�G�=�8�:� �7�0�@�0�6�5�=�8�O� 

�C�4�0�A�B�A�O� �>�?�@�5�4�5�;�8�B�L�,� �B�>� �<�>�3�C�B� �1�K�B�L� �>�1�=�0�@�C�6�5�=�K� �8� �4�@�C�3�8�5� �C�A�B�@�>�9�A�B�2�0�,� �7�0�@�0�6�5�=�­

�=�K�5� �0�=�0�;�>�3�8�G�=�K�<� �>�1�@�0�7�>�<� �4�@�C�3�8�<�8� �2�8�@�C�A�0�<�8�.� ��� �2�>�7�<�>�6�=�>�,� �C�4�0�A�B�A�O� �2�K�@�0�1�>�­

�B�0�B�L� �<�5�E�0�=�8�7�<�K� �7�0�I�8�B�K� �8�;�8� �>�1�=�0�@�C�6�5�=�8�O�,� �G�B�>�1�K� �?�@�5�4�C�?�@�5�4�8�B�L� �7�0�@�0�6�5�=�8�5�.� 

��� �?�@�>�0�=�0�;�8�7�8�@�>�2�0�=�=�K�E� �2�K�H�5� �?�0�:�5�B�0�E� �:�>�<�0�=�4�=�>�-�C�?�@�0�2�;�O�N�I�C�N� �?�>�A�;�5�4�>�2�0�­

�B�5�;�L�=�>�A�B�L� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �C�4�0�;�>�A�L� �2�K�O�2�8�B�L� �;�8�H�L� �?�>�A�;�5� �7�0�@�0�6�5�=�8�O�.� ��� �B�5�E� �A�5�­

�B�O�E�,� �3�4�5� �?�@�>�2�>�4�8�B�A�O� �B�5�:�C�I�8�9� �:�>�=�B�@�>�;�L� �1�5�7�>�?�0�A�=�>�A�B�8� �8� �?�>�A�B�>�O�=�=�K�9� �?�5�@�5�E�2�0�B� 

�?�0�:�5�B�>�2�,� �<�=�>�3�8�5� �A�5�B�5�2�K�5� �4�0�B�G�8�:�8� �=�0�A�B�@�>�5�=�K� �=�0� �E�@�0�=�5�=�8�5� �4�0�=�=�K�E� �8�7� �?�0�:�5�B�>�2� 

�2� �B�5�G�5�=�8�5� �=�5�A�:�>�;�L�:�8�E� �G�0�A�>�2� �8�;�8� �4�=�5�9� �4�;�O� �A�C�4�5�1�=�>�9� �M�:�A�?�5�@�B�8�7�K�.� ���5�4�L� �4�0�;�5�:�>� 

�=�5� �:�0�6�4�0�O� �>�@�3�0�=�8�7�0�F�8�O� �>�A�=�0�I�5�=�0� �A�@�5�4�A�B�2�0�<�8� �>�?�5�@�0�B�8�2�=�>�3�>� �@�5�0�3�8�@�>�2�0�=�8�O� �=�0� 
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�?�@�5�4�C�?�@�5�6�4�5�=�8�O�.� ���@�5�<�5�=�=�>�5� �E�@�0�=�5�=�8�5� �?�0�:�5�B�>�2� �4�0�5�B� �2�>�7�<�>�6�=�>�A�B�L� �?�@�>�0�=�0�;�8�­

�7�8�@�>�2�0�B�L� �8�E� �4�0�=�=�K�5� �A�>� �A�B�>�@�>�=�K� �4�@�C�6�5�A�B�2�5�=�=�>�3�>� �E�>�A�B�0�,� �?�@�5�6�4�5� �G�5�<� �=�0�G�0�;�0�A�L� 

�:�>�<�0�=�4�=�>�-�C�?�@�0�2�;�O�N�I�C�N� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �>�1�<�5�=�0� �4�0�=�=�K�<�8 �.� ��� �B�0�:�8�5� �?�0�:�5�­

�B�K� �7�0�D�8�:�A�8�@�>�2�0�=�K� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� �5� k _ to _ cryptowall 4 . pcapng. 
���@�>�:�@�C�B�8�2� �A�>�4�5�@�6�8�<�>�5� �M�B�>�3�>� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�,� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L� �=�0�<�=�>�­

�3�>� �1�>�;�L�H�5� �?�0�:�5�B�>�2� �4�;�O� �0�=�0�;�8�7�0�,� �E�>�B�O� �2�A�5� �>�=�8� �>�B�=�>�A�O�B�A�O� �:� �?�@�>�B�>�:�>�;�C� ���"�"� �.� 

���=�0�O� �?�@�8�=�F�8�?� �4�5�9�A�B�2�8�O� �M�B�>�3�>� �?�@�>�B�>�:�>�;�0�,� �?�>�?�@�>�1�C�5�<� �?�5�@�5�9�B�8� �A�@�0�7�C� �:� �4�5�;�C�,� 

�>�3�@�0�=�8�G�8�2� �>�B�>�1�@�0�6�0�5�<�K�5� �?�0�:�5�B�K� �B�>�;�L�:�>� �7�0�?�@�>�A�0�<�8� �A� �?�>�<�>�I�L�N� �D�8�;�L�B�@�0� http. 
request. ��� �8�B�>�3�5� �>�A�B�0�=�5�B�A�O� �;�8�H�L� �>�4�8�=�=�0�4�F�0�B�L� ���"�"� �-�7�0�?�@�>�A�>�2�,� �8�A�E�>�4�O�I�8�E� �8�7� 

�4�@�C�6�5�A�B�2�5�=�=�>�3�>� �E�>�A�B�0� �(�@�8�A�.� 12.34). 

"" ""'"' OtJOl'iltlon Pro!Da.11 �~�f�o� 

4 6.5J.We5 �1�-�2�.�1�6�8�.�(�.�1�4�S� JH.2e.tl.4t ���"� � �.� �7�l�r�n�f�n�.�p�f�'�l�:�p�/�8�h�·�k�e�s� ���"�"� �!�l�.�1� 
)S S.265859 192.168.122.145 �4�S �,�)�J�:�.�1�3�8�.�~�2� ���"�"� � �1�f�"� �/�c�o�n �t �!�"�1�r�y�/�1�6�S�!�8�7�J�/�~�i�t�t�·�J�.�-�·�v�i�s�l�t�o�r�·�n�o�n�s�e�n�8�·�t�0�<�1�l�&�h�t�-�~�t� •-it-1it•ntJc-dat'lcc tltird lfTTP/1.1 
�-�9� 6.le!ilsefl �1�9�2�.�J�U �.�U�1�.�1�4�~� 45.)2..2)8.ztl ���"�"� � �K�B� �/�o�c�c�1�1�i�o�n �1�1 �/�,�x�'�k�~ �1�'�1�'�X�h�U�A� ���"�"� �/�1�.�1� 

12)9.1267).i 192. lif,8. 121 .14'1 4'5. )2. 231. lfJ: ����� � Gf:T �/�f�0�0�d�~�s�s�/�t�t�5 �4�"�6�/�e�1�r�~ �1�t�·� f1nt1st.tc· tOOrowJh �·�w�r�1�v�c�·�1�r�o�t�t�s�q�~�·�f�o�r�t�h�- .... ktn -fDl.illt1\n tfTTP/l. l 
�2�5� 14.12em 191.tP.111.1-45 45.32-Ht.2e2 ����� � �G��� �/�o�,�s "�r�v�.�t�i�o�n�/�e�n�V�j�Z�l�c�!�t�'�C�t�l�p�t� ���"�"� �/�1�.�1� 
�4���1� ���.�2�4�5�-�&�)� �1�9�2�.�1�6�8�.�1�2�2�.�1�~� 21J.1t!5.)J.11 ����� � POST /\IOEl'!Sq.phprv•»*tk7tAjo6 ���"�"� �,�/�1�.�1� (appll.cat1on/x - �f�o�n�1 �-�u�3�l�e�n�c�o�d�K�)� 
4S6 �4�1�.�1�7�1�7�+� 192.168.1l2.14S 114.119.1.t9 . .- ���"�"� � POSi /16/ftill.p"Pln•)ll.4t\:7t4jo6 ����� �/�1�.�1� �( �a�p�p�l�i�c�1�t�i�o�n �/�x�·�-�· �f�<�1�1�1�-�u�r�]�e �n�c�o�d�e�d�)� 

472 4S.f;l5184 192.168.112.t•S 21'.186.3).11 �1�f�"�'�"� � POSt �/�V�O�U�1�Q�.�p�l�t�p�~�I�U�y�'�1�l�i�c�u�d�1�1�j� ���"�"� �/�1�.�1� �( �1�p�p�l�1�c�1�t�i�o�n�/�x�·�- �· �f�o�r�8 "�1�.�t�3�l�e�-�:�o�d�e�c�l�)� 
.,,, 56.827194 192.161.122 .145 114.171.14!.44 ���"�"� � � ���S�"� �/�7�6���I�L "�.�p�i�t�l�r�,�&�.�.�W�U�y �:�8�l�n�o�d�1�1�j� ���"�"�l�"�/�1�.�1� (•ppltc•t1on/ • ·-·fo,..-u"te"codtd) 
61!i 71.971"1 191.168.122.145 21).116.3),11 ���~� POs.T �I�V�O�~�.�p�l�\�p�)�h "�t�t�f�l�t�j�,�6�6�8�o���k�l�:� �t���"� �/�1�.�1� (1pplic1t1011/x-·for.·urle""coded) 
61"& �8�1�.�1�6�0�/�8� 191.158.12.1.145 114.1?&.149.4" ���"�"� � POST �/�7�6�� �J�t�_�.�.�p�h�p�H�-�t�t�f�,�D�i�6�6�8�o�J�8�k�1 �i�:�.� ���"�"� �/�1�.�1� �( �1�~�l�1�c���"�l�o�n�/�6�-�- �·�f�O�N�.� LJrle'lcoded) 

� �8�A�.� 12.34. ��� �@�5�7�C�;�L�B�0�B�5� �D�8�;�L�B�@�0�F�8�8� �>�A�B�0�;�>�A�L� �;�8�H�L� �>�4�8�=�=�0�4�F�0�B�L� ���"�"� �-�7�0�n�@�>�A�>�2�,� �8�A�­

�E�>�4�O�I�8�E� �8�7� �4�@�C�6�5�A�B�2�5�=�=�>�3�>� �E�>�A�B�0� 

���5�@�2�K�9� �7�0�?�@�>�A� �=�0�?�@�0�2�;�O�5�B�A�O� �4�@�C�6�5�A�B�2�5�=�=�K�<� �E�>�A�B�>�<�,� �=�0�E�>�4�O�I�8�<�A�O� �?�>� 

�0�4�@�5�A�C� 192 .168 .122 .145, �=�5�8�7�2�5�A�B�=�>�<�C� �2�=�5�H�=�5�<�C� �E�>�A�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� 

�0�4�@�5�A�C� 113. 20 .11. 49. ���=�0�;�8�7� ���"�"� �-�7�0�3�>�;�>�2�:�0� �8�7� �?�0�:�5�B�0� �A� �M�B�8�<� �7�0�?�@�>�A�>�<� �?�>�­

�:�0�7�K�2�0�5�B� �(�@�8�A�.� 12.35), �G�B�>� �?�>�;�L�7�>�2�0�B�5�;�L� �7�0�?�@�>�A�8�;� �A�B�@�0�=�8�F�C� �?�>� �0�4�@�5�A�C� http: / / 
www. sydneygroup. �A�>�B�.� au/index .php/ services/ �� �,� �:�>�B�>�@�C�N� �>�=� �=�0�H�5�;� �2� �?�>�8�A�:�>�­

�2�>�9� �A�8�A�B�5�<�5� Bing �?�>� �7�0�?�@�>�A�C� sydneygroup.com.au 8. ���>� �A�8�E� �?�>�@� �2�A�5� �2�@�>�4�5� �1�K� 

�2�K�3�;�O�4�8�B� �=�>�@�<�0�;�L�=�>�.� 

) �F�r�<�e� .&: 488 �,�C�t�5 "� on ;].". �(�3�9��� bi t1). -488 �,�C�t�1�-�1� c"1ptured (3"4 �,�i�t�s�}� ot1 �i�n�t �e �3�f�a�;�-�e� t 
1) f.thernet II, Src: oell_e2:..0186 �(�5�&�:�2�2�:�1�9�:�5�2�:�.�.���:���)�,� OSt: C1scolnc_cb:8):4a �(���~�1�6�:�A�1�:�A�,�:�8�)�:�.�&�)� 

> Inter"et Protoco) V.rsion �A�,� SN:.: :LJ2.1u.12z.1cs. "'t: 113.2•.11.4'9 
) Tr1nsatsst0fl Cont.l"Ql Protocol, Src � �>���:�:� "9314 (.&9314), Ott Port: ��� �(���)� �~�q�:� " 2•"4169S, Ack: 3'J47:!6HS6, Len: 434 
v 1 tf'11<t �r�r�"�n�-�.�f�~� 

�>� �E� 

Acc:ept: text/htal, 1pplic:1tJOl'l/xttt.l•a:l, •/•\r-\n 
�1� Aeftrer: �h�t�t�p�:�/ �/�-�.�+�n �1 �.�c�o�.�J �s�e�1�r�c�h�?�q "�s�y�d�n�e�y�J�r�o�I�>�.�c�C�1�1 �. �1�1�.�1�&�q�1�-�n�&�f�o�r�w�-�Q�l�l�R�[�"�9�q "�s�y�d�~�y�1�r�o�u�p�.�c�a�.�.�8�\�l�l�J �c "�1�·�2�9�&�s�p�-�·�1�&�s�k�-�k�v�i �d "�e�e�c�e�A�.�2 �8�7�A�C�3�~�F�9�"�8�7�A�S�2�6�0�9�8�-�i�E�8�2�7�4�(�\�r�\�n� 

Ac:c:ept L11n1LJ•ge: en US\r\n 
�U�s�e�r�·�G�e�n�t�:� "'3zilla/S.8 (W:il\dows NT 6.1; '°"64; �l�3�i�d�e�n�t�/�7�. "�;� r-v:ll.e) like Gec:ko\r\n 
Accept-Encodins: 1t.lp,  "�t�l�3�i�t�e�\�r�\�n� 

���O�s�t�;� �-�.�s�y�d�n�e�y�1�r�o�t�.�1�p�.�c�o�.�.�1�1�.�1�\�3�\�n� 

�����"�:� 1\r\n 
Con"ec::tiOl'I: 1Ceep·Ali1,;e\r\n 
\r\n 
[full �r�A�g�G�A�=� URI· http·ll- �\�y�Q�n�c�G�r�c�G�p� '"'  "�F�l�l�n�d�r�x� �p�l�!�p�l�)�C���V�l�r�c�s�l� 

�[���"�"� � request 1/1} 
���B�r�s�P�A�n�s�t� 1n �f�r���I�C�'� �?�l� 

���/�0� .f �r�-�~�·�S�:�w�!�i�r�D�Z�.�t�l�l�.�I�O�.�I�H�·�~�l�l�J�.�J�Q�.�l�l�.�f�'�l�·�"�'�-�4�/���1�1�,�.�!�"�f�i�l�i�f�,�~�H�r�n�)�'�l�l� 

� �8�A �.� 12.35. ���"�"� �-�7�0�n�@�>�A�,� �>�B�?�@�0�2�;�5�=�=�K�9� �=�5�8�7�2�5�A�B�=�>�<�C� �2�=�5�H�=�5�<�C� �E�>�A�B�C� 

���0�;�5�5� �4�@�C�6�5�A�B�2�5�=�=�K�9� �E�>�A�B� �?�>�A�K�;�0�5�B� �2� �?�0�:�5�B�0�E� 35, 39, 123 �8� 130 �G�5�B�K�@�5� 

�7�0�?�@�>�A�0� �=�0� �4�@�C�3�>�9� �=�5�8�7�2�5�A�B�=�K�9� �2�=�5�H�=�8�9� �E�>�A�B�,� �@�0�A�?�>�;�>�6�5�=�=�K�9� �?�>� �0�4�@�5�A�C� 

���= �0 �; �8�7� �? �0�: �5 �B �>�2� �=�>� �1�5�7 �>�?�0�A�=�> �A �B�L� 385 
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45. 32. 238. 202. ���0�:� �4�5�<�>�=�A�B�@�8�@�>�2�0�;�>�A�L� �2� �?�@�A�4�L�I�C�I�8�E� �?�@�8�<�5�@�0�E�,� �1�@�0�C�7�5�@�K� 

�>�1�K�G�=�>� �8�7�2�;�5�:�0�N�B� �A�>�;�~�5�@�6�8�<�>�5� �8�7� �4�>�?�>�;�=�8�B�5�;�L�=�K�E� �E�>�A�B�>�2� �?�@�8� �?�@�>�A�<�>�B�@�5� 

�2�5�1�-�A�B�@�0�=�8�F�K�,� �=�0� �:�>�B�>�@�>�9� �E�@�0�=�8�B�A�O� �2�A�B�@�0�8�2�0�5�<�>�5� �A�>�4�5�@�6�8�<�>�5� �8�;�8� �@�5�:�;�0�<�­

�=�K�5� �>�1�J�O�2�;�5�=�8�O� �8�7� �A�B�>�@�>�=�=�8�E� �A�5�@�2�5�@�>�2�.� �!�0�<�>� �?�>� �A�5�1�5� �M�B�>� �=�5� �2�K�7�K�2�0�5�B� �B�@�5�2�>�­

�3�C�,� �E�>�B�O� �4�>�<�5�=� �2� �M�B�8�E� �7�0�?�@�>�A�0�E� �2�K�3�;�O�4�8�B� �B�0�:�,� �A�;�>�2�=�>� �>�=� �A�>�A�B�0�2�;�5�=� �A�;�C�G�0�9�=�K�<� 

�>�1�@�0�7�>�<�,� �G�B�>� �2�K�7�K�2�0�5�B� �?�>�4�>�7�@�5�=�8�5�.� 

���N�1�>�?�K�B�=�5�5� �4�5�;�>� �>�1�A�B�>�8�B� �2� �7�0�?�@�>�A�5� �?�>� �<�5�B�>�4�C� GET �2� �?�0�:�5�B�5� 39. ���B�A�;�5�4�8�2� 

�?�>�B�>�:� �"�!� � �2� �M�B�>�<� �>�1�<�5�=�5� �4�0�=�=�K�<�8� �(�@�8�A�.� 12.36), �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L�,� �G�B�>� �2� �=�5�<� 

�7�0�?�@�0�H�8�2�0�5�B�A�O� �D�0�9�;� bXJkeHFlYXhmaA ���.� ���<�O� �M�B�>�3�>� �D�0�9�;�0� �2�K�1�;�O�4�8�B� �=�5� �A�>�2�A�5�<� 

�>�1�K�G�=�>� �8� �2�>�>�1�I�5� �=�5� �2�:�;�N�G�0�5�B� �2� �A�5�1�O� �@�0�A�H�8�@�5�=�8�5� . 

• Wiresharlc · Follow �"�!� � Stream (tcp.stream tq 1) · �e�l�c�_�t�o�_�c�r�y�p�t�o�w�a�l��� 

�6��� /occ•sionol/bXJkeliflVXhallA ���"�"� �/�1�.�1� ��� 
Acc!:pt: */• 
Acc-e:pt_-li)nguage: en-US 

�>� 

Ref �r�r�~�r�:� http: //xktzjJJ. topcentc. top/contr11ry/16S3873/quite-scwaeone-visi �t�o�r�-�n�o�n�s�e�n�s�e�-�t�o�n�i�g�h�t�-�s�w�e�e�t�-�2�W�J�i�t�-�g�i�g�2�n�t�i�c�­

dance-third 
�x�-�f�l�2�s�l�'�t�-�v�l�l�!�:�r�s�i�o�o�:� J.9"0_,0"24S 
Accept-fncoding: gup, dafl•t• 
User"Agent: !��z�i�l�l�a�/�s�.�e� (Windows �f�f�"� 6.1; WOW64;. Trident/7.e; rv:11.8) like Gecko 
�t�N�s�t�:�:� xktzj11. topcentc top 
�D�l�l�"�:� 1 
Connection: ���U�p�-�A�l�i�v�r�:� 

���"�"� �/�1�.�1� 200 ���1�!� 

S.r-ver: nsinx/t.4.6 �(�U�,�u�n�t�u�}� 

Date: l!on, 04 3on 2816 16:25:58 �G���r� 

Co"tent-iype: applic•tion/x- shockwlive-flash 8 
Tronsfer-Encoding: chunlced 
Connectio11: �k�e�e�p�-�e�l�i�v�~� 

1f6• 
CWS .•••• �E� ... u\ ... > .. ,, •.• �:�.� tw. t7 •• ::J • 

• ) •• �l�l�Q�W�"� •• ;PL$ ..•• ���.�-�.�g� ..• �~� ..•• / �.���g�.�s�)�.� u ••.•.•.• f •• �[�@�A� ••. �"� .41YU ••. �·���.�5� ...••• �"� •. vO.. .fG .•.••. d •• 
4 •..•..••• M.L •. �;�!�.� .M.ek. fnR .. Uz .N.}) ••.. /Lqk .. )9.} �.�~� •• v.+ .• & •• [ ••• R.> •• h ••. �5 "�,�.� )} ..•..•. U ..••• w./? .. : .q. 
{v.y .. s •. k •• 6.111:-.. ���<�E� .....• g ..• [. ;ow. �:� ..... ; .. : t-" .d•l. V"41ot.&.E .. /t". •900 • • d. I·bg. [ 1 >lz .•.. ;: .• �=�]�.� • •• .. { ..... q 
+ .••.• _.e.s .. r .. cz .. ; .1. • .. ) ... . �<�z�-�}�6�_�&�.� l ./uz .. .. . • & ••••• �2�.�5� ....• FK .. �~�]�.� z •••• 
���j�. "�k� ..•• t.1.>.]6u.•.> .. q .••.. • �A� •. 1. · 1 · ... _ .. .... So_d .• • ••.• 9sT ••• j .. z .... V . 
• • • ·• .•• :) .1{ .•..• {. �·�~�E�,� ..•.. f .• �7�5� .• �5�.�>� .... 5 .• •. 1 .••• • �C�&� .•  " �L�j� ..•. 1111 .• cWj] •. >. • . . g ... 
2 •• �:�:�J �.�:�_ �:�:�.�~�·�·�·�·�·�·�·�·�"�~�·�·�·�·�~�~�·�~�·�1�0�.�:�.�.�:�·�·�~ "�u� �~� ....... <z ... &.VR] .• �(�X�P "�.�[�.�U�.�o�.�]�P�Q�~� 

�)�"�"�"�'�~�~� �"�-�-�~�<�J� .,,,,,.,) 
�f�t�>�l�r "�-�v�"�"�,�o�n� �(�S���I�S�)� 

Find: 

� �8�A�.� 12.36. ���0�3�@�C�7�:�0� �F�l�a�s�h�-�D�a�9�;�a� �A� �=�5� �A�>�2�A�5�<� �>�1�K�G�=�K�<� �8�<�5�=�5�<� 

�E� 

���>�;�5�5� �B�I�0�B�5�;�L�=�K�9� �0�=�0�;�8�7� �?�>�:�0�7�K�2�0�5�B�,� �G�B�>� �2�5�1�-�A�5�@�2�5�@� �>�1�>�7�=�0�G�0�5�B� �A�>�4�5�@�6�8�­

�<�>�5� �M�B�>�3�>� �D�0�9�;�0� �:�0�:� x-shockwave-flash 8. Flasl1 �O�2�;�O�5�B�A�O� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�K�<� 

�?�>�4�:�;�N�G�0�5�<�K�<� �<�>�4�C�;�5�<� �4�;�O� �2�>�A�?�@�>�8�7�2�5�4�5�=�8�O� �<�C�;�L�B�8�<�5�4�8�9�=�K�E� �?�>�B�>�:�>�2� �2� �1�@�0�­

�C�7�5�@�5�,� �8� �?�>�M�B�>�<�C� �2�?�>�;�=�5� �5�A�B�5�A�B�2�5�=�=�>� �>�1�=�0�@�C�6�8�B�L�,� �G�B�>� �C�A�B�@�>�9�A�B�2�>� �7�0�3�@�C�6�0�5�B� 

�F�l�0�s�l�1�-�A�>�4�5�@�6�8�<�>�5�.� ���4�=�0�:�>� �?�>�4�:�;�N�G�0�5�<�K�9� �<�>�4�C�;�L� Flasl1 �?�5�G�0�;�L�=�>� �8�7�2�5�A�B�5�=� 

�A�2�>�8�<�8� �C�O�7�2�8�<�>�A�B�O�<�8�,� �:�>�B�>�@�K�5� �7�0�G�0�A�B�C�N� �=�5� �C�A�B�@�0�=�O�N�B�A�O�.� �"�0�:�8�<� �>�1�@�0�7�>�<�,� �C�?�>�­

�<�O�=�C�B�K�9� �2�K�H�5� �F�l�a�s�l�1�-�D�a�9�;� �C�A�?�5�H�=�>� �7�0�3�@�C�6�0�5�B�A�O� �?�>� �7�0�?�@�>�A�C�.� 

���>�A�;�5� �7�0�3�@�C�7�:�8� �F�l�a�s�l�1�-�D�a�9�;�a� �2� �?�0�:�5�B�5� 130 �2�K�4�0�5�B�A�O� �7�0�?�@�>�A� �=�0� �4�@�C�3�>�9� �0�=�0�­

�;�>�3�8�G�=�>� �8�<�5�=�C�5�<�K�9� �D�0�9�;�.� ���B�A�;�5�4�8�2� �M�B�>�B� �?�>�B�>�:� �"�!� � �(�@�8�A�.� 12.37), �<�>�6�=�>� 

386 ���;�0�2�0� 12 

Tlgm: @it_boooks



�>�1�=�0�@�C�6�8�B�L�,� �G�B�>� �2� �=�5�<� �7�0�?�@�0�H�8�2�0�5�B�A�O� �D�0�9�;� �?�>� �8�<�5�=�8� enVj Z2dtcnpz ���.� �"�8�?� 

�M�B�>�3�>� �D�0�9�;�0� �7�4�5�A�L� �=�5� �>�1�>�7�=�0�G�0�5�B�A�O� �@�0�A�H�8�@�5�=�8�5�<� �8�;�8� �A�5�@�2�5�@�>�<�.� ���>�A�;�5� �M�B�>�3�>� 

�7�0�?�@�>�A�0� �F�5�;�5�2�>�9� �E�>�A�B� �7�0�3�@�C�6�0�5�B� �D�@�0�3�<�5�=�B� �=�5�C�4�>�1�>�G�8�B�0�5�<�K�E� �4�0�=�=�K�E� �>�1�J�5�<�>�<� 

358400 �1�0�9�B� ��� . 

• Wir<Sharlc · Follow �"�!� � Str••m (tcp.str.•m tq 3) • a_to_cryptow•ll4 

GET �/�<�>�l�!�s�e�r�v�2�t�:�i�o�n�/�~�n�V�j�Z�2�d�t�t�I�>�z� �1�f�"�"� fl.1 ��� 
Connecti<>n: Ke<!p·Aliv• 

�>� 

iA.ccept,": "'/'" 
User·Ag•nt: ���o�t�l�l�t�i�/�5�.�8� (Windows llf �1�.�1�;� WW64; Triderrt/7.0; SLCC2; .Nfl CtR 2.8.50727; �.�/�I��� ClR �-�.�5�.�3�5�7�2�9�;� �.�N��� 
CLR �-�.�0�.�3�6�7�:�!�9�;� �l�l�o�~�l�a� C""1:er � �!� 6.6; '°" :11.9) like �G�e�c�~�o� 
!lort: xktrjll. topc..,tc .top 

���"�"� �/�1�.�1� 209 ���1�!� 

Server: �n�g�i�n�x�/�1�.�4�.�1� (Ulxmtu) 
Dote: ���>�n�,� 04 J•n 2&16 16:26:06 �G���"� 

Content-Type-: �a�p�p�l�i�c�a�t�i�o�n�/�o�c�t�"�e�t�·�s�t�r�~�n� 

Corrtent-length: 358400@ 
Connection �~� keep-alive. 
L•st-l'lodified: llan, 04 �-�<� 2&16 15:56:19 �@�1�"� 

���"�>�g�:� �"�S�6�8�a�9�6�Z���·�S�7�8�1�1�9�"� 

Actept-Rang•s: �,�y�t�e�s� 

.k .... i .. 6.N •• �-�.�<� ....••.... [.11 •.. . �E�.� }.1$;X.k . " •. [ - •••• W.0.• •••.. S./ .g . ... S •. ) ••• U •.••. 6 ••.•• Ng •••••• ���.� 
�E� .. k •• �1�.� z. PZ �.���/���g� ••. 0 •• �> "� . . "Q.Z .•••••• �-�~�·� ••••••. 4 .• X.16/m" .•.•• d 
.• n .•••..••.•.. 1Dg9 •. �#� ••• / •• [v(p.W •.. �>�"�.� �>�.�����.� f •.••••• �5�E� ... ·"· ..... 6 •. lld2• .h ... r ...• jx.1 ... Taq. • ... �#�\�  "�:�.�s�.�s� .. 

�E� 

�~�-�·�·� �~� 

�J�d�w�>�c�/�&�'�I�J�(�,�.�,�_�,�o�l�l�t�<�J�l�~� 

� �8�A�.� 12.37. ���0�3�@�C�7�:�0� �5�I�5� �>�4�=�>�3�>� �D�0�9�;�0� �A� �=�5� �A�>�2�A�5�<� �>�1�K�G�=�K�<� �8�<�5�=�5�<�,� �=�>� �=�0� �M�B�>�B� �@�0�7� 

�B�8�?� �M�B�>�3�>� �D�0�9�;�0� �=�5� �>�?�@�5�4�5�;�5�=� 

���5�=�5�5� �G�5�<� �7�0� 20 �A�5�:�C�=�4� �?�>�A�;�5� �7�0�3�@�C�7�:�8� �C�?�>�<�O�=�C�B�>�3�>� �2�K�H�5� �D�0�9�;�0� �4�>�;�6�=�>� �?�>�·� 

�O�2�8�B�L�A�O� �=�5�G�B�>� �7�=�0�:�>�<�>�5� �2� �A�?�8�A�:�5� ���"�"� �-�7�0�?�@�>�A�>�2�,� �?�@�8�2�5�4�5�=�=�K�E� �=�0� �@�8�A�.� 12.34. 
���0�G�8�=�0�O� �A� �?�0�:�5�B�0� 441, �4�@�C�6�5�A�B�2�5�=�=�K�9� �E�>�A�B� �=�0�G�=�5�B� �?�>�A�K�;�0�B�L� ���"�"� �-�7�0�?�@�>�A�K� 

�?�>� �<�5�B�>�4�C� POST �4�2�C�<� �A�5�@�2�5�@�0�<�,� �8�A�?�>�;�L�7�C�O� �B�C� �6�5� �A�0�<�C�N� �:�>�<�0�=�4�=�>�-�C�?�@�0�2�;�O�N�I�C�N� 

�?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L�,� �G�B�>� �8� �@�0�A�A�<�>�B�@�5�=�=�0�O� �2�K�H�5�.� ���G�5�=�L� �?�>�E�>�6�5� �=�0� �B�>�,� �G�B�>� �<�K� 

�2�K�O�2�8�;�8� �8�A�B�>�G�=�8�:� �7�0�@�0�6�5�=�8�O�,� �>�B�2�5�B�A�B�2�5�=�=�>�A�B�L� �=�0� �:�>�B�>�@�>�5� �2�>�7�;�0�3�0�5�B�A�O� �=�0� �>�1�0� 

�7�0�3�@�C�6�5�=�=�K�E� �D�0�9�;�0�.� ���5�@�2�K�9� �D�0�9�;�,� �7�0�?�@�>�H�5�=�=�K�9� �2� �?�0�:�5�B�5� 39, �4�>�A�B�0�2�8�;� �A�@�5�4�·� 

�A�B�2�>� �M�:�A�?�;�C�0�B�0�F�8�8� �C�O�7�2�8�<�>�A�B�5�9� �(�M�:�A�?�;�>�9�B�)�,� �0� �2�B�>�@�>�9� �D�0�9�;�,� �7�0�?�@�>�H�5�=�=�K�9� �2� 

�?�0�:�B�5� 130, - �2�@�5�4�>�=�>�A�=�C�N� �?�@�>�3�@�0�<�<�C�.� 

�l�1�1�Q�I���!�p�i�J�l�l�l�l�l� ���;�O� �4�5�:�>�4�8�@�>�2�0�=�8�O� �8� �0�=�0�;�8�7�0� �D�0�9�;�>�2�,� �C�:�0�7�0�=�=�K�E� �2� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�­

�:�5�B�0�E�,� �<�>�6�=�>� �2�>�A�?�>�;�J�7�>�2�0�:�B�J�A�.�O� �<�5�B�>�4�8�:�0�<�8� �0�=�0�;�8�7�0� �2�@�5�4�>�=�>�A�=�>�3�>� �?�@�>�­

�3�@�0�<�<�=�>�3�>� �o�1�e�c�n�e�t�W�=�u�O�.� ���A�;�8� �2�0�<� �8�=�B�5�@�5�A�=�>� �C�7�=�0�:�B�J� �1�>�;�J�H�5� �>� �<�5�B�>�4�8�:�0�E� 

�2�>�A�A�B�0�=�>�2�;�5�=�8�O� �0�;�3�>�@�8�B�<�>�2� �@�0�1�>�B�K� �2�@�5�4�>�=�>�A�=�>�3�>� �?�@�>�3�@�0�<�<�=�>�3�>� �>�1�5�A�?�5�·� 

�G�5�=�8�O�,� �?�@�0�G�8�B�0�5�B�5� �:�=�8�3�C� Practical Malware ��� �?�a�l�y�s�i�s� ���0�9�:�;�0� �!�8�:�>�@�A�:�8� 

(Michael Sikorski) �8� �-�=�4�@�N� �%�>�=�8�3�0� �(�A�?�d�r�e�w� �H�o�?�i�g�)�,� �:�>�B�>�@�0�O� �2�K�H�;�0� �2� �8�7�­

�4�0�B�5�;�J�A�B�2�5� No Starch Press �2� 2012 �3�>�4�C� �8� �:�>�B�>�@�>�9� �O� �>�B�4�0�N� �?�@�5�4�?�0�G�B�5�=�8�5�.� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �=�>� �1�5�7�>�?�0�A�=�>�A�B�L� 387 

Tlgm: @it_boooks



��� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �:�I�5�A�L� �A�F�5�=�0�@�8�8� �4�5�<�>�=�A�B�@�8�@�C�5�B�A�O� �>�4�=�0� �8�7� �A�0�<�K�E� �@�0�A�­

�?�@�>�A�B�@�0�=�5�=�=�K�E� �<�5�B�>�4�8�:� �7�0�@�0�6�5�=�8�O� �2�8�@�C�A�0�<�8�.� ���=�0� �A�>�A�B�>�8�B� �2� �B�>�<�,� �G�B�>�,� �1�;�C�­

�6�4�0�O� �?�>� ���=�B�5�@�=�5�B�C�,� �?�>�;�L�7�>�2�0�B�5�;�L� �?�>�=�0�4�0�5�B� �=�0� �A�0�9�B�,� �7�0�@�0�6�5�=�=�K�9� �2�@�5�4�>�=�>�A�=�K�<� 

�?�5�@�5�0�4�@�5�A�>�2�K�2�0�N�I�8�<� �:�>�4�>�<� �8�7� �=�0�1�>�@�0� �M�:�A�?�;�>�9�B�>�2�.� �"�0�:�8�5� �=�0�1�>�@�K� �A�.�;�C�6�0�B� �4�;�O� 

�7�0�@�0�6�5�=�8�O� �2�?�>�;�=�5� �7�0�:�>�=�=�K�E� �8� �=�0�4�5�6�=�K�E� �A�5�@�2�5�@�>�2� �8� �A�=�O�B�8�O� �>�B�?�5�G�0�B�:�>�2� �A� �:�;�8�­

�5�=�B�>�2� �4�;�O� �2�K�O�2�;�5�=�8�O� �8�E� �C�O�7�2�8�<�>�A�B�5�9�.� ���0�@�0�6�5�=�=�0�O� �A�B�@�0�=�8�F�0� �=�0�7�K�2�0�5�B�A�O� �?�>�A�0�­

�4�0�G�8�>�9� �A�B�@�0�=�8�F�5�9� �M�:�A�?�;�>�9�B�0� �8� �A�;�C�6�8�B� �4�;�O� �?�5�@�5�0�4�@�5�A�0�F�8�8� �:�;�8�5�=�B�0� �=�0� �4�@�C�3�>�9� 

�A�0�9�B�,� �A�>�4�5�@�6�0�I�8�9� �A�@�5�4�A�B�2�>� �M�:�A�?�;�C�0�B�0�F�8�8� �C�O�7�2�8�<�>�A�B�5�9�,� �>�?�@�5�4�5�;�5�=�=�>�5� �2� �M�B�>�<� 

�=�0�1�>�@�5� �:�0�:� �=�0�8�1�>�;�5�5� �M�D�D�5�:�B�8�2�=�>�5� �4�;�O� �=�0�=�5�A�5�=�8�O� �2�@�5�4�0� �F�5�;�5�2�>�9� �A�8�A�B�5�<�5�.� 

���@�>�0�=�0�;�8�7�8�@�>�2�0�=�=�K�5� �7�4�5�A�L� �?�0�:�5�B�K� �?�5�@�5�E�2�0�G�5�=�K� �8�7� �=�0�1�>�@�0� �M�:�A�?�;�>�9�B�>�2� 

�A�=�g�l�e�r�,� �:�>�B�>�@�K�9� �=�0�8�1�>�;�5�5� �G�0�A�B�>� �C�?�>�B�@�5�1�;�O�;�A�O� �0�B�0�:�C�N�I�8�<�8� �7�;�>�C�<�K�H�;�5�=�=�8�:�0�­

�<�8� �2� 2015 �8� 201 �1� �?�:� ���0�:� �B�>�;�L�:�>� �?�>�;�L�7�>�2�0�B�5�;�L� �?�>�?�0�4�0�;� �=�0� �A�0�9�B�,� �7�0�@�0�6�5�=�=�K�9� �M�:�A�­

�?�;�>�9�B�>�<� �A�=�g�l�e�r�,� �M�B�>�B� �=�0�1�>�@� �A�@�0�7�C� �6�5� �>�?�@�5�4�5�;�O�;� �8�<�5�5�B� �;�8� �?�>�4�:�;�N�G�0�5�<�K�9� �<�>�­

�4�C�;�L� Flasl1 �2� �1�@�0�C�7�A�@�5� �?�>�;�L�7�>�2�0�B�5�;�O� �C�O�7�2�8�<�>�A�B�L�.� ��� �5�A�;�8� �4�0�,� �B�>� �B�>�3�4�0� �2� �M�B�C� �A�8�A�B�5�­

�<�C� �A�=�0�G�0�;�0� �4�>�A�B�0�2�;�O�;�A�O� �F�l�a�s�l�1�-�D�a�9�;�,� �G�B�>�1�K� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �A�5� �C�O�7�2�8�<�>�A�B�L�N�,� �0� 

�7�0�B�5�<� �2� �:�0�G�5�A�B�2�5� �2�B�>�@�8�G�=�>�9� �?�>�;�5�7�=�>�9� �8�=�D�>�@�<�0�F�8�8� �1�K�;� �7�0�3�@�C�6�5�=� �8� �C�A�B�0�=�>�2�­

�;�5�=� �2�@�5�4�>�=�>�A�=�K�9� �2�8�@�C�A� CryptoWall �=�0� �F�5�;�5�2�>�<� �E�>�A�B�5�.� ���A�O� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� 

�7�0�@�0�6�5�=�8�O� �F�5�;�5�2�>�9� �A�8�A�B�5�<�K� �=�0�3�;�O�4�=�>� �?�>�:�0�7�0�=�0� �=�0� �@�8�A�.� 12.38. 

���?�>�n�=�5� �=�0�4�5�6�=�K�9� �2�5�1�-�A�0�9�B�,� 
�1�1�3�1�1�>�<�0�=�=�K�9� 

�7�n�>�C�<�K�w�n�5�=�=�8�:�>�<� 

113.20.11.49 

• 
1. ���>�n�L�7�>�2�0�B�5�n�L� �?�>�A�5�I�0�5�B� 

�2�?�>�n�=�5� �=�0�4�5�6�=�K�9�,� 
�=�>� �1�1�3�1�1�>�<�0�=�=�K�9� �2�5�1�-�A�0�9�B� 

2. �6�@�0�C�7�5�@� �?�5�@�5�0�4�@�5�A�>�2�K�2�0�5�B�A�=� �=�0� �?�>�A�0�4�>�G�=�C�N� �A�B�@�0�=�8�F�C� �=�0�1�>�@�0� �M�:�A�<�>�9�B�>�2� 

�&�5�n�5�2�0�O� 
�4�@�C�6�5�A�B�2�5�=�=�0�O� 

�A�8�A�B�5�<�0� 

192.168.122.145 

3. �&�5�;�5�2�0�O� �A�8�A�B�5�<�0� �7�0�r�@�C�6�0�5�B� �8� �2�K�?�>�n�=�O�5�B� �A�@�5�4�A�B�2�>� �M�:�A�<�C�0�B�0�F�8�<� 
�C�O�M�2�8�<�>�A�B�5�9� �2� �?�>�4�:�n�N�G�0�5�<�>�<� �<�>�4�C�n�5� Aash 
4. �&�5�n�5�2�0�O� �A�8�A�B�5�<�0� �M�0�r�@�C�6�0�5�B� 11 �C�A�B�0�=�0�2�;�8�2�0�5�B� �2�@�5�4�>�=�>�A�=�C�N� �~� 
�2�8�@�C�A�=�C�N� �?�@�>�r�@�0�<�<�C� CryptoWall4 L_J 

5. ���@�5�4�>�=�>�A�=�0�O� �?�@�>�3�@�0�<�<�0� 
�>�1�<�5�=�8�2�0�5�B�A�=� �4�0�=�=�K�<�8� 
�A� �:�>�<�0�=�4�=�>�-�C�?�@�0�2�;�O�N�I�8�<�8� �A�5�@�2�5�@�0�<�8� 

�!�5�@�2�5�@� �A� �=�0�1�>�@�>�<� �M�:�A�<�>�9�B�>�2� 

45.32.238.202 

���>�<�0�=�4�=�>�-�C�?�@�0�2�;�O�N�I�8�9� 
�A�5�@�2�5�@� CryptoWall 
184.170.149.44 
213.186.33.18 

� �8�A�.� 12.38. ���>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� �7�0�@�0�6�5�=�8�O� �F�5�;�5�2�>�9� �A�8�A�B�5�<�K� �A� �?�>�<�>�I�L�N� 

�=�0�1�>�@�0� �M�:�A�?�;�>�9�B�>�2� 

388 ���;�0�2�0� 12 

Tlgm: @it_boooks



���0�:�;�N�G�8�B�5�;�L�=�K�5� �A�>�>�1�@�0�6�5�=�8�O� 
���0� �B�5�<�C� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �2� �A�F�5�=�0�@�8�O�E�,� �A�2�O�7�0�=�=�K�E� �A� �=�0�@�C�H�5�=�8�5�<� �1�5�7�>�?�0�A�=�>�­

�A�B�8� �A�8�A�B�5�<�,� �@�0�A�?�>�7�=�0�2�0�=�8�O� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�K�E� �2�8�4�>�2� �0�B�0�:� �8� �@�5�0�3�8�@�>�2�0�=�8�O� �=�0� 

�?�@�5�4�C�?�@�5�6�4�5�=�8�O� �A�8�A�B�5�<�K� �>�1�=�0�@�C�6�5�=�8�O� �2�B�>�@�6�5�=�8�9� �<�>�6�=�>� �=�0�?�8�A�0�B�L� �F�5�;�K�5� 

�:�=�8�3�8�.� ��� �M�B�>�9� �3�;�0�2�5� �1�L�m�8� �@�0�A�A�<�>�B�@�5�=�K� �;�8�H�L� �=�5�:�>�B�>�@�K�5� �>�1�I�5�C�?�>�B�@�5�1�8�B�5�;�L�­

�=�K�5� �<�5�B�>�4�8�:�8� �A�:�0�=�8�@�>�2�0�=�8�O� �A�5�B�5�9� �8� �?�>�;�C�G�5�=�8�O� �>�B�?�5�G�0�B�:�>�2� �>�?�5�@�0�F�8�>�=�=�K�E� 

�A�8�A�B�5�<�,� �>�A�>�1�5�=�=�>�A�B�8� �0�B�0�:�8� �G�5�@�5�7� �?�>�A�@�5�4�=�8�:�0�,� �0� �B�0�:�6�5� �@�O�4� �?�@�8�<�5�@�>�2� �B�>�3�>�,� �:�0�:� 

�<�>�6�=�>� �M�:�A�?�;�C�0�B�8�@�>�2�0�B�L� �C�O�7�2�8�<�>�A�B�8� �A�8�A�B�5�<�K� �8� �:� �:�0�:�8�<� �?�>�A�;�5�4�A�B�2�8�O�<� �M�B�>� �<�>�­

�6�5�B� �?�@�8�2�5�A�B�8�.� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �=�0� �1�5�7�>�?�0�A�=�>�A�B�L� 389 

Tlgm: @it_boooks



Tlgm: @it_boooks



������������� ���������"����� 

��� �����!��� �����������+�%� �!���"�/�%� 

���@�3�0�=�8�7�0�F�8�O� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�5�9� �=�5�A�:�>�;�L�:�>� �>�B�;�8�G�0�­

�5�B�A�O� �>�B� �>�@�3�0�=�8�7�0�F�8�8� �B�@�0�4�8�F�8�>�=�=�K�E� �?�@�>�2�>�4�=�K�E� �A�5�B�5�9�.� 

��� �E�>�B�O� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E� �?�@�8�<�5�=�O�N�B�A�O� �>�1�K�G�=�K�5� 

�A�5�B�5�2�K�5� �?�@�>�B�>�:�>�;�K�,� �B�0�:�8�5� �:�0�:� �"�!� � �8� IP, �?�>�@�O�4�>�:� �4�5�9�A�B�2�8�9� 

�=�5�A�:�>�;�L�:�>� �8�7�<�5�=�O�5�B�A�O� �?�@�8� �?�5�@�5�E�>�4�5� �>�B� �A�0�<�K�E� �=�8�6�=�8�E� �C�@�>�2�=�5�9� �<�>�4�5�;�8� OSI. 
��� �4�0�=�=�>�<� �A�;�C�G�0�5� �>�A�>�1�>�5� �7�=�0�G�5�=�8�5� �?�@�8�>�1�@�5�B�0�5�B� �:�0�=�0�;�L�=�K�9� �C�@�>�2�5�=�L� �2� �A�8�;�C� 

�>�A�>�1�>�3�>� �E�0�@�0�:�B�5�@�0� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�5�9� �8� �D�8�7�8�G�5�A�:�>�3�>� �C�@�>�2�=�O�.� ���<�5�A�B�>� �?�@�>�­

�A�B�K�E� �?�@�>�2�>�4�=�K�E� �?�@�>�B�>�:�>�;�>�2� �2�@�>�4�5� Ethernet., �:�>�B�>�@�K�5� �=�5� �>�A�>�1�5�=�=�>� �8�7�<�5�=�8�­

�;�8�A�L� �A�>� �2�@�5�<�5�=�5�<�,� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� �?�@�8�E�>�4�8�B�A�O� �?�@�8�=�8�<�0�B�L� �2�>� �2�=�8�<�0�=�8�5� �>�A�>�­

�1�5�=�=�>�A�B�8� �1�5�A�?�@�>�2�>�4�=�K�E� �?�@�>�B�>�:�>�;�>�2� �2�@�>�4�5� 802.11, �:�>�B�>�@�K�5� �@�0�7�2�8�2�0�N�B�A�O� 

�>�G�5�=�L� �1�K�A�B�@�>�.� ��� �M�B�>� �=�0�:�;�0�4�K�2�0�5�B� �=�>�2�K�5� �>�3�@�0�=�8�G�5�=�8�O� �=�0� �4�>�A�B�C�?� �:� �4�0�=�=�K�<� �8� �8�E� 

�?�5�@�5�E�2�0�B�.� 

���A�;�8� �?�@�8�=�O�B�L� �2�>� �2�=�8�<�0�=�8�5� �C�?�>�<�O�=�C�B�K�5� �2�K�H�5� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �A�>�>�1�@�0�6�5�­

�=�8�O�,� �B�>� �8� �=�5� �C�4�8�2�8�B�5�;�L�=�>�,� �G�B�>� �?�5�@�5�E�2�0�B�C� �8� �0�=�0�;�8�7�C� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�K�E� 

�A�5�B�O�E� �?�>�A�2�O�I�5�=�0� �>�B�4�5�;�L�=�0�O� �3�;�0�2�0� �M�B�>�9� �:�=�8�3�8�.� ��� �4�0�=�=�>�9� �3�;�0�2�5� �?�>�O�A�=�O�N�B�A�O� �E�0�­

�@�0�:�B�5�@�=�K�5� �>�A�>�1�5�=�=�>�A�B�8� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E� �8� �A�?�>�A�>�1�K� 

�?�@�5�>�4�>�;�5�=�8�O� �;�N�1�K�E� �B�@�C�4�=�>�A�B�5�9�,� �2�>�7�=�8�:�0�N�I�8�E� �=�0� �M�B�>�<� �?�C�B�8�.� ���5�7�C�A�;�>�2�=�>�,� �2�A�5� 

�M�B�>� �1�C�4�5�B� �?�@�>�4�5�<�>�=�A�B�@�8�@�>�2�0�=�>� �=�0� �:�>�=�:�@�5�B�=�K�E� �?�@�0�:�B�8�G�5�A�:�8�E� �?�@�8�<�5�@�0�E� �?�5�@�5�­

�E�2�0�B�0� �8� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E�.� 

Tlgm: @it_boooks



�$�8�7�8�G�5�A�:�8�5� �>�A�>�1�5�=�=�>�A�B�8� �1�5�A�?�@�>�2�>�4�=�L�1�E� �A�5�B�5�9� 
���@�5�6�4�5� �G�5�<� �?�5�@�5�9�B�8� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �:� �?�5�@�5�E�2�0�B�C� �8� �0�=�0�;�8�7�C� �4�0�=�=�K�E�,� �?�5�­

�@�5�4�0�2�0�5�<�K�E� �?�>� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�,� �=�5�>�1�E�>�4�8�<�>� �@�0�A�A�<�>�B�@�5�B�L� �>�A�>�1�5�=�=�>�A�B�8� 

�D�8�7�8�G�5�A�:�>�9� �A�@�5�4�K� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �2� �?�>�4�>�1�=�K�E� �A�5�B�O�E�.� ���>� �A�8�E� �?�>�@� �<�K� �=�5� �?�5�­

�@�5�E�>�4�8�;�8� �=�0� �D�8�7�8�G�5�A�:�8�9� �C�@�>�2�5�=�L� �?�>�B�>�<�C�,� �G�B�>� �>�1�<�5�=� �4�0�=�=�K�<�8� �?�@�>�8�A�E�>�4�8�;� �?�>� 

�D�8�7�8�G�5�A�:�8� �>�A�O�7�0�5�<�K�<� �?�@�>�2�>�4�=�K�<� �:�0�=�0�;�0�<�.� ��� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� �>�=� �?�@�>�8�A�E�>�4�8�B� 

�?�>� �D�8�7�8�G�5�A�:�8� �=�5�2�8�4�8�<�K�<� �:�0�=�0�;�0�<� �2� �M�D�8�@�5�,� �3�4�5� �?�0�:�5�B�K� �1�C�:�2�0�;�L�=�>� �?�@�>�;�5�B�0�N�B� 

�<�8�<�>� �=�0�A�.� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �?�>� �>�B�4�5�;�L�=�L�1�<� �:�0�=�0�;�0�<� 

���A�>�1�5�=�=�>�A�B�8� �?�5�@�5�E�2�0�B�0� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �;�>�:�0�;�L�=�>�9� �2�K�­

�G�8�A�;�8�B�5�;�L�=�>�9� �A�5�B�8� (WlAN - wireless local area �=�e�t�w�o�r�k�)� �A�>�A�B�>�8�B� �2� �B�>�<�,� �G�B�>� �G�0�­

�A�B�>�B�=�K�9� �A�?�5�:�B�@� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8� �@�0�A�?�@�5�4�5�;�5�=� �2� �A�@�5�4�5� �?�5�@�5�4�0�G�8� �8�=�D�>�@�<�0�­

�F�8�8� �?�>� �>�B�4�5�;�L�=�K�<� �D�8�7�8�G�5�A�:�8�<� �@�0�4�8�>�:�0�=�0�;�0�<�.� ��� �>�B�;�8�G�8�5� �>�B� �?�@�>�2�>�4�=�K�E� �A�5�B�5�9�,� 

�3�4�5� �:�0�6�4�K�9� �:�;�8�5�=�B� �?�>�4�:�;�N�G�0�5�B�A�O� �:� �:�>�<�<�C�B�0�B�>�@�C� �A� �?�>�<�>�I�L�N� �>�B�4�5�;�L�=�>�3�>� �:�0�1�5�;�O�,� 

�A�@�5�4�0� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �?�>� �1�5�A�?�@�>�2�>�4�=�K�<� �A�5�B�O�<� �O�2�;�O�5�B�A�O� �>�1�I�5�9� �4�;�O� �2�A�5�E� �:�;�8�5�=�­

�B�>�2�,� �E�>�B�O� �@�0�4�8�C�A� �5�5� �4�5�9�A�B�2�8�O� �>�3�@�0�=�8�G�5�=�.� ��� �4�0�=�=�>�<� �A�;�C�G�0�5� �>�4�=�0� WlAN �7�0�=�8�<�0�5�B� 

�B�>�;�L�:�>� �G�0�A�B�L� �G�0�A�B�>�B�=�>�3�>� �A�?�5�:�B�@�0� �?�>� �?�@�>�B�>�:�>�;�C� 802.11 �(�B�.�5�.� �>�4�8�=� �@�0�4�8�>�:�0�=�0�;�)�.� 

�-�B�>� �4�0�5�B� �2�>�7�<�>�6�=�>�A�B�L� �=�5�A�:�>�;�L�:�8�<� �A�8�A�B�5�<�0�<� �4�5�9�A�B�2�>�2�0�B�L� �2� �>�4�=�>�9� �8� �B�>�9� �6�5� �D�8�­

�7�8�G�5�A�:�>�9� �A�@�5�4�5� �?�5�@�5�4�0�G�8� �8�=�D�>�@�<�0�F�8�8�,� �=�>� �2� �@�0�7�=�K�E� �G�0�A�B�O�E� �G�0�A�B�>�B�=�>�3�>� �A�?�5�:�B�@�0�.� 

�l�1�1�Q�I���!�p�$�i�l�i�i�i�i� ���5�A�?�@�>�2�>�4�=�J�~�5� �A�5�B�8� �>�@�3�0�=�U���'�J�N�B�A�O� �?�>� �A�B�0�=�4�0�@�B�C� 802.11, �@�0�7�@�0�1�>�B�0�=�=�>�­

�<�C� ���=�A�B�8�B�C�B�>�<� �8�=�6�5�=�5�@�>�2� �?�>� �M�;�5�:�B�@�>�B�5�E�=�8�:�5� �8� �M�;�5�:�B�@�>�=�8�:�5� �(�I�?�s�t�i�t�8�t�e� 

of Ekctrical �0�?�d� �E�k�c�t�m�?�i�c�s� �E�?�g�i�?�e�e�r�s� - IEEE). ��� �M�B�>�9� �3�;�0�2�5� �B�5�@�<�8�=�0�<�8� 

�1�5�A�?�@�>�2�>�4�=�0�O� �A�5�B�J� �8� �����N� �>�1�>�7�=�0�'�'�0�N�B�A�O� �A�5�B�8�,� �>�B�2�5�G�0�N�I�8�5� �A�B�0�=�4�0�@�B�C� 

802.11. ��� �=�0�8�1�H�~�5�5� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�K�<� �2�5�@�A�8�O�<� �M�B�>�3�>� �A�B�0�=�4�0�@�B�0� �>�B�=�>�­

�A�O�B�A�O� 802.11 �0�,� �,�,� g �8� �?�.� ��� �:�0�6�4�>�9� �8�7� �M�B�8�E� �2�5�@�A�8�9� �?�@�5�4�>�A�B�0�2�;�O�5�B�A�;� �>�A�>�­

�1�K�9� �@�O�4� �A�2�>�9�A�B�2� �8� �E�0�@�0�:�B�5�@�8�A�B�8�:�,� �?�@�8�'�'�5�<� �'�'�5�<� �=�>�2�5�5� �2�5�@�A�8�O� �A�B�0�=�4�0�@�B�0�,� 

�B�5�<� �2�K�H�5� �!�'���>�@�>�A�B�J� �?�5�@�5�4�0�'�'�8� �4�0�=�=�K�E�.� ���>� �2�>� �2�A�5�E� �M�B�8�E� �2�5�@�A�8�O�E� �A�B�0�=�4�0�@�­

�B�0� 802.11 �8�A�?�>�;�J�7�C�5�B�A�O� �>�4�8�=� �8� �B�>�B� �6�5� �'�'�0�A�B�>�B�8�J�t�9� �A�?�5�:�B�@�.� 

���;�0�3�>�4�0�@�O� �B�0�:�>�<�C� �@�0�7�4�5�;�5�=�8�N� �D�8�7�8�G�5�A�:�>�3�>� �?�@�>�A�B�@�0�=�A�B�2�0� �>�1�I�8�9� �G�0�A�B�>�B�­

�=�K�9� �A�?�5�:�B�@� �C�4�0�;�>�A�L� �@�0�7�1�8�B�L� �=�0� �>�B�4�5�;�L�=�K�5� �:�0�=�0�;�K� �A�2�O�7�8�,� �3�4�5� �:�0�=�0�;� - �M�B�>� �G�0�A�B�L� 

�G�0�A�B�>�B�=�>�3�>� �A�?�5�:�B�@�0� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8�.� �"�0�:�,� �2� �!�(��� �4�;�O� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8� 

�2�K�4�5�;�5�=�>� 11 �:�0�=�0�;�>�2�,� �B�>�3�4�0� �:�0�:� �2� �@�O�4�5� �4�@�C�3�8�E� �A�B�@�0�=� �4�>�?�C�A�:�0�5�B�A�O� �1�>�;�L�H�5�5� �:�>�­

�;�8�G�5�A�B�2�>�.� ��� �M�B�>� �2�0�6�=�>�,� �?�>�A�:�>�;�L�:�C� WlAN �<�>�6�5�B� �>�4�=�>�2�@�5�<�5�=�=�>� �@�0�1�>�B�0�B�L� �B�>�;�L�­

�:�>� �=�0� �>�4�=�>�<� �:�0�=�0�;�5�,� �0� �A�;�5�4�>�2�0�B�5�;�L�=�>�,� �0�=�0�;�8�7�8�@�>�2�0�B�L� �?�0�:�5�B�K� �<�>�6�=�>� �B�>�;�L�:�>� �?�>� 

�>�G�5�@�5�4�8� �2� �>�B�4�5�;�L�=�K�E� �:�0�=�0�;�0�E�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.1. �"�0�:�,� �5�A�;�8� �?�@�>�2�>�4�8�B�A�O� 

�4�8�0�3�=�>�A�B�8�:�0� WlAN, �@�0�1�>�B�0�N�I�5�9� �=�0� �:�0�=�0�;�5� 6, �B�>� �A�8�A�B�5�<�C� �=�5�>�1�E�>�4�8�<�>� �=�0�A�B�@�>�­

�8�B�L� �=�0� �?�5�@�5�E�2�0�B� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �8�<�5�=�=�>� �=�0� �M�B�>�<� �:�0�=�0�;�5� �A�2�O�7�8�.� 

392 ���;�0�2�0� l 3 

Tlgm: @it_boooks



1 

2 
3 

�!�]� 
4 

�(�~�)� 5 
6 

�~� J 7 
8 

���n�8�5�=�B� �1�5�A�?�@�>�2�>�4�=�>�9� 9 �"�>�G�:�0� 

�1�5�A�?�@�>�2�>�4�=�>�3�>� 
�A�5�B�8� 10 �4�>�A�B�C�?�0� 

11 

�'�0�A�B�>�B�=�K�9� �A�?�5�:�B�@� �A�8�3�=�0�;�>�2� 

�1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8�,� 
�@�0�7�4�5�;�5�=�=�K�9� �=�0� 11 �:�0�=�0�;�>�2� 

� �8�A�.� 13. 1. ���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �7�0�B�@�C�4�=�5�=� �B�5�<�,� �G�B�>� 

�>�=� �<�>�6�5�B� �1�K�B�L� �?�@�>�2�5�4�5�=� �B�>�;�L�:�>� �?�>� �>�G�5�@�5�4�8� �2� �>�B�4�5�;�L�=�K�E� �:�0�=�0�;�0�E� 

�"�@�0�4�8�F�8�>�=�=�K�9� �0�=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �<�>�6�5�B� �1�K�B�L� �>�4�=�>�2�@�5�­

�<�5�=�=�>� �?�@�>�2�5�4�5�=� �B�>�;�L�:�>� �2� �>�4�=�>�<� �:�0�=�0�;�5� �A�2�O�7�8�,� �5�A�;�8� �B�>�;�L�:�>� �2� �=�5�:�>�B�>�@�K�E� �?�@�8�­

�;�>�6�5�=�8�O�E� �4�;�O� �A�:�0�=�8�@�>�2�0�=�8�O� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�5�9� �=�5� �?�@�8�<�5�=�O�5�B�A�O� �<�5�B�>�4�8�:�0�,� 

�=�0�7�K�2�0�5�<�0�O� �?�5�@�5�:�;�N�G�5�=�8�5�<� �:�0�=�0�;�>�2� �8� �?�@�5�4�=�0�7�=�0�G�5�=�=�0�O� �4�;�O� �1�K�A�B�@�>�9� �A�<�5�=�K� �:�0�­

�=�0�;�>�2� �2� �F�5�;�O�E� �A�1�>�@�0� �4�0�=�=�K�E�.� ��� �G�8�A�;�C� �=�0�8�1�>�;�5�5� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�K�E� �?�@�8�;�>�6�5�­

�=�8�9� �B�0�:�>�3�>� �B�8�?�0� �>�B�=�>�A�8�B�A�O� �8�=�A�B�@�C�<�5�=�B�0�;�L�=�>�5� �A�@�5�4�A�B�2�>� ���i�s�m�e�t� (http://www. 
kismetwireless .net/), �A�?�>�A�>�1�=�>�5� �?�5�@�5�:�;�N�G�0�B�L� �4�>� 10 �:�0�=�0�;�>�2� �2� �A�5�:�C�=�4�C�,� �8� �1�;�0�­

�3�>�4�0�@�O� �M�B�>�<�C� �>�=�>� �A�B�0�=�>�2�8�B�A�O� �2�5�A�L�<�0� �M�D�D�5�:�B�8�2�=�K�<� �4�;�O� �>�4�=�>�2�@�5�<�5�=�=�>�3�>� �0�=�0�­

�;�8�7�0� �?�0�:�5�B�>�2� �2� �=�5�A�:�>�;�L�:�8�E� �:�0�=�0�;�0�E� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8�.� 

���5�@�5�:�@�5�A�B�=�K�5� �?�>�<�5�E�8� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E� 

���@�8� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8� �8�=�>�3�4�0� �=�5�;�L�7�O� �?�>�;�0�3�0�B�L�A�O� �=�0� �F�5�;�>�A�B�=�>�A�B�L� �4�0�=�=�K�E�,� 

�?�5�@�5�4�0�2�0�5�<�K�E� �2� �M�D�8�@�5�,� �?�>�A�:�>�;�L�:�C� �A�8�3�=�0�;�K�,� �@�0�A�?�@�>�A�B�@�0�=�O�5�<�K�5� �?�>� �@�0�4�8�>�:�0�=�0�­

�;�0�<�,� �<�>�3�C�B� �=�0�:�;�0�4�K�2�0�B�L�A�O� �4�@�C�3� �=�0� �4�@�C�3�0�,� �A�>�7�4�0�2�0�O� �?�>�<�5�E�8�.� ��� �E�>�B�O� �2� �1�5�A�?�@�>�2�>�­

�4�=�K�E� �A�5�B�O�E� �?�@�8�=�O�B�K� �=�5�:�>�B�>�@�K�5� �<�5�@�K� �4�;�O� �1�>�@�L�1�K� �A� �?�5�@�5�:�@�5�A�B�=�K�<�8� �?�>�<�5�E�0�­

�<�8�,� �>�=�8� �=�5� �2�A�5�3�4�0� �>�:�0�7�K�2�0�N�B�A�O� �4�5�9�A�B�2�5�=�=�K�<�8�.� ���>�M�B�>�<�C�,� �?�5�@�5�E�2�0�B�K�2�0�O� �?�0�:�5�B�K� 

�2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�,� �=�5�>�1�E�>�4�8�<�>� �C�4�5�;�8�B�L� �>�A�>�1�>�5� �2�=�8�<�0�=�8�5� �>�:�@�C�6�0�N�I�5�9� �A�@�5�­

�4�5�,� �G�B�>�1�K� �2� �=�5�9� �>�B�A�C�B�A�B�2�>�2�0�;�8� �B�0�:�8�5� �8�A�B�>�G�=�8�:�8� �?�>�<�5�E�,� �:�0�:� �1�>�;�L�H�8�5� �>�B�@�0�6�0�­

�N�I�8�5� �?�>�2�5�@�E�=�>�A�B�8�,� �:�@�C�?�=�K�5� �<�5�B�0�;�;�8�G�5�A�:�8�5� �?�@�5�4�<�5�B�K�,� �<�8�:�@�>�2�>�;�=�>�2�K�5� �M�;�5�:�­

�B�@�>�?�@�8�1�>�@�K�,� �<�>�1�8�;�L�=�K�5� �B�5�;�5�D�>�=�K�,� �@�0�1�>�B�0�N�I�8�5� �=�0� �G�0�A�B�>�B�5� 2,4 �����F�,� �B�>�;�A�B�K�5� 

�A�B�5�=�K� �8�;�8� �>�G�5�=�L� �?�;�>�B�=�K�5� �?�>�2�5�@�E�=�>�A�B�8�.� ���=�8� �<�>�3�C�B� �A�B�0�B�L� �?�@�8�G�8�=�>�9� �?�>�B�5�@�8�,� 

�4�C�1�;�8�@�>�2�0�=�8�O� �8� �=�5�2�5�@�=�>�3�>� �D�>�@�<�8�@�>�2�0�=�8�O� �?�0�:�5�B�>�2�.� 

���>�7�<�>�6�=�K� �B�0�:�6�5� �?�5�@�5�:�@�5�A�B�=�K�5� �?�>�<�5�E�8� �8� �2� �:�0�=�0�;�0�E� �A�2�O�7�8�.� ��� �E�>�B�O� �0�=�0�;�8�7� 

�?�0�:�5�B�>�2� �4�>�?�C�A�:�0�5�B�A�O� �>�4�=�>�2�@�5�<�5�=�=�>� �?�@�>�2�>�4�8�B�L� �B�>�;�L�:�>� �2� �>�4�=�>�<� �:�0�=�0�;�5�,� �B�5�<� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E� 393 

Tlgm: @it_boooks



�=�5� �<�5�=�5�5�,� �M�B�>� �<�>�6�=�>� �4�5�;�0�B�L� �A�>� �A�;�5�4�C�N�I�5�9� �=�5�1�>�;�L�H�>�9� �>�3�>�2�>�@�:�>�9�:� �2�A�;�5�4�A�B�2�8�5� 

�>�3�@�0�=�8�G�5�=�=�>�3�>� �4�8�0�?�0�7�>�=�0� �G�0�A�B�>�B�,� �2�K�4�5�;�5�=�=�>�3�>� �:�0�=�0�;�0�<� �A�2�O�7�8�,� �G�0�A�B�>�B�=�K�5� 

�A�?�5�:�B�@�K� �>�B�4�5�;�L�=�K�E� �:�0�=�0�;�>�2� �<�>�3�C�3� �=�5�7�=�0�G�8�B�5�;�L�=�>� �?�5�@�5�:�@�K�2�0�B�L�A�O�,� �:�0�:� �?�>�:�0�7�0�­

�=�>� �=�0� �@�8�A�.� 13.2. �"�0�:�,� �5�A�;�8� �2� �:�0�=�0�;�0�E� 4 �8� 5 �?�@�8�A�C�B�A�B�2�C�5�B� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �8� �?�0�­

�:�5�B�K� �0�=�0�;�8�7�8�@�C�N�B�A�O� �2� �>�4�=�>�<� �8�7� �=�8�E�,� �B�>� �2�?�>�;�=�5� �2�>�7�<�>�6�=�>�,� �G�B�>� �G�0�A�B�L� �?�0�:�5�B�>�2� 

�1�C�4�5�B� �=�5�2�>�;�L�=�>� �?�5�@�5�E�2�0�G�5�=�0� �8�7� �4�@�C�3�>�3�>� �:�0�=�0�;�0�.� ���?�@�>�G�5�<�,� �?�>�4�>�1�=�0�O� �?�@�>�1�;�5�<�0� 

�2�>�7�=�8�:�0�5�B� �@�5�4�:�>�,� �?�>�A�:�>�;�L�:�C� �?�@�8� �@�0�7�2�5�@�B�K�2�0�=�8�8� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�5�9� �2� �>�4�=�>�<� 

�@�0�9�>�=�5�,� �8�<�,� �:�0�:� �?�@�0�2�8�;�>�,� �2�K�4�5�;�O�N�B�A�O� �=�5�?�5�@�5�:�@�K�2�0�N�I�8�5�A�O� �:�0�=�0�;�K� �A�2�O�7�8� 1, 6 
�8� 11. ���>� �=�0� �2�A�O�:�8�9� �A�;�C�G�0�9� �>� �?�>�4�>�1�=�>�<� �?�5�@�5�:�@�K�B�8�8� �:�0�=�0�;�>�2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�­

�7�8� �=�5�>�1�E�>�4�8�<�>� �7�=�0�B�L�.� 

2,402 �����F� �2�2�����F� 

�&�5�=�B�@�0�;�L�=�0�O� �G�0�A�B�>�B�0� 

�:�0�=�0�;�0� �A�2�O�7�8� �(�����F�)� 

�2�,�4�8�3�����F� 

� �8�A�.� 13.2. ���A�;�5�4�A�B�2�8�5� �>�3�@�0�=�8�G�5�=�=�>�3�>� �4�8�0�?�0�7�>�=�0� �G�0�A�B�>�B�,� �2�K�4�5�;�5�=�=�>�3�>� 

�4�;�O� �@�0�1�>�B�K� �:�0�=�0�;�>�2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8�,� �G�0�A�B�>�B�=�K�5� �A�?�5�:�B�@�K� �>�B�4�5�;�L�=�K�E� 

�:�0�=�0�;�>�2� �<�>�3�C�B� �=�5�7�=�0�G�8�B�5�;�L�=�>� �?�5�@�5�:�@�K�2�0�B�L�A�O� 

���1�=�0�@�C�6�5�=�8�5� �8� �0�=�0�;�8�7� �=�0�;�>�6�5�=�8�O� �A�8�3�=�0�;�>�2� 

���8�0�3�=�>�A�B�8�:�C� �=�0�;�>�6�5�=�8�O� �A�8�3�=�0�;�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �=�5�;�L�7�O� �?�@�>�2�5�A�B�8�,� 

�0�=�0�;�8�7�8�@�C�O� �B�>�;�L�:�>� �?�0�:�5�B�K� �2� Wiresliark. ���A�;�8� �2�K� �A�>�1�8�@�0�5�B�5�A�L� �A�?�5�F�8�0�;�L�=�>� �7�0�=�8�­

�<�0�B�L�A�O� �4�8�0�3�=�>�A�B�8�:�>�9� WlAN, �2�0�<� �?�@�8�4�5�B�A�O� �@�5�3�C�;�O�@�=�>� �2�K�O�2�;�O�B�L� �D�0�:�B� �=�0�;�>�6�5�­

�=�8�O� �A�8�3�=�0�;�>�2�.� ��� �M�B�0� �7�0�4�0�G�0� �@�5�H�0�5�B�A�O� �A� �?�>�<�>�I�L�N� �0�=�0�;�8�7�0�B�>�@�0� �A�?�5�:�B�@�0� - �A�?�5�F�8�­

�0�;�L�=�>�3�>� �?�@�8�1�>�@�0� �4�;�O� �?�@�>�2�5�@�:�8� �8� �>�B�>�1�@�0�6�5�=�8�O� �2�7�0�8�<�=�K�E� �?�>�<�5�E� �2� �>�?�@�5�4�5�;�5�=�­

�=�>�<� �G�0�A�B�>�B�=�>�<� �A�?�5�:�B�@�5�.� 

���@�>�D�5�A�A�8�>�=�0�;�L�=�K�5� �0�=�0�;�8�7�0�B�>�@�K� �A�?�5�:�B�@�0� �<�>�3�C�B� �A�B�>�8�B�L� �>�G�5�=�L� �4�>�@�>�3�>�,� �=�>� 

�4�;�O� �?�>�2�A�5�4�=�5�2�=�>�9� �?�@�0�:�B�8�:�8� �8�<�5�5�B�A�O� �>�B�;�8�G�=�>�5� �@�5�H�5�=�8�5� �2� �2�8�4�5� �C�A�B�@�>�9�A�B�2�0� Wi­
Spy, �2�K�?�C�A�:�0�5�<�>�3�>� �:�>�<�?�0�=�8�5�9� MetaGeek. ���=�>� �?�>�4�:�;�N�G�0�5�B�A�O� �:� �:�>�<�?�L�N�B�5�@�C� �G�5�­

�@�5�7� �?�>�@�B� USB �8� �A�?�>�A�>�1�=�>� �:�>�=�B�@�>�;�8�@�>�2�0�B�L� �2�5�A�L� �A�?�5�:�B�@� �A�8�3�=�0�;�>�2� �?�>� �A�B�0�=�4�0�@�B�C� 

802.11. ��� �2�<�5�A�B�5� �A� �?�@�>�3�@�0�<�<�=�K�<� �>�1�5�A�?�5�G�5�=�8�5�<� inSSIDer �8�;�8� Chanalyzer �B�>�9� �6�5� 

�A�0�<�>�9� �:�>�<�?�0�=�8�8� MetaGeek �M�B�>� �C�A�B�@�>�9�A�B�2�>� �?�>�7�2�>�;�O�5�B� �2�K�2�>�4�8�B�L� �0�=�0�;�8�7�8�@�C�5�­

�<�K�9� �G�0�A�B�>�B�=�K�9� �A�?�5�:�B�@� �2� �3�@�0�D�8�G�5�A�:�>�<� �2�8�4�5�,� �G�B�>�1�K� �C�?�@�>�A�B�8�B�L� �?�@�>�F�5�A�A� �4�8�0�3�=�>�­

�A�B�8�:�8�.� ���@�8�<�5�@� �B�0�:�>�3�>� �2�K�2�>�4�0� �8�7� Clianalyzer �=�0� �M�:�@�0�=� �?�@�8�2�5�4�5�=� �=�0� �@�8�A�.� 13.3. 
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� �8�A�.� 13.3. ��� �M�B�>�<� �?�@�8�<�5�@�5� �3�@�0�D�8�G�5�A�:�>�3�>� �2�K�2�>�4�0� �=�0�3�;�O�4�=�>� �?�>�:�0�7�0�=�>�,� �G�B�>� �A�?�5�:�B�@�K� �G�5�­

�B�K�@�5�E� �:�0�=�0�;�>�2� �A�2�O�7�8� �@�0�2�=�>�<�5�@�=�>� �@�0�A�?�@�5�4�5�;�5�=�K� �?�>� �2�A�5�<�C� �4�8�0�?�0�7�>�=�C� �G�0�A�B�>�B�,� �2�K�4�5�­

�;�5�=�=�>�<�C� �4�;�O� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8� 

� �5�6�8�<�K� �@�0�1�>�B�K� �0�4�0�?�B�5�@�0� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8� 
���@�5�6�4�5� �G�5�<� �?�5�@�5�9�B�8�,� �A�>�1�A�B�2�5�=�=�>�,� �:� �0�=�0�;�8�7�C� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�,� 

�=�5�>�1�E�>�4�8�<�>� �@�0�A�A�<�>�B�@�5�B�L� �@�0�7�;�8�G�=�K�5� �@�5�6�8�<�K� �@�0�1�>�B�K� �0�4�0�?�B�5�@�0� �1�5�A�?�@�>�2�>�4�=�>�9� 

�A�2�O�7�8�,� �8�<�5�N�I�8�5� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>�5� �>�B�=�>�H�5�=�8�5� �:� �?�5�@�5�E�2�0�B�C� �?�0�:�5�B�>�2�.� ���8�6�5� 

�2�:�@�0�B�F�5� �>�?�8�A�0�=�K� �G�5�B�K�@�5� �@�5�6�8�<�0�,� �8�<�5�N�I�8�5�A�O� �4�;�O� �M�B�>�9� �F�5�;�8�.� 

• �#�?�@�0�2�;�O�5�<�K�9� �@�5�6�8�<� (Managed mode). ���@�8�<�5�=�O�5�B�A�O� �2� �B�>�<� �A�;�C�G�0�5�,� 

�5�A�;�8� �:�;�8�5�=�B� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �?�>�4�:�;�N�G�0�5�B�A�O� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>�9� �:� �B�>�G�­

�:�5� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0�.� ��� �?�>�4�>�1�=�K�E� �A�;�C�G�0�O�E� �?�@�>�3�@�0�<�<�=�K�9� �4�@�0�9�2�5�@�,� 

�A�2�O�7�0�=�=�K�9� �A� �0�4�0�?�B�5�@�>�<� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8�,� �8�A�?�>�;�L�7�C�5�B� �B�>�G�:�C� �1�5�A�?�@�>�­

�2�>�4�=�>�3�>� �4�>�A�B�C�?�0� �4�;�O� �C�?�@�0�2�;�5�=�8�O� �2�A�5�<� �?�@�>�F�5�A�A�>�<� �>�1�<�5�=�0� �4�0�=�=�K�<�8� �?�>� 

�1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�.� 

• � �5�6�8�<� �?�@�O�<�>�3�>� �?�>�4�:�;�N�G�5�=�8�O� (Ad hoc mode). ���@�8�<�5�=�O�5�B�A�O� �2� �B�>�<� 

�A�;�C�G�0�5�,� �5�A�;�8� �>�@�3�0�=�8�7�>�2�0�=�0� �1�5�A�?�@�>�2�>�4�=�0�O� �A�5�B�L�,� �2� �:�>�B�>�@�>�9� �C�A�B�@�>�9�A�B�2�0� �?�>�4�­

�:�;�N�G�0�N�B�A�O� �=�5�?�>�A�@�5�4�A�B�2�5�=�=�>� �4�@�C�3� �:� �4�@�C�3�C�.� ��� �M�B�>�<� �@�5�6�8�<�5� �4�2�0� �:�;�8�5�=�B�0� 

�1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�,� �:�>�B�>�@�K�<� �B�@�5�1�C�5�B�A�O� �>�1�<�5�=�8�2�0�B�L�A�O� �4�0�=�=�K�<�8� �4�@�C�3� �A� 

�4�@�C�3�>�<�,� �@�0�7�4�5�;�O�N�B� �>�1�O�7�0�=�=�>�A�B�8�,� �:�>�B�>�@�K�5� �>�1�K�G�=�>� �2�>�7�;�0�3�0�N�B�A�O� �=�0� �B�>�G�:�C� 

�1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0�.� 

• ���5�4�C�I�8�9� �@�5�6�8�<� (Master mode). ���5�:�>�B�>�@�K�5� �0�4�0�?�B�5�@�K� �1�5�A�?�@�>�2�>�4�=�>�9� 

�A�2�O�7�8� �?�>�4�4�5�@�6�8�2�0�N�B� �B�0�:�6�5� �2�5�4�C�I�8�9� �@�5�6�8�<�.� ��� �M�B�>�<� �@�5�6�8�<�5� �0�4�0�?�B�5�@�C� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2 �> �4�=�K�E� �A�5�B�O�E� 395 
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�1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8� �@�0�7�@�5�H�0�5�B�A�O� �@�0�1�>�B�0�B�L� �2�<�5�A�B�5� �A�>� �A�?�5�F�8�0�;�L�=�K�<� �?�@�>�­

�3�@�0�<�<�=�K�<� �4�@�0�9�2�5�@�>�<�,� �G�B�>�1�K� �:�>�<�?�L�N�B�5�@�,� �=�0� �:�>�B�>�@�>�<� �C�A�B�0�=�>�2�;�5�=� �M�B�>�B� 

�0�4�0�?�B�5�@�,� �4�5�9�A�B�2�>�2�0�;� �2� �:�0�G�5�A�B�2�5� �B�>�G�:�8� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0� �4�;�O� �4�@�C�3�8�E� 

�C�A�B�@�>�9�A�B�2�.� 

• � �5�6�8�<� �B�5�:�C�I�5�3�>� �:�>�=�B�@�>�;�O� (Monitor mode). �-�B�>� �=�0�8�1�>�;�5�5� �2�0�6�=�K�9� 

�@�5�6�8�<� �4�;�O� �?�5�@�5�E�2�0�B�0� �8� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2�.� � �5�6�8�<� �B�5�:�C�I�5�3�>� �:�>�=�B�@�>�;�O� 

�?�@�8�<�5�=�O�5�B�A�O� �2� �B�>�<� �A�;�C�G�0�5�,� �5�A�;�8� �:�;�8�5�=�B�C� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �B�@�5�1�C�5�B�A�O� 

�>�A�B�0�=�>�2�8�B�L� �?�5�@�5�4�0�G�C� �8� �?�@�8�5�<� �4�0�=�=�K�E� �8� �2�<�5�A�B�>� �M�B�>�3�>� �?�@�>�A�;�C�H�8�2�0�B�L� �?�0�­

�:�5�B�K�,� �@�0�A�?�@�>�A�B�@�0�=�O�5�<�K�5� �2� �M�D�8�@�5�.� ���;�O� �?�5�@�5�E�2�0�B�0� �8� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �2� 

Wireshark �0�4�0�?�B�5�@� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8� �2�<�5�A�B�5� �A� �?�@�>�3�@�0�<�<�=�K�<� �4�@�0�9�2�5�­

�@�>�<� �4�>�;�6�5�=� �?�>�4�4�5�@�6�8�2�0�B�L� �@�5�6�8�<� �B�5�:�C�I�5�3�>� �:�>�=�B�@�>�;�O�,� �=�0�7�K�2�0�5�<�K�9� �B�0�:�­

�6�5� �@�5�6�8�<�>�<� RFMON, �B�.�5�.� �@�5�6�8�<�>�<� �@�0�4�8�>�G�0�A�B�>�B�=�>�3�>� �:�>�=�B�@�>�;�O�.� 

���>�;�L�H�8�=�A�B�2�>� �?�>�;�L�7�>�2�0�B�5�;�5�9� �?�@�8�<�5�=�O�N�B� �0�4�0�?�B�5�@�K� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8� 

�B�>�;�L�:�>� �2� �@�5�6�8�<�5� �?�@�O�<�>�3�>� �?�>�4�:�;�N�G�5�=�8�O� �8�;�8� �2� �C�?�@�0�2�;�O�5�<�>�<� �@�5�6�8�<�5�.� ���@�0�D�8�G�5�­

�A�:�>�5� �?�@�5�4�A�B�0�2�;�5�=�8�5� �?�@�8�=�F�8�?�0� �4�5�9�A�B�2�8�O� �:�0�6�4�>�3�>� �8�7� �>�?�8�A�0�=�=�K�E� �@�0�=�5�5� �@�5�6�8�­

�<�>�2� �@�0�1�>�B�K� �0�4�0�?�B�5�@�0� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.4. 

�l�1�!�@�i���!�@�D�1�!�1�!�1� ���5�=�O� �G�0�A�B�>� �A�?�@�0�H�8�2�0�N�B�,� �1�H�E�>�9�,� �0�4�0�?�B�5�@� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8� �O� �1�J�t� �@�5�:�~� 

�<�5�=�4�>�2�0�;� �4�;�O� �0�=�0�;�8�7�0� �?�0�E�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�.� �/� �A�0�<� �?�>�;�L�7�C�N�A�L� �8� 

�=�0�A�B�>�O�B�5�;�.�J�=�>� �@�5�:�>�<�5�=�4�C�N� �0�4�0�?�B�5�@�J�~�,� �?�@�>�8�7�2�>�4�8�<�J�t�5� �E�>�<�?�0�=�8�5�9� ALFA 
Network. ���E� �A�5�B�5�2�>�5� �>�1�>�@�C�4�>�2�0�=�8�5� �A�G�8�B�0�5�B�A�O� �>�4�=�8�<� �8�7� �A�0�<�J�t�E� �;�C�G�H�8�E� �=�0� 

�@�J�~�=�E�5� �4�;�O� �?�5�@�5�E�2�0�B�0� �2�A�5�2�>�7�<�>�6�=�J�t�E� �?�0�E�5�B�>�2�,� �@�5�=�B�0�1�5�;�J�=�J�t�<� �8� �?�5�@�5�=�>�A�8�­

�<�J�t�<�.� �!�5�B�5�2�>�5� �>�1�>�@�C�4�>�2�0�=�8�5� �E�>�<�?�0�=�8�8� ALFA Network �?�@�5�4�;�0�3�0�5�B�A�O� �1�>�;�t�r� 

�H�8�=�A�B�2�>�<� �B�>�@�3�>�2�F�5�2� �2�J�~�G�8�A�;�8�B�5�;�.�J�=�>�9�,� �B�5�E�=�8�E�>�9�,� �2� ���=�B�5�@�=�5�B�5�.� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� 

�2� �A�8�A�B�5�<�5� Windows 
���0�6�5� �5�A�;�8� �2� �2�0�H�5�<� �@�0�A�?�>�@�O�6�5�=�8�8� �8�<�5�5�B�A�O� �A�I�0�?�B�5�@� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8�,� 

�?�>�4�4�5�@�6�8�2�0�N�I�8�9� �@�5�6�8�<� �B�5�:�C�I�5�3�>� �:�>�=�B�@�>�;�O�,� �1�>�;�L�H�8�=�A�B�2�>� �4�@�0�9�2�5�@�>�2� �?�>�4�>�1�­

�=�K�E� �A�5�B�5�2�K�E� �C�A�B�@�>�9�A�B�2� �2� �A�8�A�B�5�<�5� Windows �=�5� �?�>�7�2�>�;�O�N�B� �?�5�@�5�9�B�8� �2� �M�B�>�B� �@�5�­

�6�8�<�.� �-�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �2�K� �A�<�>�6�5�B�5� �?�5�@�5�E�2�0�B�K�2�0�B�L� �B�>�;�L�:�>� �?�0�:�5�B�K�,� �2�E�>�4�O�I�8�5� 

�8� �8�A�E�>�4�O�I�8�5� �8�7� �1�5�A�?�@�>�2�>�4�=�>�3�>� �8�=�B�5�@�D�5�9�A�0� �=�0� �C�A�B�@�>�9�A�B�2�5�,� �G�5�@�5�7� �:�>�B�>�@�>�5� �2�K� 

�?�>�4�:�;�N�G�0�5�B�5�A�L� �:� �A�5�B�8�.� ��� �4�;�O� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2� �<�5�6�4�C� �2�A�5�<�8� �C�A�B�@�>�9�A�B�2�0�<�8� �2� 

�:�0�=�0�;�5� �A�2�O�7�8� �2�0�<� �?�>�B�@�5�1�C�5�B�A�O� �4�>�?�>�;�=�8�B�5�;�L�=�>�5� �>�1�>�@�C�4�>�2�0�=�8�5�.� 
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� �8�A�.� 13.4. � �0�7�=�K�5� �@�5�6�8�<�K� �@�0�1�>�B�K� �0�4�0�?�B�5�@�0� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� 
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���0�A�B�@�>�9�:�0� �C�A�B�@�>�9�A�B�2�0� AirPcap 
�#�A�B�@�>�9�A�B�2�>� AirPcap �>�B� �:�>�<�?�0�=�8�8� Riverbed Technologies (http:// www. 

riverbed.com/) �?�@�5�4�=�0�7�=�0�G�5�=�>� �4�;�O� �?�@�5�>�4�>�;�5�=�8�O� �>�3�@�0�=�8�G�5�=�8�9�,� �:�>�B�>�@�K�5� 

�W�i�H�l�o�w�s� �=�0�:�;�0�4�K�2�0�5�B� �=�0� �0�=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�.� ���=�>� �?�@�5�4�­

�A�B�0�2�;�O�5�B� �A�>�1�>�9� �=�5�1�>�;�L�H�>�5� �U�S���-�C�A�B�@�>�9�A�B�2�>�,� �0�=�0�;�>�3�8�G�=�>�5� �D�;�5�H�-�=�0�:�>�?�8�B�5�;�N� 

�(�@�8�A�.� 13.5). �#�A�B�@�>�9�A�B�2�>� AirPcap �A�;�C�6�8�B� �4�;�O� �?�5�@�5�E�2�0�B�0� �1�5�A�?�@�>�2�>�4�=�>�3�>� �A�5�B�5�2�>�3�>� 

�B�@�0�D�8�:�0� �8�7� �>�4�=�>�3�>� �8�;�8� �=�5�A�:�>�;�L�:�8�E� �2�K�1�@�0�=�=�K�E� �:�0�=�0�;�>�2� �A�2�O�7�8�.� ��� �C�A�B�@�>�9�A�B�2�5� 

AirPcap �?�@�8�<�5�=�O�N�B�A�O� �?�@�>�3�@�0�<�<�=�K�9� �4�@�0�9�2�5�@� �W�i�?�P�c�a�p� �8� �A�?�5�F�8�0�;�L�=�0�O� �C�B�8�;�8�B�0� 

�:�>�=�D�8�3�C�@�8�@�>�2�0�=�8�O� �:�;�8�5�=�B�0�.� 

� �8�A�.� 13.5. �#�A�B�@�>�9�A�B�2�>� AirPcap �>�G�5�=�L� �:�>�<�?�0�:�B�=�>� 

�8� �;�5�3�:�>� �A�B�K�:�C�5�B�A�O� �A� �=�0�A�B�>�;�L�=�K�<� �:�>�<�?�L�N�B�5�@�>�<� 

���>�A�?�>�;�L�7�>�2�0�B�L�A�O� �C�B�8�;�8�B�>�9� �:�>�=�D�8�3�C�@�8�@�>�2�0�=�8�O� AirPcap, �?�@�8�2�5�4�5�=�=�>�9� �=�0� 

�@�8�A�.� 13.6, �A�>�2�A�5�<� �=�5� �B�@�C�4�=�>�.� ���=�0� �A�>�4�5�@�6�8�B� �=�5�A�:�>�;�L�:�8�E� �?�5�@�5�G�8�A�;�5�=�=�K�E� �=�8�6�5� 

�=�0�A�B�@�0�8�2�0�5�<�K�E� �?�0�@�0�<�5�B�@�>�2�.� 

'/'\ AirPcap Control Pan•I • �E� 

Setlings Keys 

lnterface 

ArPcap USB wireless caplure adapter rv. 00 v Blink Led 

Model: AwPcap �"� �E� Media: 802.11 �,�/�g� 

Basic Conliguration 

Channel 2437 MHz (BG 61 --.., J ���2�J� lnclude 802.11 FCS in Frames 

Extension Channel 

Capt1.1e �"�C�@�5� 802.11 + Raoo 

Help 

IReset Config1.1ationl �>�~� L �4�@�@�1�C� Cance/ 

� �8�A�.� 13.6. �#�B�8�;�8�B�0� �:�>�=�D�8�3�C�@�8�@�>�2�0�=�8�O� AirPcap 
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• �!�?�8�A�>�:� lnterface �(���=�B�5�@�D�5�9�A�)�.� ���7� �M�B�>�3�>� �@�0�A�:�@�K�2�0�N�I�5�3�>�A�O� �A�?�8�A�:�0� �<�>�6�­

�=�>� �2�K�1�@�0�B�L� �C�A�B�@�>�9�A�B�2�>� �4�;�O� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2�.� ���;�O� �=�5�:�>�B�>�@�K�E� �A�F�5�=�0�@�8�­

�5�2� �A�;�>�6�=�>�3�>� �0�=�0�;�8�7�0�,� �>�4�=�>�2�@�5�<�5�=�=�>� �?�@�>�2�>�4�8�<�>�3�>� �2� �=�5�A�:�>�;�L�:�8�E� �:�0�=�0�;�0�E�,� 

�<�>�6�5�B� �?�>�B�@�5�1�>�2�0�B�L�A�O� �=�5�A�:�>�;�L�:�>� �C�A�B�@�>�9�A�B�2� AirPcap. 

• ���=�>�?�:�0� Blink Led �(���8�3�0�N�I�8�9� �A�2�5�B�>�4�8�>�4�)�.� ���A�;�8� �I�5�;�:�=�C�B�L� �=�0� �M�B�>�9� 

�:�=�>�?�:�5�,� �A�2�5�B�>�4�8�>�4�,� �A�2�5�B�O�I�8�9�A�O� �=�0� �:�>�@�?�C�A�5� �C�A�B�@�>�9�A�B�2�0� AirPcap, �=�0�G�=�5�B� 

�<�8�3�0�B�L�.� �"�0�:�>�9� �@�5�6�8�<� �?�@�8�<�5�=�O�5�B�A�O�,� �3�;�0�2�=�K�<� �>�1�@�0�7�>�<�,� �4�;�O� �8�4�5�=�B�8�D�8�:�0�­

�F�8�8� �:�>�=�:�@�5�B�=�>�3�>� �A�5�B�5�2�>�3�>� �0�4�0�?�B�5�@�0�,� �5�A�;�8� �>�4�=�>�2�@�5�<�5�=�=�>� �?�@�8�<�5�=�O�5�B�A�O� 

�=�5�A�:�>�;�L�:�>� �C�A�B�@�>�9�A�B�2� AirPcap. 

• �!�?�8�A�>�:� Channel �(���0�=�0�;�)�.� ���7� �M�B�>�3�>� �@�0�A�:�@�K�2�0�N�I�5�3�>�A�O� �A�?�8�A�:�0� �<�>�6�=�>� �2�K�­

�1�@�0�B�L� �:�0�=�0�;� �A�2�O�7�8�,� �:�>�B�>�@�K�9� �B�@�5�1�C�5�B�A�O� �?�@�>�A�;�C�H�8�2�0�B�L� �G�5�@�5�7� �C�A�B�@�>�9�A�B�2�>� 

AirPcap. 

• �!�?�8�A�>�:� Extension Channel �(���0�=�0�;� �@�0�A�H�8�@�5�=�8�O�)�.� ���7� �M�B�>�3�>� �@�0�A�:�@�K�2�0�N�­

�I�5�3�>�A�O� �A�?�8�A�:�0� �<�>�6�=�>� �2�K�1�@�0�B�L� �:�0�=�0�;� �@�0�A�H�8�@�5�=�8�O� �A�2�O�7�8�,� �?�>�7�2�>�;�O�N�I�8�9� 

�A�>�7�4�0�2�0�B�L� �1�>�;�5�5� �H�8�@�>�:�>�?�>�;�>�A�=�K�5� �:�0�=�0�;�K� �2� �A�>�>�B�2�5�B�A�B�2�8�8� �A�>� �A�B�0�=�4�0�@�B�>�<� 

802.lln. 

• �$�;�0�6�>�:� lnclude 802.11 FCS in Frames �(���:�;�N�G�8�B�L� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�L� 

�?�@�>�2�5�@�:�8� �D�@�5�9�<�>�2� �?�>� �A�B�0�=�4�0�@�B�C� 802.11 ). ���>� �C�<�>�;�G�0�=�8�N� �2� �=�5�:�>�B�>�@�K�E� 

�A�8�A�B�5�<�0�E� �>�B�1�@�0�A�K�2�0�N�B�A�O� �?�>�A�;�5�4�=�8�5� �G�5�B�K�@�5� �1�8�B�0� �:�>�=�B�@�>�;�L�=�>�9� �A�C�<�<�K� �8�7� 

�?�>�;�C�G�5�=�=�K�E� �1�5�A�?�@�>�2�>�4�=�K�E� �?�0�:�5�B�>�2�.� �-�B�0� �:�>�=�B�@�>�;�L�=�0�O� �A�C�<�<�0� �=�0�7�K�2�0�5�B�A�O� 

�?�>�A�;�5�4�>�2�0�B�5�;�J�8�>�A�B�J�N� �?�@�>�2�5�@�:�8� �D�@�5�9�<�>�2� �(�f�r�a�H�e� check sequence, FCS) �8� �3�0�­

�@�0�=�B�8�@�C�5�B� �F�5�;�>�A�B�=�>�A�B�L� �?�0�:�5�B�>�2� �?�@�8� �?�5�@�5�4�0�G�5�.� �#�A�B�0�=�>�2�8�B�5� �M�B�>�B� �D�;�0�6�>�:�,� 

�5�A�;�8� �B�>�;�L�:�>� �C� �2�0�A� �=�5�B� �2�5�A�:�8�E� �>�A�=�>�2�0�=�8�9� �=�5� �2�:�;�N�G�0�B�L� �:�>�=�B�@�>�;�L�=�K�5� �A�C�<�­

�<�K� FCS �2� �1�5�A�?�@�>�2�>�4�=�K�5� �?�0�:�5�B�K�.� 

• �!�?�8�A�>�:� Capture �"�C�@�5� �(�"�8�?� �?�5�@�5�E�2�0�B�0�)�.� ���7� �M�B�>�3�>� �@�0�A�:�@�K�2�0�N�I�5�3�>�A�O� �A�?�8�­

�A�:�0� �<�>�6�=�>� �2�K�1�@�0�B�L� �A�;�5�4�C�N�I�8�5� �B�@�8� �2�0�@�8�0�=�B�0�:� 802.11 Only, 802.11 + Radio 

�8�;�8� 802.11 + PPI. ���0�@�8�0�=�B� 802.11 Only �?�>�7�2�>�;�O�5�B� �2�:�;�N�G�0�B�L� �7�0�3�>�;�>�2�>�:� �?�>� 

�A�B�0�=�4�0�@�B�C� 802.11 �2�>� �2�A�5� �?�5�@�5�E�2�0�G�5�=�=�K�5� �?�0�:�5�B�K�,� �0� �2�0�@�8�0�=�B� 802.11 + Radio -

�4�>�?�>�;�=�8�B�5�;�L�=�>� �?�@�5�4�2�0�@�O�B�L� �M�B�>�B� �7�0�3�>�;�>�2�>�:� �5�I�5� �>�4�=�8�<� �7�0�3�>�;�>�2�:�>�<� �?�>� 

�A�B�0�=�4�0�@�B�C� Radiotap �(���B�2�5�B�2�8�B�5�;�L� �@�0�4�8�>�:�0�=�0�;�0�)� �A� �4�>�?�>�;�=�8�B�5�;�L�=�K�<�8� �A�2�5�­

�4�5�=�8�O�<�8� �>� �?�0�:�5�B�5�,� �2�:�;�N�G�0�O� �A�:�>�@�>�A�B�L� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E�,� �C�@�>�2�5�=�L� �A�8�3�=�0�­

�;�0� �8� �C�@�>�2�5�=�L� �H�C�<�0�.� ���,� �=�0�:�>�=�5�F�,� �2�0�@�8�0�=�B� 802.11 + PPI �?�>�7�2�>�;�O�5�B� �4�>�1�0�2�;�O�B�L� 

�7�0�3�>�;�>�2�>�:� PPI (Per-Packet �l�n�f�o�r�H�a�t�i�o�n� - �8�=�D�>�@�<�0�F�8�O� �?�>� �:�0�6�4�>�<�C� �?�0�:�5�­

�B�C�)� �A� �4�>�?�>�;�=�8�B�5�;�L�=�K�<�8� �A�2�5�4�5�=�8�O�<�8� �>�1� �>�B�4�5�;�L�=�K�E� �?�0�:�5�B�0�E� �?�>� �A�B�0�=�4�0�@�B�C� 

802.1 �l�=�.� 

• �!�?�8�A�>�:� FCS Filter �(�$�8�;�L�B�@� �?�>�A�;�5�4�>�2�0�B�5�;�L�=�>�A�B�8� �?�@�>�2�5�@�:�8� �D�@�5�9�­

�<�>�2�)�.� ���7� �M�B�>�3�>� �@�0�A�:�@�K�2�0�N�I�5�3�>�A�O� �A�?�8�A�:�0� �<�>�6�=�>� �2�K�1�@�0�B�L� �2�0�@�8�0�=�B� �4�;�O� 

�D�8�;�L�B�@�0�F�8�8� �?�0�:�5�B�>�2� �A� �=�0�@�C�H�5�=�=�>�9� �:�>�=�B�@�>�;�L�=�>�9� �A�C�<�<�>�9� FCS, �4�0�6�5� �5�A�;�8� 

�A�1�@�>�H�5�=� �D�;�0�6�>�:� lnclude 802.11 FCS in Frames. �'�B�>�1�K� �>�B�>�1�@�0�7�8�B�L� �B�>�;�L�:�>� �B�5� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E� 399 
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�?�0�:�5�B�K�,� �:�>�B�>�@�K�5� �?�>�;�C�G�5�=�K� �C�A�?�5�H�=�>�,� �A�C�4�O� �?�>� �:�>�=�B�@�>�;�L�=�>�9� �A�C�<�<�5� FCS, 
�2�K�1�5�@�8�B�5� �2�0�@�8�0�=�B� Valid Frames �(���>�A�B�>�2�5�@�=�K�5� �D�@�5�9�<�K�)�.� 

• ���0�=�5�;�L� WEP Configuration �(���0�A�B�@�>�9�:�0� �0�;�3�>�@�8�B�<�0� WEP). �-�B�0� �?�0�=�5�;�L� �4�>�­

�A�B�C�?�=�0� �=�0� �2�:�;�0�4�:�5� Keys �(���;�N�G�8�)� �?�0�=�5�;�8� �C�?�@�0�2�;�5�=�8�O� �C�A�B�@�>�9�A�B�2�>�<� AirPcap. 
��� �=�5�9� �<�>�6�=�>� �2�2�5�A�B�8� �:�;�N�G�8� �@�0�A�H�8�D�@�>�2�:�8� �?�>� �0�;�3�>�@�8�B�<�C� WEP �4�;�O� �0�=�0�;�8�­

�7�8�@�C�5�<�K�E� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�5�9�.� �'�B�>�1�K� �8�<�5�B�L� �2�>�7�<�>�6�=�>�A�B�L� �?�@�0�2�8�;�L�=�>� 

�8�=�B�5�@�?�@�5�B�8�@�>�2�0�B�L� �4�0�=�=�K�5�,� �7�0�H�8�D�@�>�2�0�=�=�K�5� �?�>� �0�;�3�>�@�8�B�<�C� WEP, �=�5�>�1�E�>�­

�4�8�<�>� �2�2�5�A�B�8� �?�>�4�E�>�4�O�I�8�5� �:�;�N�G�8� �2� �4�0�=�=�>�9� �>�1�;�0�A�B�8�.� ���>�4�@�>�1�=�5�5� �>� �:�;�N�G�0�E� 

�H�8�D�@�>�2�0�=�8�O� �?�>� �0�;�3�>�@�8�B�<�C� WEP �@�5�G�L� �?�>�9�4�5�B� �4�0�;�5�5�,� �2� �@�0�7�4�5�;�5� �"�#�A�?�5�H�=�0�O� 

�0�C�B�5�=�B�8�D�8�:�0�F�8�O� �?�>� �0�;�3�>�@�8�B�<�C� WEP". 

���5�@�5�E�2�0�B� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �A� �?�>�<�>�I�L�N� �C�A�B�@�>�9�A�B�2�0� AirPcap 

���B�0�:�,� �C�A�B�0�=�>�2�8�2� �8� �A�:�>�=�D�8�3�C�@�8�@�>�2�0�2� �C�A�B�@�>�9�A�B�2�>� AirPcap, �<�>�6�=�>� �?�@�8�A�B�C�­

�?�8�B�L� �:� �C�6�5� �7�=�0�:�>�<�>�<�C� �?�@�>�F�5�A�A�C� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2�.� �'�B�>�1�K� �=�0�G�0�B�L� �A�1�>�@� �?�0�:�5�­

�B�>�2�,� �4�>�A�B�0�B�>�G�=�>� �7�0�?�C�A�B�8�B�L� Wireshark �=�0� �2�K�?�>�;�=�5�=�8�5� �8� �2�K�1�@�0�B�L� �8�=�B�5�@�D�5�9�A� 

AirPcap �(�@�8�A�.� 13.7) . 

• WirtsNrk · Upturr lnterfaces �E� 

lntedace 

@fpcap US8 �Y�1�1�1�r�t�l�H� �0� 

Tmfic , ••. ..,.._ ·-""'"""' ,_.., ,.".- i 
802.11 plusrtdrotJpheader enIOled def4ult 2 

> 81UEtooth !��t�w�O�f�k� Connect1cn 
> EtMrnet 
> Ethernet.2 
> �E�t�h�e�r�n�e�t�-� 

> local Area ConnIOton'" 2 
�;�0� LoC!I ���r�8� �C�o�n�n�:�t�1�o�n "� 4 
> Wi-F1 

�0�~�1�)�'�0�1�'�1�'�1�1�9�Q�J�O�U�S�m�0�0�r�:�O�f�'�\�0�1�1�1�1�t�f�r�f�c�a�s� 

�E�t�h�1�n�d� mablt'd dtfault 2 
�E�t���r�n�d� �e�n�a�b�~� dd"ult 2 
Ethl!fnet !��0�+�~� dtf 11utt 2 
Ethemet �~�0�+�5�d� �d�~�.�t�u�l�t� 2 
Ethrmet �5�<�+�5�d� �d�~�a�u�l�t� 

Ethl!fnt°t 

Ethernet 

�5�n�1�1�+�~� 

�e�n�a�,�l�l�!�.�d� 

dtfault 

�d�~�1�u�l�t� 

c.ptueFi"'for.-111terfoc.es: �l�.�~�&�>�-�"�"�'�~ "�- �"�f�>�~�°�' �- " �-�f�t�"�"�'�-�-�-�-�-�-�- �-�~�- �)� 

� �8�A�.� 13.7. ���K�1�>�@� �8�=�B�5�@�D�5�9�A�0� AirPcap �4�;�O� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2� 

�-�1�1�1�1�5�1�1�>�=�. �1� 

���0�?�>�<�=�8�<�,� �G�B�>� �?�0�:�5�B�K� �1�C�4�C�B� �?�5�@�5�E�2�0�B�K�2�0�B�L�A�O� �8�7� �B�>�3�>� �:�0�=�0�;�0� �A�2�O�7�8�,� �:�>�B�>�­

�@�K�9� �2�K�1�@�0�=� �2� �C�B�8�;�8�B�5� �:�>�=�D�8�3�C�@�8�@�>�2�0�=�8�O� �C�A�B�@�>�9�A�B�2�0� AirPcap. ���A�;�8� �2�K� �=�5� �>�1�­

�=�0�@�C�6�8�B�5� �8�A�:�>�<�K�5� �?�0�:�5�B�K�,� �B�>�,� �A�:�>�@�5�5� �2�A�5�3�>�,� �2�K� �2�K�1�@�0�;�8� �=�5� �B�>�B� �:�0�=�0�;� �A�2�O�7�8�.� 

��� �B�0�:�>�<� �A�;�C�G�0�5� �A�<�5�=�8�B�5� �:�0�=�0�;� �A�2�O�7�8�,� �>�A�B�0�=�>�2�8�2� �0�:�B�8�2�=�K�9� �?�5�@�5�E�2�0�B�,� �2�K�1�@�0�2� �=�>�­

�2�K�9� �:�0�=�0�;� �2� �C�B�8�;�8�B�5� �:�>�=�D�8�3�C�@�8�@�>�2�0�=�8�O� �C�A�B�@�>�9�A�B�2�0� AirPcap �8� �=�0�G�0�2� �?�5�@�5�E�2�0�B� 

�A�=�>�2�0�.� ��� �?�@�>�F�5�A�A�5� �A�<�5�=�K� �:�0�=�0�;�0� �A�2�O�7�8� �=�5�;�L�7�O� �0�:�B�8�2�=�>� �?�5�@�5�E�2�0�B�K�2�0�B�L� �?�0�:�5�B�K �.� 

���A�;�8� �B�@�5�1�C�5�B�A�O� �?�@�>�2�5�@�8�B�L�,� �2� �:�0�:�>�<� �8�<�5�=�=�>� �:�0�=�0�;�5� �?�@�>�8�A�E�>�4�8�B� �?�5�@�5�E�2�0�B� �8�7� 

Wireshark, �M�B�>� �=�5�B�@�C�4�=�>� �A�4�5�;�0�B�L�,� �?�@�>�A�<�>�B�@�5�2� �A�B�0�B�8�A�B�8�G�5�A�:�8�5� �4�0�=�=�K�5� �>� �?�5�@�5�­

�E�2�0�B�5� �1�5�A�?�@�>�2�>�4�=�K�E� �?�0�:�5�B�>�2�.� �!� �M�B�>�9� �F�5�;�L�N� �2�K�1�5�@�8�B�5� �:�>�<�0�=�4�C� Wireless<=>WLAN 
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Traffic �(���5�A�?�@�>�2�>�4�=�0�O� �A�5�B�L�Q�"�@�0�D�8�:� WLAN) �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N�.� ��� �>�B�:�@�K�2�H�5�<�A�O� 

�>�:�=�5� �?�>�O�2�O�B�A�O� �=�0�1�;�N�4�0�5�<�K�5� �C�A�B�@�>�9�A�B�2�0�,� �0� �B�0�:�6�5� �A�2�5�4�5�=�8�O� �>� �=�8�E�,� �2�:�;�N�G�0�O� �:�0�­

�=�0�;� �A�2�O�7�8� �?�>� �A�B�0�=�4�0�@�B�C� 802.11, �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.8 . 

• Wiresh•rk. Wirei65 LAN �S�t�.�t�t�t�g�:�:�:�s� · wirtsh.art__p<.1pn9_111rpc1p00_201605021002:1_a110CW 

���S�S�I�O� 

) �I�O�:�~�:�d �A�:�d�)� 

> �4�4 �: �5�1 �: �3�7�:�2�A�1�&�7�0� 

> 8c62.:c4:0f:1a:4.t 

> �9���:���5�:�1�,�:�.�:�9�8�:�8�0� 

> �9�4 �: �1�2 �: �6�9�>�4�"�4�5�9�0� 

�m�9�2�:�1�c�d�&���.�:�d�6� 

Channel SSIO 
11 ���"�"�2�@�9�E�8�%�2� 

11 ��� ���2�4�J�V�k�2� 

�<�B�r�o�1�d�c�8�t�>� 

11 ��� �"�"�9�!�1�g�9�S�6� 

11 ATTQSIOc:ccl 
11 ���P�·�P�?�n�t�-�D�1�·�O�f�f�i�c�q�d�"� 4630 

Perctnt Paclc:• ���e�a�c�o�n�s� l.ata Plcts �)�,�t�A� �R�~�s� �~� Rrsp 
�1�.�1� • �>� �>� �>� 

J4.4 18 
�1�.�1� 

�1�8�.��� 

�1�.�1� • 
32.8 20 

�!�>�@�C� 

Auths De1uths 

�>� �>� 

�>� 

�>� �E� 

�O�t�h�2� Prottct1on 

��� Unknown 
�>� 

��� Unknoo#tn 
�>� 

� �8�A�.� 13.8. ���:�=�>� �A�>� �A�B�0�B�8�A�B�8�G�5�A�:�8�<�8� �4�0�=�=�K�<�8� �>� WLAN, �3�4�5� �C�:�0�7�0�=�>�,� �G�B�>� �M�B�8� �4�0�=�=�K�5� 

�1�K�?�8� �?�5�@�5�E�2�0�G�5�=�K� �?�C�B�5�<� �?�@�>�A�;�C�H�8�2�0�=�8�O� �:�0�=�0�;�0� 11 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� 

�2� �A�8�A�B�5�<�5� Linux 
�'�B�>�1�K� �?�@�>�0�=�0�;�8�7�8�@�>�2�0�B�L� �?�0�:�5�B�K� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �2� �A�8�A�B�5�<�5� �L�i�?�u�x�,� 

�4�>�A�B�0�B�>�G�=�>� �0�:�B�8�2�8�7�8�@�>�2�0�B�L� �@�5�6�8�<� �B�5�:�C�I�5�3�>� �:�>�=�B�@�>�;�O� �(�H�o�n�i�t�o�r� �H�>�d�5�)� �2� �0�4�0�?�­

�B�5�@�5� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �8� �7�0�?�C�A�B�8�B�L� Wiresl1ark �=�0� �2�K�?�>�;�=�5�=�8�5�.� ��� �A�>�6�0�;�5�=�8�N�,� 

�A�0�<�0� �?�@�>�F�5�4�C�@�0� �0�:�B�8�2�8�7�0�F�8�8� �@�5�6�8�<�0� �B�5�:�C�I�5�3�>� �:�>�=�B�@�>�;�O� �>�B�;�8�G�0�5�B�A�O� �2� �7�0�2�8�­

�A�8�<�>�A�B�8� �>�B� �:�>�=�:�@�5�B�=�>�9� �<�>�4�5�;�8� �0�4�0�?�B�5�@�0� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�,� �8� �?�>�M�B�>�<�C� �7�4�5�A�L� 

�=�5�;�L�7�O� �4�0�B�L� �:�0�:�>�9�-�=�8�1�C�4�L� �>�?�@�5�4�5�;�5�=�=�>�9� �@�5�:�>�<�5�=�4�0�F�8�8�,� �:�0�:� �M�B�>� �A�;�5�4�C�5�B� �A�4�5�­

�;�0�B�L�.� ��� �4�5�9�A�B�2�8�B�5�;�L�=�>�A�B�8� �=�5�:�>�B�>�@�K�5� �<�>�4�5�;�8� �0�4�0�?�B�5�@�>�2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8� 

�=�5� �B�@�5�1�C�N�B� �0�:�B�8�2�8�7�0�F�8�8� �@�5�6�8�<�0� �B�5�:�C�I�5�3�>� �:�>�=�B�@�>�;�O�.� ��� �M�B�>�9� �A�2�O�7�8� �;�C�G�H�5� �2�A�5�3�>� 

�=�0�9�B�8� �=�C�6�=�C�N� �<�>�4�5�;�L�,� �?�@�>�8�7�2�5�4�O� �1�K�A�B�@�K�9� �?�>�8�A�:� �2� Google, �8� �2�K�O�A�=�8�B�L�,� �4�5�9�­

�A�B�2�8�B�5�;�L�=�>� �;�8� �A�;�5�4�C�5�B� �0�:�B�8�2�8�7�8�@�>�2�0�B�L� �@�5�6�8�<� �B�5�:�C�I�5�3�>� �:�>�=�B�@�>�;�O�,� �0� �5�A�;�8� �B�@�5�­

�1�C�5�B�A�O�,� �B�>� �:�0�:� �M�B�>� �A�4�5�;�0�B�L�.� 

��� �G�8�A�;�C� �=�0�8�1�>�;�5�5� �@�0�A�?�@�>�A�B�@�0�=�5�=�=�K�E� �A�?�>�A�>�1�>�2� �0�:�B�8�2�8�7�0�F�8�8� �@�5�6�8�<�0� �B�5�:�C�­

�I�5�3�>� �:�>�=�B�@�>�;�O� �2� �L�i�=�u�x� �>�B�=�>�A�8�B�A�O� �?�@�8�<�5�=�5�=�8�5� �2�A�B�@�>�5�=�=�K�E� �1�5�A�?�@�>�2�>�4�=�K�E� �@�0�A�­

�H�8�@�5�=�8�9�,� �4�;�O� �4�>�A�B�C�?�0� �:� �:�>�B�>�@�K�<� �A�;�C�6�8�B� �:�>�<�0�=�4�0� iwconfig. �"�0�:�,� �5�A�;�8� �2�2�5�A�B�8� 

�:�>�<�0�=�4�C� iwconfig �=�0� �:�>�=�A�>�;�8�,� �B�>� �2� �:�>�=�5�G�=�>�<� �8�B�>�3�5� �1�C�4�5�B� �?�>�;�C�G�5�=� �A�;�5�4�C�N�I�8�9� 

�@�5�7�C�;�L�B�0�B�:� 

$ iwconfig 

«» EthO �? �>� wi re l ess extensi ons 

LoO �? �>� wireless ext ensions 

0 Ethl IEEE 802.llg ESSID: "Tesla Wirel ess Network" 

Mode: Managed Frequency: 2.462 GHz 

Access Point: 00:02:2D:8B:70:2E 

�� �=�0 �;�8 �7� �? �0�:�5�B�> �2� �2� �1 �5 �A �? �@�>�2 �>�4 �=�K�E� �A �5 �B�O �E� 401 
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Bit Rate: 54 ���,�/�s� Tx-Power-20 dBm Sensitivity=8/0 

Retry Limit: 7 RTS thr: off Fragment thr: off 

Power Management: off 

Link Quality=75/100 Signal level=-71 

dBm Noise level=-86 dBm 

Rx invalid nwid: ��� Rx invalid crypt: 

��� Rx invalid frag: ��� 

�"�E� excessive retries: ��� Invalid misc: 

��� Missed beacon: 2 

���0�:� �A�;�5�4�C�5�B� �8�7� �?�@�8�2�5�4�5�=�=�>�3�>� �2�K�H�5� �@�5�7�C�;�L�B�0�B�0� �2�K�?�>�;�=�5�=�8�O� �:�>�<�0�1�I�K� 

iwconfig, �A�5�B�5�2�>�9� �8�=�B�5�@�D�5�9�A� Ethl �<�>�6�=�>� �A�:�>�=�D�8�3�C�@�8�@�>�2�0�B�L� �4�;�O� �1�5�A�?�@�>�2�>�­

�4�=�>�9� �A�2�O�7�8�.� ��� �M�B�>� �2�?�>�;�=�5� �>�G�5�2�8�4�=�>�,� �?�>�A�:�>�;�L�:�C� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� �>�B�>�1�@�0�6�0�N�B�A�O� 

�4�0�=�=�K�5� �4�;�O� �?�@�>�B�>�:�>�;�0� 802.llg 8, �B�>�3�4�0� �:�0�:� �A�5�B�5�2�K�5� �8�=�B�5�@�D�5�9�A�K� EthO �8� LoO 
�2�>�7�2�@�0�I�0�N�B� �A�>�>�1�I�5�=�8�5� "no wireless extensions" �(�1�5�A�?�@�>�2�>�4�=�K�5� �@�0�A�H�8�@�5�=�8�O� 

�>�B�A�C�B�A�B�2�C�N�B�)� �>�.� 

���0�@�O�4�C� �A�>� �2�A�5�<�8� �A�2�5�4�5�=�8�O�<�8� �>� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�,� �?�@�5�4�>�A�B�0�2�;�O�5�<�K�<�8� �?�>� 

�:�>�<�0�=�4�5� iwconfig, �2�:�;�N�G�0�O� �C�A�B�0�=�>�2�;�5�=�=�K�9� �8�4�5�=�B�8�D�8�:�0�B�>�@� �@�0�A�H�8�@�5�=�=�>�9� 

�1�5�A�?�@�>�2�>�4�=�>�9� �A�;�C�6�1�K� (Extended Service Set ID, �E�S�S�(�)� �8� �=�5�A�C�I�C�N� �G�0�A�B�>�B�C�,� �>�1�­

�@�0�B�8�B�5� �2�=�8�<�0�=�8�5� �8� �=�0� �B�>�,� �G�B�>� �2�>� �2�B�>�@�>�9� �A�B�@�>�:�5� �?�>�4� �7�0�3�>�;�>�2�:�>�<� Ethl �2� �:�0�G�5�A�B�2�5� 

�B�5�:�C�I�5�3�>� �C�:�0�7�0�=� �C�?�@�0�2�;�O�5�<�K�9� �@�5�6�8�<� (Mode: Managed). ���<�5�=�=�>� �M�B�>�B� �@�5�6�8�<� �8� 

�B�@�5�1�C�5�B�A�O� �8�7�<�5�=�8�B�L�.� 

�'�B�>�1�K� �C�A�B�0�=�>�2�8�B�L� �2� �A�5�B�5�2�>�<� �8�=�B�5�@�D�5�9�A�5� Ethl �@�5�6�8�<� �B�5�:�C�I�5�3�>� �:�>�=�B�@�>�;�O�,� 

�=�5�>�1�E�>�4�8�<�>� �2�>�9�B�8� �2� �A�8�A�B�5�<�C� �A� �?�@�0�2�0�<�8� �4�>�A�B�C�?�0� �A�C�?�5�@�?�>�;�L�:�N�2�0�B�5�;�O� (root) �=�5�­

�?�>�A�@�5�4�A�B�2�5�=�=�>� �8�;�8� �?�>� �:�>�<�0�=�4�5� �A�<�5�=�K� �?�>�;�L�7�>�2�0�B�5�;�O� (su), �:�0�:� �?�>�:�0�7�0�=�>� �=�8�6�5�.� 

$ su 

Password: <enter root password here> 

���>�9�4�O� �2� �A�8�A�B�5�<�C� �A� �?�@�0�2�0�<�8� �A�C�?�5�@�?�>�;�L�0�>�2�0�B�5�;�O�,� �<�>�6�=�>� �2�2�5�A�B�8� �:�>�<�0�=�4�K� �4�;�O� 

�=�0�A�B�@�>�9�:�8� �?�0�@�0�<�5�B�@�>�2� �1�5�A�?�@�>�2�>�4�=�>�3�>� �A�5�B�5�2�>�3�>� �8�=�B�5�@�D�5�9�A�0�.� ��� �G�0�A�B�=�>�A�B�8�,� 

�G�B�>�1�K� �=�0�A�B�@�>�8�B�L� �A�5�B�5�2�>�9� �8�=�B�5�@�D�5�9�A� Ethl �=�0� �@�5�6�8�<� �B�5�:�C�I�5�3�>� �:�>�=�B�@�>�;�O�,� �4�>�­

�A�B�0�B�>�G�=�>� �2�2�5�A�B�8� �A�;�5�4�C�N�I�C�N� �:�>�<�0�=�4�C�:� 

# iwconfig ethl mode monitor 

���A�;�8� �A�=�>�2�0� �7�0�?�C�A�B�8�B�L� �:�>�<�0�=�4�C� iwconfig �?�>�A�;�5� �C�A�B�0�=�>�2�:�8� �@�5�6�8�<�0� �B�5�:�C�I�5�3�>� 

�:�>�=�B�@�>�;�O� �2� �0�4�0�?�B�5�@�5� �1�5�A�?�@�>�2�>�4�=�>�9� �A�2�O�7�8�,� �B�>� �2� �2�K�2�>�4�8�<�K�E� 110 �M�B�>�9� �:�>�<�0�=�4�5� 

�@�5�7�C�;�L�B�0�B�0�E� �1�C�4�C�B� �>�B�@�0�6�5�=�K� �8�7�<�5�=�5�=�8�O�,� �2�=�5�A�5�=�=�K�5� �2� �A�5�B�5�2�>�9� �8�=�B�5�@�D�5�9�A� Ethl. 
�'�B�>�1�K� �3�0�@�0�=�B�8�@�>�2�0�B�L� �@�0�1�>�B�>�A�?�>�A�>�1�=�>�A�B�L� �A�5�B�5�2�>�3�>� �8�=�B�5�@�D�5�9�A�0� Ethl, �4�>�A�B�0�­

�B�>�G�=�>� �2�2�5�A�B�8� �A�;�5�4�C�N�I�C�N� �:�>�<�0�=�4�C�:� 

# iwconfig ethl up 
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���>� �:�>�<�0�=�4�5� iwconfiq �<�>�6�=�>� �B�0�:�6�5� �A�<�5�=�8�B�L� �:�0�=�0�;� �A�2�O�7�8�,� �2�K�1�@�0�=�=�K�9� �4�;�O� 

�?�@�>�A�;�C�H�8�2�0�=�8�O�.� ��� �G�0�A�B�=�>�A�B�8�,� �G�B�>�1�K� �2�K�1�@�0�B�L� �:�0�=�0�;� 3 �2� �A�5�B�5�2�>�<� �8�=�B�5�@�D�5�9�A�5� 

Ethl, �A�;�5�4�C�5�B� �2�2�5�A�B�8� �:�>�<�0�=�4�C� 

# iwconfig ethl channel ��� 

�l�e�!�p�)�!�P�J�i�l�i�l�i�l� ���0�=�0�;�J�t� �A�2�O�7�8� �<�>�6�=�>� �A�<�5�=�O�B�J� �?�>� �E�>�4�C� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�>�2�,� �?�>�M�B�>�<�C� 

�4�5�;�0�9�B�5� �M�B�>� �=�5� �:�>�;�5�1�;�O�A�J� �?�>� �A�2�>�5�<�C� �C�A�<�>�B�@�5�=�8�N�.� �'�B�>�1�K� �C�?�@�>�A�B�8�B�J� 

�M�B�>�B� �?�@�>�F�5�A�A�,� �<�>�6�=�>� �A�>�7�4�0�B�J� �>�B�4�5�;�J�=�K�9� �A�F�5�=�0�@�8�9� �=�0� �>�A�=�>�2�5� �:�>�<�0�=�4�J�t� 

iwconfiq. 

���0�2�5�@�H�8�2� �2�A�5� �>�?�8�A�0�=�=�K�5� �2�K�H�5� �=�0�A�B�@�>�9�:�8�,� �7�0�?�C�A�B�8�B�5� Wireshark �=�0� �2�K�?�>�;�­

�=�5�=�8�5�,� �G�B�>�1�K� �?�@�8�A�B�C�?�8�B�L� �:� �?�5�@�5�E�2�0�B�C� �?�0�:�5�B�>�2�.� 

�!�B�@�C�:�B�C�@�0� �?�0�:�5�B�0� �?�>� �A�B�0�=�4�0�@�B�C� 802. 11 
�$�0�9�.�O� �?�5�@�5�E�2�0�B�0� 

�8�0�2�1�1�,�e�a�c�o�n�.�p�c�a�p�n�g� 

���;�0�2�=�>�5� �>�B�;�8�G�8�5� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �>�B� �?�0�:�5�­

�B�>�2� �2� �?�@�>�2�>�4�=�>�9� �A�5�B�8� �7�0�:�;�N�G�0�5�B�A�O� �2� �=�0�;�8�G�8�8� �4�>�?�>�;�=�8�­

�B�5�;�L�=�>�3�>� �7�0�3�>�;�>�2�:�0� �?�>� �A�B�0�=�4�0�@�B�C� 802.11. �-�B�>�B� �7�0�3�>�;�>�2�>�:� 

�2�B�>�@�>�3�>� �C�@�>�2�=�O� �A�>�4�5�@�6�8�B� �4�>�?�>�;�=�8�B�5�;�L�=�K�5� �A�2�5�4�5�=�8�O� �>� �?�0�:�5�B�5� �8� �A�@�5�4�5�,� �2� �:�>�B�>�­

�@�>�9� �>�=� �?�5�@�5�4�0�5�B�A�O�.� ���<�5�N�B�A�O� �A�;�5�4�C�N�I�8�5� �B�8�?�K� �?�0�:�5�B�>�2�.� 

• ���0�:�5�B�K� �C�?�@�0�2�;�5�=�8�O� (Management). �"�0�:�8�5� �?�0�:�5�B�K� �A�;�C�6�0�B� �4�;�O� �C�A�B�0�=�>�2�­

�:�8� �A�2�O�7�8� �<�5�6�4�C� �E�>�A�B�0�<�8� �=�0� �2�B�>�@�>�<� �C�@�>�2�=�5�.� ��� �=�0�8�1�>�;�5�5� �2�0�6�=�K�<� �?�>�4�B�8�­

�?�0�<� �?�0�:�5�B�>�2� �C�?�@�0�2�;�5�=�8�O� �>�B�=�>�A�O�B�A�O� �?�0�:�5�B�K� �0�C�B�5�=�B�8�D�8�:�0�F�8�8�,� �C�A�B�0�=�>�2�:�8� 

�A�2�O�7�8� �8� �A�8�3�=�0�;�L�=�K�5� �?�0�:�5�B�K�.� 

• ���0�:�5�B�K� �:�>�=�B�@�>�;�O� (Control). �"�0�:�8�5� �?�0�:�5�B�K� �>�1�5�A�?�5�G�8�2�0�N�B� �3�0�@�0�=�B�8�@�>�­

�2�0�=�=�C�N� �4�>�A�B�0�2�:�C� �?�0�:�5�B�>�2� �C�?�@�0�2�;�5�=�8�O� �8� �4�0�=�=�K�E� �8� �?�@�5�4�=�0�7�=�0�G�5�=�K� �4�;�O� 

�C�?�@�0�2�;�5�=�8�O� �?�@�>�F�5�A�A�>�<� �C�A�B�@�0�=�5�=�8�O� �?�5�@�5�3�@�C�7�:�8�.� ��� �=�0�8�1�>�;�5�5� �@�0�A�?�@�>�A�B�@�0�­

�=�5�=�=�K�<� �?�>�4�B�8�?�0�<� �?�0�:�5�B�>�2� �:�>�=�B�@�>�;�O� �>�B�=�>�A�O�B�A�O� �?�0�:�5�B�K� �A� �7�0�?�@�>�A�0�<�8� �=�0� 

�?�5�@�5�4�0�G�C� �8� �?�>�4�B�2�5�@���4�5�=�8�5�<� �3�>�B�>�2�=�>�A�B�8� �:� �?�@�8�5�<�C�.� 

• ���0�:�5�B�K� �4�0�=�=�K�E� (Data). �"�0�:�8�5� �?�0�:�5�B�K� �A�>�4�5�@�6�0�B� �:�>�=�:�@�5�B�=�K�5� �4�0�=�=�K�5� 

�8� �>�B�=�>�A�O�B�A�O� �:� �B�5�<� �B�8�?�0�<� �?�0�:�5�B�>�2�,� �:�>�B�>�@�K�5� �<�>�3�C�B� �1�K�B�L� �=�0�?�@�0�2�;�5�=�K� �8�7� 

�1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �2� �?�@�>�2�>�4�=�C�N� �A�5�B�L�.� 

�"�8�?� �8�;�8� �?�>�4�B�8�?� �1�5�A�?�@�>�2�>�4�=�>�3�>� �?�0�:�5�B�0� �>�?�@�5�4�5�;�O�5�B� �5�3�>� �A�B�@�C�:�B�C�@�C�,� �?�>�M�B�>�<�C� 

�8�<�5�5�B�A�O� �1�>�;�L�H�>�5� �:�>�;�8�G�5�A�B�2�>� �2�>�7�<�>�6�=�K�E� �A�B�@�C�:�B�C�@�.� � �0�A�A�<�>�B�@�8�<� �>�4�=�C� �8�7� �B�0�­

�:�8�E� �A�B�@�C�:�B�C�@� �=�0� �?�@�8�<�5�@�5� �0�=�0�;�8�7�0� �5�4�8�=�A�B�2�5�=�=�>�3�>� �?�0�:�5�B�0� �8�7� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� 

80211beacon.pcapng. �-�B�>�B� �D�0�9�;� �A�>�4�5�@�6�8�B� �?�@�8�<�5�@� �?�0�:�5�B�0� �C�?�@�0�2�;�5�=�8�O�,� �=�0�7�K�2�0�­

�5�<�>�3�>� �A�8�3�=�0�;�J�=�K�<�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.9. 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E� 403 
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r
• Wirosh•rk·Pocket1 · 80211b••con -- -·-_____ �>� __ 

�F�3�<�5� 1: 132 byt•s on wire ( �l�5�5�1� �+� ts), 132 bytes coptured ( 1856 �,�1� ts) 
v IEEE 802.11 Beacon fra �5�,� Fla1s: .•...... 

Type/Subtype: Beacon fr111e �(�0�E�0�0�0�8�) �0� 

Frame Contr-ol Field: �0�E�8�0�0�0� 

.000 0000 0000 �0�0�0�5� • Dur1tion: 0 11icr-oseconds 
Receiver address: 8roadcost (ff:ff:ff:ff:ff:ff) 
Destination oddress: Broodcast (ff:ff:ff:ff:ff:ff) 
�T�r�a�n�s�<�i�t�t�e�r� address: D-LinkCo_0b:22:bo �(�0�0�:�1�3�:�4�6�:�0�,�:�2�2�:�,�0�)� 

�1� Sourc• address: D·Linkco_0b:22:bo �(�0�0�:�1�3�:�4�1�:�0�,�:�2�2�:�,�0�)� 

855 Id: D-Linl<Co_0b:22:ba �(�0�0�:�1�3�:�4�1�:�0�,�:�2�2�:�,�0�)� 

"" "" "" �0�0�0�5� • Fropent nu11ber: 0 
0101 0100 1000 .... • Sequence nu1>ber: 1352 

v IEEE 802 .11 wireless LAll '"n1ge111ent fra•e 
"' Fixed paranieters (12 bytes) 

T1""'sta11p: �5�E�5�5�5�5�5�5�5�5�l�1�8�5�>�1�8�1� 

Beacon Interval: �5� .102400 [5econds] 
> �C�a�p�a�+�l�i�t�i�e�s� Infon111tion: �0�E�0�4�3�1� 

v Tagged paranieters (96 bytes) 
> Tag: SSID por111eter set: TESLA 

«) Tag: Supported Rates l(B), 2(8), 5.5(8), ll(B), �1�,� 12, 24, 36, �[���,�i�t�/�s�e�c�]� 
Tag: DS Paranteter set: Current Channel: 11 0 

> Tag: Traffic Indication ���0�@� �(�"�I���)�:� �D�"�I�M� 0 of 0 �+�t�1�0�0�@� 

Tog: ERP Information 
Tag: Extended Supported Rates 9, 18, 48, 54, �[�M�+�t�/�s�e�c�]� 

> Tag: Vendor Specif ic: AtherosC: Advanced �C�a�p�a�+�l�i�t�y� 

> Tag: Vendor Specific: AtherosC: Unknown 
Tag: Vendor Speci fic: AtherosC: eXtended Range 

> Tag: Vendor Specific: GlobalSu 

� �8�A�.� J ���.� 9. �-�B�>� �A�8�3�=�0�;�L�=�K�9� �?�0�:�5�B� �?�>� �A�B�0�=�4�0�@�B�C� 802. J J 

�E� 

�!�8�3�=�0�;�L�=�K�5� �?�0�:�5�B�K� �>�B�=�>�A�O�B�A�O� �:� �A�0�<�K�<� �8�=�D�>�@�<�0�B�8�2�=�K�<� �1�5�A�?�@�>�2�>�4�=�K�<� �?�0�­

�:�5�B�0�<�,� �:�>�B�>�@�K�5� �B�>�;�L�:�>� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L�.� ���=�8� �?�>�A�K�;�0�N�B�A�O� �2� �H�8�@�>�:�>�2�5�I�0�­

�B�5�;�L�=�>�<� �@�5�6�8�<�5� �?�>� �1�5�A�?�@�>�2�>�;�~�=�>�<�C� �:�0�=�0�;�C� �8�7� �B�>�G�:�8� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0�,� 

�G�B�>�1�K� �C�2�5�4�>�<�8�B�L� �2�A�5�E� �=�>�4�:�;�N�G�5�=�=�K�E� �:�;�8�5�=�B�>�2� �>� �=�5�:�>�B�>�@�>�<� �A�>�1�K�B�8�8�,� �0� �B�0�:�­

�6�5� �>�?�@�5�4�5�;�8�B�L� �=�0�@�0�<�5�B�@�K�,� �:�>�B�>�@�K�5� �4�>�;�6�=�K� �1�K�B�L� �7�0�4�0�=�K� �4�;�O� �?�>�4�:�;�N�G�5�=�8�O� �:� 

�B�>�G�:�5� �4�>�A�B�C�?�0�.� ���0�:� �A�;�5�4�C�5�B� �8�7� �4�0�=�=�>�3�>� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0�,� �0�=�0�;�8�7�8�@�C�5�<�K�9� �?�0�:�5�B� 

�>�?�@�5�4�5�;�O�5�B�A�O� �:�0�:� �A�8�3�=�0�;�L�=�K�9� �2� �?�>�;�5� �T�y�p�e�/�S�u�,�t�y�p�e� �2� �7�0�3�>�;�>�2�:�5� �?�>� �A�B�0�=�4�0�@�­

�B�C� 802.11 ���.� 
���=�0�G�8�B�5�;�L�=�C�N� �G�0�A�B�L� �4�>�?�>�;�=�8�B�5�;�L�=�>�9� �8�=�D�>�@�<�0�F�8�8� �<�>�6�=�>� �>�1�=�0�@�C�6�8�B�L� �2� �7�0�­

�3�>�;�>�2�:�5� �D�@�5�9�<�0� �C�?�@�0�2�;�5�=�8�O� �?�>� �A�B�0�=�4�0�@�B�C� 802.11, �2�:�;�N�G�0�O� �A�;�5�4�C�N�I�5�5�.� 

• Ti.mestamp �(���B�<�5�B�:�0� �2�@�5�<�5�=�8�)�.� ���1�>�7�=�0�G�0�5�B� �<�>�<�5�=�B� �2�@�5�<�5�=�8�,� �:�>�3�4�0� �?�0�­

�:�5�B� �1�K�;� �?�5�@�5�4�0�=�.� 

• Beacon Interval �(�!�8�3�=�0�;�L�=�K�9� �8�=�B�5�@�2�0�;�)�.� ���1�>�7�=�0�G�0�5�B� �8�=�B�5�@�2�0�;� �?�>�­

�2�B�>�@�=�>�9� �?�5�@�5�4�0�G�8� �A�8�3�=�0�;�L�=�>�3�>� �?�0�:�5�B�0�.� 

• �C�a�p�a�,�i�l�i�t�i�e�s� Information �(�!�2�5�4�5�=�8�O� �>� �2�>�7�<�>�6�=�>�A�B�O�E�)�.� ���1�>�7�=�0�G�0�5�B� 

�A�2�5�4�5�=�8�O� �>�1� �0�?�?�0�@�0�B�=�K�E� �2�>�7�<�>�6�=�>�A�B�O�E� �B�>�G�:�8� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0�.� 
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• SSID parameter set �(���0�1�>�@� �?�0�@�0�<�5�B�@�>�2� SSID). ���1�>�7�=�0�G�0�5�B� �8�4�5�=�B�8�D�8�­

�:�0�B�>�@� �1�5�A�?�@�>�2�>�4�=�>�9� �A�;�C�6�1�K� �(�S�S�I���)�,� �8�A�?�>�;�L�7�C�5�<�K�9� �2� �B�>�G�:�5� �1�5�A�?�@�>�2�>�4�=�>�­

�3�>� �4�>�A�B�C�?�0� �4�;�O� �?�5�@�5�4�0�G�8� �?�0�:�5�B�>�2�.� 

• Supported Rates �(���>�4�4�5�@�6�8�2�0�5�<�K�5� �A�:�>�@�>�A�B�8� �?�5�@�5�4�0�G�8�)�.� ���1�>�7�=�0�G�0�5�B� 

�A�:�>�@�>�A�B�8� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E�,� �:�>�B�>�@�K�5� �?�>�4�4�5�@�6�8�2�0�5�B� �B�>�G�:�0� �1�5�A�?�@�>�2�>�4�=�>�­

�3�>� �4�>�A�B�C�?�0�.� 

• DS Parameter set �(���0�1�>�@� �?�0�@�0�<�5�B�@�>�2� DS). ���1�>�7�=�0�G�0�5�B� �=�>�<�5�@� �:�0�=�0�;�0� 

�A�2�O�7�8�,� �=�0� �:�>�B�>�@�>�<� �@�0�1�>�B�0�5�B� �B�>�G�:�0� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�=�0�.� 

��� �@�0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �7�0�3�>�;�>�2�>�:� �2�:�;�N�G�0�N�B�A�O� �B�0�:�6�5� �0�4�@�5�A�0� �>�B�?�@�0�2�8�B�5�­

�;�O� �8� �?�>�;�C�G�0�B�5�;�O�,� �0� �B�0�:�6�5� �A�2�5�4�5�=�8�O� �>� �?�@�>�8�7�2�>�4�8�B�5�;�5� �>�1�>�@�C�4�>�2�0�=�8�O�.� ���A�E�>�4�O� �8�7� 

�M�B�>�3�>�,� �<�>�6�=�>� �2�K�O�A�=�8�B�L� �=�5�<�0�;�>� �;�N�1�>�?�K�B�=�>�3�>� �>� �B�>�G�:�5� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0�,� 

�?�5�@�5�4�0�N�I�5�9� �A�8�3�=�0�;�L�=�K�9� �?�0�:�5�B� �2� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�<� �7�4�5�A�L� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0�.� 

���G�5�2�8�4�=�>�,� �G�B�>� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� �A�B�0�=�4�0�@�B� 802.11 �,� �(���)� ��� �?�@�8�<�5�=�O�5�B�A�O� �2� �A�5�B�5�2�>�<� 

�C�A�B�@�>�9�A�B�2�5� �D�-�L�i�=�k� �>� �4�;�O� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� ����� �:�0�=�0�;�C� 11 �5�.� �8� �E�>�B�O� �:�>�=�:�@�5�B�=�>�5� 

�A�>�4�5�@�6�8�<�>�5� �8� �=�0�7�=�0�G�5�=�8�5� �?�0�:�5�B�>�2� �C�?�@�0�2�;�5�=�8�O� �?�>� �A�B�0�=�4�0�@�B�C� 802.11 �8�7�<�5�=�O�5�B�­

�A�O�,� �>�1�I�0�O� �A�B�@�C�:�B�C�@�0� �>�A�B�0�5�B�A�O� �B�>�9� �6�5� �A�0�<�>�9� �8� �A�>�>�B�2�5�B�A�B�2�C�5�B� �@�0�A�A�<�>�B�@�5�=�=�>�9� �2� 

�4�0�=�=�>�<� �?�@�8�<�5�@�5�.� 

���>�1�0�2�;�5�=�8�5� �A�B�>�;�1�F�>�2�,� �E�0�@�0�:�B�5�@�=�K�E� 

�4�;�O� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�,� �=�0� �?�0�=�5�;�L� Packet List 
��� �?�@�8�<�5�@�0�E� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �8�7� �?�@�5�4�K�4�C�I�8�E� �1�:�?�0�2� �2�K�3�>�4�=�>� �8�A�?�>�;�L�7�>�2�0�;�A�O� 

�3�8�1�:�8�9� �?�>�;�L�7�>�2�0�B�5�;�L�A�:�8�9� �8�=�B�5�@�D�5�9�A� Wiresliark �4�;�O� �4�>�1�0�2�;�5�=�8�O� �A�B�>�;�1�F�>�2�,� �1�1�0�;�~�­

�E�>�4�O�I�8�E� �4�;�O� �:�>�=�:�@�5�B�=�>�9� �A�8�B�C�0�F�8�8�.� ���@�5�6�4�5� �G�5�<� �=�@�>�4�>�;�6�8�B�L� �4�0�;�L�H�5� �0�=�0�;�8�7� 

�?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�,� �?�>�;�5�7�=�>� �4�>�1�0�2�8�B�L� �A�;�5�4�C�N�I�8�5� �B�@�8� �A�B�>�;�1�F�0� �=�0� �?�0�­

�=�5�;�L� Packet List. 

• �!�B�>�;�1�5�F� Channel �4�;�O� �>�B�>�1�@�0�6�5�=�8�O� �:�0�=�0�;�0�,� �2� �:�>�B�>�@�>�<� �?�5�@�5�E�2�0�G�5�=� �?�0�:�5�B�.� 

• �!�B�>�;�1�5�F� Signal Strength �4�;�O� �>�B�>�1�@�0�6�5�=�8�O� �<�>�I�=�>�A�B�8� �A�8�3�=�0�;�0� �2� �:�0�=�0�;�5� 

�2� �<�>�<�5�=�B� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�0�,� �8�7�<�5�@�O�5�<�K�9� �2� �4�5�F�8�1�5�;�0�E� �?�>� �>�B�=�>�H�5�=�8�N� �:� 1 
�<���B� �(�d���H�)�.� 

• �!�B�>�;�1�5�F� Data Rate �4�;�O� �>�B�>�1�@�0�6�5�=�8�O� �A�:�>�@�>�A�B�8� �?�5�@�5�4�0�G�8� �4�0�=�=�K�E� �2� �<�>�­

�<�5�=�B� �?�5�@�5�E�2�0�B�0� �?�0�:�5�B�0�.� 

�!�2�5�4�5�=�8�O� �2� �M�B�8�E� �A�B�>�;�1�F�0�E� �<�>�1�C�3� �>�:�0�7�0�B�L� �=�5�<�0�;�C�N� �?�>�<�>�I�L� �?�@�8� �4�8�0�3�=�>�A�B�8�:�5� 

�1�5�A�?�@�>�2�>�4�=�K�E� �A�>�5�4�8�=�5�=�8�9�.� ���0�?�@�8�<�5�@�,� �=�5�A�<�>�B�@�O� �=�0� �B�>�,� �G�B�>� �?�@�>�3�@�0�<�<�=�>�5� �>�1�5�­

�A�?�5�G�5�=�8�5� �1�5�A�?�@�>�2�>�4�=�>�3�>� �:�;�8�5�=�B�0� �A�>�>�1�I�0�5�B�,� �G�B�>� �<�>�I�=�>�A�B�L� �A�8�3�=�0�;�0� �=�0�E�>�4�8�B�A�O� 

�2� �=�>�@�<�5�,� �>�1�@�0�B�8�2�H�8�A�L� �7�0� �A�?�@�0�2�:�>�9� �:� �M�B�8�<� �A�B�>�;�1�F�0�<� �?�@�8� �0�=�0�;�8�7�5� �?�5�@�5�E�2�0�G�5�=�­

�=�K�E� �?�0�:�5�B�>�2�,� �<�>�6�=�>� �2�K�O�2�8�B�L� �G�8�A�;�>�2�>�5� �7�=�0�G�5�=�8�5�,� �=�5� �>�B�2�5�G�0�N�I�5�5� �C�A�B�0�=�>�2�;�5�=�­

�=�K�<� �B�@�5�1�>�2�0�=�8�O�<� �:� �<�>�I�=�>�A�B�8� �A�8�3�=�0�;�0�.� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E� 405 

Tlgm: @it_boooks



�'�B�>�1�K� �4�>�1�0�2�8�B�L� �M�B�8� �A�B�>�;�1�F�K� �=�0� �?�0�=�5�;�L� Packet List, �2�K�?�>�;�=�8�B�5� �A�;�5�4�C�N�I�8�5� 

�4�5�9�A�B�2�8�O�.� 

1. ���K�1�5�@�8�B�5� �:�>�<�0�=�4�C� EditQPreferences �8�7� �3�;�0�2�=�>�3�>� �<�5�=�N�.� 

2. ���5�@�5�9�4�8�B�5� �:� �@�0�7�4�5�;�C� AppearanceQColumns �8� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �A�>� �7�=�0�­

�:�>�<� �"�?�;�N�A�"�(�+�)�.� 

3. ���2�5�4�8�B�5� Channel �2� �?�>�;�5� �"�i�t�l�e�,� �2�K�1�5�@�8�B�5� �2�0�@�8�0�=�B� Custom �(�!�?�5�F�8�0�;�L�=�K�9�)� �8�7� 

�@�0�A�:�@�K�2�0�N�I�5�3�>�A�O� �A�?�8�A�:�0� �"�C�@�5� �8� �2�K�1�5�@�8�B�5� �D�8�;�L�B�@� vlan _ radio. channel 

�8�7� �A�?�8�A�:�0� Field Name. 

4. ���>�2�B�>�@�8�B�5� �M�B�>�B� �?�@�>�F�5�A�A� �4�;�O� �4�>�1�0�2�;�5�=�8�O� �A�B�>�;�1�F�>�2� Signal Strenqth �8� 

Data Rate. ���@�8�A�2�>�9�B�5� �8�<� �?�>�4�E�>�4�O�I�8�5� �7�0�3�>�;�>�2�:�8� �8� �2�K�1�5�@�8�B�5�,� �A�>�>�B�2�5�B�­

�A�B�2�5�=�=�>�,� �D�8�;�L�B�@�K� �v�l�a�n�_�r�a�d�i�o�.�s�i�g�n�a�l�_�d�,�J�D� �8� wlan_radio.data_rate �8�7� 

�@�0�A�:�@�K�2�0�N�I�5�3�>�A�O� �A�?�8�A�:�0� Field Name. ���0� �@�8�A�.� 13.1 ��� �?�>�:�0�7�0�=�>�,� �:�0�:� �4�>�;�6�­

�=�>� �2�K�3�;�O�4�5�B�L� �>�:�=�>� Preferences �?�>�A�;�5� �4�>�1�0�2�;�5�=�8�O� �B�@�5�E� �C�?�>�<�O�=�C�B�K�E� �2�K�H�5� 

�A�B�>�;�1�F�>�2�.� 

5. �)�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �����,� �G�B�>�1�K� �A�>�E�@�0�=�8�B�L� �2�=�5�A�5�=�=�K�5� �8�7�<�5�=�5�=�8�O�.� 

JI. Wirosharlc · Prderonces 

" Appoaranco 
Layout 
Columns 
Font and Colors 

Capturo 
Filter Expressions 
Name Rosolution 
Protocols 
Statistic< 
Advancod 

Displayed 

+ 

0 
0 
0 
0 
0 
0 
0 
0 
0 
0 

Trtto �"�C�@ "� 

No. Number 
Timo �"�i�m�e� (format as specifiod) 

�S�o�u�r�c�~� Sourc• address 
D..tination D..tination address 
Protocol Protocol 

Length Packet length �(�,�y�t�o�s�)� 

Channel Curtom 

Signal rtrength (dBm) Custom 

Data rate 

lnfo 

Custom 

lnformat1on 

FieldNamo 

,.,lon_rodio.chonnd 

wlan_radio.signal_dbm 

wlan_rodio.data_rato 

Field Occurrence 

�E� 

� �8�A�.� 13. 1 ���.� ���>�1�0�2�;�5�=�8�5� �A�B�>�;�1�F�>�2� �=�0� �?�0�=�5�;�L� Packet List �A�?�5�F�8�0�;�L�=�>� �4�;�O� �0�=�0�;�8�7�0� �?�0�:�5�­

�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �?�>� �A�B�0�=�4�0�@�B�C� �/������� 
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�!�?�5�F�8�0�;�L�=�K�5� �D�8�;�L�B�@�K� �4�;�O� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�5�9� 

���@�5�8�<�C�I�5�A�B�2�0� �D�8�;�L�B�@�>�2� �?�5�@�5�E�2�0�B�0� �8� �>�B�>�1�@�0�6�5�=�8�O� �C�6�5� �>�1�A�C�6�4�0�;�8�A�L� �2� �3�;�0�­

�2�5� 4, �"���1�@�0�1�>�B�:�0� �?�5�@�5�E�2�0�G�5�=�=�K�E� �?�0�:�5�B�>�2�"�.� ���B�D�8�;�L�B�@�>�2�0�B�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �2� 

�8�=�D�@�0�A�B�@�C�:�B�C�@�5� �?�@�>�2�>�4�=�>�9� �A�5�B�8� �=�0�<�=�>�3�>� �?�@�>�I�5�,� �?�>�A�:�>�;�L�:�C� �:�0�6�4�>�5� �C�A�B�@�>�9�­

�A�B�2�>� �?�>�4�:�;�N�G�5�=�>� �:� �A�5�B�8� �?�>� �>�B�4�5�;�L�=�>�<�C� �:�0�1�5�;�N�.� ���>� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �2�5�A�L� 

�A�5�B�5�2�>�9� �B�@�0�D�8�:�,� �A�D�>�@�<�8�@�>�2�0�=�=�K�9� �1�5�A�?�@�>�2�>�4�=�K�<�8� �:�;�8�5�=�B�0�<�8�,� �A�>�A�C�I�5�A�B�2�C�5�B� 

�2� �>�1�I�8�E� �:�0�=�0�;�0�E�.� �-�B�>� �>�7�=�0�G�0�5�B�,� �G�B�>� �?�5�@�5�E�2�0�G�5�=�=�K�5� �?�0�:�5�B�K� �2� �:�0�:�>�<�-�=�8�1�C�4�L� �>�4�­

�=�>�<� �:�0�=�0�;�5� �<�>�3�C�B� �A�>�4�5�@�6�0�B�L� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �>�B� �A�>�B�5�=� �:�;�8�5�=�B�>�2�.� �-�B�>�B� �@�0�7�4�5�;� 

�?�>�A�2�O�I�5�=� �>�1�A�C�6�4�5�=�8�N� �=�5�:�>�B�>�@�K�E� �D�8�;�L�B�@�>�2� �?�0�:�5�B�>�2�,� �:�>�B�>�@�K�<�8� �<�>�6�=�>� �?�>�;�L�­

�7�>�2�0�B�L�A�O� �4�;�O� �?�>�8�A�:�0� �8�=�B�5�@�5�A�C�N�I�5�3�>� �2�0�A� �B�@�0�D�8�:�0�.� 

�$�8�;�L�B�@�0�F�8�O� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �?�>� �:�>�=�:�@�5�B�=�>�<�C� 

�8�4�5�=�B�8�D�8�:�0�B�>�@�C� BSSID 
���0�6�4�>�9� �B�>�G�:�5� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0� �2� �A�5�B�8� �?�@�8�A�2�0�8�2�0�5�B�A�O� �>�4�=�>�7�=�0�G�=�>� 

�>�?�@�5�4�5�;�O�N�I�8�9� �5�5� �8�4�5�=�B�8�D�8�:�0�B�>�@� �1�0�7�>�2�>�3�>� �=�0�1�>�@�0� �C�A�;�C�3� (Basic Service Set Identi­
fier, BSSID). �-�B�>�B� �8�4�5�=�B�8�D�8�:�0�B�>�@� �?�>�A�K�;�0�5�B�A�O� �2� �:�0�6�4�>�<� �1�5�A�?�@�>�2�>�4�=�>�<� �?�0�:�5�B�5� 

�C�?�@�0�2�;�5�=�8�O� �8� �?�0�:�5�B�5� �4�0�=�=�K�E� �8�7� �?�5�@�5�4�0�N�I�5�9� �B�>�G�:�8� �4�>�A�B�C�?�0�.� 

���=�0�O� �8�4�5�=�B�8�D�8�:�0�B�>�@� BSSID �B�>�G�:�8� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0�,� �4�;�O� �5�5� �8�A�A�;�5�­

�4�>�2�0�=�8�O� �4�>�A�B�0�B�>�G�=�>� �=�0�9�B�8� �?�0�:�5�B�,� �>�B�?�@�0�2�;�5�=�=�K�9� �8�7� �M�B�>�9� �:�>�=�:�@�5�B�=�>�9� �B�>�G�:�8�.� 

��� �?�@�8�;�>�6�5�=�8�8� Wiresl1ark �?�5�@�5�4�0�N�I�0�O� �B�>�G�:�0� �4�>�A�B�C�?�0� �>�B�>�1�@�0�6�0�5�B�A�O� �2� �A�B�>�;�1�F�5� 

Info �=�0� �?�0�=�5�;�8� Packet List, �8� �?�>�M�B�>�<�C� �=�0�9�B�8� �A�2�5�4�5�=�8�O� �>�1� �M�B�>�9� �B�>�G�:�5�,� �:�0�:� �?�@�0�2�8�­

�;�>�,� �=�5�B�@�C�4�=�>�.� 

���>�;�C�G�8�2� �?�0�:�5�B� �8�M� �?�@�5�4�A�B�0�2�;�O�N�I�5�9� �8�=�B�5�@�5�A� �B�>�G�:�8� �4�>�A�B�C�?�0�,� �5�5� �8�4�5�=�B�8�D�8�:�0�­

�B�>�@� BSSID �<�>�6�=�>� �=�0�9�B�8� �2� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�<� �?�>�;�5� �8�7� �7�0�3�>�;�>�2�:�0� �?�>� �A�B�0�=�4�0�@�B�C� 

802.11, �3�4�5�,� �?�>� �A�C�I�5�A�B�2�C�,� �C�:�0�7�0�=� �����!�-�0�4�@�5�A�.� ���0� �>�A�=�>�2�0�=�8�8� �����!�-�0�4�@�5�A�0� �<�>�6�=�>� 

�A�>�7�4�0�B�L� �?�@�8�2�5�4�5�=�=�K�9� �=�8�6�5� �D�8�;�L�B�@�.� ���>�A�;�5� �?�@�8�<�5�=�5�=�8�O� �M�B�>�3�>� �D�8�;�L�B�@�0� �>�A�B�0�­

�=�5�B�A�O� �B�>�;�L�:�>� �B�>�B� �A�5�B�5�2�>�9� �B�@�0�D�8�:�,� �:�>�B�>�@�K�9� �?�@�>�E�>�4�8�B� �G�5�@�5�7� �C�:�0�7�0�=�=�C�N� �B�>�G�:�C� 

�1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0�.� 

wlan.bssid == 00:11:22:33:44:55 

�$�8�;�L�B�@�0�F�8�O� �?�0�:�5�B�>�2� �?�>� �:�>�=�:�@�5�B�=�K�<� �B�8�?�0�<� 

� �0�=�5�5� �2� �M�B�>�9� �3�;�0�2�5� �>�1�A�C�6�4�0�;�8�A�L� �@�0�7�=�K�5� �B�8�?�K� �?�0�:�5�B�>�2�,� �:�>�B�>�@�K�5� �<�>�6�=�>� �=�0�­

�1�;�N�4�0�B�L� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�.� ��� �7�0�G�0�A�B�C�N� �2�>�7�=�8�:�0�5�B� �?�>�B�@�5�1�=�>�A�B�L� �2�K�O�2�8�B�L� 

�?�0�:�5�B�K� �M�B�8�E� �B�8�?�>�2� �8�;�8� �8�E� �?�>�4�B�8�?�>�2�.� �-�B�>� �<�>�6�=�>� �A�4�5�;�0�B�L� �A� �?�>�<�>�I�L�N� �D�8�;�L�B�@�0� 

wlan. fc. type �4�;�O� �>�B�4�5�;�L�=�K�E� �B�8�?�>�2� �?�0�:�5�B�>�2� �8�;�8� �D�8�;�L�B�@�0� wc. fc. type �_�s�u�,�t�y�p�e� 

�4�;�O� �>�B�4�5�;�L�=�K�E� �?�>�4�B�8�?�>�2� �?�0�:�5�B�>�2� �8�;�8� �8�E� �A�>�G�5�B�0�=�8�O�<�.� ���0�?�@�8�<�5�@�,� �G�B�>�1�K� �2�K�O�­

�2�8�B�L� �?�0�:�5�B�K�,� �=�5� �A�>�4�5�@�6�0�I�8�5� �4�0�=�=�K�E� (NULL data packet), �4�>�A�B�0�B�>�G�=�>� �?�@�8�<�5�­

�=�8�B�L� �D�8�;�L�B�@� wlan. fc. type _ �s�u�,�t�y�p�e� = ���E�2�4�,� �3�4�5� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�0�O� �F�8�D�@�0� 2 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E� 407 
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�>�1�>�7�=�0�G�0�5�B� �B�8�?� 2, �0� �H�5�A�B�=�0�4�F�0�B�5�@�8�G�=�0�O� �F�8�D�@�0� 4 - �?�>�4�B�8�?� 4 �8�A�:�>�<�>�3�>� �?�0�:�5�­

�B�0�.� ��� �B�0�1�;�.� 13.1 �?�5�@�5�G�8�A�;�5�=�K� �4�;�O� �:�@�0�B�:�>�9� �A�?�@�0�2�:�8� �=�0�8�1�>�;�5�5� �C�?�>�B�@�5�1�8�B�5�;�L�=�K�5� 

�D�8�;�L�B�@�K�,� �:�>�B�>�@�K�5� �<�>�3�C�B� �?�>�B�@�5�1�>�2�0�B�L�A�O� �4�;�O� �D�8�;�L�B�@�0�F�8�8� �B�8�?�>�2� �8� �?�>�4�B�8�?�>�2� �?�0�­

�:�5�B�>�2� �?�>� �A�B�0�=�4�0�@�B�C� 802.11. 

�"�0�1�?�8�F�0� 13.1. �"�8�?�L�1� �8� �?�>�4�B�8�?�K� �1�5�A�?�@�>�2�>�4�=�K�E� �?�0�:�5�B�>�2� 

�8� �A�8�=�B�0�:�A�8�A� �A�>�>�B�2�5�B�A�B�2�C�N�I�8�E� �D�8�?�L�B�@�>�2� 

�"�8�?� �8�;�8� �?�>�4�B�8�?� �?�0�:�5�B�0� 

�$�@�5�9�<� �C�?�@�0�2�;�5�=�8�O� 

�$�@�5�9�<� �:�>�=�B�@�>�;�O� 

�$�@�5�9�<� �4�0�=�=�K�E� 

���0�?�@�>�A� �=�0� �C�A�B�0�=�>�2�:�C� �A�2�O�7�8� 

���B�2�5�B� �=�0� �C�A�B�0�=�>�2�:�C� �A�2�O�7�8� 

���0�?�@�>�A� �=�0� �?�>�2�B�>�@�=�C�N� �C�A�B�0�=�>�2�:�C� �A�2�O�7�8� 

���B�2�5�B� �=�0� �?�>�2�B�>�@�=�C�N� �C�A�B�0�=�>�2�:�C� �A�2�O�7�8� 

���0�?�@�>�A� �=�0� �7�>�=�4�8�@�>�2�0�=�8�5� 

���B�2�5�B� �=�0� �7�>�=�4�8�@�>�2�0�=�8�5� 

�!�8�3�=�0�;�L�=�K�9� �?�0�:�5�B� 

� �0�7�@�K�2� �A�2�O�7�8� 

���C�B�5�=�B�8�D�8�:�0�F�8�O� 

���B�:�0�7� �2� �0�C�B�5�=�B�8�D�8�:�0�F�8�8� 

�$�@�5�9�<� �4�5�9�A�B�2�8�O� 

���0�?�@�>�A�K� �=�0� �?�>�4�B�2�5�@�6�4�5�=�8�5� �1�;�>�:�8�@�>�2�:�8� 

���>�4�B�2�5�@�6�4�5�=�8�5� �1�;�>�:�8�@�>�2�:�8� 

���?�@�>�A� �M�=�5�@�3�>�A�1�5�@�5�6�5�=�8�O� 

���0�?�@�>�A� �=�0� �?�5�@�5�4�0�G�C� 

���>�B�>�2�=�>�A�B�L� �:� �?�@�8�5�<�C� 

���>�4�B�2�5�@�6�4�5�=�8�5� �(���!���)� 

���:�>�=�G�0�=�8�5� �1�5�A�:�>�=�D�;�8�:�B�=�>�3�>� �?�5�@�8�>�4�0� 

���C�A�B�K�5� �4�0�=�=�K�5� (NULL data) 

���0�=�=�K�5� �>� �:�0�G�5�A�B�2�5� �>�1�A�;�C�6�8�2�0�=�8�O� (QoS) 

���C�A�B�K�5� �4�0�=�=�K�5� �>� �:�0�G�5�A�B�2�5� �>�1�A�;�C�6�8�2�0�=�8�O� (Null QoS) 

�!�8�=�B�0�:�A�8�A� �D�8�?�L�B�@�0� 

wlan.fc.type = ��� 

wlan.fc.type = 1 
wlan.fc.type = 2 
�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E����� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E�0�1� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E�0�2� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E����� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E�0�4� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E�0�5� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E�0�8� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E����� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E�>�2� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E���!� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = OxOD 
�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E�1�8� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E�1�9� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = OxlA 
�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = OxlB 
�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = OxlC 
�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = OxlD 
�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = OxlE 
�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E�2�4� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E�2�8� 

�w�l�a�n�.�f�c�.�t�y�p�e�_�s�u�,�t�y�p�e� = ���E�2�!� 

�$�8�;�L�B�@�0�F�8�O� �?�0�:�5�B�>�2� �?�>� �>�B�4�5�;�L�=�K�<� �:�0�=�0�;�0�<� 

���;�O� �0�=�0�;�8�7�0� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0�,� �:�>�B�>�@�K�9� �A�>�A�B�0�2�;�O�N�B� �?�0�:�5�B�K� �8�7� �=�5�A�:�>�;�L�:�8�E� 

�:�0�=�0�;�>�2�,� �>�G�5�=�L� �?�>�;�5�7�=�>�9� �>�:�0�7�K�2�0�5�B�A�O� �D�8�;�L�B�@�0�F�8�O� �?�>� �>�B�4�5�;�L�=�K�<� �:�0�=�0�;�0�<�.� 

�"�0�:�,� �5�A�;�8� �?�@�5�4�?�>�;�0�3�0�5�B�A�O�,� �G�B�>� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �4�>�;�6�5�=� �?�@�8�A�C�B�A�B�2�>�2�0�B�L� �B�>�;�L�:�>� 

�2� �:�0�=�0�;�0�E� 1 �8� �1�,� �<�>�6�=�>� �?�@�8�<�5�=�8�B�L� �D�8�;�L�B�@� �4�;�O� �>�B�>�1�@�0�6�5�=�8�O� �2�A�5�3�>� �B�@�0�D�8�:�0� �2� 

�:�0�=�0�;�5� 11. ���A�;�8� �?�@�8� �M�B�>�<� �>�1�=�0�@�C�6�8�B�A�O� �:�0�:�>�9�-�=�8�1�C�4�L� �?�>�A�B�>�@�>�=�=�8�9� �B�@�0�D�8�:�,� �M�B�>� 

�1�C�4�5�B� �>�7�=�0�G�0�B�L�,� �G�B�>� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �G�B�>�-�B�>� �=�5� �B�0�:�,� �=�0�?�@�8�<�5�@�,� �=�0�@�C�H�5�=�0� 
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�:�>�=�D�8�3�C�@�0�F�8�O� �8�;�8� �=�5�8�A�?�@�0�2�=�>� �:�0�:�>�5�-�B�>� �C�A�B�@�>�9�A�B�2�>�.� �'�B�>�1�K� �2�K�O�2�8�B�L� �B�@�0�D�8�:� 

�2� �>�B�4�5�;�L�=�>�<� �:�0�=�0�;�5�,� �4�>�A�B�0�B�>�G�=�>� �2�>�A�?�>�;�L�7�>�2�0�B�L�A�O� �A�;�5�4�C�N�I�8�<� �A�8�=�B�0�:�A�8�A�>�<� 

�D�8�;�L�B�@�>�2�:� 

wlan radio.charmel = 11 

��� �4�0�=�=�>�<� �?�@�8�<�5�@�5� �>�B�>�1�@�0�6�0�5�B�A�O� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �2� �:�0�=�0�;�5� 11, �0� �4�;�O� �D�8�;�L�­

�B�@�0�F�8�8� �B�@�0�D�8�:�0� �2� �4�@�C�3�>�<� �:�0�=�0�;�5� �4�>�A�B�0�B�>�G�=�>� �?�>�4�A�B�0�2�8�B�L� �5�3�>� �=�>�<�5�@� �2�<�5�A�B�>� 

�7�=�0�G�5�=�8�O� 11. ���<�5�N�B�A�O� �A�>�B�=�8� �4�@�C�3�8�E� �D�8�;�L�B�@�>�2�,� �:�>�B�>�@�K�<�8� �<�>�6�=�>� �2�>�A�?�>�;�L�7�>�­

�2�0�B�L�A�O� �4�;�O� �0�=�0�;�8�7�0� �B�@�0�D�8�:�0�,� �?�5�@�5�E�2�0�G�5�=�=�>�3�>� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�.� ���>�4�@�>�1�=�5�5� 

�>�1� �M�B�8�E� �D�8�;�L�B�@�0�E� �<�>�6�=�>� �C�7�=�0�B�L�,� �?�5�@�5�9�4�O� �?�>� �A�A�K�;�:�5�,� �A�>�>�B�2�5�B�A�B�2�C�N�I�5�9� �B�8�?�C� 

�D�8�;�L�B�@�>�2� �(�?�5�@�5�E�2�0�B�0� �8�;�8� �>�B�>�1�@�0�6�5�=�8�O�)�,� �=�0� �2�8�:�8�-�A�B�@�0�=�8�F�5� Wiresl1ark �?�>� �0�4�@�5�­

�A�C� http: / /wiki. wireshark. org/. 

�!�>�E�@�0�=�5�=�8�5� �?�@�>�D�8�;�O� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� 
���;�O� �0�=�0�;�8�7�0� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �?�@�8�E�>�4�8�B�A�O� �?�@�8�;�0�3�0�B�L� �=�5�<�0�;�>� 

�C�A�8�;�8�9�,� �4�>�1�0�2�;�O�O� �>�B�4�5�;�L�=�K�5� �A�B�>�;�1�F�K� �8� �A�>�E�@�0�=�O�O� �A�?�5�F�8�0�;�L�=�K�5� �D�8�;�L�B�@�K�.� ���>� 

�2�<�5�A�B�>� �B�>�3�>� �G�B�>�1�K� �8�7�<�5�=�O�B�L� �2�A�O�:�8�9� �@�0�7� �:�>�=�D�8�3�C�@�0�F�8�N� �?�@�>�3�@�0�<�<�K� �8� �C�4�0�;�O�B�L� 

�A�B�>�;�1�F�K�,� �<�>�6�=�>� �A�>�7�4�0�B�L� �A�?�5�F�8�0�;�L�=�K�9� �?�@�>�D�8�;�L� �4�;�O� �1�K�A�B�@�>�9� �A�<�5�=�K� �:�>�=�D�8�­

�3�C�@�0�F�8�8� �?�@�8� �?�5�@�5�E�>�4�5� �>�B� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �:� �?�@�>�2�>�4�=�>�9� �8� �>�1�@�0�B�=�>� �A� �F�5�;�L�N� 

�0�=�0�;�8�7�0� �?�0�:�5�B�>�2�.� 

�'�B�>�1�K� �A�>�E�@�0�=�8�B�L� �?�@�>�D�8�;�L�,� �A�:�>�=�D�8�3�C�@�8�@�C�9�B�5� �A�=�0�G�0�;�0� �A�B�>�;�1�F�K� �8� �D�8�;�L�­

�B�@�K� �4�;�O� �?�>�4�:�;�N�G�5�=�8�O� �:� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�.� ���0�B�5�<� �I�5�;�:�=�8�B�5� �?�@�0�2�>�9� �:�=�>�?�:�>�9� 

�<�K�H�8� �=�0� �A�?�8�A�:�5� �0�:�B�8�2�=�K�E� �?�@�>�D�8�;�5�9� �2� �?�@�0�2�>�9� �=�8�6�=�5�9� �G�0�A�B�8� �M�:�@�0�=�0� �8� �4�0�;�5�5� 

�I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� New. ���@�8�A�2�>�9�B�5� �=�>�2�>�<�C� �?�@�>�D�8�;�N� �8�<�O� Wireless �(���5�A�?�@�>�­

�2�>�4�=�K�9�)� �8� �I�5�;�:�=�8�B�5� �=�0� �:�=�>�?�:�5� �����.� 

���5�7�>�?�0�A�=�>�A�B�L� �2� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� 
���@�8� �@�0�7�2�5�@�B�K�2�0�=�8�8� �8� �0�4�<�8�=�8�A�B�@�8�@�>�2�0�=�8�8� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �1�>�;�L�H�5� �2�A�5�­

�3�>� �E�;�>�?�>�B� �2�K�7�K�2�0�5�B� �1�5�7�>�?�0�A�=�>�A�B�L� �4�0�=�=�K�E�,� �?�5�@�5�4�0�2�0�5�<�K�E� �?�>� �B�0�:�>�9� �A�5�B�8�.� ��� �G�0�A�B�­

�=�>�A�B�8�,� �4�0�=�=�K�5�,� �?�5�@�5�4�0�2�0�5�<�K�5� �2� �M�D�8�@�5�,� �>�G�5�=�L� �2�0�6�=�>� �7�0�H�8�D�@�>�2�0�B�L�,� �8�=�0�G�5� �8�E� 

�<�>�6�5�B� �?�5�@�5�E�2�0�B�8�B�L� �2�A�O�:�8�9� �?�>�A�B�>�@�>�=�=�8�9� �A�@�5�4�A�B�2�0�<�8� Wireshark �8� AirPcap. 

�l�1�1�Q�(�!�p�h�)�(�i�l� ���A�;�8� �?�@�8�<�5�=�O�5�B�A�O� �H�8�D�@�>�2�0�=�8�5� �=�0� �4�@�C�3�>�<� �C�@�>�2�=�5� �<�>�4�5�;�8� OSI �(�=�0�?�@�8�<�5�@�,� 

�?�>� �?�@�>�B�r�6�>�;�C� SSL �8�;�8� SSH), �A�5�B�5�2�>�9� �B�@�0�D�8�:� �C�6�5� �1�C�4�5�B� �7�0�H�8�D�@�>�2�0�=� �?�@�8� 

�?�5�@�5�E�>�4�5� �=�0� �1�>�;�5�5� �=�8�7�:�8�5� �C�@�>�2�=�8�,� �?�>�M�B�>�<�C� �>�1�<�,�5�=� �4�0�=�=�K�<�8� �?�>�;�J�7�>�2�0�B�5�;�O� 

�=�5�2�>�7�<�>�6�=�>� �1�C�4�5�B� �?�@�0�G�8�B�0�B�J� �A� �?�>�<�>�I�J�N� �0�=�0�;�8�7�0�B�>�@�0� �?�0�:�5�B�>�2�.� 

���5�@�2�>�=�0�G�0�;�L�=�>� �=�0�8�1�>�;�5�5� �?�@�5�4�?�>�G�B�8�B�5�;�L�=�K�<� �<�5�B�>�4�>�<� �7�0�I�8�B�K� �4�0�=�=�K�E�,� �?�5�­

�@�5�4�0�2�0�5�<�K�E� �?�>� �1�5�A�?�@�>�2�>�4�=�K�<� �A�5�B�O�<�,� �A�G�8�B�0�;�>�A�L� �A�>�1�;�N�4�5�=�8�5� �A�B�0�=�4�0�@�B�0� WEP 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E� 409 
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(Wired Equivalent Privacy - �M�:�2�8�2�0�;�5�=�B� �:�>�=�D�8�4�5�=�F�8�0�;�L�=�>�A�B�8� �?�@�>�2�>�4�=�K�E� �A�5�­

�B�5�9�)�.� �!�B�0�=�4�0�@�B� WEP �C�A�?�5�H�=�>� �?�@�8�<�5�=�O�;�A�O� �<�=�>�3�8�5� �3�>�4�K� �4�>� �B�5�E� �?�>�@�,� �?�>�:�0� �=�5� 

�1�K�;�>� �>�1�=�0�@�C�6�5�=�>� �=�5�A�:�>�;�L�:�>� �A�;�0�1�K�E� �<�5�A�B� �2� �5�3�>� �0�;�3�>�@�8�B�<�5� �C�?�@�0�2�;�5�=�8�O� �:�;�N�­

�G�0�<�8� �H�8�D�@�>�2�0�=�8�O�.� ���>�M�B�>�<�C� �4�;�O� �?�>�2�K�H�5�=�8�O� �1�5�7�>�?�0�A�=�>�A�B�8� �1�K�;�8� �@�0�7�@�0�1�>�­

�B�0�=�K� �=�>�2�K�5� �A�B�0�=�4�0�@�B�K�,� �2� �B�>�<� �G�8�A�;�5� WPA (Wi-Fi Protected Access - �7�0�I�8�I�5�=�­

�=�K�9� �1�5�A�?�@�>�2�>�4�=�K�9� �4�>�A�B�C�?� �:� �A�5�B�8�)� �8� WPA2 �(�A� �1�>�;�5�5� �1�5�7�>�?�0�A�=�K�<� �0�;�3�>�@�8�B�<�>�<�)�.� 

��� �E�>�B�O� �A�B�0�=�4�0�@�B�K� WPA �8� WPA2 �=�5� �2�?�>�;�=�5� �=�0�4�5�6�=�K� �8� �?�>�4�2�5�@�6�5�=�K� �>�H�8�1�:�0�<�,� 

�>�=�8� �2�A�5� �6�5� �A�G�8�B�0�N�B�A�O� �1�>�;�5�5� �1�5�7�>�?�0�A�=�K�<�8�,� �G�5�<� �A�B�0�=�4�0�@�B� WEP. ��� �M�B�>�<� �@�0�7�4�5�;�5� 

�1�C�4�C�B� �@�0�A�A�<�>�B�@�5�=�K� �=�5�:�>�B�>�@�K�5� �?�@�8�<�5�@�K� �0�=�0�;�8�7�0� �A�5�B�5�2�>�3�>� �B�@�0�D�8�:�0� �?�>� �A�B�0�=�4�0�@�­

�B�0�<� WEP �8� WPA �A� �C�4�0�G�=�K�<�8� �8� �=�5�C�4�0�G�=�K�<�8� �?�>�?�K�B�:�0�<�8� �0�C�B�5�=�B�8�D�8�:�0�F�8�8�.� 

�#�A�?�5�H�=�0�O� �0�C�B�5�=�B�8�D�8�:�0�F�8�O� �?�>� �0�;�3�>�@�8�B�<�C� WEP 
�$�0�9�.�;� �?�5�@�5�E�2�0�B�0�3�5�8�0�2�1�1�_� 

WEPauth.pcapng 
� �0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �D�0�9�;� �?�5�@�5�E�2�0�B�0� ���5�8�0�2�1�1� 

WEPauth. pcapng �A�>�4�5�@�6�8�B� �?�@�8�<�5�@� �C�A�?�5�H�=�>�3�>� �?�>�4�­

�:�;�N�G�5�=�8�O� �:� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �?�>� �A�B�0�=�4�0�@�B�C� WEP. 
���5�7�>�?�0�A�=�>�A�B�L� �2� �M�B�>�9� �A�5�B�8� �>�1�5�A�?�5�G�8�2�0�5�B�A�O� �A� �?�>�<�>�I�L�N� �W��� �-�:�;�N�G�0� �H�8�D�@�>�2�0�­

�=�8�O�,� �:�>�B�>�@�K�9� �B�@�5�1�C�5�B�A�O� �C�:�0�7�0�B�L� �?�@�8� �=�0�A�B�@�>�9�:�5� �B�>�G�:�8� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0� 

�4�;�O� �0�C�B�5�=�B�8�D�8�:�0�F�8�8� �8� �@�0�A�H�8�D�@�>�2�:�8� �?�>�A�K�;�0�5�<�K�E� �8�7� �=�5�5� �4�0�=�=�K�E�.� ��� �M�B�>�<� �>�B�=�>�­

�H�5�=�8�8� �W��� �-�:�;�N�G� �<�>�6�=�>� �@�0�A�A�<�0�B�@�8�2�0�B�L� �:�0�:� �A�2�>�5�3�>� �@�>�4�0� �?�0�@�>�;�L� �4�;�O� �4�>�A�B�C�?�0� �:� 

�1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�.� 

���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.11, �A�5�B�5�2�>�9� �B�@�0�D�8�:� �8�7� �@�0�A�A�<�0�B�@�8�2�0�5�<�>�3�>� �7�4�5�A�L� 

�D�0�9�;�0� �?�5�@�5�E�2�0�B�0� �=�0�G�8�=�0�5�B�A�O� �A� �7�0�?�@�>�A�0�,� �=�0�?�@�0�2�J�1�O�5�<�>�3�>� �2� �?�0�:�5�B�5� 3 ��� �8�7� �B�>�G�:�8� 

�1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0�,� �=�0�E�>�4�O�I�5�9�A�O� �?�>� �0�4�@�5�A�C� 28: �A�6�:� ���5�:� �0�,�:� 96: 16, �1�5�A�?�@�>�­

�2�>�4�=�>�<�C� �:�;�8�5�=�B�C�,� �@�0�A�?�>�;�>�6�5�=�=�>�<�C� �?�>� �0�4�@�5�A�C� ac:cf:Sc:78:6c:9c. ���0�7�=�0�G�5�=�8�5� 

�M�B�>�3�>� �7�0�?�@�>�A�0� - �2�K�O�A�=�8�B�L�,� �8�<�5�5�B�A�O� �;�8� �W��� �-�:�;�N�G� �C� �1�5�A�?�@�>�2�>�4�=�>�3�>� �:�;�8�5�=�B�0�.� 

�-�B�>�B� �7�0�?�@�>�A� �<�>�6�=�>� �C�2�8�4�5�B�L�,� �@�0�7�2�5�@�=�C�2� �7�0�3�>�;�>�2�>�:� �A�B�0�=�4�0�@�B�0� 802.11 �8� �?�@�>�0�=�0�­

�;�8�7�8�@�>�2�0�2� �?�@�>�<�0�@�:�8�@�>�2�0�=�=�K�5� (Tag) �2� �=�5�<� �?�0�@�0�<�5�B�@�K�.� 

��� �>�B�2�5�B� �=�0� �M�B�>�B� �7�0�?�@�>�A� �1�5�A�?�@�>�2�>�4�=�K�9� �:�;�8�5�=�B� �@�0�A�H�8�D�@�>�2�K�2�0�5�B� �B�5�:�A�B� �7�0�?�@�>�­

�A�0� ��� �A� �?�>�<�>�I�L�N� �W��� �-�:�;�N�G�0� �8� �2�>�7�2�@�0�I�0�5�B� �5�3�>� �2� �>�B�:�@�K�B�>�<� �2�8�4�5� �2� �?�0�:�5�B�5� 4, �:�0�:� 

�?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.12. �W��� �-�:�;�N�G� �2�2�>�4�8�B�A�O� �?�>�;�L�7�>�2�0�B�5�;�5�<� �?�@�8� �?�>�?�K�B�:�5� �?�>�4�­

�:�;�N�G�5�=�8�O� �:� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�.� 

��� �A�2�>�N� �>�G�5�@�5�4�L�,� �B�>�G�:�0� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0� �>�B�2�5�G�0�5�B� �1�5�A�?�@�>�2�>�4�=�>�<�C� 

�:�;�8�5�=�B�C� �?�0�:�5�B�>�<� 5, �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.13. ��� �M�B�>�<� �>�B�2�5�B�5� �A�>�4�5�@�6�8�B�A�O� �C�2�5�­

�4�>�<�;�5�=�8�5� �>�1� �C�4�0�G�=�>�<� �7�0�2�5�@�H�5�=�8�8� �?�@�>�F�5�A�A�0� �0�C�B�5�=�B�8�D�8�:�0�F�8�8� ���.� 

���,� �=�0�:�>�=�5�F�,� �?�>�A�;�5� �C�4�0�G�=�>�9� �0�C�B�5�=�B�8�D�8�:�0�F�8�8� �:�;�8�5�=�B� �<�>�6�5�B� �?�5�@�5�4�0�B�L� �7�0�?�@�>�A� 

�=�0� �C�A�B�0�=�>�2�:�C� �A�2�O�7�8�,� �?�>�;�C�G�8�B�L� �?�>�4�B�2�5�@�6�4�5�=�8�5� �8� �7�0�2�5�@�H�8�B�L� �?�@�>�F�5�A�A� �?�>�4�:�;�N�G�5�­

�=�8�O�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.14. 
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• Wireshark · Pack•t 3 · �3�.���O�Z�l� l_w•pauth �>� 

fra11e ���:� 184 bytes on wire (1472 bits), 184 bytes capturod (1472 �+�t�s�)� on interface 0 
Radiotap Header v0, Length 20 
802.11 radio infon1etion 

" IEEE 802.U Authentication, flogs: . ....... �!� 
Type/Subtype: Authentication �(�0�E�0�0�0�,�)� 

Frame �C�o�n�t�3�o�l� Field: �0�E�,�9�5�5� 

. 000 0001 0011 1819 • Duration: 314 11icroseconds 
�R�e�c�e�i�v�e�3� oddress: ���@�@�l�5�_�7�8�:�1�A�:�9�A� (oc:cf:Sc:78:6c:9c) 
Destination oddress: Apple_78:6c:9c (•c:cf:Sc:78:6c:9c) 
Trans11itter address: Netgeor �_�0�,�:�9�6 �:� 16 (28: �A�6�:�8�5�:� �0�, �:�9�6�:� 16) 
Source oddress: Netgeor _ab:96:16 �(�2 �8�:�A�6�:�8�5�:�0�,�:�9�6�:�1�6�)� 

BSS Id: Netgear_ab:96:16 �(�2���:�A�6�:�8�5�:�>�,�:�9�6�:�1�6�)� 

. . .......... 9800 • Fragtent �n�u�r�t�b�e�3�:� 0 
0000 0000 8100 . . . . • Sequence ���U�f�l�b�e�r�:� 4 

frarte check sequence: 0xad79ad88 [ �A�>�3�3�5�A�t�]� 

IEEE 802 .11 wir•less LAN 11anoge11ent fr.,.. 
v fixed �p�o�3�o�1�1�e�t�e�r�s� (6 bytes) 

Authentication Algorithla: �S�h�a�3�e�d� key (1) 
Authenticotion SEQ: �0�E�0�0�0�2� 

Status code: Successful �(�0�E�&�0�0�0�)� 

Tagged �p�a�r�a�1�1�e�t�e�3�s� (130 bytes) 
Tag: Challenge text ��� 

Tog Nunober: Challenge text (16) 
Tog length: 128 
Challeng• Text: �9�7�e�,�e�d�9�7�c�a�B�a�7�7�f�d�d�o�e�7�2�7�9�6�f�8�5�d�S�6�0�9�5�0�o�6�4�c�a�d�5�0�5���e�S�d�9� ... 

�E� 

!��. �1 �J "�T�.�.�.�.�:�l�t�.�0�4�l���S�8  " �S�i�>�J�n�:�o�l�,�,�_�_�.�,�.�·�'�6�:�J�6�·�~�:�~�?�8�:�6�<�:�. �.�t �A�u�t�l�r�e�n�D�a�/�I�O�n �· �~�A�<�l�t�h�e�n�r�i�a�t�I�O�?  " �T�~�A�~� 

dose 1 �A �~� j 

� �8�A�.� 1 �� �.� 11. ���7� �B�>�G�:�8� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0� �4�5�;�0�5�B�A�O� �7�0�?�@�>�A� �1�5�A�?�@�>�­

�2�>�4�=�>�3�>� �:�;�8�5�=�B�0� 

• Wireshark · Packet 4 · �3�.���O�Z�1�1�_�w�e�p�a�u�t�h� �>� 

Fra111e 4: 283 bytes on wire (1624 �,�i�t�s�)�,� 203 bytes �c�o�p�t�u�3�e�d� (1624 �+�t�s�)� on int•rface 0 
Rodiotap Header v0, Length 20 
802 .11 radio infornation 
IEEE 802.11 Authentication, Flogs: �.�@� ...•.. �!� 

Type/Subtype: Authentication �(�0�E�0�0�0�,�)� 

Fro11e Control Field: �0�E�1�>�0�4�0� 

. 000 0001 8011 1010 " Ouration : 314 11icroseconds 
Receiver address: Netgear _ab:96:16 �(�2�8�:�A�1�:�8�5�:�>�, �:�9�6�:�1�6�)� 

Destinotion address: !��o�t�g�e�a�r�_�o�b�:�9�6�:�1�6� �(�2�8�:�A�6�:�8�5�:�0�,�:�9�1�:�1�6�)� 

�T�3�o�n�s�"�i�t�t�e�r� addr•ss: Apple_78:6c:9c (ac:cf: Sc:78:6c:9c) 
Source address: Apple_78: �1�A� �:�9�A� �(�0�A�:� cf: Sc: 78: �1�A�:� �9�A�)� 

BSS Id: �N�e�t�g " "�r�_�o�b�:�9�6�:�1�1� �(�2�8�:�A�1 �:�8�5�:�>�,�:�9�6�:�1�6�)� 

. . . . . . . . . . . . 0000 = Frapent �n�u�1�1�1�,�e�r�:� �5� 

0000 0110 0100 . . .. z Sequence number: 100 
Frame check sequence: �8�x�l�a�f�c�S�1�d�8� �[�c�o�3�r�e�c�t�]� 

WEP �p�a�r�a�J�R�:�t�L�!���S� 

Data (147 byt•s) 
��� Ooto: �e�8�3�9�c�c�7�1�0�b�f�2�d�o�l�c�9���1�c�f�e�6�a�7�2�2�f�b�8�e�7�a�8�e�e "�7�8�5�2�9�2�7�0�d�4�3� ... 

[Length: 147] 

�E� 

�>�\�,�. �,� •• �B�,�;�.�"�>�.�0�5�0�4�4�·�~���~�?�8�:�6�A�!�>�> �· �~ �, �.�,�_�_�.�l�=�9�6�:�.�.� �, �"�~ �.� �B�~�~���~ �·� �~���8�t�!�>�<�,�0� 

�!�!�=� �~ �:�J� 

� �8�A�.� 1 ���.� 12. ���5�A�?�@�>�2�>�4�=�K�9� �:�;�8�5�=�B� �?�>�A�K�;�0�5�B� �=�5�7�0�H�8�D�@�>�2�0�=�=�K�9� �B�5�:�A�B� 

�7�0�?�@�>�A�0� �>�1�@�0�B�=�>� �2� �B�>�G�:�C� �4�>�A�B�C�?�0� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E� 411 

Tlgm: @it_boooks



r-
15 �l�.�~�2�S�6�S� 

7 �8�.�5�5�3�9�5�2� 

• Wir•shark · Pack.t 5 · ���o�8�0�.�2�1�1�_�w "�p�a�u�t�h� �>� �E� 

Fra11e S: 54 bytes on wire (432 �,�i�t�s�)�,� 54 bytes coptur•d (432 �,�i�t�s�)� �>�?� �i�n�t�e�3�f�a�c�e� 11 
Rodiotop H•oder ve, length 211 

> 8112 .11 r adio information 
> IEEE 8112.11 Authentication, Flags: • �"�"�"�.�!� 
v IEEE 8112.11 wir•l•ss lAN m•n•g....,nt fra..., 

v Fixed parameters �( �1� bytes) 
Authentication Algor ithm: Shar ed key (1) 
Authenticotion SEQ: llx0ee4 
Status code: Successful �( �5�E�5�5�>�>�)� ��� 

� �8�A�.� 1 3. 1 3. �"�>�G�:�0� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0� �C�2�5�4�>�<�;�O�5�B� �1�5�A�?�@�>�2�>�4�=�>�3�>� 

�:�;�8�5�=�B�0� �>�1� �C�4�0�G�=�>�<� �7�0�2�5�@�H�5�=�8�8� �?�@�>�F�5�A�A�0� �0�C�B�5�=�B�8�D�8�:�0�F�8�8� 

�~� �O�n�t�N�~� 

Apple_71:6c �:�9�A� -t1e1r �_�1�,�1�9�6�:� 16 
Net �5 " �3�  " �b�: �9 �6�~ �1�t �i� le 1J:6c:9c 

""""' 882.11 
�=�2�.�1�1� 

11• 
119 ". ·11 1 

�A�s�N�c�:�i�1�t�i�o�n� Request, S.181, ���<�!�'�"�°�·� Fl11s• ....... �A�,� SSio-oENVf:IIOffIC[ 
Associ1t1on R•• se S/#•6, FN•f Fl1 s•. . �.�A� 

� �8�A�.� 13. 14. ���>� �>�:�>�=�G�0�=�8�8� �0�C�B�5�=�B�8�D�8�:�0�F�8�8� �A�;�5�4�C�5�B� �?�@�>�A�B�>�9� �?�@�>�F�5�A�A� �7�0�?�@�>�A�0� �8� �>�B�2�5�­

�B�0� �=�0� �C�A�B�0�=�>�2�:�C� �A�2�O�7�8�,� �A�>�A�B�>�O�I�8�9� �8�7� �4�2�C�E� �?�0�:�5�B�>�2� 

���5�C�4�0�G�=�0�O� �0�C�B�5�=�B�8�D�8�:�0�F�8�O� �?�>� �0�;�3�>�@�8�B�<�C� WEP 
�$�0�9�;� �?�5�@�5�E�2�0�B�0� ���5�8�0�2�1�1�_� 

WEPauthfail.pcapnq 
��� �A�;�5�4�C�N�I�5�<� �?�@�8�<�5�@�5� �?�>�;�L�7�>�2�0�B�5�;�L� �2�2�>�4�8�B� �W��� �­

�:�;�N�G� �4�;�O� �?�>�4�:�;�N�G�5�=�8�O� �:� �B�>�G�:�5� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�­

�A�B�C�?�0�.� ���>� �G�5�@�5�7� �=�5�A�:�>�;�L�:�>� �A�5�:�C�=�4� �1�5�A�?�@�>�2�>�4�=�K�9� 

�:�;�8�5�=�B� �>�B�2�5�G�0�5�B�,� �G�B�>� �5�<�C� �=�5� �C�4�0�;�>�A�L� �?�>�4�:�;�N�G�8�B�L�A�O� �:� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8�,� �E�>�B�O� 

�8� �=�5� �>�1�J�O�A�=�O�5�B� �:�>�=�:�@�5�B�=�C�N� �?�@�8�G�8�=�C�.� ���>�;�C�G�5�=�=�K�9� �2� �8�B�>�3�5� �A�5�B�5�2�>�9� �B�@�0�D�8�:� �A�>�­

�E�@�0�=�5�=� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� 3e80211 _ WEPauthfail. pcapng. 
���0�:� �8� �?�@�8� �C�4�0�G�=�>�9� �?�>�?�K�B�:�5� �0�C�B�5�=�B�8�D�8�:�0�F�8�8�,� �@�0�A�A�<�0�B�@�8�2�0�5�<�K�9� �7�4�5�A�L� �>�1�­

�<�5�=� �4�0�=�=�K�<�8� �=�0�G�8�=�0�5�B�A�O� �A� �>�B�?�@�0�2�:�8� �B�5�:�A�B�0� �7�0�?�@�>�A�0� �8�7� �B�>�G�:�8� �1�5�A�?�@�>�2�>�4�=�>�3�>� 

�4�>�A�B�C�?�0� �1�5�A�?�@�>�2�>�4�=�>�<�C� �:�;�8�5�=�B�C� �2� �?�0�:�5�B�5� 3. ��� �A�2�>�N� �>�G�5�@�5�4�L�,� �1�5�A�?�@�>�2�>�4�=�K�9� 

�:�;�8�5�=�B� �>�B�?�@�0�2�;�O�5�B� �>�B�2�5�B� �2� �?�0�:�5�B�5� 4, �8�A�?�>�;�L�7�C�O� �W��� �-�:�;�N�G�,� �2�2�5�4�5�=�=�K�9� �?�>�;�L�7�>�-

�2�0�B�5�;�5�<�.� 

��� �M�B�>�B� �<�>�<�5�=�B� �<�>�6�=�>� �1�K�;�>� �1�K� �>�6�8�4�0�B�L� �C�2�5�4�>�<�;�5�=�8�O� �>�1� �C�4�0�G�=�>�<� �7�0�2�5�@�H�5�­

�=�8�8� �0�C�B�5�=�B�8�D�8�:�0�F�8�8�,� �=�>� �2� �?�0�:�5�B�5� 5 �<�K� �=�0�1�;�N�4�0�5�<� �=�5�G�B�>� �A�>�2�A�5�<� �8�=�>�5� ���,� �:�0�:� 

�?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.15. 
��� �4�0�=�=�>�<� �A�>�>�1�I�5�=�8�8� �C�2�5�4�>�<�;�O�5�B�A�O�,� �G�B�>� �>�B�2�5�B� �1�5�A�?�@�>�2�>�4�=�>�3�>� �:�;�8�5�=�B�0� �=�0� 

�B�5�:�A�B� �7�0�?�@�>�A�0� �>�:�0�7�0�;�A�O� �=�5�2�5�@�=�K�<�,� �2�5�@�>�O�B�=�>� �?�>�B�>�<�C�,� �G�B�>� �1�K�;� �2�2�5�4�5�=� �=�5�?�@�0�­

�2�8�;�L�=�K�9� �W��� �-�:�;�N�G�,� �8�A�?�>�;�L�7�>�2�0�2�H�8�9�A�O� �4�;�O� �@�0�A�H�8�D�@�>�2�:�8� �B�5�:�A�B�0�.� ��� �8�B�>�3�5� �?�@�>�­

�F�5�A�A� �?�>�4�:�;�N�G�5�=�8�O� �:� �1�5�A�?�@�>�2�>�4�=�>�9� �A�5�B�8� �7�0�2�5�@�H�8�;�A�O� �=�5�C�4�0�G�=�>�.� ���>�M�B�>�<�C� �5�3�>� 

�?�@�8�4�5�B�A�O� �?�>�2�B�>�@�8�B�L� �A�=�>�2�0�,� �=�>� �C�6�5� �A� �?�@�0�2�8�;�L�=�K�<� �W��� �-�:�;�N�G�>�<�.� 

412 ���;�0�2�0� 13 
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• Wiroshark. Packot S. 3e80211_wepauthfa1I 

> �F�3 "�m "� 5: 54 bytos on wiro (432 �+�t�s�)�.� 54 bytos �c�o�p�t�u�3�o�d� (432 �+�t�s�)� on �i�n�t�o�3�f "�c "� 0 
Radiotap ���>�0�d�>�3� v0, L•ngth 28 
802 .11 �3�a�d�i�o� information 

> IEEE 802.11 Authentication, Flags: ........ �!� 

..,. IEEE 802.11 �w�i�3�o�l�o�s�s� LAN man•gemont �f�3�a�n�>�e� 

"' Fixod �p�a�3�a�m�e�t�o�3�s� �(�1� bytes} 
Authontication �A�l�g�o�3�i�t�h�1�1�:� �S�h�a�3�o�d� koy (1) 
Authentic•tion SEQ: �0�E�0�0�0�4� 

��� Status codo: Authontication �3�o�j�o�c�t�e�d� becouso of challong• failuro (&xooef} 

�>� �E� 

""' ' s . r-0.116n18 �~� ,.__.!.:!16:1'. °"""'°""' Appl._7So6a. �(�t�f���m�)�:� -19. {)#Q ,."" 1 . Infr>: ���~� SN•l, FN•4 �~ �.�"�"�.�"� 

1 �0�0�.�.� ���5�1�@� 

� �8�A�.� 13. 15. ��� �M�B�>�<� �A�>�>�1�I�5�=�8�8� �C�2�5�4�>�<�;�O�5�B�A�O�,� �G�B�>� �0�C�B�5�=�B�8�D�8�:�0�F�8�O� 

�7�0�2�5�@�H�8�;�0�A�L� �=�5�C�4�0�G�=�>� 

�#�4�0�G�=�0�O� �0�C�B�5�=�B�8�D�8�:�0�F�8�O� �?�>� �0�;�3�>�@�8�B�<�C� WPA 
�$�0�9�;� �?�5�@�5�E�2�0�B�0� ���5�8�0�2�1�1� _ 
WPAauth.pcapnq 

��� �A�B�0�=�4�0�@�B�5� WPA �?�@�8�<�5�=�O�5�B�A�O� �A�>�2�5�@�H�5�=�=�>� �4�@�C�3�>�9� 

�<�5�E�0�=�8�7�<� �0�C�B�5�=�B�8�D�8�:�0�F�8�8�,� �G�5�<� �2� �A�B�0�=�4�0�@�B�5� WEP, 
�=�>� �8� �2� �=�5�<� �?�>�-�?�@�5�6�=�5�<�C� �8�A�?�>�;�L�7�C�5�B�A�O� �:�;�N�G� �H�8�D�@�>�­

�2�0�=�8�O�,� �2�2�5�4�5�=�=�K�9� �?�>�;�L�7�>�2�0�B�5�;�5�<� �=�0� �A�B�>�@�>�=�5� �1�5�A�?�@�>�2�>�4�=�>�3�>� �:�;�8�5�=�B�0� �?�@�8� �?�>�4�­

�:�;�N�G�5�=�8�O� �:� �A�5�B�8�.� ���@�8�<�5�@� �C�4�0�G�=�>�9� �0�C�B�5�=�B�8�D�8�:�0�F�8�8� �?�>� �0�;�3�>�@�8�B�<�C� WPA �?�@�8�2�5�­

�4�5�=� �2� �D�0�9�;�5� �?�5�@�5�E�2�0�B�0� 3e80211 _ WPAauth.pcapng. 

���5�@�2�K�<� �2� �A�5�B�5�2�>�<� �B�@�0�D�8�:�5� �8�7� �M�B�>�3�>� �D�0�9�;�0� �?�5�@�5�E�2�0�B�0� �A�;�5�4�C�5�B� �A�8�3�=�0�;�L�=�K�9� 

�?�0�:�5�B�,� �?�5�@�5�4�0�=�=�K�9� �2� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�>�<� �@�5�6�8�<�5� �8�7� �B�>�G�:�8� �1�5�A�?�@�>�2�>�4�=�>�3�>� 

�4�>�A�B�C�?�0�.� � �0�7�2�5�@�=�8�B�5� �7�0�3�>�;�>�2�>�:� �A�B�0�=�4�0�@�B�0� 802.11 �8�7� �M�B�>�3�>� �?�0�:�5�B�0�,� �?�5�@�5�9�4�8�B�5� 

�:� �?�@�>�<�0�@�:�8�@�>�2�0�=�=�K�<� �?�0�@�0�<�5�B�@�0�<� �8� �@�0�7�2�5�@�=�8�B�5� �7�0�3�>�;�>�2�>�:� Vendor Specific 
�(���0�@�0�<�5�B�@�K� �?�@�>�8�7�2�>�4�8�B�5�;�O�)�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.16. ��� �8�B�>�3�5� �2�K� �4�>�;�6�­

�=�K� �>�1�=�0�@�C�6�8�B�L�,� �G�B�>� �4�0�=�=�0�O� �G�0�A�B�L� �?�0�:�5�B�0� �?�>�A�2�O�I�5�=�0� �0�B�@�8�1�C�B�0�<� WPA �B�>�G�:�8� 

�1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0� ���.� ���=�0�;�8�7�8�@�C�O� �5�5�,� �<�>�6�=�>� �2�K�O�A�=�8�B�L� �2�5�@�A�8�N� �8� �@�5�0�;�8�7�0�­

�F�8�N� �A�B�0�=�4�0�@�B�0� WPA, �5�A�;�8� �>�=�0� �2�>�>�1�I�5� �?�>�4�4�5�@�6�8�2�0�5�B�A�O� �2� �B�>�G�:�5� �1�5�A�?�@�>�2�>�4�=�>�3�>� 

�4�>�A�B�C�?�0�.� 

���0�:� �B�>�;�L�:�>� �A�8�3�=�0�;�L�=�K�9� �?�0�:�5�B� �1�C�4�5�B� �?�>�;�C�G�5�=�,� �1�5�A�?�@�>�2�>�4�=�K�9� �:�;�8�5�=�B�,� �=�0�E�>�­

�4�O�I�8�9�A�O� �?�>� �0�4�@�5�A�C� �0�A�:� cf: Sc: 78: �6�A�:� �9�A�,� �?�5�@�5�4�0�5�B� �2� �H�8�@�>�:�>�2�5�I�0�B�5�;�L�=�>�<� �@�5�­

�6�8�<�5� �7�>�=�4�8�@�C�N�I�8�9� �7�0�?�@�>�A� (probe request) �2� �?�0�:�5�B�5� 2, �:�>�B�>�@�K�9� �?�@�8�=�8�<�0�5�B�A�O� 

�B�>�G�:�>�9� �1�5�A�?�@�>�2�>�4�=�>�N� �4�>�A�B�C�?�0�,� �@�0�A�?�>�;�>�6�5�=�=�>�9� �?�>� �0�4�@�5�A�C� 28: �A�6�:� �8�5�:� �0�, �:� 96: 16 
�8� �>�B�?�@�0�2�;�O�N�I�5�9� �2� �>�B�2�5�B� �?�0�:�5�B� 3. ���>�A�;�5� �M�B�>�3�>� �?�@�>�8�A�E�>�4�8�B� �>�1�<�5�=� �?�0�:�5�B�0�<�8� �A� 

�7�0�?�@�>�A�0�<�8� �=�0� �0�C�B�5�=�B�8�D�8�:�0�F�8�N� �8� �C�A�B�0�=�>�2�:�C� �A�2�O�7�8� �<�5�6�4�C� �1�5�A�?�@�>�2�>�4�=�K�<� �:�;�8�5�=�­

�B�>�<� �8� �B�>�G�:�>�9� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0� �2� �?�0�:�5�B�0�E� 4-7. �-�B�8� �?�0�:�5�B�K� �?�>�4�>�1�=�K� �?�0�:�5�­

�B�0�<� �A� �7�0�?�@�>�A�0�<�8� �=�0� �0�C�B�5�=�B�8�D�8�:�0�F�8�N� �8� �C�A�B�0�=�>�2�:�C� �A�2�O�7�8�,� �@�0�A�A�<�>�B�@�5�=�=�K�5� �@�0�=�5�5� 

�2� �?�@�8�<�5�@�5� �?�@�8�<�5�=�5�=�8�O� �0�;�3�>�@�8�B�<�0� WEP, �=�>� �2� �4�0�=�=�>�<� �A�;�C�G�0�5� �=�8�:�0�:�>�3�>� �7�0�?�@�>�A�0� 

�8� �>�B�2�5�B�0� �=�0� �=�5�3�>� �=�A� �?�@�>�8�A�E�>�4�8�B�,� �?�>�A�:�>�;�L�:�C� �B�0�:�>�9� �>�1�<�5�=� �2�K�?�>�;�=�O�5�B�A�O� �4�0�;�5�5�.� 

���=�0�;�8�7� �?�0�:�5�B�>�2� �2� �1�5�A�?�@�>�2�>�4�=�K�E� �A�5�B�O�E� 413 
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JI. Wireshark · Packet 1 · 3e80211_wpaauth 

FraR 1: 336 bytes �>�?� wire (2688 �+�t�s�}�.� 336 bytes captured (2688 �+�t�s�)� �>�?� �i�?�t�e�r�f�a�c�e� 0 
Radiotop ���e�a�d�e�r� v0, �L�e�?�g�t�h� 20 
802. ll radio �i�?�f�o�N�1�1�a�t�i�o�n� 

IEEE 802.11 �8�5�0�A�>�?� fra..e, Flags: . . �"�.�"�.�!� 
IEEE 802.11 wireless LAN �1�1�0�?�0�g�5�1�1�5�?�t� fra" 
> Fixed paranoeters (12 bytes) 
v Tagged paranoeters (276 bytes) 

) Tag: SSIO parameter set: OENVEROFFICE 
> Tag: Supported Rates 1(8), 2(8), 5.5(8), 11(8), 6(8), 9, 12(8), 18, �[�M�+�t�/�s�e�c�]� 

Tag: DS � �>�r�0�:�t�5�3� �s�e�t�~� �C�u�r�3�e�n�t� Channel: 1 
Tag: Traffic �I�?�d�i�c�a�t�i�o�?� ���0�@� �(�����)�:� ������� 1 of 0 �+�t�B�0�@� 

Ti1g: �C�o�u�n�t�3�y� InforalJtion: Country Code US, Environraent Any 

Tag: ERP Infonaation 
Tag: �V�e�?�d�o�r� Specific: Microsof: WPA �I�n�f�o�n�1�a�t�i�o�?� Elet1ent ��� 

Tag Nu11t>er: �V�e�?�d�o �r� Specific (221) 
Tag �l�e�?�g�t�h �:� 22 
OUI : 00-50-f2 
�V�e�?�d�o�r� Specific OUI �"�C�@�5�:� 1 
�"�C�@�5�:� WPA �I�n�f�o�r�n�a�t�i�o�?� �E�l�e�m�e�?�t� �(�8�E�0�1�)� 

WPA Vers ion: 1 
���u�l�t�i�c�a�s�t� Cipher Suite: 00-50-f2 TKIP 
Unicast Cipher Suite Count: 1 
�U�?�i�c�a�s�t� Cipher Suite List 00- 50-f2 TKIP 
Auth ���5�C� ���0�?�0�g�5�.�.�5�?�t� �(�������)� Suite �C�o�u�?�t�:� 1 
Auth ���5�C� ���.�?�0�g�5�.�.�5�?�t� �(�������)� List 00-S0-f2 PSK 

Tag: �E�x�t�e�?�d�e�d� Supported Rates 24(8), 36, 48, 54, �[�M�,�i�t�/�s�e�c�]� 

Tag: �V�e�?�d�o�r� Specific: lticrosof: �.�=�\�/�����:� Para ... ter �E�l�e�.�.�e�?�t� 

Tag: �V�e�?�d�o�r� Specific: �E�p�i�g�r�8�:� ���"� Capat>ilities �(�8�0�2�.�l�l�?� 01.10) 
Tog: ���"� Capat>ilities �(�8�0�2�.�l�l�?� 01.10) 
Tog: Vendor Specific: Epigraow: ���"� �A�d�d�i�t�i�o�?�a�l� Capat>ilities (802.lln 01.00) 
Tag: ���"� �I�n�f�o�n�a�a�t�i�o�?� (802.lln 01.10) 
Tag: Vendor Specific: AtherosC: Advanced �C�a�p�a�+�l�i�t�y� 

Tag: Vendor Specific: AtherosC: �U�n�k�n�o�w�?� 

Tag: Vendor Specific: Microsof: WPS 

�>� �E� 

Na.: 1 • �r�n�.�o�.�O�O�D�O�O�t�J�·�s�.�.�?�.�.�-�_�o�l�:�!�/�6�:�1�6  " �~�- �· �A�<�>�.�.� l •Jnfo:e..a,,,- SN•W> Fl<•Q, ,,...""" •• <; 8/•100, S'SIO•DEIVVOIC 

°""" 
� �8�A�.� 13. 16. ���7� �M�B�>�3�>� �A�8�3�=�0�;�L�=�>�3�>� �?�0�:�5�B�0� �<�>�6�=�>� �2�K�O�A�=�8�B�L�,� �G�B�>� �2� �B�>�G�:�5� �1�5�A�?�@�>�­

�2�>�4�=�>�3�>� �4�>�A�B�C�?�0� �?�>�4�F�5�@�6�8�2�0�5�B�A�O� �0�C�B�5�=�B�8�D�8�:�0�F�8�O� �?�>� �0�;�3�>�@�8�B�<�C� WPA 

���5�;�>� �=�0�G�8�=�0�5�B� �?�@�8�=�8�<�0�B�L� �;�N�1�>�?�K�B�=�K�9� �>�1�>�@�>�B� �2� �?�0�:�5�B�5� 8. ���<�5�=�=�>� �7�4�5�A�L� �8� 

�=�0�G�8�=�0�5�B�A�O� �?�@�>�F�5�A�A� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� �0�;�3�>�@�8�B�<�C� WPA, �:�>�B�>�@�K�9� �?�@�>�4�>�;�6�0�­

�5�B�A�O� �2�?�;�>�B�L� �4�>� �?�0�:�5�B�0� 11. ��� �E�>�4�5� �M�B�>�3�>� �?�@�>�F�5�A�A�0� �>�B�@�0�2�;�O�5�B�A�O� �7�0�?�@�>�A� �8� �?�>�;�C�G�0�­

�5�B�A�O� �>�B�2�5�B� �=�0� �=�5�3�>�,� �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.17. 

No. Tme Sou-"' Deslhil..., Proloo>I Len;tli ���w�?�1� �5�1�<�»�0�1� stren;tti (dl!m) Datarate lnfo 

8 8.- Netgear �_�0�,�:�9�6 �:�1�6� Apple_78:6c:9c EAPOL 157 -18 24 ���5�C� �(�~�s�s�a�g�r� 1 of 4 ) 
9 �5�.�_� ���@�@�1�~�_�7�8�:�6�A�:�9�A� �N�e�t�g�~�a�r� �_ "�b�:�9�1�:� 16 EAPOL 183 ·42 1 ���5�C� �(���e�s�s�a�g�e� 2 of 4) 

�1�5� �5�.�_� �r�~�t�g�~ "�r� _ab :96 : 16 ���@�@�1�~�_�7�8�:�1�A�:�9�A� EAPOL 181 -18 36 ���5�C� (l"essage �7� of 4) 
11 �2�.�_� ���@�@�l�5�_�7�8�:�1�A�:�9�A� �t�i�e�t�g�~�a �r� �_�0�,�:�9�1�:� 16 EAPOL 157 -42 1 ���5�C� �(���e�s�s�a�g�e� 4 of 4) 

� �8�A�.� 1 3. 17. �-�B�8� �?�0�:�5�B�K� �O�2�;�O�N�B�A�O� �G�0�A�B�L�N� �?�@�>�F�5�A�A�0� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �?�>� �0�;�3�>�@�8�B�<�C� WPA 

��� �4�0�=�=�>�<� �A�;�C�G�0�5� �>�B�?�@�0�2�;�O�N�B�A�O� �4�2�0� �7�0�?�@�>�A�0� �8� �?�@�8�=�8�<�0�N�B�A�O� �4�2�0� �>�B�2�5�B�0�.� ���E� 

�A�>�>�B�2�5�B�A�B�2�8�5� �<�>�6�=�>� �>�?�@�5�4�5�;�8�B�L�,� �8�A�E�>�4�O� �8�7� �A�>�4�5�@�6�8�<�>�3�>� �?�>�;�O� Replay Counter 
�(�!�G�5�B�G�8�:� �>�B�2�5�B�>�2�)� �2� �7�0�3�>�;�>�2�:�5� Authentication �?�>� �A�B�0�=�4�0�@�B�C� 802. lx, �:�0�:� �?�>�:�0�-

414 ���;�0�2�0� 13 
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�7�0�=�>� �=�0� �@�8�A�.� 13.18. ��� �G�0�A�B�=�>�A�B�8�,� �>�1�@�0�B�8�B�5� �2�=�8�<�0�=�8�5� �=�0� �B�>�,� �G�B�>� �7�=�0�G�5�=�8�5� �2� �?�>�;�5� 

Replay Counter �8�7� �?�5�@�2�>�3�>� �?�0�:�5�B�0� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �@�0�2�=�>� 1 ���,� �0� �2�>� �2�B�>�@�>�<� �?�0�­

�:�5�B�5� - 2 8. ���@�8� �C�4�0�G�=�>�<� �7�0�2�5�@�H�5�=�8�8� �?�@�>�F�5�A�A�0� �C�A�B�0�=�>�2�:�8� �A�2�O�7�8� �8� �0�C�3�5�=�B�8�D�8�­

�:�0�F�8�8� �=�0�G�8�=�0�5�B�A�O� �>�1�<�5�=� �4�0�=�=�K�<�8� �<�5�6�4�C� �1�5�A�?�@�>�2�>�4�=�K�<� �:�;�8�5�=�B�>�<� �8� �B�>�G�:�>�9� 

�4�>�A�B�C�?�0�.� 

• • 1·esrarlt: � � ckE-t �'�"�'�f�'�'�.� 11 �>�A�p�a�~�u�t�h� �>� 

�F�3�0�1�1�0� 8: 157 byt•s on �w�i�3�o� (1256 �+�t�s�)�,� 157 bytes captured (1256 �+�t�s�)� on �i�n�t�e�3�f�a�c�e� 0 
> Radiotap ���5�0�d�5�3� v0, Longth 20 
> 802.11 �3�a�d�i�o� infornation 

IEEE 802.11 QoS Oata, Fl1gs: •.. . .• F.C 
Logical-Link �C�o�n�t�3�o�l� 

802. lX Authentication 
�V�e�3�s�i�o�n�:� 802.lX-2004 (2) 
�"�C�@�5�:� ���5�C� (3) 
Longth: 95 
���5�C� �D�e�s�c�r�i�p�t�o�3� �"�C�@�>�:� EAPOL WPA ���5�C� (254) 

> ���5�C� Infornation: �0�E�0�0�8�9� 

���>�C� Length: 32 
��� Replay �C�o�u�n�t�o�3�:� 1 

WPA ���5�C� Nonco: �c�0�3�d�0�f�8�8�f�4�d�7�9�2�6�5�o�a�3�9�5�3�7�0�+�8�e�f�c�4�e�f�6�7�b�a�9�f�4�6�b�8�3�1�>�o�c�7� ... 
���>�C� IV: 00000000000000000000000000000000 
WPA ���5�C� RSC: 0000000000000000 
WPA ���5�C� ID: 0000000000000000 
WPA ���5�C� MIC: 00000000000000000000000000000000 
WPA ���>�C� Data Length: 0 

�E� 

No.: ��� • r,.., 0.]77010 • .SC..00 N«vur_.lx56<16 • �~�'� App/o_78:6c< . .k 1 • 5lg,,.J,,,..,,,. �(�d���?�,�)�:�-�1 �8� • ���- r.:•1 �:��� • Jrrlo: K-v �~� J , 

�3 �~� �~� 

�~� �~�/�1�r�~�h�a�r�k� �P�7�c�k�e�t� 1 �7�~�p�r�i� 1 t yroa.auth �>� 

�F�3�0�"�"�'� 10: 181 bytes on �w�i�3�e� (1448 �+�t�s�)�,� 181 bytes �c�a�p�t�u�3�o�d� (1448 �+�t�s�)� on interface 0 
Radiotap ���5�0�d�>�3� v0, Length 20 
802.11 �3 �a�d�i�o� inforJOation 
IEEE 802.11 QoS Oata, Flags: ..•.•. F.C 

> Logical-Link �C�o�n�t�3�o�l� 

v 892 �.�1�%� Authentication 
�V�e�3�s�i�o�n�:� 802.lX-2004 (2) 
�"�C�@�>�:� ���>�C� (3) 
Longth: 119 
���>�C� Descriptor �"�C�@�5�:� EAPOL WPA ���5�C� (254) 
���5�C� Infor11ation: �0�E�0�1�A�9� 

���>�C� Longth: 32 
@ Repl1y �C�o�u�n�t�e�3�:� 2 

WPA ���5�C� Nonc•: �c�0�3�d�0�f�8�8�f�4�d�7�9�2�6�5�o�a�3�9�5�3�7�0�+�8�o�f�c�4�e�f�6�7�b�a�9�f�4�6�b�8�3�e�e�c�7� . . . 
���5�C� IV: �0�0�5�5�.�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�0�&�0�0�0�0�0�0� 

WPA ���5�C� RSC: 0000000000000000 
WPA ���>�C� ID: 0000000000000000 
WPA ���>�C� ���I�!�:� �1�0�d�7�>�,�5�,�2�6�2���l�0�4�9�7�A�3�4�4�0�8�6�5�9�>�,�f�9�A�7� 

WPA ���5�C� Data Longth: 24 
> WPA ���5�C� Oata: ddl60050f20101000050f20201000050f20201000050f202 

� �8�A�.� 13. 18. ���=�0�;�8�7� �7�=�0�G�5�=�8�O� �2� �?�>�;�5� Replay Counter �?�>�<�>�3�0�5�B� �A�2�O�7�0�B�L� 

�2�<�5�A�B�5� �?�>�@�K� �7�0�?�@�>�A�>�2� �8� �>�B�2�5�B�>�2� �=�0� �=�8�E� 

���=�0 �; �8�7� �?�0�:�5�B�>�2� �2� �1�5�A �?�@�>�2�> �4 �= �K�E� �A�5 �B�O �E� 415 
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�l�l�l�Q�)�!�p!��i�i�i�l� �!�5�B�5�2�>�9� �B�@�0�D�8�:� �8�7� �4�0�=�=�>�3�>� �?�@�8�<�5�@�0� �2�7�O�B� �8�7� �B�0�G�:�8� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�­

�?�0�,� �3�4�5� �?�@�8�<�5�=�O�5�B�A�O� �0�;�3�>�@�8�B�<� ��� ��� �A� �"���I� � �4�;�O� �H�8�D�@�>�2�0�=�8�O� �4�0�=�=�J�~�E� �2� 

WLAN. ��� �@�0�7�;�8�'�'�=�K�E� �B�0�G�:�0�E� �1�5�A�?�@�>�2�>�4�=�>�3�>� �4�>�A�B�C�?�0� �?�@�8�<�5�=�O�N�B�A�O� �@�0�7�­

�=�K�5� �0�;�3�>�@�8�B�<�K� �H�8�D�@�>�2�0�=�8�O� �4�0�=�=�K�E�.� �"�0�:�,� �5�5�.�;�8� �2� �B�0�G�:�5� �1�5�A�?�@�>�2�>�4�=�>�3�>� 

�4�>�A�B�C�?�0� �?�@�8�<�5�=�O�5�B�A�O� �4�@�C�3�>�9� �0�;�3�>�@�8�B�<� �H�8�D�@�>�2�0�=�8�O� �4�0�=�=�K�E� �8�;�8� �2�5�@�A�8�O� 

�A�B�0�=�4�0�@�B�0� ��� ���,� �B�>� �5�5� �E�0�@�0�:�B�5�@�8�A�B�8�:�8� �=�0� �C�@�>�2�=�5� �?�0�:�5�B�>�2� �1�C�4�C�B� �7�0�<�5�B�­

�=�>� �>�B�;�8�'�'�0�B�J�A�O�.� �'�B�>�1�K� �C�7�=�0�B�J� �?�>�4�@�>�1�=�5�5� �>� �B�>�<�,� �:�0�:� �4�>�;�6�=�0� �2�K�3�;�O�4�5�B�J� 

�?�>�A�.�;�5�4�>�2�(�'�I�����J�=�>�A�B�J� �C�A�B�0�=�>�2�:�8� �1�5�A�?�@�>�2�>�4�=�>�3�>� �A�>�5�4�8�=�5�=�8�O�,� �>�1�@�0�I�0�9�B�5�A�J� �:� 

�A�>�>�B�2�5�B�A�B�2�C�N�I�8�<� �4�>�:�C�<�5�=�B�0�<� RPC. 

���5�C�4�0�G�=�0�O� �0�C�B�5�=�B�8�D�8�:�0�F�8�O� �?�>� �0�;�3�>�@�8�B�<�C� WPA 

�$�0�9�;� �?�5�@�5�E�2�0�B�0� ���5�8�0�2�1�1� _ 
WPAauthfail.pcapng 

���0�:� �8� �2� �?�@�8�<�5�@�5� �?�@�8�<�5�=�5�=�8�O� �0�;�3�>�@�8�B�<�0� WEP, �<�K� 

�?�@�>�0�=�0�;�8�7�8�@�C�5�<� �2� �4�0�=�=�>�<� �A�;�C�G�0�5�,� �G�B�>� �?�@�>�8�7�>�9�4�5�B�,� 

�5�A�;�8� �?�>�;�L�7�>�2�0�B�5�;�L� �2�2�5�4�5�B� �W� ���-�:�;�N�G�,� �=�0� �:�>�B�>�@�K�9� 

�1�5�A�?�@�>�2�>�4�=�K�9� �:�;�8�5�=�B� �>�B�2�5�B�8�B�,� �G�B�>� �5�<�C� �=�5� �C�4�0�;�>�A�L� �?�>�4�:�;�N�G�8�B�L�A�O� �:� �1�5�A�?�@�>�2�>�­

�4�=�>�9� �A�5�B�8�,� �E�>�B�O� �8� �1�5�7� �C�:�0�7�0�=�8�O� �:�>�=�:�@�5�B�=�>�9� �?�@�8�G�8�=�K�.� ���>�;�C�G�5�=�=�K�9� �2� �8�B�>�3�5� �@�5�­
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�2�B�>�@�O�5�B�A�O� �2� �?�0�:�5�B�0�E� 10-15, �:�0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.19. ���0�6�4�K�9� �7�0�?�@�>�A� �8� �>�B�2�5�B� 

�<�>�3�C�B� �1�K�B�L� �>�1�J�5�4�8�=�5�=�K� �2� �?�0�@�K� �A� �?�>�<�>�I�L�N� �7�=�0�G�5�=�8�O� �2� �?�>�;�5� Replay Counter. 

No. �"�-�m�5� Sou'ce o..tmlion Protocol L.en;th Channol sq1iJI strength (<l!m) Data •• " �!�;�f�>� 

�2� 8.873773 Netgear �_�2�b�:�9�6�:�1�6� Appl•_78: ���A� �:�9�A� EAPOL 157 -18 24 �� "�C� �(�~�s�s "�g "� 1 of 4) 
9 8.876510 ���@�@�l�5�_�7���:�1�A�:�9�A� Netge1r _ab:96:16 EAPOL 183 �-�3�5� 1 ���5�C� �(�~�s�s�a�g�e� 2 of 4) 

18 1.874298 ���.�.�t�g�e�o�r� _ob:96:16 �4�@�@�l�5�_�7�8�:�1�A�:�9�A� EAPOL 157 ·19 24 ���5�C� �(�~�s�s�a�g�e� 1 of 4) 

11 1.876573 ���@�@�l�5�_�7�8�:�1�A�:�9�A� �N�e�t�g�e�2�r�- �_�2�,�:�9�6�:� 16 EAPOL 183 -32 1 ���5�C� (Message 2 of 4) 

12 2.875292 Netgear �_�a�b�:�9�6�:�1�1� Appl•_78:6c �:�9�A� EAPOL 157 -18 36 ���5�C� �(�~�s�s�o�g�e� 1 of 4) 

13 2.877618 �4�@�@�l�5�_�7�8�:�1�A�:�9�A� ���.�.�t�g�e�o�r�_�a�b�:�9�6�:�1�6� EAPOL 183 ·29 1 ���5�C� �(�~�s�s�a�g�e� 2 of 4) 
14 3.877211 �~�t�g�e�a�r� �_�2�b�:�9�6�:�1�6� ���@�@�l�5�_�7�8�:�1�A�:�9�A� EAPOL 157 -18 48 ���5�C� �(�~�s�s�a�g�e� 1 of 4) 

15 3.879537 ���@�@�l�5�_�7�8�:�1�A�:�9�A� Netgear �_�0�,�:�9�6�:� 16 EAPOL 183 -32 1 ���5�C� �(�~�s�s�a�g�e� 2 of 4) 

� �8�A�.� 13.19. ���>�?�>�;�=�8�B�5�;�L�=�K�5� �?�0�:�5�B�K�,� �?�>�A�K�;�0�5�<�K�5� �?�>� �?�@�>�B�>�:�>�;�C� EAPoL �{�E�x�t�e�n�s�i�,�/�e� 

Authentication Protocol over LAN - �@�0�A�H�8�@�O�5�<�K�9� �?�@�>�B�>�:�>�;� �0�C�B�5�=�B�8�D�8�:�0�F�8�8� �2� �;�>�:�0�;�L�­
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�@�0�7�0� �?�>�4�@�O�4�,� �A�2�O�7�L� �1�C�4�5�B� �?�@�5�@�2�0�=�0�.� ���0�:� �?�>�:�0�7�0�=�>� �=�0� �@�8�A�.� 13.20, �B�>�G�:�0� �1�5�A�?�@�>�2�>�­

�4�=�>�3�>� �4�>�A�B�C�?�0� �>�B�:�0�7�K�2�0�5�B� �2� �0�C�B�5�=�B�8�D�8�:�0�F�8�8� �:�;�8�5�=�B�C� �2� �?�0�:�5�B�5� 16 ��� . 

• �W�i�r�1�h "�r�k�.� Pocket �1�1�.� ���.�S�0�2�1�1�_�w�p�a�a�u�t�h�f "�i�l� �>� 

) �F�3�0�5� 16: 50 bytes on �w�i�3�e� (400 bits), 50 bytes �c�a�p�t�u�3�e�d� (400 bits) on interface 0 
> Radiotap ���5�0�d�5�3� v0, length 20 
> 802 .11 �3�a�d�i�o� �i�n�f�o�n�<�t�i�o�n� 

v IEEE 802.11 Deauthentication, Flags: �"�"�.�"�.�!� 

��� Type/Subtype: Deauthentication �(�0�E�0�0�0�A�)� 

> Frae Control Field: �0�E�A�0�0�0� 

.000 0001 0011 1010 • Duration: 314 microseconds 
Receiver address: ���@�@�l�5�_�7�8�:�1�A�:�9�A� �( �a�c�:�c�f�:�S�c�:�7�8�:�1�c�:�9�c�)� 

Destination �a�d�d�3�e�s�s�:� Apple_78:6c:9c �(�a�c�:�c�f�:�S�c�:�7�8�:�1�c�:�9�c�)� 

Transl8itter •ddress: �N�e�t�g�e�a�r�_�a�b�:�9�1�:�l�1� �(�2�8�:�A�6�:�8�5�:�0�,�:�9�6�:�1�6�)� 

�S�o�u�3�c�e� address: Netgear �_�0�,�:�9�1 �:� 16 �( �2�8�:�A�1�:�8�5�:� �0�, �:�9�6�:� 16) 
BSS Id: �N�e�t�g�e�a�3�_�a�b�:�9�6�:�1�6� �(�2�8�:�A�1�:�8�5�:�0�,�:�9�1�:�l�1�)� 

. . . . . . . . . ... 0000 • Fragment �n�u�r�a�,�e�r�:� 0 

0000 0000 0000 , • . . • Sequence number: 0 
> Fral8e check sequence: �0�x�1�9�f�d�5�2�8�0� [ �A�>�3�3�5�A�t�]� 

v IEEE 802 .11 �w�i�r�9�e�s�s� lAN unage1Went frame 
v Fixed �p�a�r "�m�e�t�e�3�s� (2 bytes) 

Reason code: Class 2 �f�3�a�n�i�e� �3�e�c�e�i�v�e�d� fl'08 nonauthenticated STA �(�0�E�0�0�0�1�)� 

�E� 

!��. �:� 16 • r.,,., ���.�I�J�S�O�J�4�8� • Sotxa: �N�e�D�t�w�_�.�,�.�'�6�:�1�6� • �~ �'� �~�-�l�l�1�<�.�.�m �)�o� -17 • 04u r.n: ! · lrlrx �0�-�.�~� SN=4 FN=4 Fhgs. ••• " 
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�;�>�A�L� �2� �>�?�N�2�1�N�<� �?�@�8�;�>�6�5�=�8�5� Wiresl1ark. �%�>�B�O� �4�;�O� �0�=�0�;�8�­
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CloudShark 
���=�A�B�@�C�<�5�=�B�0�;�L�=�>�5� �A�@�5�4�A�B�2�>� CloudShark, �@�0�7�@�0�1�>�B�0�=�=�>�5� �:�>�<�?�0�=�8�5�9� 

QA Cafe, �>�B�=�>�A�8�B�A�O�,� �=�0� �<�>�9� �2�7�3�;�O�4�,� �:� �G�8�A�;�C� �A�0�<�K�E� �;�C�G�H�8�E� �4�;�O� �E�@�0�=�5�=�8�O�,� �8�=�­
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